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%IOTFND-6-UNSPECIFIED:
%[ch=HandleMessage][eid=0007810800CA759B][sev=INFO][tid=CoAP Conformant-3]: C|H}O|A
ol Hellol 2EE A#s=E F< id=2430| X2t id=317(E =2 El CSMP AM3)olo{of & L|C}.
GroupAssign2 2= 3Lt

O|E| StES0{/H o] HE &0l
0 £ S04, O|E| EIDO| CHEF A1} £24 "fd00:abd:51:c000:207:8108:e7:6fda"

[root@lcdcfndappp01 binJ# /opt/cgms-tools/bin/csmp-request -r
[fd00:abd:51:c000:207:8108:e7:6fda] 75

[75/Firmwarelmagelnfo]: {"index": 1,"fileHash":
"x25\x9c\xcf\x36\xf9\x19\x8d\x4e\x13\xaa\x7f\x83\xa3\x94\x4a\xee\xe8\xc1\xc6\xc 1\x0d\x7e\x 1 1\xd2\xc0'
"cg-mesh-node-5.6.2 1","version": "5.6.21","fileSize": 305408,"isDefault": false,"isRunning":

true,"hwinfo": {"hwld": "RFLAN/3.60/3.80"} [75/Firmwarelmagelnfo]: {"index": 2,"fileHash":
"\x25\x9¢\xcfix36\xfO\x19\x8d\x4e\x13\xaa\x7f\x83\xa3\x94\x4a\xee\xe8\xc 1\xc6\xc 1\x0d\x7e\x 1 1\xd2\xc0'
"cg-mesh-node-5.6.2","version": 5.6.2" ,"fileSize": 305408,"blockSize": 650,"isDefault":

false,"isRunning": false,"hwinfo": {"hwld": "RFLAN/3.60/3.80"}} [75/Firmwarelmagelnfo]: {"index":
3,"fileHash":

"\x25\x9c\xcf\x36\xfO\x19\x8d\x4e\x13\xaa\x7f\x83\xa3\x94\x4a\xee\xe8\xc 1\xc6\xc1\x0d\x7e\x 1 1\xd2\xc0'
"cg-mesh-node-5.6.2 1","version": "5.6.21","fileSize": 305408,"blockSize": 650,"isDefault":
true,"isRunning":"hwinfo": {Id": "RFLAN/3.60/3.80"} [75/Firmwarelmagelnfo]: {"index": 4,"fileHash":
"\x3d\x03\xe4\x6c\xa7\x10\x3c\x75\x2 1\xf2\x4 1\x8f\x88\x4f\x56\x0e\x46\x7a\x06\xfc\x7 8\x24\x69\xeb\x0e\
"cg-mesh-itron30-sl -REL-5.2.25","version": "5.2.25","fileSize": 40960} [root@Ilcdcfndappp01 bin]#
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<DemoMode_Cfg> <DemoModeEnable>true</DemoModeEnable> </DemoMode_Cfg>
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%IOTEND-7-UNSPECIFIED: %[ch=EventProducer][sev=DEBUG][tid=CoAP-7]: £
EventObject [netElementld=1149847, eventTime=1622146931202, eventSeverity=0

Ol 27/ 7t LIEHLICH
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eventSource=cgmesh, eventTypeName=signatureFailure, eventDisplayName=Invalid CSMP
Signature, eventTypeld=1085, eventMessage=Verify 2|5 A A, 5t C|HIO|AQ} I0T-FND7} Al
b S718H = K] & lELICE. 1at=1000.0, Ing=1000.0, geoHash=null, eid=F433280000005DE8
issueld=0, eventSev=CRITICAL, moduleld=null, domainName=root]
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[root@iot-fnd ~]# systemctl list-unit-files | grep firewalld

firewalld.service disabled
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[root@iot-fnd ~]# systemct] disable firewalld
Removed symlink /etc/systemd/system/multi-user.target.wants/firewalld.service
Removed symlink /etc/systemd/system/dbus-org.fedoraproject.FirewallDl.service
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serverlog from FND , grep for all CSMP msgs
Also see . /getstats.sh

“lmvald CEMP Signature”
ETOIE

FND deployed in
‘Meters are down in FND | Cluster env

check firewall service on

FND using "systemet!

list-unit-files | grep
firewalid”

run getstats sh on each server in cluster, check
for csmpProcessingRate,
csmpConQuenssSize

disable firewall v |
using "systemctl _ :
i ld* higher CSMP #
. / disable firewalld" igher processing rate

than the others, check load

queue sizes increasing , possible
balancer configuration

bottleneck process somewhere,
check meter hw/firmware TLV

csmp-request -r [ipv6] 75

Debug what SA/DA and UDP
g check TLV 43 CGMSSTATUS ports need to be seen for proper
validate values are as expected? field communication across LB.
& “NMSCertValid”

expected

All parameters from flash are NULL? =

Gheck
field NMSCertValid e
is false

Issue with Cert file Hardware corruption
lcopying on the meter
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