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Events

D POST request will be sent to the LIRL abave with details on the following events.
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(request-target): post /api/webhook
host: myapp.example.com

date: Mon, 09 Mar 2026 12:50:29 GMT
digest: SHA-256=L6Y...
content-type: application/json
content-length: 542
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[FOET] #d4321 34.196.174.38
03/09/2028 0:01:51 AM

~ Request Content

Raw Content B Format son B word-wrap  Copy
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<#root>

Secr et
:secret

Host
:webhook.site
Pat h:

/ 1ac92110- de44- 47ae- 93e0- 50c1a29bc327



Dat e

:Mon, 09 Mar 2026 13:01:51 GMT
Cont ent - Lengt h

1419

Payl oad

:{"ObjectType":"mo.WebhookResult","ClassId":"mo.WebhookResult","AccountMoid":"61a779717564612d33ae624b"

Expected Signature

:LSzi106ZX1gZ1izJ)sqsaIWqkgNHxkMFy3VWqg3NRxLkvWo=

Bash Z! OpenSSL &2l

#!/bin/bash

# 1. Setup the 1inputs

SECRET="secret"

EXPECTED_SIG="LSzi106ZX1gZizJsqsaIWqkgNHxkMFy3VWq3NRxLkvWo="
PAYLOAD="'{"ObjectType":"mo.WebhookResult","ClassId": "mo.WebhookResult","AccountMoid":"61a779717564612d3

# 2. Calculate the Body Digest

# We use echo -n to ensure no trailing newline is added to the payload
DIGEST=$(echo -n "$PAYLOAD" | openssl dgst -sha256 -binary | openssl base64)
FULL_DIGEST="SHA-256=$DIGEST"

# 3. Build the Signing String (Strict Order!)

# Note: The format must be exactly: header: value\n
SIGNING_STR="(request-target): post /1lac92110-ded44-47ae-93e0-50cla29bc327
host: webhook.site

date: Mon, 09 Mar 2026 13:01:51 GMT

digest: $FULL_DIGEST

content-type: application/json

content-length: 419"

# 4. Generate the HMAC-SHA256 Signature
CALCULATED_SIG=$(echo -n "$SIGNING_STR" | openssl dgst -sha256 -hmac "$SECRET" -binary | openssl base64

# 5. Output the results for comparison

echo "--- Verification Results ---"

echo "Expected Signature: $EXPECTED_SIG"
echo "Calculated Signature: $CALCULATED_SIG"

if [ "$EXPECTED_SIG" == "$CALCULATED_SIG" ]; then
echo "SUCCESS: The signatures match!"
else
echo "FAILURE: The signatures do not match."
fi

PowerShell QI


https://intersight.com/api/v1/notification/AccountSubscriptions/691d25b97375733001299f29

# 1. Setup the 1inputs

$Secret = "secret"
$ExpectedDigest = "5dMQrSnQQU6PYZ91vA81fOhFobmIotGxo1FS9TekPEM="
$ExpectedSig = "LSzi06ZX1gZizJsqsaIWqkqNHxkMFy3VWg3NRxLkvWo=""

$Payload = '{"ObjectType":"mo.WebhookResult","ClassId":"mo.WebhookResult","AccountMoid":"61a77971756461

# 2. Calculate the Body Digest

$Sha256 = [System.Security.Cryptography.SHA256]::Create()
$PayloadBytes = [System.Text.Encoding]::UTF8.GetBytes($Payload)
$HashBytes = $Sha256.ComputeHash($PayloadBytes)
$CalculatedDigest = [Convert]::ToBase64String($HashBytes)

# 3. Build the Signing String (Strict Order!)
# Note: 'n is the PowerShell newline character.
# The string must match the order in the Authorization header exactly.
$SigningStr = "(request-target): post /1lac92110-ded44-47ae-93e0-50cla29bc327 n" +
"host: webhook.site n" +
"date: Mon, 09 Mar 2026 13:01:51 GMT ' n" +
"digest: SHA-256=%$CalculatedDigest n" +
"content-type: application/json'n" +
"content-length: 419"

# 4. Generate the HMAC-SHA256 Signature

$Hmac = New-Object System.Security.Cryptography.HMACSHA256

$Hmac.Key = [System.Text.Encoding]::UTF8.GetBytes($Secret)

$SigBytes = $Hmac.ComputeHash([System.Text.Encoding]::UTF8.GetBytes($SigningStr))
$CalculatedSig = [Convert]::ToBase64String($SigBytes)

# 5. Output the results for comparison
Write-Host "--- Verification Results ---

-ForegroundColor Cyan

Write-Host "Digest Match: " -NoNewline
if ($CalculatedDigest -eq $ExpectedDigest) {
Write-Host "SUCCESS" -ForegroundColor Green
} else {
Write-Host "FAILED" -ForegroundColor Red
}

Write-Host "Expected Signature: $ExpectedSig"
Write-Host "Calculated Signature: $CalculatedSig"

if ($CalculatedSig -eq $ExpectedSig) {

Write-Host "SUCCESS: The signatures match!" -ForegroundColor Green
} else {

Write-Host "FAILURE: The signatures do not match." -ForegroundColor Red
}
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