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Profile Menu

[ Sign out

Account and role [ Change

Server Administrator

Region

intersight-aws-us-east-1

Access details

User settings
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HiE EE

Intersight Standalone Mode ISM EE = Intersight Managed Mode IMMO{| A Cisco HCI with Nutanix
£2ME 15524M =901 2 ZXHZ M Foundation Central2 Cisco Intersightoll 1233l of &fL|
Ct.

Foundation Central Varshon 171
Nodes Deploymaeant History API Keys Managemant Foundation Cantral Settings
Foundation Central Settings

a Connection has been saved.
Connect Hardware Provider

Connect a Hardware Pravider to onboard nodes 1o Foundation Cendral, Currently, anly Cisco Intersight is supported and
only a single connection Is allowed at a time. To add a new connection, remove the existing one.

Connoction Name Hardware Provi dor URL

HEI-Mutanix Cisco Intersight hitps:fus-east-lintersight.com

Intersight S && 2 =: = =7} ToR(Top-of-Rack) 29| x| &0l A E|1 M= Cisco Intersight®E
Ar835t0od SLoiAM ZEIELICH EF Nutanix EtAEE F55t24™ 2|4 3719 =7t 2R E}HK]
o 18s HESR3 j22/0| o|0| Mx[E[o] UE olX] & XA} x| & &2 QG HY == 2
HAE Y 2-E FHAEE FHSe SMT M3 ELICH

Intersight Managed Mode: Intersight Managed Mode = UCS A|AEIQ| 7|51} Intersighte] 221
E 7|8t M S S8 5lod 52/ 2! Fabric Interconnect 913 A|AEIO| BE| #AE S&erLct.
Intersight Management 2 &2 UCS-FI-6454, UCS-FI-64108, UCS-FI-6536, UCSX-S9108-100G
Fabric Interconnect &! Cisco UCS C-Series(M5, M6, M7, M8), Cisco UCS X-Series(M6, M7, M8)
MeHol| CHEF M3 9l 23 22[& EFESHg L Ct.

=X 2

Connect Hardware Provider X Failed to validate connection &

with the given auth details:
Failed to fetch the APl Key: l
Get "https/ius-east-
Lintersight.com/api/vl/iam/Apiw
4 G »

Connection Details

Connaction Name

HCI-Nutanix-API-KEY

[} Only the spedial characters - . _ are allowed
Hardware Provider
Cisco Intersight
Intersight Deployment Type
© SaaS O Connected/Private Virtual Appliance
Intorsight Reglon & URL

Morth America #  hitps://us-east-lintersight.com



Prism Central 2! Foundation CentralollA ZE 443 TCP/UDP 2! 80 TCPE £35l C}2 URLE 2H}

B HAEE = A=K FHAFLICH

INEE URL Cldto|A F{<lE{of Z2$F URL

intersight.com svc.intersight.com

us-east-1.intersight.com svc.us-east-1.intersight.com

S0 lps: svc-static1.intersight.com
52.223.48.112 ucs-starship.com*
99.83.178.202 ucs-connect.com*
Intersight.com
eu-central-1.intersight.com

svc.eu-central-1.intersight.com
EMEA Ips:

svc-static1.eu-central-1.intersight.com
52.223.57.109

99.83.140.236
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URL 2! ZE0of curl BHEE £ A AI2.

curl -v -k https://svc.intersight.com
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admin@NTNX-10-31-123-88-A-PCVM:~$ curl -v -k https://svc.intersight.com
< About to connect() to svc.intersight.com port 443 (#0)

Trying 2600:9000:a60c:6a4d:2d28:e9be:e3e:fOcf...
No route to host

Trying 2600:9000:a706:¢c634:41:731c:adle:bf00...
No route to host

Trying 9
Connection tlmed

Trying 5 112, ..
After 86287ms connect time, move on!
connect to svc.intersight.com:443; Operation now 1n progress
* CIOSLng connection O
curl: (7) Failed connect to svc.intersight.com:443; Operation now in progress
admin@NTNX-10-31-123-88-A-PCVM:~$ |}

E S S - S S S

QR HiSlE L= HMA SE2 AF25IE{H 212 E URLOIA &2l IPE F7}sHof &HLCH & URL
250|248t IPv4 2! IPve TAZ EFQIE]L|C}

52.223.48.112

99.83.178.202
2600:9000:a60c:6a4d:2d28:e9be:e3e:fOcf
2600:9000:a706:c634:41:731c:ad1e:bf00

nslookup BHE A& 35104 O|& &2l = U&LICH

nslookup svc.intersight.com



admin@NTNX-10-31-123-88-A-PCVM:~$ nslookup svc.intersight.com
Server: 10.31.123.60
Address: 10.31.123.60#53

Non-authoritative answer:

Name: svc.intersight.com

Address: 52.223.48.112

Name: svc.intersight.com

Address: 99.83.178.202

Name: svc.iwntersight.com

Address: 2600:9000:a60c:6a4d:2d28:e9be:e3e: fOcf
Name: svc.intersight.com

Address: 2600:9000:a706:c634:41:731c:adle:bf00

admin@NTNX-10-31-123-88-A-PCVM:~$ |

nslookup &

Prism Centralof| A Intersight CVA / PVAR 2| Q14835 B ZE 4430 M Z8e = U E &
L|Ct.

PC VMO AZEQ|0{ CIR2EELL LCMIF Z2 ZUS 2ol QB0 HZESEE FHE ZEA|7}
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=  Q HTTP Proxy Prism

S . Update HTTP Proxy ?
ettings .
Upgrade Prism Central -
Witness
Passwo
Connect to Frame ——
Enable App Management HTTP
HTTPS
Enable Disaster Recovery
Whitelist
Pulse
vCenter Registration
is-pva.mxsviab.com "
is-cva.mxsviab.com s X
Advanced Networking
HTTP Proxy
Cancel
Name Servers

HTTP ZSA|

1
o

curl BB SR Intersight CVA / PVAO| CHEt 91AE E|AESH0{ 0|28 HHHI7I B3 XO|R=X]

curl -v -k https://is-pva.mxsvlab.com

curl -v -k https://1s-pva.mxsvlab.com
:443. ..
- Connected to i1s-pva.mxsvlab.com ( ) port 443
* ALPN: curl offers http/1.1
* TLSv1.3 (OUT), TLS handshake, Client hello (1):
% TLSv1.3 (IN), TLS handshake, Server hello (2):
* TLSv1.3 (0UT), TLS change cipher, Change cipher spec (1):
< TLSv1.3 (0UT), TLS handshake, Client hello (1):
* TLSv1.3 (IN), TLS handshake, Server hello (2):
* TLSv1.3 (IN), TLS handshake, Encrypted Extensions (8):
« TLSv1.3 (IN), TLS handshake, Certificate (11):
* TLSv1.3 (IN), TLS handshake, CERT verify (15):
« TLSv1.3 (IN), TLS handshake, Finished (20):
* TLSv1.3 (0OUT), TLS handshake, Finished (20):
* SSL connection using TLSv1.3 / TLS_AES_256 GCM_SHA384
* ALPN: server accepted http/1.1
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curl -v -k https://<Intersight URL> Intersight El4= URLOY| CH3H 942 E|A
curl -v -k https://svc.intersight.com E
curl -v -k —proxy <proxy address>:<port> <Intersight URL>

ZEA LR B AP EAE

curl -v -k —proxy http://proxy.esl.cisco.com:8080 https://
svc.intersight.com

curl -4|6 -v -k https://<Intersight URL>

curl -4 -v -k https://svc.intersight.com

IPV4 EE= IPV6 24 K|Hof CHst 2

A EHAE x|H

tracepath <Intersight IP>

SXX| ZAER Fite W £
tracepath 99.83.178.202
nslookup <URL> HAHE P FAE Ol

nslookup svc.Intersight.com

M3 E elE T HE7H A ZERIGLCH
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Connect Hardware Provider

Morth America ¢+ https:/fus-east-lintersight.com

Connection Credentials

You can find the APl key ID and secret key on the Cisco Intersight
Settings page. Currently, only Open APl schema version 3 is supported.

Intersight APl Key ID

I 62ed7649 ]

Intersight Secret Key Hide

-—-BEGIN EC PRIVATE KEY-—
HAGEAMBMGBYqGSM49AgEGCCGSMA9AWEHBGOWaw

=3

Failed to save hardware

rmanager auth data: Auth details

provided are invalid. Please
provide valid APl Key and secret



http://proxy.esl.cisco.com:8080

Intersight Secret KeyE 12315t 74Lt =015
Ct 2EX| o™ StESo{ SSAto C

View API Key

ﬂ This is the only one time that the secret key can be
viewed or downloaded. You cannot recover them later.
However, you can create new access keys at any time.

APl Key ID

62ed7648

Secret Key

-====BEGIN EC PRIVATE KEY-----
MIGHAgEAMBMGByqGSMA49AgEGCCqGSMASAWEHBGOwaw

:I | have downloaded the Secret Key.
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Failed to validate connection
with the given auth details:
Unable to fetch the EULA list.
Failed with error: Your token has
expired due to inactivity in the
last 30 days. Provide your Cisco

L= 255 BHAHOA "UUIDE AF25104 INTERSIGHT stEQ|0] 22| Ktof| 45K 2R & LICH
EE"AFESX AHZE SHO| MR LIRS £ U&SLICH "Ete @F 7 ehAish £~ Ql&LICH Ol EULASH
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Intersight0ll A O|& +=%5+24M Settings(Ad) > Cisco ID > Configure(74J) > Cisco ID &
Password(Cisco ID & H|Z#H= 2/=4)E O[S & LICt.



s Intersight

Multi-Factor Authentic

Active

Generate Security Token

ﬂ To upgrade firmware from the Cisco Repository,
Intersight must be enabled for Cisco Software

Download Services. Learn more at H

the securit

o me
« Intersighte| == al o5t
. TE Q7 AlE
- CHA S S0este o 28 A= ZQIE URL
« Cisco Software Repository HA|A et Eo0q 9

nter,

oken that ensbles you



https://www.intersight.com/help/appliance/resources/RBAC
https://www.intersight.com/help/appliance/resources/RBAC
https://intersight.com/help/saas/getting_started/system_requirements#port_requirements
https://intersight.com/help/saas/getting_started/system_requirements#endpoint_urls_required_to_claim_targets
https://intersight.com/help/saas/getting_started/system_requirements#endpoint_urls_required_to_claim_targets
https://intersight.com/help/appliance/configure/hci_nutanix#grant_cisco_software_repository_access_and_accept_eula
https://intersight.com/help/appliance/configure/hci_nutanix#grant_cisco_software_repository_access_and_accept_eula
https://intersight.com/help/appliance/configure/hci_nutanix#grant_cisco_software_repository_access_and_accept_eula
https://intersight.com/help/appliance/configure/hci_nutanix#grant_cisco_software_repository_access_and_accept_eula
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