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* IMM(Intersight Managed Mode)

+ UCSX-215C-M8

+ UCSC-C240-M7SX

* 6536 Fabric Interconnect

* 6454 Fabric Interconnect

« Server X series Firmware BH{7 5.3(0.240016)

« Fabric Interconnect 6536 & 0] {7 4.3(5.250004)
« Server C series Firmware HH7 4.3(4.241063)

« Fabric Interconnect 6536 0 & 4.2(3m)
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6536-A(nx-0s)# show running-config interface ethernet 1/1
description Uplink PC Member
pinning border
switchport mode trunk
switchport trunk allowed vlan 1,50,55,60,69-70,72,201,470

FI-B:

6536-B(nx-0s)# show running-config interface ethernet 1/1
description Uplink PC Member
pinning border
switchport mode trunk
switchport trunk allowed vlan 1,50,55,60,69-70,72,201,470
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Policy Details

B Tosetanative VLAN, in the row actions, select Set Mathe VLAN. To remove a nasive VLAN, select Unset Native VLAN. If a native VLAN is
akeady assigned, any change mary lead to brief network interruptions af the time of profile deployment.
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General L S Server Profile  HCL Topology Metri Connectivity

Adapter UCSX-ML-V5GQ50G_FCH2817742H

General

DCEInterfaces

Memory

Network Adapters

Storage Controlers QInQVLAN VIFID Active Oper State Passive VIFID  Passive Oper State Qo5 Policy

TRM

HBA Interfaces

VIFID Opor State Rate Limit (Mbps)

FI-A

6536-A(nx-o0s)# show running-config interface vethernet 800
interface Vethernet800

switchport mode trunk

switchport trunk allowed vlan 1,69,470

FI-B:

6536-B(nx-0s)# show running-config interface vethernet 801
interface Vethernet801

switchport mode trunk

switchport trunk allowed vlan 1,69,470

-« 0Soi| 71 dE VLAN:

Conf igure Managenent Network (optional)

Netuork Adapters 470
LAN (optional)
A VLAN is a virtuval netuwork within a physical netuork.
1Pv4 Conf iguration CaL al VLANs can co st on ti 1
IPv6 Conf iguration ¢
DNS Conf iguration
Custon DNS Suffixes

If you are vnsure how to configure or use a VLAN,
to 1 * this option unse




>ping 16.31.123.106

Pinging 10.31.123.106 with 32 bytes of data:
Reply from 10.31.123.106: bytes=32 time<lims
Reply from 10.31.123.106: bytes=32 time<ims

from 106.31.123.106: bytes=32 time<ims
10.31.123.106: by time<1ims

Lost = (6% loss),

times in milli-seconds:
Minimum = Oms, Average = Oms
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I 5now VLAN ID Ranges

To set a native VLAN, in the row actions, select Set Mative VLAN. To remove @ native VLAN, select Unset Native VLAM. if a native VLAN is
siready assigred, any change may lead 10 brief network inerruptions at the time of profile deployment,

Filters 3 results

Unsat Native VLAN
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6536-A(nx-0s)# show running-config interface vethernet 800
interface Vethernet800

switchport mode trunk

switchport trunk native vlan 470 <<<<<<<<<<

switchport trunk allowed vlan 1,69,470

FI-B:



6536-B(nx-o0s)# show running-config interface vethernet 801
interface Vethernet801

switchport mode trunk

switchport trunk native vlan 470 <<<<<<<<<<
switchport trunk allowed vlan 1,69,470
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6536-A(nx-o0s)# show running-config interface ethernet 1/1
description Uplink PC Member
switchport mode trunk
switchport trunk native vlan 470 <<<<<<<<<<
switchport trunk allowed vlan 1,50,55,60,69-70,72,201,470

FI-B

6536-B(nx-o0s)# show running-config interface ethernet 1/1
switchport mode trunk
switchport trunk native vlan 470 <<<<<<<<<<
switchport trunk allowed vlan 1,50,55,60,69-70,72,201,470
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Network Adapters

IPv4 Conf igurat ion
1Pv6 Conf iguration netuork
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IT you = ynsure how to configure or use a VLAN, it is safe
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Test ing Management Network

You may interrupt the test at any time.

Pinging address #1 (192.168.72.1). 0K.
Pinging address #2 (192.168.72.25). 0K.

OsS cil'dlofl Mol mHZ! Z4A:
ciolE]| Z8iQ/0] oA CHZ ZtSstEX| &Qlste I CHE W2 0S Bl M T ZHxE 42
Z

4+ aLich ol 28 512 2MollM pkicap-uw B CHaI} 20| S21H HEHI ofHEIE Saf
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pktcap-uw --uplink vmnicO --dir 2 -o /vmfs/volumes/datastorel/pcaps/nativeworking.pcap -i icmp:

Mao. Time Source Destination Protocol Lengtl Info
1 6.000008 18.31.123.45 192.168.72.25 IcHP 74 Echo (ping) request id=exéé@a, seq=12681/35121, ttl=127 (reply in 2)
-— 2 9.800112 192.168.72.25 18.31.123.45 ICHP 74 Echo (ping) reply id=0x000a, seq=12681/35121, ttl=64 (request in 1)
7 1.818514 18.31.123.45 192.168.72.25 ICHP 74 Echo (ping) request id=0x@@0a, seq=12682/35377, ttl=127 (reply in 8)
§ 1.818625 192.168.72.25 10.31.123.45 ICHP 74 Echo (ping) reply id=0x000a, seq=12682/35377, ttl=64 (request in 7)
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root@IMM-SAAS-MXSVLAB-6536-A(nx-os)# attach module 1

root@module-1# debug platform internal tah elam asic 0O

root@module-1(TAH-elam)# trigger init asic 0 slice 1 Tu-a2d 1 in-select 6 out-select O
Slot 1: param values: start asic 0, start slice 1, Tu-a2d 1, in-select 6, out-select O
root@module-1(TAH-elam-insel6)# set outer ipv4 src_ip 192.168.72.25 dst_ip 192.168.72.1
root@module-1(TAH-elam-insel6)# start

root@module-1(TAH-elam-insel6)# report

HEAVENLY ELAM REPORT SUMMARY

slot - 1, asic - 0, slice - 1

Incoming Interface: Ethl/10

Src Idx : 0x1001, Src BD : 72

Outgoing Interface Info: dmod 1, dpid 72
Dst Idx : 0x601, Dst BD : 72

Packet Type: IPv4

Dst MAC address: B0O:8B:CF:C8:A2:6B
Src MAC address: 00:25:B5:01:00:34
.1g Tag0 VLAN: 72, cos = 0x0

Dst IPv4 address: 192.168.72.1
Src IPv4 address: 192.168.72.25
Ver = 4, DSCP = 0, Don't Fragment =
Proto = 1, TTL 64, More Fragments =

|
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Hdr len = 20, Pkt len = 84, Checksum = 0xc0a9

L4 Protocol : 1
ICMP type
ICMP code : 0

oo

Drop Info:

LUA:
LUB:
LUC:
LUD:
Final Drops:

vntag:

vntag_valid 01
vntag_vir : 195
vntag_svif : 195

7tM2 30 M src & dst7h VLAN 720] {= 0| 2FELICL Ol 2E B20M 7[2He=2
VLAN 728 Al238t1 Q2 dpid 72 QIE{TH 0| A0 CH5H destinated?! ZE 0|4 1/1001 T &t $H
Cle Ae &1 U7 2ol o & Zd0|H, dpid= ASIC ZE LHE Al¥4X}I0|H show interface SHE.
2o OHEE AtE3sto DHEE &2 += /JU&Lch

6536-A(nx-o0s)# show interface hardware-mappings

Name Ifindex Smod Unit HPort FPort NPort VPort Slice SPort SrcId MacId MacSP VIF Block B1kSrcID

Ethl/1 1a000000 1 0 72 255 0 -1 1 0 0 18 0 1537 0 0

6536-A(nx-0s)# show hardware internal tah interface ethernet 1/1
i i i g
IfIndex: 0x1a000000

DstIndex: 6144

IfType: 26

Asic: 0

Asic: 0

AsicPort: 72

SrcId: 0

Slice: 1

PortOnSTice: 0

Table entries for interface Ethernetl/1l

show interface hardware-mappings &0 &2 HEof et CHe ZE= UCS THIele] 33
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root@module-1(TAH-elam-insel6)# set outer 12 src_mac 00:25:B5:01:00:34 dst_mac ff:ff:ff:ff:ff:ff
root@module-1(TAH-elam-insel6)# start

root@module-1(TAH-elam-insel6)# report

HEAVENLY ELAM REPORT SUMMARY

slot - 1, asic - 0, slice - 1

Incoming Interface: Eth1l/10
Src Idx : 0x1001, Src BD : 1
Outgoing Interface Info: dmod 1, dpid 72
Dst Idx : Ox601, Dst BD : 72

Packet Type: ARP

Dst MAC address: FF:FF:FF:FF:FF:FF
Src MAC address: 00:25:B5:01:00:34
.1g Tag0 VLAN: 1, cos = 0x0

Target Hardware address: 00:00:00:00:00:00
Sender Hardware address: 00:25:B5:01:00:34
Target Protocol address: 192.168.72.1
Sender Protocol address: 192.168.72.25

ARP opcode: 1

Drop Info:

LUA:
LUB:
LUC:
LUD:
Final Drops:

vntag:

vntag_valid 1
vntag_vir : 195
vhtag_svif : 195

6536-A(nx-o0s)# show interface hardware-mappings

Name Ifindex Smod Unit HPort FPort NPort VPort Slice SPort SrcId MacId MacSP VIF Block BTkSrcID

Ethl/1 1a000000 1 0 72 255 0 -1 1 0 0 18 0 1537 0 0

A8 ZQ1I MAC T4 00:25:85:01:00:34(vNIC-A)2] VLANO| VLAN 191 ZHg =2 4 Ql&L|ct ol
VLAN 728 AtE35lof st2 2 HZE JelLCt
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ELAM ZHA]:

root@module-1(TAH-elam-insel6)# set outer 12 src_mac 00:25:B5:01:00:34 dst_mac ff:ff:ff:ff:ff:ff
root@module-1(TAH-elam-insel6)# start
root@module-1(TAH-elam-insel6)# report

HEAVENLY ELAM REPORT SUMMARY

slot - 1, asic - O,

slice - 1

Incoming Interface:
Src Idx :
Outgoing Interface Info:

Packet Type: ARP
Dst MAC address:

Src MAC address:
.1q Tag0 VLAN: 72,

Target
Sender
Target
Sender

Hardware
Hardware
Protocol
Protocol

ARP opcode: 1

Drop Info:

LUA:
LUB:
LUC:
LUD:

Final Drops:

vntag:

vntag_valid
vntag_vir
vntag_svif

Eth1l/10
0x1001, Src BD :

72
met_ptr O

FF:FF:FF:FF:FF:FF
00:25:B5:01:00:34

address:
address:
address:
address:

Ha
: 195
: 195

cos = 0x0

00:00:00:00:00:00
00:25:B5:01:00:34
192.168.72.1
192.168.72.25
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6536-A(nx-0s)# show running-config interface ethernet 1/1
description Uplink PC Member
switchport mode trunk
switchport trunk allowed vlan 1,50,55,60,69-70,72,201,470

Windows Server OS

HIO|E|E VLAN EAXl= Windows OSOH|IME 2 4+~ Ql&LICH YUt o Z |0|E|E VLANO|
vNICO| Ef 2 E|X| &t 7| I E0f| ErAe &~ Q&LCt.



0| AlLt2|20{| A= Native VLAN 4700| At E|A&LICE.

Po LAN Edit

Edit Ethernet Network Group

Policy Details

Manag

LAN ID Ranges

D Tosetanative VLAN, in the row actions, select Set Native VLAN. To remove a native WLAN, setect Uinset Natihee VLAN. I a native VLAN is
‘already sssigned, any change may kead 10 brief network intermuptions at the time of peofile deploymant.

M2 E! vNIC7} Windows0fl @42 =0 & LICt.
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Authentication settings Edit

Metered connection

Some apps might work differently to reduce data usage when you're connected to this

network

Set a data limit to help control data usage on this network

IP assignment: Manual
IPv4 address: 10.31.123.51 .
Edit
IPv4 mask: 255.255.255.0
IPv4 gateway: 10.31.123.1
i EARLPS

HE 220 ping2 Al=35HE HO|E|E VLANO| vNICO EHZE[2 2 THZ! WM o 4 CHZ &S5

= g =olE & et

A

MNo. Time Source Destination Protocol Lengtl Info
1631 157.599482 10.31.125745 16.31.123.51 ICHP 74 Echo (ping) request id=0x@00a, seq=29175/63345, ttl=128 (reply in 1632)
1632 157.599645 10.31.123.51 10.31.123.45 ICMP 74 Echo (ping) reply id=@x@00a, seqe=29175/63345, ttl=128 (request in 1631)
1634 157.881196 10.61.94.99  10.31.123.51 ICMP 74 Echo (ping) request id=0x@@e2, seq=6442/10777, ttl=1086 (reply in 1635)
1635 157.881469 10.31.123.51 10.61.594.90 ICMP 74 Echo (ping) reply id=0x0002, seq=6442/10777, ttl=128 (request in 1634)
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6454-A(nx-o0s)# show running-config interface vethernet 801

interface Vethernet801
switchport mode trunk

switchport trunk allowed vlan 1,69,470

- Fl-A $&:

6454-A(nx-0s)# show running-config interface ethernet 1/15-16

interface Ethernetl/15
description Uplink PC Member
switchport mode trunk

switchport trunk native vlan 470 <<<<<<<<<<
switchport trunk allowed vlan 1,69-70,72,470

interface Ethernetl/16
description Uplink PC Member
switchport mode trunk

switchport trunk native vlan 470 <<<<<<<<<<

switchport trunk allowed vlan 1,69-70,72,470

A2 E! YNIC7} WindowsOl 942 E[04 4 K|

5 [fosee

aernat

Authentication settings

Metered connection

Some apps might work d fferently

netwaork
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6454-A(nx-o0s)# show running-config interface vethernet 801

interface Vethernet801
switchport mode trunk

switchport trunk native vlan 470 <<<<<<<<<<
switchport trunk allowed vlan 1,69,470
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IMM-SAAS-MXSVLAB-6454-A(nx-o0s)# show running-config interface ethernet
interface Ethernetl/15

description Uplink PC Member

switchport mode trunk

switchport trunk native vlan 470 <<<<<<<<<<

switchport trunk allowed vlan 1,69-70,72,470

interface Ethernetl/16
description Uplink PC Member
switchport mode trunk
switchport trunk native vlan 470 <<<<<<<<<<
switchport trunk allowed vlan 1,69-70,72,470

Ol Am|agolMolME HAE 5185tX| A2 2 E ping HIAEE +8& M SHS WX & Xo
2 of & ELch.
AlLtE[2 3. H|0|E|2 VLANO| OS R vNIC B T8 E
- OS &:
NIC Teaming X

New team interface

VLAN 470 - VLAN 470

Team: VLAN 470

Type: Primary interface

VLAN membership

Default

The default interface handles all traffic that is not claimed by other VLAN-
specific interfaces.

o Specific VLAN: (470 | |t

OK Cancel




« vNIC oIt

6454-A(nx-o0s)# show running-config interface vethernet 801
interface Vethernet801

switchport mode trunk

switchport trunk native vlan 470 <<<<<<<<<<

switchport trunk allowed vlan 1,69,470

« ping EIAE7} 2 &S35tX| otomd ¢dZ0| ei&LICt.
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https://www.cisco.com/c/en/us/td/docs/unified_computing/Intersight/b_Intersight_Managed_Mode_Configuration_Guide/m_switch_policies.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/Intersight/b_Intersight_Managed_Mode_Configuration_Guide/m_switch_policies.html
https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/ucs-6454-fabric-interconnect/214397-configure-elam-on-ucs.html
https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/ucs-6454-fabric-interconnect/214397-configure-elam-on-ucs.html
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https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/ucs-6454-fabric-interconnect/214397-configure-elam-on-ucs.html
https://knowledge.broadcom.com/external/article/341568/using-the-pktcapuw-tool-in-esxi-55-and-l.html
https://knowledge.broadcom.com/external/article/341568/using-the-pktcapuw-tool-in-esxi-55-and-l.html
https://knowledge.broadcom.com/external/article/341568/using-the-pktcapuw-tool-in-esxi-55-and-l.html
https://knowledge.broadcom.com/external/article/341568/using-the-pktcapuw-tool-in-esxi-55-and-l.html
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