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Policies > Syalog
Create

@ cenens General

Add a name, description, and tag for the policy.

2 Policy Details Organization

[de“aull-urg

Name

[ IMM-Syslog-Policy

Set Tags

[ Enter a tag in the key:value format

Description

LICH AZIE B2 RFC 54240 M & X

Policies Syslog

Create

\ enaral Policy Details

Add policy details.
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Local Logging
File

Minkmum Severity to Report
[ Debug

Warning

Re| Emergency
Alert
Critical
Error
Natice
Informational

Debug
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https://datatracker.ietf.org/doc/html/rfc5424#section-6.2.1
https://datatracker.ietf.org/doc/html/rfc5424#section-6.2.1
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= Add policy details.

Local Logging
+ File
Remote Logging
Syslog Server 1 @D Enatie

Protocol

Minimum Severity To Report
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1. Domain Profile(=HIQ! Z2 1 )2 0|&3+04 Edit(=)E 28 CtF 4EH7H UCS Domain
Configuration(UCS ZMH|Ql Z4x|12|0[44)77t X| Next(Ct=)& 22§ LICt.
2. Management(J—PEI) > Syslog(Syslog)0lA ¥45tE= Syslog Policy(Syslog &%) & MEHEHL|CY,

ain Profiles

Edlt UCS Domaln Profile (IMM-6536)

UCS Domain Configuration

and management policies to be associated with the Fabric Interconnect.

(~') General
UCS Domain Assignment
(=)} VLAN & VSAN Configuration
- . Management 2 o
(Z) Parts Configuration
NTP
Syslog

MNetwork Connectivity Select Policy

SNMP Selact Policy

LDAP =] & ©  LDAP-IMM

Certificate Management 2] @ ®  IMM-LDAPS-Cert
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Edlt ucs Server Profile (UCSC-C220M5-IMM)

(@) Danaal Management Configuration

() server Assignment
(~) compute Configuration

Ml Over LAN

IMM-Syslog
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Fabric Interconnect Syslog HIA|X|7} 3 M| 7|F E[}A= K| & lgLICt

[root@aTma jormarqul# tail /var/log/remote/msg/192.0.2.3/_.Tog
Jan 16 15:09:19 192.0.2.3 : 2025 Jan 16 20:11:57 UTC: %VSHD-5-VSHD_Syslog_CONFIG_I: Configured from vty
Jan 16 15:09:23 192.0.2.3 : 2025 Jan 16 20:12:01 UTC: %VSHD-5-VSHD_Syslog_CONFIG_I: Configured from vty
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[root@aTma jormarqul# tail /var/log/remote/msg/192.0.2.5/AUDIT.log

Jan 16 20:16:10 192.0.2.5 AUDIT[2257]: KVM Port port change triggered with value "2068" by User:(null)
Jan 16 20:16:18 192.0.2.5 AUDIT[2257]: Communication Services(ipmi over lan:enabled,ipmi privilege Teve
Jan 16 20:16:23 192.0.2.5 AUDIT[2257]: Local User Management (strong password policy :disabled) by User
Jan 16 20:16:23 192.0.2.5 AUDIT[2257]: Password Expiration Parameters (password_history:5,password_expi
Jan 16 20:16:26 192.0.2.5 AUDIT[2257]: Local Syslog Severity changed to "Debug" by User:(null) from Int
Jan 16 20:16:27 192.0.2.5 AUDIT[2257]: Secured Remote Syslog with(serverld =1, secure_enabled =0) by Us
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<ffroot>

FI-6536-A# connect nxos
FI-6536-A(nx-0s)# ethanalyzer

local interface nmgnt

capture-filter

port 514

" Timit-captured-frames 0
Capturing on mgmtO
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1. Fabric Interconnects(I{E2 2] PIE{F{LE) > Inventory(2IHEZ) 2 O|S E L|Ct.
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€ Fabric ts

FI-6536 FI-A @ citical

General v Connections UCS Domain Profile Topology Metrics

Ports & Port Channels

Fan Modules FC Ethemnet Port Channels FC Port Channels

lters 35 resulis

Disable

Reset

EIAE & syslog ECHES 445+7| I8l Fabric Interconnectoll A QIE{H|O|AE S = FLICH
3. H{E 2| QIE{FHAE O] 2&2 Syslog N2 Z{A{sHoF & LICt.

<#froot>

FI-6536-A(nx-o0s)# ethanalyzer local interface mgmt capture-filter "port 514" Timit-captured-frames
Capturing on mgmtO
2025-01-16 22:17:40.676560

192.0.2.3 -> 192.0.2.2

Sysl og LOCAL7. NOTI CE
: 2025 Jan 16 22:17:40 UTC: %ETHPORT-5-IF_DOWN_NONE:
Interface Ethernetl/3 is down

(Transceiver Absent)

174 MeHol| HIAIXIE 7| S8l oF &fLIC.
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<tfroot>

[root@aTma jormarqul# tail -n 1 /var/log/remote/msg/192.0.2.3/_.Tog
Jan 16 17:15:03

192.0.2.3
: 2025 Jan 16 22:17:40 UTC:

YETHPORT-5-1 F_DOAN_NONE: Interface Ethernetl/3 is down (Transceiver Absent)
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IMC Access Details
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Boot Order @

IMC Access Policy
IPMI Cver LAN Policy Details
tform In-Band Configuration
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u Enabled
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Last Update
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<#froot>
-6536- A

(nx-0s)# show ip interface mgmt O

IP Interface Status for VRF "management"(2)
mgmt0, Interface status: protocol-up/link-up/admin-up, iod: 2,
IP address: 192.0.2.3, IP subnet: 192.0.2.0/24 route-preference: 0, tag: 0

IP address:
192.0.2.5
, IP subnet: 192.0.2.0/24

secondary route-preference

: 0, tag: O
2. M8t Fabric Interconnect0l| A THZ! Z4%{E A|ZFErL|CH

FI-6536-A(nx-o0s)# ethanalyzer local interface mgmt capture-filter "port 514" Timit-captured-frames
Capturing on mgmtO



3. Servers(AH) > Actions(Zf ) > System(A|AR)2 2 0|& 3t Turn On Locator(2 71| O|E 74
71)& MEASLIC.

FI-6536-1 (0 crtcu
| Inventory UCS ServerProfile HCL Topology Metrics Connectivity
—— Turn On Locator

Details Properties

Health
Crithcal
-----
Narme
FI-8536-1

Lecator LED (2006

UCSC-C220-MSSX

4. 22| QIHAHHE o E&0i= R E Syslog IZ! 0| F A|=|o{ok BfLICI.

<ffroot>

FI-6536-A(nx-o0s)# ethanalyzer local interface mgmt capture-filter "port 514" Timit-captured-frames
Capturing on mgmtO
2025-01-16 22:34:27.552020

192.0.2.5 -> 192.0.2.2

Sysl og AUTH. NOTI CE
Jan 16 22:38:38 AUDIT[2257]: 192.0.2.5
CIMC Locator LED is nodified to "ON'

by User:(null) from Interface
:redfish Remote IP:

5. Syslog HIA|X|= #4734 MH{ AUDIT.log Tt ol 7|= £|o{of &fL|Ch:

<#root>

root@alma jormarqul# tail -n 1 /var/log/remote/msg/192.0.2.5/AUDIT.log
Jan 16 22:38:38

192.0.2.5
AUDIT[2257]:

CI MC Locator LED is nodified to "ON



by User:(null) from Interface:
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RFC 5424 - Syslog ZEEZ

Intersight IMM Expert Series - Syslog Z3%H

Cisco Intersight Help Center - UCS T H|Q| T 21}l Z4&H LM

Cisco Intersight Help Center - A 3 24

ME{o] IMC M| A HAof QIBHE T L E|0] /IiE E<2 CIMC CltH2 A& ZE351 bond0 ¢!

=
| E{H|O|A for Racks EE= bond0.x 2IE{H O|A(x= VLAN)OIAM ZHZ! X E =T LICH
|
|
| [Thu Jan 16 23:12:10 root@C220-WZP22460WCD:~]$tcpdump -i bond0 port 514 -v
| tcpdump: listening on bond0, Tlink-type EN1OMB (Ethernet), snapshot length 262144 bytes

123:12:39.817814 IP (tos 0x0, ttl 64, id 24151, offset 0, flags [DF], proto UDP (17), Tength 173)

I 192.168.70.25.49218 > 10.31.123.134.514: Syslog, length: 145
| Facility auth (4), Severity notice (5)

IMsg: Jan 16 23:12:39 C220-WZP22460WCD AUDIT[2257]: CIMC Locator LED is modified to "OFF" by Usef:(null
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https://datatracker.ietf.org/doc/html/rfc5424
https://datatracker.ietf.org/doc/html/rfc5424
https://www.youtube.com/watch?v=1f2k4l_1skU
https://www.youtube.com/watch?v=1f2k4l_1skU
https://intersight.com/help/saas/resources/cisco_intersight_managed_mode_configuration
https://intersight.com/help/saas/resources/cisco_intersight_managed_mode_configuration
https://intersight.com/help/appliance/features/servers/configure#server_policies
https://intersight.com/help/appliance/features/servers/configure#server_policies
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