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Cisco Software-Defined Access2| IPv6 2H{3|0| o} 7|l &

Control-Plane Node Database
2001:db8:46:1::/64 — 10.0.255.1
2001:db8:46:3::/64 — 10.0.255.3
2001:db8:46:1::ac — 10.0.255.1

Map Register - e
Endpoint 2001:db8:46:1::ac 2001:db8:46:1::acy=y10.0:255:3

Edge Node: 10.0.255.1

Edge Node Routing Table
2001:db8:46:1::/64 — Local
2001:db8:46:1::ac/128 — Local

Edge Node Routing Table
2001:db8:46:1::/64 - Local
2001:db8:46:3::/64 - Local

2001:db8:46:1::ac/128 - Local

1002551 4"

r
1 Anycast Gateway

1 -
b e R .
2001:db8:46:1:/64 2001:db8:46:3::/64
ke 2001:db8:46:1::ac 2001:db8:46:1::ac  Compue
Figure 1.

IPv6 Overlay Architecture in Cisco Software Defined Access
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Figure 2.
Single IPv4 upgrade to Dual-Stack pool by edit existing IPv4 pool option
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Pool upgrade: Warning on fabric page

Cisco DNA Center
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SD-Access Fabrics and Transits

Choose a Fabric or Transit below to manage, or add a new iem by clicking "Add Fabric or Transit:

Fabrics @

Default LAN Fabric FABRIC-0

Transits @

Figure 3.
Fabric has warning indicator which needs to ‘reconfigure the fabric’
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Pool upgrade: Warning on site

Cisco DNA
ROVISION

w Fabric

Fabric Infrastructure

Figure 4.

User needs to click on ‘reconfigure Fabric’ to auto-reprovision the fabric nodes for the dual-stack information to

take effect for the migration.
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SLAAC offers IPv6 single stack

I RLOG: 172.1661.70
i SVI: 2001138202041

o ICMPVE
Router Solicitation

ICMPV6 o
Router Advertisement

ICMPVE

o Neighbor Seolicitation

(DAD)
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DHCPv6 offers IPv6 only

R —— RLOC: 1721681.70 =y DHCP 5
@ 20 SR04 QE SVI: 2001 138:202004::1 -y ot

—
o DHCPV6
Request

o DHCPv6 Relay-Forward

o DHCPV6 Request
Client Request sent to Server

«——
DHCPv6 Relay-reply o
sent to Border
+ DHCPVE pool selocted wsing link-ddress = 2001-38:2020:4:11

+ DHCPvE Relay-reply sent 10 link-sddress = 2001:f38:2020:4:1
+ Option18 / interface-I0 is remained the same

+ DHCPVE Relary-forward unicast to Border with Option 18 / interface-iD

+ Option 18 = "Remate ID” + *Circuit ID” = 1??155170 {Loopback of
Edga) + "4100" (VNULISP Instance ID) + "VLAN 7

* Soures DHCPVE request link-addness = 2001?38?0%41

e
DHCPvE Relay-reply

sent to Edge

+ DHCPvE Relry-roply sent from Border to Edge
+ RLOC = 172.16.81.70 and VNILISP Instance ID = 4100
DHCPvE
Reply
= DHCPvE Reply will be punted to GPU on Border
- RLOC + mel}nmaﬂmomnmﬂnw‘mlﬂ

= Border encapsulates DHCP repdy in VIXLAN with destination RLOC = 172.16.81.70 and
WHILISP Instance ID = 4100
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e No VXLAN , Direct
Communication via underlay

T340 181, 50006
7550 151.510088
7777 110898981 172.16.33.2
77TE 210838982 172.16.33.2 CAPWAR -Control
TITS 210900395 .33, l:‘z.ls.a!.: Q\mvcmtml
T78H 310, 900440 172.16.33.2 172.16.83, CAPWAP -Contral

295,298,298, 2%8

1

1

=
ol - Ddsce

1

1

Fame TT79: 199 byt
net II, Sre

re (1552 bits), 199 bytes coptured (1592 bits) on interface \Device\NPF_(BEELC365-180F -4FDS-8780-2761ETFBO154), id @
73:47 (6c:dd:M:icf:TI:47), Drt: Cisco 0F 53 67 coe Tes9s :0F:53: 01]
i 10.2.2.4, Dst: 172.16.81.70

[ v virtasl PSSR J WLC to AP communication is encapsulated in
2 m JED xtens i
di f d:38 (barzSicd:f d138)

Extension, VKLAH Network 1D (VI) VXLAN , as it is coming via Fabric.
entifier (WNI): 4007

e This VXLAN tunnel is between FE and CP/BR .
::52 sas, e AP to FE is not yet established.

ess Palnts - Cemtrel

APO|AM WLCZ T Z! Z4R{(CAPWAP E{=d) CH WLCOHIM APZ THZ! ZHX{(Z = 2]0] VXLAN E{'d)

T AEIPv6 2EI0|UME 2EY ZENAE SUSHA °X|5|x|EIF Z2I0|MES IPve TAE 7}
27| 2|8 SLAAC/DHCPv6SH Z2 IPve F4 &8 S-S AASE LI
1. 2ctO|MET HEElof| 7t 5t APOIAM SSIDE %“Sirgwltr.

2. WLCE= AP RLOCE &1 Q&LCt.

3. 2CI0|ME I} Q1B 5t WLC7F 2EH0|E L2 M5 HEE CPo| SE5I1 APE UH|I0|EEL
Ct.

4. 2eto|HEE= T E HMHE(SLAAC/DHCPVE)HIA IPve T4 X|HE AIEFEHL
5. FEE CP HTDB(ZAE FX Cf|0|E{tH|0|A)0i CHEF IPv6 ECI0|MIE S&2

MFEZ, CtE T4 2 2 FEO|AM IPv4 Z2{| Q) LHOI M VXLAN 2! LISP IPv6 ZHESHE AtS & LICH.

IPv62} 2| 2E}0|HE-ECI0|¢HE E A
ol 22l CHE IPve R4 22H0IMEQL 0] IPve M 2EI0IE S4l Z2MATL QFE|0] &

LICt. (Ol= E2t0|HET} US| T HE YHE Soll IPve FLE HUCHT 7PEELICH)
1. 22t0IAE T IPve HIO|Z =29t B7H 802.11 ZB| S APO| & LICE

2. AP7} 802.11 3llHE M|7H35t 1 IPv4 VXAN E{22| &2l IPve HO|ZEE mEE| AX|ZE HMEF L
Ct.
3. Il 2] ol X|= MAP(Message Access Protocol) 282 AF&3t0{ CHA S AlEstn Zojde

IPv4 VXLANS S3H CHA& RLOCO| & EFLICE.
4. CHA ALI%|0 M IPv4 VXLAN &7 M7HEl D IPve THZ! 0| 2EI0|HEZ S E/LICH



| VXLAN Tunnel Between AP and FE is IPv4 |

VALAN
(Data)

Dual Stack Client A : Wireless

(2 X!

IPV4 VXLAN Tunnel

| IBvE payload | 1Pv6 m.nl

AP removes the
802.11 header

MAP reques'tf:nply for IPvG
address using Pwd Outer header

oy

SD Fabric

' IPv4 or dual Stack IGP ’

Dual

FE-2

@

As current LISP
implementation
Uses IPv4,
underlay routing
must support
IPv4 or dual
stack

| Stack Client B : Wired

[remee] %

0 I e B

|Mpl1hd| to Imal VALAN I

o_ |""""""°""IE|? Isou mlumlﬁuﬁ’“ o
FY AR S ZE0|MENM FY A M ZEOIME WA 55
7 Z*E Saf ol TZMAE RHMS| 4Ti=D P FA Y
£ AZXFAL. 0] MHolME SUB AMA ZQIE0] HAEIR
(SSID)SE IHEE T AE FL0|HEE ZF AFSELICEH

Wireless Client1:
1Pv6: 2001:f38:202b:4:324b:130c:435c:fadl
MAC: 74:da:da:f4:d6:35

CRfER

Fabric Edge
Loopback Ipvd :172.16.81.70
Ipv6 SVI: 2001:138:202b:4::1

| AP IPvA:172.16.83.2 |

("\\s@

Wireless Client 2:

IPv6: 2001:f38:202b:6:78aa:22f5:817¢:9211

D>

{Z SD HMA IHER HEXI IP Fo

-

SDA Fabric

IPva:10.2.2.4

FE-2 removes the outer IPv4 header,
looks at the VNID maps it to the VLAN.

Also looks at the SGT and apply the
policy before forwarding the packet to
client B

2 MAC F4 ME HEE 224 olo|x|
AX|BH ME CHE 1Pv6 HE L

WLC IPvd address:
172.16.33.2

IPvE DHCP
Server2003::2




<82 2dclie

DHCP/DNSgt Z0| IiE 2| 2|F 9| ZE IPv6 S&12| F2, IPv6 2f
2t AtOJol| A & 8t =|o{of BfL|Ct.

S gnk
e
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Sn w Mt hr  a PR v

| 12050 282.855624 2003::2 2001:f38:202b:4::1 DHCPVE
12951 282.857614 fe@: :200: cff: fedf: fags FeBd:: 705F:2381: 9d03:b991  DHCPVE

Frame 12850: 268 bytes on wire (2144 bits), 268 bytes captured (2144 bits) on interface \Dev
Ethernet II, Src: Cisco_cf:73:47 (Bc:dd:30:cf:73:47), Dst: Cisco_©f:53:67 (€@:7e:95:0F:53:67
PR R R R wee eeee? Internet Protocol Version 4, Src: 18.2.2.4, Dst: 172.16.81.7@

DM N MG 2 (o, o o oBram Protocol, Src Port: 8 Det Pork: 478
108 20060500 FeBl::705F: 2361 e300

DHCE lﬂtonf Flags: 9x0848, VILAN Network ID (WHI), Don"t Learn, Policy Applied
Group Poliey ID: @
12049 282054074 200L:F38: 00202411 b H DHOvE 8 Rela VXLAN Metwork Identifier (VMI): 8100 L]
1 Reserved: @
1050 2065 i LT PG MR, echernet 11, Src: ba:2S:cd:Fa:ad:36 (be:25icd:Fa:ad:38), Ost: ba:25:cd:f4:ad:36 (ba:2S:cd:fd

MR Y BRTRIE  FaRle o MaRe pFE o fnlf o FaiiS Falie s T0RF THEDQANLRAOT  NHIDVE 1% Daal * Internet Protecol Versien 6, Src: 2093::2, Dst: 2001:738:202b:4::1
ser Datagram Protocol, Src Port: 547, Dst Port: 547
/“' DHCPVE
P Message type: Relay-reply (13)
e Hopcount: &
/ Link sddress: 2001:138:202b:4::1
4 Peer address: fedd::705f:2381:9d03:b991
e Interface-Id
/ ¥ Relay Message
// Opticn: Relay Message (%)
Length: 84
~ DHCPwE

Capture is from Fabric Edge , Hessage type: Reply (7)
M () i 2

Note the Source is DHCPV6 e

. . . Client Identifier
server and destination is FE Tdantity dasoclution for Hon-tumporary Address
G Option: Identity Association for Nen-tesporary Address (3)

l{ w Length: 48

IAID: @d74dads

<

Ti: 345680

~ Ia Address
Option: IA Address (5)

Length: 24

IPVE address: 2001:f38:202b:4:324b:130c:435¢: Fadl
Preferred lifetime: €91200

Valid lifetime: 1236800

DHCPv6 AME{OIAM THE 2] | X| =EZ o] THZ! ZHX

2HH. F4 Zeto|AET} |Pv6 HO|2E2t &7 802.11 ZEf|&E HMA ZRIEof MEELICH

3EHA|. HMA ZQIETI M F|HE M7Hstn THZIS THE 2] X2 MESELIC "—*.'kllﬁ ZRlE

IPv4 FA7F QU BE |Pv4 7|H._F_QI VXLAN E{d &|H 7t AFEE LY.

L3047 IWG.BOLINE  IEOD: LBUEILLINEIEILEDL Eowi s eOr e ALNt 1S Ladr 140 CALOPSULBLEY MEPNEQUESL 1Ur (04T ] §EODS S L0FES AL 1 EIUEUD0L,
13125 340.335487 ffo2::1: 71030991  ICWPvE 128 Neighbor Solicitation for 2803::705F:2381:9d03:b451

13126 348335485 ey ffo2::1:ff43:3eca ICMPvE 128 Neighbor Solicitation for 2003::65f6:398c:5843:3eca

13127 348.337723 1 £82::1:Ff03: 5991 ICHPvE 128 Neighbor Solicitation for 2003::785f:2381:9403:b591

13128 340.350370  fed0: :705f:2381:9d03:b391 ffo2::1:3 LLMHR 145 Standard query Bxedca ANY 1SILR7KTDFNINKD

» Frame 13125: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on interface \Device\NPF_{BBELC365-1B0F -4FDE-87BC-2761E7FBO1S4}, id @
» Ethernet IT, Src: Cisco_76:5e:f8 (78:69:5a:76:5¢:¥8), Dst: Clsco 9f:fe:fS (09:00:8¢c:9f:fe:fS)
+ Internet Pratocol Version 4, Srci 172.16.83.2, Dst: 172.16.81.78 o
» User Datagras Protocol, Src Port: 49447, Dst Port: 4789
Virtual eXtensible Local Area Network

» Flags: @x8880, 08P Extension, VXLAN Network ID (WNI)

Group olicy I0: 0 | Note VXLAN tunnel between

VELAN Metwork Identifier (VNI): 8104

%

Re d: @ . .
> Eth!r::::mn, Src: D-LinkIn_fa:d6:25 (74:da:da:fa:d6:25), Dst: IPvescast ff:03:09:91 (33:33:7f:03:b9:91) AP and FE IS |PVA Whlle the
¥ Inter: P 1 don 6, Src: ::, Dst: f@2::1:FF03:b99 = =
"tin“;t TR te— Payload from the client is

. 0000 0000 ... ... .e. eees aees « Traffic Class: ©xe@ (DSCP: €58, ECM: Not-ECT) ——
Loe. BOBD D000 090D 0OBD 0000 = Flow Label: GBOR00 [PV6

Paylnad Length: 24

Next Header: IOMPWE (58)

Hop Limit: 255

Source Address: ::

Destination Address: ff@l::1:ffa3:basl
» Internet Control Message Protocol vé

FEQ} AP 7t VXLAN E{=o| mfZ! Z4&]

gol ZEE IPv4 55 Y2 A8FLICH

of

3.1EtA|. Fabric Edge= IPv6 2Ct0|HEE HEE ZoiQlof SSELICE IPve 20| E MR AL
|



53 nsgr 13, wegLsEFaticn
0, Reglstration for [
glstration .

L1

LISP

day_swsres  UW.l.f8
AN18 249.382776  172.16.81.70
s

~face \De 1C365=1B0F - AFDE- BTBC 27

61 (B4:Ba:Bd:af:60:61)

o

e (2528 bits), 316

1 Werslon 4, Src: 172.16.81.78, Dst: 18.2.2.4
rol Protocol, Src Port: 41620, Dt Port; 4342, Seq;

Transport) 9, Reglstrat 4b:130¢ a35c: Fadl/ 128
* Locator/ID Separation Protocal 1 21, Registration for [4109] 2091:38: 4b1130¢ 438521 f541/128
Type: Re stion (1
0 BOGO 00D BRDH 0001 = Flaps: Oxa001
ount: 1
1448, oritative

3.2EH4. FEE CHA RLOCE AlY

3043

032 181, 4TITEL

.00 DO DO DOOR 0

N0 00N = Traffic Classi #wc
DD DONH DI DI B0 - D

cad Lengtht &8

=2 2] of X|= o] o|0|X|of| EAIE CHE LE{Z! IPve ZEt0|AFE o CHEF MAP FHAIE =X 2




4THA. mZ!2 2ef IPve HO|2= & LHF of ME St IPv4 VXLANZ AE5t0] CHY RLOCE TH
ElLIcH 5 Zcto|HET SUE APO| A ZE[0] U222 IPv6 pingO| 0| ZZE AHE T LICH

71 3.392805 2001:£38:200b:4:324b: 130c:435¢: ¥a41  2001:738: 200b:6:78an: 2215:817c 19211 1OWVE 144 Echa (ping) request id=8xB001, seq=148, hop limit=63
72 3.3528%6 2001:f38:200b:4:324b: 130c:435c 1 fadl  2001:F38:202b:6: THaa:22f5:817c:9211 IOWPvE 144 Echo (ping) request id=@dddl, seq=148, hop limit-64
73 3,398939 2001:¥38:2020:6:7800: 2215:807¢:9200  2001:738: 202b:4:324b:130c: 4350 : Fadl TOWVE 144 Echo (ping) reply id-ex9eel, seq-148, hop limit-62 (
74 3,398941 2001:£35:2020:6:780a: 22F5:817:9211  2001:F38: 202b:4:324b:130c:435c - fadl IOPVE 144 Echo (ping) reply ide®x@@dl, seqeléd, hop limite=s3

Frame 72: 144 bytes on wire (1152 bits), 144 bytes captured (1152 bits) on interface \Device\NPF_{BBE1CIES-180F-4FDE-B7BC-2761E7FBO1S4}, id O
Ethernet II, Src: Cisco 76:5e:f8 (70:69:52:76:5¢:78), Dst: Cisco 9F:fe:f5 (0:00:0c:9F:fe:f5)
Internet Protocol Versioa 4, See: 172.16.83.2, Dat: 172.16.81.79
User Datsgram Protocol, Src Port: 45487, Dst Port: 4789
Virtusl eXtensible Local Ares Metwork
» Flags: @xB80d, GBP Extension, VHNLAN Network ID (VNI)
Group Policy ID: @
VELAN Network Identifier (WNI): 8194
Reserved: @
» Ethernet II, Src: D-LinkIn_fa:d6:25 (74:da:da:fe:d6:25), Dst: Cisco 9f:fa:85 (00:00:0c:9f:fa:85)
Internet Protocol Wersion 6, Src: 2001:f38:20%b:4:324b:130c:435c:fadl, Dot: 2001:f38:202b:6:7Eaa:225: 817c:0211
Internet Control Message Protocol vé
Type: Echo (ping) request (128)
Code: @
Checksum: @36F [correct)
[Checkasum Status: Good)
Identifier: Qw021
Sequence: 148
i i
> Data (32 bytes)

vl

g v

SU AP SEE 5 FM 2Z20|HE 7+O] IPv6 ping= I8 THZ! ZHX

LISP Map Request/response/registration ISE

IPvE Data inside IPv4 LISP packets

CAPWAP - IPvd , 7 ~.

IPvE traffic in 802.11 frames AP-WLC Underlay Py \‘_‘. :
» MELE-ARSABESN / a Shared Services
a)) ( . B N 7T %
) ( g
."" | DHCPWA/6-
- DNS

IPv6 Traffic in IPvd VXLAN Pvd VXLAN
Tunnel carrying IPVE data

ol 2Zlols F4 SEt0|UE BHO|M IPve S410| RO E|0{ & LICH
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C9800 IPv6 Features by Release

Infra IPv6 (CAPWAP over IPvE)

Local YES YES YES
Flex YES YES YES
Fabric NO YES YES
Infra IPv6 (WLC Platforms)

Hardware Wireless Controller YES YES YES
Wireless Controller in the

switches NO YES YES
Public Cloud: AWS NO NO NO
Public Cloud: GCP NO NO NO
Private Cloud: ESXi YES YES YES
Private Cloud: KVM YES YES YES
Private Cloud: NFVIs NO YES YES

Interop IPv6 support

C9800 <=-> DNA-C (Infra IPvE) NO TBD NO
C9800 <=-> CMX (Infra IPvG) NO TBD YES
C9800 <=-> ISE (Infra IPv6) NO TBD YES
WLC=->PI(Infra |IPv6) YES(Over SNMP) YES YES
OpenDNS(Infra iPv6) NO YES YES
Netflow over IPvE NO YES YES
ETA for IPv6 NO NO YES

1

2|A % Cat9800 WLC IPv6 7|S

IPv6O] CHEF ZHIEE E82l 2LIEHE

M[K

IPv6g &dststH W ME(MS)/ & IXHMR) MM SAE [Pveol| CiEt 7t 50| EAIE
of 0424 IPv6 IP FATt AUS = AUA22E MS/MR £ 3| EOIEME ZE IP 40
&Lict. ol o|0| EXstE IPv4 Ello|lEt ZEE LICH

20152424 C|HO|A CLIol 23915t o] e AM#soF guct.

O 30 Jm 0

Pod2-Borderish lisp site

LISP Site Registration Information

* = Some locators are down or unreachable

¢ = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID
site uci never no - 4097 172.16.83.0/24

]

2wld yesd 172.16.81.70:41629 4097 172.16.83.2/32







Humber of registered EID prefixes: 5

Maximum M5 entries allowed: 81920

MAC

Number of configured EID prefixes:

Number of registered EID prefixes:

Maximum M5 entries allowed: 81920

=
ol

ol
mo

S5 SAE IPve MEAFE O CHEH MISANSS 2018 &5 9la LD
Cisco SD-AccessOi| Al IPv6 QoS + 3

84X Cisco DNA Center ZZ|A(ZICH 2.3.x)E IPv6 QoS OHEZ Z|710|MH XM= Xt 53812 X|H6HK| o

SLICH O8{LI AFSAE 822 IPve M L M EHEZSIS MMSI T QoS HIZS!IE THEE! of

X =Eof FAIRE &= U&LICH DNA Center= M8 El 2E =2/ QIE{H O|A0|AM IPv4 QoS %
2 A53t5t2 2 HE22 &5l 'class-default’ 2ol E2HA B (IPv6 ACL(Access Control List)zt
il) TSOE MUFE = UL

CH= 2 DNA Center M4 HA Zu|agfo|Mot S E f4 IPve QoS x| RIZS! MEQLICEH

1

interface GigabitEthernetx/y/z

service-policy input DNA-APIC_QOS_IN

class-map match-any DNA-APIC_QOS_IN#SCAVENGER <<< Provisioned by DNAC

match access-group name DNA-APIC_QOS_IN#SCAVENGER__ac]

match access-group name IPV6_QOS_IN#SCAVENGER__acl <<< Manually add

1

ipv6 access-Tist IPV6_QOS_IN#SCAVENGER__acl <<< Manually add

sequence 10 permit icmp any any

1

PoTlicy-map DNA-APIC_QOS_IN

class IPV6_QOS_IN#SCAVENGER__acl <<< manually add

set dscp csl

For wireless QoS policy, Cisco DNA Center with current release (up to 2.3.x) will provision IPv4 QoS on
and apply IPv4 QoS into the WLC (Wireless LAN Controller). It doesn’t automate IPv6 QoS.
© 2021 Cisco and/or its affiliates. All rights reserved. Page 20 of 24

Below is the sample wireless IPv6 QoS template. Please make sure to apply the QoS policy into the wirel
interface from the wireless VLAN:

ipv6 access-Tist extended IPV6_QOS_IN#TRANS_DATA__acl

remark ### a placeholder ###

1

ipv6 access-1list extended IPV6_QOS_IN#REALTIME

remark ### a placeholder ###

1

ipv6 access-Tist extended IPV6-QOS_IN#TUNNELED__ac]l

remark ### a placeholder ###



ipv6 access-1ist extended IPV6_QOS_IN#VOICE

remark ### a placeholder ###

!

ipv6 access-Tist extended IPV6_QOS_IN#SCAVENGER__acl
permit icmp any any

!

ipv6 access-Tist extended IPV6_QOS_IN#SIGNALING__acl
remark ### a placeholder ###

!

ipv6 access-Tist extended IPV6_QOS_IN#BROADCAST__acl
remark ### a placeholder ###

!

ipv6 access-Tist extended IPV6_QOS_IN#BULK_DATA__acl
permit tcp any any eq ftp

permit tcp any any eq ftp-data

permit tcp any any eq 21000

permit udp any any eq 20

!

ipv6 access-list extended IPV6_QOS_IN#MM_CONF__acl
remark ms-Tync

permit tcp any any eq 3478

permit udp any any eq 3478

permit tcp range 5350 5509

permit udp range 5350 5509

!

ipv6 access-Tist extended IPV6_QOS_IN#MM_STREAM__acl
remark ### a placeholder ###

!

ipv6 access-1ist extended IPV6_QOS_IN#0AM__acl
remark ### a placeholder ###

class-map match-any IPV6_QOS_IN#TRANS_DATA

match access-group name IPV6_QOS_IN#TRANS_DATA__acl
!

class-map match-any IPV6_QOS_IN#REALTIME

match access-group name IPV6_QOS_IN#TUNNELED__acl
!

class-map match-any IPV6_QOS_IN#TUNNELED

match access-group name IPV6_QOS_IN#TUNNELED__acl
!

class-map match-any IPV6_QOS_IN#VOICE

match access-group name IPV6_QOS_IN#VOICE

!

class-map match-any IPV6_QOS_IN#SCAVENGER

match access-group name IPV6_QOS_IN#SCAVENGER__acl
!

class-map match-any IPV6_QOS_IN#SIGNALING

match access-group name IPV6_QOS_IN#SIGNALING__acl
class-map match-any IPV6_QOS_IN#BROADCAST

match access-group name IPV6_QOS_IN#BROADCAST__acl
!

class-map match-any IPV6_QOS_IN#BULK_DATA

match access-group name IPV6_QOS_IN#BULK_DATA__ac]
!

class-map match-any IPV6_QOS_IN#MM_CONF

© 2021 Cisco and/or 1its affiliates. All rights reserved. Page 21 of 24
match access-group name IPV6_QOS_IN#MM_CONF__acl

1

class-map match-any IPV6_QOS_IN#MM_STREAM



match access-group name IPV6_QOS_IN#MM_STREAM__acl
!

class-map match-any IPV6_QOS_IN#0AM

match access-group name IPV6_QOS_IN#0AM__acl

policy-map IPV6_QOS_IN
class IPV6_QOS_IN#VOICE

set dscp ef

class IPV6_QOS_IN#BROADCAST
set dscp cs5

class IPV6_QOS_IN#REALTIME
set dscp cs4

class IPV6_QOS_IN#MM_CONF
set dscp af4l

class IPV6_QOS_IN#MM_STREAM
set dscp af3l

class IPV6_QOS_IN#SIGNALING
set dscp cs3

class IPV6_QOS_IN#0AM

set dscp cs2

class IPV6_QOS_IN#TRANS_DATA
set dscp af2l

class IPV6_QOS_IN#BULK_DATA
set dscp afll

class IPV6_QOS_IN#SCAVENGER
set dscp csl

class IPV6_QOS_IN#TUNNELED
class class-default

set dscp default

interface Vlanlxxx < = = (wireless VLAN)
service-policy input IPV6_QOS_IN
end

Cisco SD-AccessOll A IPve A s &

SD-Access IPv62| EX| SHA IPv42t O FALELICH SYst S EE HA57| {6 & 2
HHS CIE 7| SMT} &7 AR E = QU&LICH CHE 2 SD-Access EHE TR AHFE AL &
= ™ JIX| HHEE Ho{FELIC}.

Pod2-Edge-2#sh device-tracking database

Binding Table has 24 entries, 12 dynamic (Timit 100000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH
Packet, API - API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan prlv]l age state Time left
DH4 172.16.83.2 7069.5a76.5ef8 Gil/0/1 2045 0025 5s REACHABLE 235 s(653998 s)

L 172.16.83.1 0000.0c9f.fef5 V12045 2045 0100 22564mn REACHABLE

ARP 172.16.79.10 74da.daf4.d625 AcO 71 0005 49s REACHABLE 201 s try O

L 172.16.79.1 0000.0c9f.f886 V179 79 0100 22562mn REACHABLE



L 172.16.78.1 0000.0c9f.fa09 V178 78 0100 9546mn REACHABLE

DH4 172.16.72.101 000c.29c3.16f0 Gil/0/3 72 0025 9803mn STALE 101187 s

L 172.16.72.1 0000.0c9f.flae V172 72 0100 22562mn REACHABLE

L 172.16.71.1 0000.0c9f.fa85 V171 71 0100 22562mn REACHABLE

ND FE80::7269:5AFF:FE76:5EF8 7069.5a76.5ef8 Gil1/0/1 2045 0005 12s REACHABLE 230 s

ND FE80::705F:2381:9D03:B991 74da.daf4.d625 AcO 71 0005 107s REACHABLE 145 s try O

L FE80::200:CFF:FE9F:FA85 0000.0c9f.fa85 V171 71 0100 22562mn REACHABLE

L FE80::200:CFF:FE9F:FA09 0000.0c9f.fa09 V178 78 0100 9546mn REACHABLE

L FE80::200:CFF:FE9F:F886 0000.0c9f.f886 V179 79 0100 87217mn DOWN

L FE80::200:CFF:FE9F:F1AE 0000.0c9f.flae V172 72 0100 22562mn REACHABLE

ND 2003::B900:53C0:9656:4363 74da.daf4.d625 AcO 71 0005 26mn STALE 451 s

ND 2003::705F:2381:9D03:B991 74da.daf4.d625 AcO 71 0005 3mn REACHABLE 49 s try 0

ND 2003::5925:F521:C6A7:927B 74da.daf4.d625 AcO 71 0005 3mn REACHABLE 47 s try 0

L 2001:F38:202B:6::1 0000.0c9f.fa09 V178 78 0100 9546mn REACHABLE

ND 2001:F38:202B:4:B8AE:8711:5852:BE6A 74da.daf4.d625 AcO 71 0005 83s REACHABLE 164 s try O

ND 2001:F38:202B:4:705F:2381:9D03:B991 74da.daf4.d625 AcO 71 0005 112s REACHABLE 133 s try O

DH6 2001:F38:202B:4:324B:130C:435C:FA41 74da.daf4.d625 AcO 71 0024 107s REACHABLE 135 s try 0(985881 s)
L 2001:F38:202B:4::1 0000.0c9f.fa85 V171 71 0100 22562mn REACHABLE

DH6 2001:F38:202B:3:E6F4:68B3:D2A6:59E6 000c.29c3.16f0 Gil/0/3 72 0024 9804mn STALE 367005 s

L 2001:F38:202B:3::1 0000.0c9f.flae V172 72 0100 22562mn REACHABLE

Pod2-Edge-2#sh 1isp eid-table Campus_VN ipv6 database

LISP ETR IPv6 Mapping Database for EID-table vrf Campus_VN (IID 4100), LSBs: Ox1

Entries total 5, no-route 0, inactive 1
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2001:F38:202B:3:E6F4:68B3:D2A6:59E6/128, dynamic-eid InfraVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

2001:F38:202B:4:324B:130C:435C:FA41/128, dynamic-eid ProdVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

2001:F38:202B:4:705F:2381:9D03:B991/128, dynamic-eid ProdVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

2001:F38:202B:4:ACAF:7DDD:7CC2:F1B6/128, Inactive, expires: 10:14:48
2001:F38:202B:4:B8AE:8711:5852:BE6A/128, dynamic-eid ProdVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

Pod2-Edge-2#show 1isp eid-table Campus_VN ipv6 map-cache

LISP IPv6 Mapping Cache for EID-table vrf Campus_VN (IID 4100), 6 entries

::/0, uptime: 1lw3d, expires: never, via static-send-map-request

Encapsulating to proxy ETR

2001:F38:202B:3::/64, uptime: 5wld, expires: never, via dynamic-EID, send-map-request

Encapsulating to proxy ETR

2001:F38:202B:3:E6F4:68B3:D2A6:59E6/128, uptime: 00:00:04, expires: 23:59:55, via map-reply, self, comp
Locator Uptime State Pri/Wgt Encap-IID

172.16.81.70 00:00:04 up, self 10/10 -

2001:F38:202B:4::/64, uptime: 5wld, expires: never, via dynamic-EID, send-map-request

Encapsulating to proxy ETR

2001:F38:202B:6::/64, uptime: 6d15h, expires: never, via dynamic-EID, send-map-request

Encapsulating to proxy ETR

2002::/15, uptime: 00:05:04, expires: 00:09:56, via map-reply, forward-native
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Encapsulating to proxy ETR
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Pod2-Border#ping vrf Campus_VN 2003::2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2003::2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
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