SDA Forwarding East-West ECHZ & X 3l

MAC/ARP &=

LISP &5
SDAS| ARP &l Z
SDA IEHE0|M 7|8 SAE 4Z4(5 28t VLIAN/S 2B VN)
7|12 S AESDA THE2I0f A Y44 7t S (CHE VLAN/S 2 VN)

)|

0| 2 Mol = SDA(Software Defined Access)2| UE 2 East-West EEHE 558 HAS5HE &Y
of CHal AHEELICE.

AR Q3 ALE
2T MY
ChS FAof cHet X[Alg Efetn o fEFLICH

- IPREH Z2EZ) 2T
» LISP(Locator/ID Separation Protocol)

Ol EMe| HE = Chg 2ZEQ o A st HHE 7[gte = FLc

- Cisco 10S® XE 17.10.12] C9000v
- SDA 1.0(LISP PubSub O}'=l)



[nm

Ol EMel W= 5 # #Eo| ClHto|AE EOiz A EER&LICH o] EMol A8 E 2 E Clbt
|2B0|MM2 2 ARE|RELICH X HERF T 5S S B2 2

MMM IS 0|2 SKIstAlZ] HFEfLICH

rin

oJ

o ﬁ
I
=

Ol EMe Ch21 Z2 stERIo] L AZEQof HEWME AFSE = /JU&LICH

« C9200

« C9300

« C9400

« C9500

« C9600

« Cisco |IOS® XE 16.12 0|4t

HiE EE

SDA East-West Traffic Flow= SDA IHE 2! LHo| AEZQIETVI SUSt =22 LHo| CHE A= x QI
- 4

EQl SAltE{E 7S Ql0|gLIct SM Zt EES 2 ZHFE[X| b= 10| RAQIX|of CHHM =
Zo|gt Ho| QICt. East-West EEHE! S E9| of= Ct2a Z&Lict

- U MEY(172.19.10.31 SAI5HE 172.17.10.2)0 Q= H=EZQIEE= L2LISP EHEH o2
ZHEEUo
- SYEH VRF(VN)(172.19.10.2, 172.19.11.22 S4I5t0H & Ct VRF ZHAH| U)ol U=
EEXQIEE L3 LISPE ZtFELICH
« L2HERE Aol HEE SAEQ St HEE] LHof Rle =X QIEO|H, L2LISPSt
Hets| st
East-West EZlZ SF2 CtF o & & ZotX| et&Lct

- E2HEI2 SDA HEElo|AM MEE! 2|8, & North-SouthZ A|ZHE

¢ Inter-VRF 2} &2 East-West2E T 7tFE|X| A& LICHVRF Aol dlEx
ZFA172.19.10.2, VRF HAEO| IEZQIEQ} EAlGt= RIEZQIE IP FTA
172.19.11.2).

- SD-WAN S8 = mH¢l

- SDA EZHZ!

- HEFZIMEE

. AAEDL

S oxo Z31E (fed) BHE2 CHE &= Y& LICH BH 2 "show platform fed <active|standby>"2}
"show platform fed switch <active|standby>"7} & = U&LICH ofxoi Ltet /= L E0| A&
EAME|X| oM variantE M-S EAAIL.



LoO: 10.47.1.10 .*. ror2 o .*. LoO: 10.47.1.11

G1/0/3 G1/0/4 G1/0/3 c1/0/4

Gl/o/1 Gl1/0/1

Lo0O: 10.47.1.12 % 81/0/2 E1/0/2 % Lo0O: 10.47.1.13

Gl/0/3 G1l/0/3

Gl/0/5

10.47.4.2 8 10.47.4.3 8 8 10.47.10.2

Ol ofle| S x44F C9000v 2 2|x|= WEZ! of| x| & HIX|E BHE HSELICH ZE AEXZQIEE S
U8t VN(Virtual Network), red_vn LH0{| Q& LICH 10.47.4.2 & 10.47.4. 22| IEZQIE= g
=40 QI M, 10.47.10.20| A EZQIEL C}E MEUlo| QIX|0F S Qs VNOI| Q& LICH.

AMZEA
= O
Clsco DNA-Center7t 7|2 dH2 2 SDA HEE|Z Z = H[X{Jst= Ol AHSECt 1 7HEgfLic
- tlojof2 &% 0| &EstELICHIP T4 =3[7} ol MAC 4 Z3|E 7|HICE EBfZEE2 Z

AN HEE.
. E1I0I0122E4:' | HIE MsHELICHOIE &3l o K| C|HFO|A M ARP &4A| 2! LISP X|¢
ARP &&0| 7}s8h.

MYt SAE 2HY Z2MATE ELH QEH0|A ZE|Teo|Mol= CEa 22 of] MMo|

IH= 2] o X[(10.47.1.12) QIE{HO|A 7 Ad:

interface GigabitEthernetl/0/3

switchport access vlan 1026

switchport mode access

device-tracking attach-policy IPDT_POLICY
spanning-tree portfast

spanning-tree bpduguard enable
end

interface V1anl026

description Configured from Cisco DNA-Center
mac-address 0000.0c9f.f341

vrf forwarding red_vn

ip address 10.47.4.1 255.255.255.0
ip helper-address 10.47.9.9

no ip redirects

ip route-cache same-interface

no lisp mobility Tiveness test
Tisp mobility red-IPV4
end



= 2] 04 X[(10.47.1.12) LISP 7

router lisp
Tocator-table default
Tocator-set rloc_222el1707-175d-4019-a783-060404f8bc2f
IPv4-interface LoopbackO priority 10 weight 10
exit-Tocator-set
|
instance-id 4099
remote-rloc-probe on-route-change
dynamic-eid red-IPV4
database-mapping 10.47.4.0/24 Tocator-set rloc_222el1707-175d-4019-a783-060404f8bc2f
exit-dynamic-eid
|
dynamic-eid red-helpdesk-IPV4
database-mapping 10.47.10.0/24 Tocator-set rloc_222el1707-175d-4019-a783-060404f8bc2f
exit-dynamic-eid
|
service ipv4d
eid-table vrf red_vn
map-cache 0.0.0.0/0 map-request
sgt distribution
sgt
exit-service-ipv4
|
exit-instance-id
|
!
instance-id 8190
remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1026
database-mapping mac Tocator-set rloc_222el1707-175d-4019-a783-060404f8bc2f
dynamic-eid detection multiple-addr bridged-vm
exit-service-ethernet
|
exit-instance-id
|
instance-id 8192
remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1028
database-mapping mac Tocator-set rloc_222el1707-175d-4019-a783-060404f8bc2f
dynamic-eid detection multiple-addr bridged-vm
exit-service-ethernet
|

exit-instance-id

I =2 0 X](10.47.1.13) QIE{H 0| A F4d:

interface GigabitEthernetl/0/3

switchport access vlan 1026

switchport mode access

device-tracking attach-policy IPDT_POLICY
spanning-tree portfast



spanning-tree bpduguard enable
end
!
interface GigabitEthernetl/0/5
switchport access vlan 1028
switchport mode access
device-tracking attach-policy IPDT_POLICY
spanning-tree portfast
spanning-tree bpduguard enable
end
!
interface V1anl026
description Configured from Cisco DNA-Center
mac-address 0000.0c9f.f341
vrf forwarding red_vn
ip address 10.47.4.1 255.255.255.0
ip helper-address 10.47.9.9
no ip redirects
ip route-cache same-interface
no lisp mobility Tiveness test
Tisp mobility red-IPV4
end
!
interface V1anl1028
description Configured from Cisco DNA-Center
mac-address 0000.0c9f.f800
vrf forwarding red_vn
ip address 10.47.10.1 255.255.255.0
ip helper-address 10.47.9.9
no ip redirects
ip route-cache same-interface
no lisp mobility Tiveness test
Tisp mobility red-helpdesk-IPV4
end

= 2! 04|X[(10.47.1.13) LISP A

router lisp
Tocator-table default
Tocator-set rloc_691blfe4-5264-44c2-bblb-0903b3eb2c51
IPv4-interface LoopbackO priority 10 weight 10
exit-Tocator-set
|
instance-id 4099
remote-rloc-probe on-route-change
dynamic-eid red-IPV4
database-mapping 10.47.4.0/24 Tocator-set rloc_691blfe4-5264-44c2-bb1b-0903b3eb2c51
exit-dynamic-eid
|
dynamic-eid red-helpdesk-IPV4
database-mapping 10.47.10.0/24 Tocator-set rloc_691blfe4-5264-44c2-bblb-0903b3eb2c51
exit-dynamic-eid
|
service 1ipv4
eid-table vrf red_vn
map-cache 0.0.0.0/0 map-request
sgt distribution
sgt



exit-service-ipv4

!

exit-instance-id
!
instance-id 8190

remote-rloc-probe on-route-change

service ethernet

eid-table vlan 1026

database-mapping mac locator-set rloc_691blfe4-5264-44c2-bb1lb-0903b3eb2c51

dynamic-eid detection multiple-addr bridged-vm

exit-service-ethernet
|

exit-instance-id
|

instance-id 8192
remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1028
database-mapping mac locator-set rloc_691blfe4-5264-44c2-bb1lb-0903b3eb2c51

dynamic-eid detection multiple-addr bridged-vm

exit-service-ethernet
|

exit-instance-id

3AE2HT ZRNA YR OIS 2 B 7HR| TR MaELI

SAE 2EE0| 428 IPDT(IP Device Tracking) ElO|20| R &8 & 50| el = 3AE
7} REACHABLEZ E A|ElL|CEH.

<#root>
Edge-1#
show devi ce-tracki ng database interface g1/0/3

portDB has 2 entries for interface Gil/0/3, 2 dynamic

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan privi
DH4 10.47.4.2 5254. 0019. 93e9 G 1/0/3 1026 0024

MAC/ARP &5

ag

3m



e SAEJ Mo 2 2EHYE|M 7|2 HOIESO|E pingd &= U&LICHEE O] S4IZ &t
St= A=EXZQIEO| &3tedo| AX(|E[o] UX| A2 F2 7|2 HO|EH 0|0 pingd = UFR)
<#root>

Edge-1#

ping vrf red_vn 10.47.4.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.47.4.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 142/150/161 ms

of|X| =E0{= MAC 2! E|o|2 2| Y ARP ¥ =(VRF)0| Q!&LIC}.
<tfroot>
Edge-1#

show nac address-table interface g1/0/3

Mac Address Table

Vlan Mac Address Type Ports

1026 5254.0019.93e9 DYNAMIC Gil/0/3
Total Mac Addresses for this criterion: 1

Edge-1#

show ip arp vrf red_vn

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.47.4.1 - 0000.0c9f.f341 ARPA V1anl026
Internet 10.47.4.2 1 5254. 0019. 93e9 ARPA VI an1026
Internet 10.47.10.1 - 0000.0c9f.f800 ARPA V1anl028

AZEQ|0{ FED MAC T4 ZZ 23 *

FEDO|M MAC F=AE & Ql524M show platform software fed switch active matm macTable vian

<vlan id> mac <mac address> B2 Al & L|C}

<#root>
Edge-1#
show platform software fed switch active matm nacTabl e vl an 1026 mac 5254. 0019. 93e9

VLAN  MAC Type Seq# EC_Bi Flags



machandl e

si Handl e
riHandTe
di Handl e
*a_time “*e_time ports Con
1026  5254.0019.93¢0 o1 o o o

Ox7f 65ec7bda68

0x7f 65ec7c21f 8
0x0

0x7f 65ec6e1368

300 7 GigabitEthernetl/0/3 Yes

Asic: 0
htm-handle = 0x7f65ec95dc68 MVID = 7 gpn = 1

SI = 0xc3 RI = 0x25 DI = 0x526e

DI = 0x526e pmap = 0x00000000 0x00000004 pmap_intf : [GigabitEthernetl/0/3]
Asic: 1

SI = 0xc3 RI = 0x25 DI = 0x526e

DI = 0x526e pmap = 0x00000000 0x00000000

*MAC F£2A macHandle 212 &*

0|7 & o] macHandle Zf(0x7f65ec7bda68)2 7+X42t show platform hardware fed switch active
fwd-asic abstraction print-resource-handle <macHandle> 10{| AF& & L|C}.

<#root>
Edge-1#
show platform hardware fed switch active fwd-asic abstraction print-resource-handl e 0x7f 65ec7bda68 1

Handle:0x7f65ec7bda68 Res-Type:ASIC_RSC_HASH_TCAM Res-Switch-Num:0 Asic-Num:255 Feature-ID:AL_FID_L2 Lk
priv_ri/priv_si Handle: (nil)Hardware Indices/Handles: handle [ASIC: 0]: Ox7f65ec95dc68

Features sharing this resource:Cookie length: 12

19 00 54 52 e9 93 07 80 07 00 00 00

Detailed Resource Information (ASIC_INSTANCE# 0)
Number of HTM Entries: 1
Entry 0: (handle 0x7f65ec95dc68)

Absolute Index: 6778
Time Stamp: 4



KEY -

vlan: 7

mac: 0x5254001993e9
13_if:0
gpn: 3

epoch:0 static:0 flood_en:0 vlan_lead_wless_flood_en: 0 client_home_asic: 0 learning_peerid 0, Tearnin
MASK - vlan:0 mac:0x0 13_if:0 gpn:0 epoch:0 static:0 flood_en:0 vlan_lead_wless_flood_en: 0 client_home
SRC_AD - need_to_learn:0 1rn_v:0 catchall:0 static_mac:0 chain_ptr_v:0 chain_ptr: 0 static_entry_v:0 au
DST_AD - si:0xb7 bridge:0 replicate:0 blk_fwd_o:0 v4_rmac:0 v6_rmac:0 catchall:0 ign_src_1rn:0 port_mas

0|™ E2{0| X} 72 =94 0{2] MVID(Mapped VLAN ID)ILIC}. "X VLANT} Q%[5+ =X| &
Q15}24™ show platform software fed switch active vlan <vlan number>Z AF2&L|C}H

<#root>
Edge-1#
show pl atform software fed switch active vlan 1026

VLAN Fed Information

VI an

IF Id LE Handle STP Handle L3 IF Handle SVI IF ID

0x0000000000420011  0x00007f65ec6a08b8  0x00007f65ec6all38  0x00007f65ec77e838  0x000000000000

**GPN(Global Port Number) & QI**

GPN2 "AA|" QIE{H| 0| A 2t 247|524 show platform software fed switch active ifm mappings
gpn BHE AL ELICH



<#root>
Edge-1#
show platform software fed switch active i fm mappi ngs gpn

Mappings Table

GPN Interface IF_ID IF_TYPE
1 GigabitEthernetl/0/1 0x0000001a ETHER

2 GigabitEthernetl/0/2 0x0000001b ETHER

3

G gabit Et hernet1/0/ 3
0x0000000b ETHER

<-- GPN 3 lines up with the expected Egress interface

*MAC F 24 siHandle Z=2 12 Z**

O™ B 9| siHandle 2£(0x7f65ec7c21f8)2 7+X{2t show platform hardware fed switch active fwd-
asic abstraction print-resource-handle <si_handle> 10i| €& gtL|C}.

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e Ox7f65ec7c21f8 1

Handle:0x7f65ec7c21f8 Res-Type:ASIC_RSC_SI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L3_UNICAST
priv_ri/priv_si Handle: Ox7f65ec7c2498Hardware Indices/Handles: index0:0xc3 mtu_index/T3u_ri_index0:0x
Features sharing this resource:66 (1)]

57 (D]

Cookie length: 56

00 00 00 00 00 00 OO OO 02 04 00 00 00 00 00 00 00 00 00 00 07 00 52 54 00 19 93 €9 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

Station Index (SI) [0xc3] <-- Station Index is conprised of the Rewite Index (RI) and Destination |nde>

o

stationTableGenericlLabel =
stationFdConstructionLabel = 0x7
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0x1

Replication Bitmap: LD <-- Local Data (LD) indicates that the destination is on this ASIC

Detailed Resource Information (ASIC_INSTANCE# 1)



Station Index (SI) [0xc3] <-- Station Index is conprised of the Rewite Index (RI) and Destination Inde>

o

stationTableGenericLabel =
stationFdConstructionLabel = 0x7
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0x1

Replication Bitmap: CD <-- Core Data (CD) indicates that the destination is on the sane ASIC, different

*MAC F A CHA| M 7| QIELA =01

0| M2 O| RI Z£(0x25)2 7FX 2} show platform hardware fed switch active fwd-asic resource
asic all rewrite-index range <RI> <RI>0{| & &%&fL|C}

<#root>
Edge-1#

show pl atform hardware fed switch active fwd-asic resource asic all rewite-index range 0x25 0x25

ASIC#:0 RI:37 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr:

MAC Addr: 52:54:00:19:93: €9

L3IF LE Index 41

ASIC#:0 RI:38 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr: MAC Addr: 01:00:5e:00:00:00,
L3IF LE Index 40

ASIC#:0 RI:39 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr: MAC Addr: 52:54:00:00:50:17,
L3IF LE Index 40

ASIC#:1 RI:37 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr:

MAC Addr: 52:54:00:19:93: €9

L3IF LE Index 41

ASIC#:1 RI:38 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr: MAC Addr: 01:00:5e:00:00:00,
L3IF LE Index 40



ASIC#:1 RI:39 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr: MAC Addr: 52:54:00:00:50:17,
L3IF LE Index 40

FO [+

“*MAC F4 CHaf QI A &0l

ok

O™ H239| DI Zf(0x526e)2 7+X42} show platform hardware fed switch active fwd-asic resource
asic all destination-index range <DI> <DI>0{| A & & gtL|C}.

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic resource asic all destination-index range 0x526e 0x52¢

ASIC#0:

Destination index = 0x526e

pmap = 0x00000000 0x00000004 <-- Convert decimal 4 to binary, which is 0100. Count this binary right to

pmap_intf : [GigabitEthernetl/0/3]
cmi = 0x0

rcp_pmap = 0x0
al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLoO =
ctilLol =
ctilLo2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =
ASIC#1:

O OO OO OOoOOoOOo

Destination index = 0x526e

pmap = 0x00000000 0x00000000
cmi = 0x0

rcp_pmap = 0x0

al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLoO =
ctilLol =
ctilLo2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =

O OO OO OOoOOoOOo

%
Hl
|m
i
o

%



O|Zof &l ZEO| A HAHIE 243524 commandshow platform software fed switch active

ifm Ol E S AF235t T Port 292 &0lstL|C).

<#froot>

Edge-1#

show platform software fed switch active ifm mappings
show platform software fed switch active ifm mappings --------—-—-----—-———-
IF_ID Inst Asic Core Port SubPort Mac Cntx LPN GPN Type Active

Interface
GigabitEthernetl/0/1 Ox1la 0 0 0 0 0 1 0 1 1 NIF Y
GigabitEthernetl/0/2 0x1b 0 0 0 1 0 2 1 2 2 NIF Y
G gabi t Et hernet 1/ 0/ 3

Oxb 0 0 O
2

0 3 2 3 3 NIF Y

<-- Matches port 2 from previous output

*%*

5t =201 FED MAC =4 &9l

ZHQd/0| &A1 A|LLE|2 2] 0] 242 macHandle C|Z 0| A& 8 Zd1t 2 x|&L|Ct
<#root>
Edge-1#

show pl atform hardware fed switch active matm nacTabl e vl an 1026 mac 5254. 0019. 93e9

HEAD: MAC address 5254.0019.93e9 in VLAN 1026
KEY:

vlian 7

mac 0x5254001993e9

, 13_if 0,

gpn 3

, epoch 0, static 0, flood_en 0, vlan_lead_wless_flood_en 0, client_home_asic 0, Tearning_peerid 0, lea
static 0, flood_en 0, vlan_lead_wless_flood_en 0, clien

MASK: vlan 0, mac 0Ox0, 13_if 0, gpn 0, epoch O,
SRC_AD: need_to_learn 0, 1lrn_v 0, catchall 0, static_mac O,
DST_AD: si Oxb7, bridge 0, replicate 0, blk_fwd_o 0, v4_mac 0, v6_mac O,

chain_ptr_v 0, chain_ptr 0, static_entry_v
catchall 0, 1ign_src_lrn 0, por

Total Mac number of addresses:: 1

- 5t=%012| VLAN ID(MVID)= 7 lL|C}.
« MAC F24:5254.0019.93€9



« GPN: 3
LISP &=
SAE 2HC0| 438 £ A= SAEN CHE LISP §=0| Edge NodeO|MH ZZHZE HME|T
Control Nodes(LISP MSMR - LISP Map Server / Map Resolver)oll SSEL|C} L2 & L30i| CH3H &
Olal = Qe EY QUAEA D H(QF 50 ZE LISP EQle & alok T LICt
<ffroot>
Edge-1#
show vlan id 1026
VLAN Name Status Ports
1026 red active
L2L1 0: 8190
, Gi1/0/3
<-- L2 LISP Instance IDtied to VLAN 1026
**L.2 LISP Oi|O|E{tH| O] A & QI**
L2 LISP ClO|E{t|0| A E 21524 show lisp instance-id <L2 LISP ID> ethernet database <mac
address> HHEE AFE & LICH

<#root>
show |isp instance-id 8190 ethernet database 5254.0019. 93e9

Edge-1#
LISP ETR MAC Mapping Database for LISP 0 EID-table Vlan 1026 (IID 8190), LSBs: 0Ox1
5254.0019.93e9/48, dynamic-eid Auto-L2-group-8190, inherited from default Tocator-set rloc_222el1707-175

Entries total 1, no-route 0, inactive 0, do-not-register 2

Uptime: 2d17h, Last-change: 2d17h
State

Domain-ID: Tocal
Service-Insertion: N/A
Pri/Wgt Source

Locator
10.47.1.12
10/10 cfg-intf site-self, reachable
----- > Qur own RLCC
Map-server Uptime ACK Domain-ID
10.47.1.10
Yes O

1d11h



----- > RLOC of upstream col | ocated border

10.47.1.11
2d17h Yes O
> RLOC of upstream col | ocated border
SO |**
= =

**LISP L2 AR(Address Resolution) H|O|E{tH| 0| A
LISP L2 AR G| O|E{H|O|A & Q1524 show lisp instance-id <LISP L2 1ID> ethernet database
ArZ gt

B2

address-resolution <mac address>
[

<#root>

dat abase address-resol uti on 5254. 0019. 93e9
LISP ETR Address Resolution for LISP O EID-table Vlan 1026 (IID 8190)

MAC Address, LISP L3 Instance |ID, Endpoint

Edge-1#
show i sp instance-id 8190 et hernet
<-- Endpoi nt

L3 Instl D Host Address

(*) -> entry being deleted
4099 10.47.4.2/32

Har dwar e Addr ess
5254. 0019. 93e9
|**

= ol
|_

524 show lisp instance-id <LISP L3 IID> ipv4 database <IP

**LISP L3 G| O|E{H| 0| A&

10.47.4.2
| Pv4 Address

LISP L3 Cl|O|E{H|O|A E Q!
address/Subnet Mask> B2 AL &LICt
<#root>
Edge-1#
show i sp instance-id 4099 ipv4 database 10.47.4.2/32
LISP ETR IPv4 Mapping Database for LISP 0 EID-table vrf red_vn (IID 4099), LSBs: 0x1
Entries total 1, no-route 0, inactive 0, do-not-register 1
/32, dynamic-eid red-IPV4, inherited from default locator-set rloc_222el1707-175d-4019-a783-060404f8bc2f

> Endpoi nt
Uptime: 2d18h, Last-change: 2d18h

Tocal
State

Domain-ID:
Service-Insertion: N/A
Locator Pri/Wgt Source
reachable

10.47.1.12
site-self,

10/10 cfg-intf



----- > Qur own RLOC

Map-server Uptime ACK Domain-ID
10.47.1.10
1d11h Yes O

----- > RLOC of upstream col | ocated border

10.47.1.11
2d17h Yes O

----- > RLOC of upstream col | ocated border

**CEF §_||- I_I**

CEFZ £ Ql5t24™ show ip cef vrf <vrf name> <IP address> internal @& S AFE&LICH

<#root>
Edge-1#

show i p cef vrf red_vn 10.47.4.2 interna

10.47.4.2/32, epoch 1, flags [att, sc], RIB[D], refcnt 6, per-destination sharing
sources: RIB, Adj, IPL
feature space:
IPRM: 0x00058000
Broker: Tlinked, distributed at 3rd priority
subblocks:
SC owned,sourced:

LISP I ocal EID

SC inherited: LISP remote EID - locator status bits 0x00000000

SC inherited: LISP cfg dyn-EID - LISP configured dynamic-EID

LISP EID attributes: localEID Yes, c-dynEID Yes, d-dynEID Yes, a-dynEID No

SC owned,sourced: LISP generalised SMR - [disabled, not inheriting, Ox7FO06D0A67E40 locks: 1]
Adj source:

I P adj out of VIanl1026

addr 10.47.4.2

7F06D300B738
Dependent covered prefix type adjfib, cover 10.47.4.0/24
2 IPL sources [no flags]
ifnums:
V1an1026(29): 10.47.4.2
path 1ist 7FO6CEE8D720, 3 Tlocks, per-destination, flags 0x49 [shble, rif, hwcn]
path 7F06D0A900C8, share 1/1, type attached nexthop, for IPv4
nexthop 10.47.4.2 V1an1026, IP adj out of V1anl026, addr 10.47.4.2 7F06D300B738
output chain:



IP adj out of VIanl026, addr 10.47.4.2

7F06D300B738

SDA O|X| =E9°| 2Z LISP &5 2/0i = SDA M0 = E(LISP MS/MR)0{|= AIEZQIE0f CHE F
7t HEIt ZE o] &Lt

HiX[E 2 L2 LISP M 22l

L2 LISP MB{E & 2I5t24™ show lisp instance-id <L2 LISP 1ID> ethernet server <MAC Address>
BHES ALSELICH

<#root>
Border-1#
show i sp instance-id 8190 ethernet server 5254.0019. 93e9

LISP Site Registration Information

Site name: site_uci

Description: map-server configured from Cisco DNA-Center
Allowed configured locators: any

Requested EID-prefix:

EID-prefix:
5254. 0019. 93e9

/48 instance-id 8190

<-- Endpoi nt MAC Address

First registered: 2w5d

Last registered: 3d16h

Routing table tag: 0

Origin: Dynamic, more specific of any-mac

Merge active: No

Proxy reply: Yes

Skip Publication: No

Force Withdraw: No

TTL: 1d00h

State: complete

Extranet IID: Unspecified

Registration errors:
Authentication failures: 0

Allowed locators mismatch: O

ETR

10.47.1.12

:21038, last registered 3d16h, proxy-reply, map-notify

<-- Egress Tunnel Router (Fabric Edge |IP address)



TTL 1d00h, no merge, hash-function shal

state complete, no security-capability

nonce 0xB60C4314-0x97BB332D

XTR-ID OxAB3179F6-0xC774F22C-0x00F2C82E-0x3A66738D
site-ID unspecified

Domain-ID Tocal

Multihoming-ID unspecified

sourced by reliable transport

Locator Local State Pri/Wgt Scope
10.47.1.12
yes up 10/10 IPv4 none

<--(Fabric Edge |IP address)

Hi x| € 2 L2 LISP AR(Address Resolution) A{H{ & Ql:

L2 LISP AR AMEHE & 2I5t24™ show lisp instance-id <LISP L2 IID> ethernet server address-
resolution <IP address> B2 Al &L|C}

S5 7|52 =2l5t24™ show lisp instance-id <LISP L2 1ID> ethernet server address-resolution
<IP address> registration-history @& 2 AL & LICt

<#root>
Border-1#

show i sp instance-id 8190 ethernet server address-resolution 10.47.4.2
Address-resolution data for router lisp 0 instance-id 8190

Site name: site_uci

Host Address:

10.47.4.2

/32
Hardware Address:

5254. 0019. 93e9

First registered: 2w5d
Last registered: 3d16h
Registration errors:
Authentication failures: 0
ETR
10.47.1.12
121038
Last registered: 3d16h
TTL: 1d00h
XTR-ID: 0xAB3179F6-0xC774F22C-0x00F2C82E-0x3A66738D
Site-1ID: unspecified
Registered addr: 5254.0019.93e9

L3 Instance ID: 4099



Border-1#

show i sp instance-id 8190 ethernet server address-resolution 10.47.4.2 registration-history

Map-Server registration history
Roam = Did host move to a new location?
WLC = Did registration come from a Wireless Controller?

Prefix qualifier: + = Register Event, - = Deregister Event, * = AR register event
Timestamp (UTC) Instance Proto Roam WLC Source
EID prefix / Locator

*Sep 29 16:50:27.762 8190 TCP No No 10.47.1.12

+%10.47.4.2/32 / 5254.0019.93e9
*Oct 1 21:05:11.086 8190 TCP No No 10.47.1.12

+%10.47.4.2/32 / 5254.0019.93e9
*Oct 2 06:51:11.882 8190 TCP No No 10.47.1.12

+%10.47.4.2/32 / 5254.0019.93e9
*Oct 3 00:56:33.642 8190 TCP No No 10.47.1.12

+%10.47.4.2/32 / 5254.0019.93e9
*Oct 3 01:53:45.934 8190 TCP No No 10.47.1.12

+%10.47.4.2/32 / 5254.0019.93e9
*Oct 6 04:36:08.685 8190 TCP No No 10.47.1.12

+%10.47.4.2/32 / 5254.0019.93e9

Hix|El 2 L3 LISP A &2l

L3 LISP MEHE & QI5t24™ show lisp instance-id <LISP L3 IID> ipv4 server <IP address> @&
ArS Lt

L3LISP MHH S8 7|82 i.*o._ﬁ 2424 show lisp instance-id <LISP L3 IID> ipv4 server <IP
address> registration-history WS AL &LICH

<#root>
Border-1#
show i sp instance-id 4099 ipv4 server 10.47.4.2

LISP Site Registration Information

Site name: site_uci

Description: map-server configured from Cisco DNA-Center
Allowed configured locators: any

Requested EID-prefix:

EID-prefix:
10.47.4.2

/32 instance-id 4099

First registered: 2w5d

Last registered: 02:39:39

Routing table tag: 0

Origin: Dynamic, more specific of 10.47.4.0/24
Merge active: No

Proxy reply: Yes

Skip Publication: No

Force Withdraw: No



TTL: 1d00h

State: complete
Extranet IID: Unspecified
Registration errors:
Authentication failures: 0
Allowed Tocators mismatch: 0
ETR
10.47.1.12

121038, last registered 02:39:39, proxy-reply, map-notify
TTL 1d00h, no merge, hash-function shal
state complete, no security-capability
nonce 0x128CB668-0xF7B85F77
XTR-ID OxAB3179F6-0xC774F22C-0x00F2C82E-0x3A66738D
site-ID unspecified
Domain-ID Tocal
Multihoming-ID unspecified
sourced by reliable transport

Locator Local State Pri/Wgt Scope
10.47.1.12
yes up 10/10 IPv4 none
Border-1#

show i sp instance-id 4099 ipv4 server 10.47.4.2/32 registration-history

Map-Server registration history
Roam = Did host move to a new location?
WLC = Did registration come from a Wireless Controller?

Prefix qualifier: + = Register Event, - = Deregister Event, * = AR register event
Timestamp (UTC) Instance Proto Roam WLC Source
EID prefix / Locator

*0ct 6 04:36:01.548 4099 UDP No No 10.47.1.12

+ 10.47.4.2/32
*Oct 6 04:36:08.686 4099 TCP No No 10.47.1.12

+ 10.47.4.2/32
*Oct 9 18:35:48.058 4099 TCP No No 10.47.1.12

+ 10.47.4.2/32

SDAS2| ARP &

Cisco Catalyst CenterE AF23510{ 7|2 MHEOZ SDA MEEIE T2 H|XLEt W2 JH-ErLIC
%, oilofo{ 2 EEo| Edst x| HHEE] LHe| 2E EEiE(S e VLAN/VN)O| IP F4 Z3|/LISP
IP OIAEMH Ot MAC =4 Z3|/LISP O|HY! QIARAE J[8to 2 MY FLICH

EHEAE BHIM $% SAE0| I ARP #22 TAIstod IE 20| bt HAZof BRI7H
xl(z 01|p|n90|7% sHxl ot B2) S5 ARP SrololEt Bxlot 2lex] Al et Hoise

I/\ LISPE &8sl0{ ZAEO| DSt 9IX|E HelstH 7| & 2t/

_IE
lo
>
Y
T
H



1EHA|: I EHE AIEZQIETI ARP R E ME5t0{ CHE mjEE! A= ZQIEof CHEF MAC/IP HIRIE
2 stolstLct
= 1 L-Hk .

0184 QIE|T|0A0IA THZ! 2% T 45104 ARP I

»\

0| BAEZRE £ AEHS S HOIE

<#root>

Edge-1#

nonitor capture 1 interface g1/0/3 in match any
Edge-1#

nmon cap 1 start

Started capture point : 1
Edge-1#

nmon cap 1 stop

Capture statistics collected at software:
Capture duration - 22 seconds
Packets received - 13
Packets dropped - 0
Packets oversized - 0

Number of Bytes dropped at asic not collected
Capture buffer will exists till exported or cleared

Stopped capture point : 1
Edge-1#

show nonitor capture 1 buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 52:54:00:19:93:e9 -> ff:ff:ff:ff:ff:ff ARP 60 Who has 10.47.4.37 Tell 10.47.4.2
2 1.028893 52:54:00:19:93:e9 -> ff:ff:ff:ff:ff:ff ARP 60 Who has 10.47.4.37 Tell 10.47.4.2
3  2.058244 52:54:00:19:93:e9 > ff:ff:ff:ff:ff:ff ARP 60 Who has 10.47.4.3? Tell 10.47.4.2

Edge-1#

show nonitor capture 1 buffer display-filter arp detailed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface /tmp/epc_ws/wif_to_ts_p
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 10, 2023 14:52:03.659290000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1696949523.659290000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 60 bytes (480 bits)
Capture Length: 60 bytes (480 bits)



[Frame 1is marked: False]

[Frame 1is 1ignored: False]

[Protocols in frame: eth:ethertype:arp]
Ethernet II, Src: 52:54:00:19:93:e9 (

52:54:00: 19: 93: €9

), Dst:

ffoff:ffoff:ff:ff
(Ff:ff:ff:ff:fF:FF)

<-- SMAC/ DVAC respectively

Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)
Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff: )
1. ... ... ... .... = LG bit: Locally administered address (this is NOT the factory d

e ol oo ool ooo. ... = IG bit: Group address (multicast/broadcast)
Source: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
Address: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
1. ... ... ... .... = LG bit: Locally administered address (this is NOT the factory d
ceee 20 L ool ooo. ... = 1IG bit: Individual address (unicast)
Type: ARP (
0x0806

)
Padding: 000000000000000000000000000000000000

Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)

Sender MAC address:

52:54:00: 19: 93: €9

(52:54:00:19:93:e9)
Sender IP address:

10.47.4.2
Target MAC address:
00: 00: 00: 00: 00: 00

(00:00:00:00:00:00)
Target IP address:

10.47.4.3

LISP 242 MAd5tod HOST-022| MAC FAE QI

F

ol
fl

25 oX| === ARP IZ!E AIE
LICE.

Edge-12 LISP Control-Planes(Hi x| El Z3H))ol MAC F4 10.47.4.32 Q57| QB LISP ¥ 27
(=} _I?I_I_H |_|[_-_|._
= =

<{froot>



Edge-1#
debug lisp control -plane al
Edge-1#

debug | 2lisp al

LISP[REMT ]-0: Map Request: Delay is over for IID 8190 EID 10.47.4.3/32, requester 'AR'.
LISP[REMT ]-0 IID 8190: Schedule processing of Map-Requests from 'remote EID prefix' in IPv4.
LISP[REMT ]-0: Map Request: Sending request for IID 8190 EID 10.47.4.3/32, requester 'AR'.

3EtA|. Ao ==& IP/MAC OHZof| CHE LISP e 91 SHE CHA| SDA M|X| =2 EHL|C}

LISP Map-Requesti= Fabric Edge0i| A == 21Z|H 10.47.4.304 23ZEE MAC A Z LISP Map-
Reply2 S & LICt.

<tfroot>

Border-1#

debug lisp control -plane al

Border-1#

debug I 2lisp al

LISP[TRNSP]-0: Processing received Map-Request(1l) message on GigabitEthernetl/0/3 from 10.47.4.3:4342 t
LISP[MR ]-0: Received Map-Request with 1 records, first EID IID 8190 10.47.4.3/32, source EID UNSPEC,
LISP[MR ]-0 IID 8190 Eth-ARP: MS EID 10.47.4.3/32: Sending proxy reply to 10.47.1.12.

T

LISP ZHEE EoiQ/2 =Z4 lo|EH|0|AN MY E FA & =0l el ZFKA| 2oz SHE
LIk

<{froot>

Border-1#

show |isp instance-id 8190 ethernet server address-resolution 10.47.4.3

Address-resolution data for router Tisp 0 instance-id 8190
Site name: site_uci

Host Address:

10.47. 4.3

/32



Hardware Address:

5254, 001e. ad00

First registered: 21:11:17
Last registered: 21:11:17
Registration errors:
Authentication failures: 0
ETR 10.47.1.13:16056
Last registered: 21:11:17
TTL: 1d0Oh
XTR-ID: Ox8CEE6478-0x9358E248-0xE935FF07-0x8C3C5450
Site-ID: unspecified

Registered addr:

5254, 001e. ad00

L3 Instance ID:

4099

ATHA| A X| —E= MAC F47110.47.4.321 LISP 8= 2&LIC

HEZ] x| =M LISP ZEA| SEE s 4AIFLICH

LISP[REMT ]-0: Processing Map-Reply mapping record for IID 8190 MAC 5254.001le.ad00/48 LCAF 2, ttl 1440,
LISP[REMT ]-0: Processing mapping information for EID prefix IID 8190 5254.00le.ad00/48.

5EHA. H|X| = E= MAC FA01 CHst RLOC {IxIE ZHSH7| {laH LISP ¥ @& miZlg Bt

ME M EHE SBHoR g2 & ofX| =EE ARP7} HE YJE MAC F4 1047438 210
Q& LICt Blojo] 2 & Ao & A5HE|T of X| =E= O] ME S 10.47.4.20{ CHA| 3|Al5HX| &1 O
J8& = o K[| RLOC {IXIE #elstE ol AFSELICH [WEkM 7[E Bil0]o] 2 LI E T ol AH*
= 10.47.4.322 ARPE Y& & U&LCt

>

[FELM X === Ol QIARAO|AM E CHE LISP H 27 miZl g MdstHH, o|Hol=
10.47.4.22| MAC =201 et RLOC HEE 3 e LCt

<tfroot>
Edge-1#

debug lisp control-plane al

Edge-1#

debug | 2lisp al

*0Oct 10 17:01:41.430: LISP[REMT ]-0 IID 8190: Schedule processing of Map-Requests from 'remote EID pref
*0ct 10 17:01:41.430: LISP[REMT ]-0: Map Request: Sending request for IID 8190 EID 5254.00le.ad00/48, r



6= AHl: MAC 42| RLOC 2Ix|E& ZA™st7| flall Mo{ =0l M LIsSP ¥ @& mZlE 48t

Mo ==& LISP WZ!E 4lstn 24 Ci|o|E{H0]& & Efod| et S

n

Ok
L
n

I.
=

<#root>

Border-1#

debug lisp control -plane al
Border-1#

debug | 2lisp al

*0Oct 10 16:04:42.055: LISP[MR ]1-0 IID 8190 Eth-ARP: MS EID 10.47.4.3/32: Sending proxy reply to 10.47
*0Oct 10 16:04:42.407: LISP[MR ]1-0: Received Map-Request with 1 records, first EID IID 8190 5254.001e.
*0Oct 10 16:04:42.408: LISP[MR ]1-0 IID 8190 MAC: MS EID 5254.00l1e.ad00/48: Sending proxy reply to 10.4

7EHAl: LISP Map-Reply is received by Edge Node(Ol X| .= =0 M LISP ¥ & +=41)

Mo{ = =oiAM et LISP & SEO| oX| =0l M = &FELICH

<tfroot>
Edge-1#

debug lisp control-plane al

Edge-1#

debug | 2lisp al

*0Oct 10 17:44:00.181: LISP[TRNSP]-0: Processing received Map-Reply(2) message on GigabitEthernetl/0/2 f
*0Oct 10 17:44:00.181: LISP[REMT ]-0: Received Map-Reply with nonce OxF954EC80-0x039D7E4A, 1 records.
*0ct 10 17:44:00.181: LISP[REMT ]-0: Map-Reply nonce matches pending request for IID 8190 EID 5254.001le
*0Oct 10 17:44:00.181: LISP[REMT ]-0: Processing Map-Reply mapping record for IID 8190 MAC 5254.00le.ad0
*0ct 10 17:44:00.181: LISP[REMT ]-0: Map Request: Received reply with rtt 560ms.

*0Oct 10 17:44:00.181: LISP[REMT ]-0: Processing mapping information for EID prefix IID 8190 5254.00le.a

O|= | 3t LISP O|HY! QIAEA T FHA|0|| &= 0| BHE0{X|11 ARP I{Z!0] 10.47.4.30| HAZAE
Edge-22 T™EE = A&LICH

<#root>
Edge-1#
show | isp instance-id 8190 ethernet map-cache 5254. 001e. ad00

LISP MAC Mapping Cache for LISP 0 EID-table Vlan 1026 (IID 8190), 1 entries

5254.001e.ad00/48, uptime: 00:04:11, expires: 23:55:48, via map-reply, complete
Sources: map-reply



State: complete, Tast modified: 00:04:11, map-source: 10.47.1.13
Active, Packets out: 8(0 bytes), counters are not accurate (~ 00:00:04 ago)
Encapsulating dynamic-EID traffic

Locator Uptime State Pri/Wgt Encap-IID
10.47.1.13 00:04:11 up 10/10 -
Last up-down state change: 00:04:11, state change count: 1
Last route reachability change: 00:04:11, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:
Last RLOC-probe sent: 00:04:11 (rtt 560ms)

8EtAH|. ARPE VXLANOI M Zi&3H |0 HOST-022 & ELCt.

D E LISP #t& EHA|I=E 10.47.4.32] |XIE & Qlste ol HM&LICH J2{H ol x| ==7} 2i2qel
ARP(HEE?HA E) izl MEE oX| = EE gl RUNAER MEE = lGLTH B ARP

IHZ!0] 10.47.4.200 M & El FLol= 2 ARP &QI0| 7t535tES ZE BA7E 22 E WK
2l ARP 22 ofX| o= CPUO| 2|8 FHAIEILICH AT MIEIX| & &).

ARP 72 Ct& ol A2t 2 0] VXLANOIM Zi=3tE LI

<#root>
Edge-2#
show nmonitor capture 1 buffer display-filter arp brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
67 15.149181 52:54:00:19:93:e9 -> 52:54:00:1e:ad:00 ARP 110 Who has 10.47.4.3? Tell 10.47.4.2
68 15.155511 52:54:00:19:93:e9 -> 52:54:00:1e:ad:00 ARP 110 Who has 10.47.4.3? Tell 10.47.4.2

ARP Q32 VXLANOIA &3 Ao HEEIHAE ARP LHUM RFLIFHAE ARP QHLZ

HB4&=] | C}

<#froot>

Frame 68: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface /tmp/epc_ws/wif_to_t
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 10, 2023 17:56:43.256570000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1696960603.256570000 seconds
[Time delta from previous captured frame: 0.006330000 seconds]
[Time delta from previous displayed frame: 0.006330000 seconds]
[Time since reference or first frame: 15.155511000 seconds]
Frame Number: 68
Frame Length: 110 bytes (880 bits)
Capture Length: 110 bytes (880 bits)
[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:arp]
Ethernet II, Src: 52:54:00:0a:42:11 (52:54:00:0a:42:11), Dst: 52:54:00:17:fe:65 (52:54:00:17:fe:65)
Destination: 52:54:00:17:fe:65 (52:54:00:17:fe:65)



Address: 52:54:00:17:fe:65 (52:54:00:17:fe:65)
.. 1. ... ... ... .... = LG bit: Locally administered address (this is NOT the factory d
veee 00 Ll ool ooo. ... = 1IG bit: Individual address (unicast)

Source: 52:54:00:0a:42:11 (52:54:00:0a:42:11)
Address: 52:54:00:0a:42:11 (52:54:00:0a:42:11)
.. w1 oo oooo oo o... = LG bit: Locally administered address (this is NOT the factory d
ceee 20 Ll ool ooo. ... = 1IG bit: Individual address (unicast)

Type: IPv4 (0x0800)

Internet Protocol Version 4, Src:

10.47.1.12
, Dst:
10.47.1.13 <-- 10.47.1.12 is Edge-1 RLCC, 10.47.1.13 is Edge-2 RLCC

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 96
Identification: 0x1781 (6017)
Flags: 0x4000, Don't fragment
0... .... .... .... = Reserved bit: Not set
i Don't fragment: Set
O More fragments: Not set
Fragment offset: 0
Time to Tive: 253
Protocol: UDP (17)
Header checksum: 0x4f95 [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.1.12
Destination: 10.47.1.13
User Datagram Protocol, Src Port: 65354, Dst Port: 4789
Source Port: 65354
Destination Port: 4789
Length: 76
[Checksum: [missing]]
[Checksum Status: Not present]
[Stream index: 0]
[Timestamps]
[Time since first frame: 15.155511000 seconds]
[Time since previous frame: 0.006330000 seconds]
Virtual eXtensible Local Area Network
Flags: 0x8800, GBP Extension, VXLAN Network ID (VNI)
1... .... .... .... = GBP Extension: Defined
.0.. Don't Learn: False
VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

R

N O
.000 .000 0.00 .000
Group Policy ID: O

VXLAN Network Identifier (VNI): 8190 <-- L2 LISP IID

Reserved: 0
Ethernet II, Src:

52:54:00: 19: 93: e9
(52:54:00:19:93:e9), Dst:
52:54: 00: 1e: ad: 00

(52:54:00:1e:ad:00)



<--Uni cast ARP Request

Destination: 52:54:00:1e:ad:00 (52:54:00:1e:ad:00)
Address: 52:54:00:1e:ad:00 (52:54:00:1e:ad:00)

1o ... oo ... ... = LG bit: Locally administered address (this 1is NOT the factory d

vees 2020 Lo oo wew. wu.. = IG bit: Individual address (unicast)
Source: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
Address: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
R I
B ¢
Type: ARP (

IG bit: Individual address (unicast)

0x0806

)
Trailer: 000000000000000000000000000000000000

Address Resolution Protocol (

request

)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
Sender IP address: 10.47.4.2
Target MAC address: 00:00:00:00:00:00 (00:00:00:00:00:00)
Target IP address: 10.47.4.3

9t Al ARP Z[412 10.47.4.301 olaf MHEE|T 10.47.4.22 TS H

<#root>
Edge-2#
show nmonitor capture 1 buffer display-filter arp brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 52:54:00:1e:ad:00 -> 52:54:00:19:93:e9 ARP 60 10.47.4.3 is at 52:54:00:1e:ad:00
2 0.069429 52:54:00:1e:ad:00 -> 52:54:00:19:93:e9 ARP 60 10.47.4.3 1is at 52:54:00:1e:ad:00
11 5.960508 52:54:00:1e:ad:00 -> 52:54:00:19:93:e9 ARP 60 Who has 10.47.4.27 Tell 10.47.4.3

ol f IHZ!2 e ARP QO EM FTAE HECEI|AESHK| &1 10.47.4.22| MAC TAE ™S
T, eladlA ol X| =E(Edge-2)0ll == 5tM 2t LISP 40| EE|HELICH ®Z 10.47.4.29]
MAC F47} 0| X| =E9| LISP O|HY! QIABA MM FEE[QIELICH TZ!0] CPUR & E|0]
HOST-010{ CHEt RLOCE 2 let7| @8 LISP ¥ @&HE MHELICH o &2 0| EMo| CHE A
Mol M MYst 730 2&H5| S5 USHH Edge-201lA1 10.47.4.201 CHEH LISP B FHA| &5 & BHE £ Q!
&Lict.

<ttroot>

Edge-2#

LG bit: Locally administered address (this is NOT the factory d



show | isp instance-id 8190 ethernet map-cache 5254. 0019. 93e9

LISP MAC Mapping Cache for LISP 0 EID-table Vlan 1026 (IID 8190), 1 entries

5254.0019.93e9/48, uptime: 03:18:28, expires: 20:41:32, via map-reply, complete
Sources: map-reply
State: complete, last modified: 03:18:28, map-source: 10.47.1.12
Active, Packets out: 386(0 bytes), counters are not accurate (~ 00:00:12 ago)
Encapsulating dynamic-EID traffic

Locator Uptime State Pri/Wgt Encap-IID
10.47.1.12

03:18:28 up 10/10 -
Last up-down state change: 03:18:28, state change count: 1
Last route reachability change: 03:18:28, state change count: 1
Last priority / weight change: never/never
RLOC-probing Toc-status algorithm:

Last RLOC-probe sent: 03:18:28 (rtt 710ms)

Ol &=2 AL23HH VXLAN & 310{ A Edge-12 ARP SEHE HZ™o 2 M&3t1 10.47.4.22|
MA 23 ARP =0l T2 MAN FIHE2 MY E = JU&LCt

SDA I{EZ2|0| 7|2 S AE 14N (S UE VLAN/S LS VN)

o2

ARP &0I0| M2 XMoo 2 &2 E|UOMH F SAE 10.47.4.2 21 10.47.4.30] M2 ZZ st ARP
o| ®ICtm 7}&gLct,

=
=

2HM EZ ZAES 1Y ARP =S T5t04 HEZR9| At Ao 2X7} Qe
X (?.éE Zhof| pmgOI AtS5tX| fE AR) E= ARP Z2MA0E X7 U= M55 2l

<#root>
Edge-1#
show nonitor capture 1 buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
1 0.000000 10.47.4.2 -> 10.47.4.3 ICMP 98 Echo (ping) request id=0x0040, seq=3/768, ttl1=64

Edge-1#

show nonitor capture 1 buffer detai

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface /tmp/epc_ws/wif_to_ts_p
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe



Encapsulation type: Ethernet (1)
Arrival Time: Oct 10, 2023 18:21:21.484694000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1696962081.484694000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 98 bytes (784 bits)
Capture Length: 98 bytes (784 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:icmp:data]
Ethernet II, Src:

52: 54: 00: 19: 93: e9
(52:54:00:19:93:e9), Dst:
52: 54: 00: le: ad: 00
(52:54:00:1e:ad:00)
<-- Endpoint MAC, Anycast GW MAC respectively

Destination: 52:54:00:1e:ad:00 (52:54:00:1e:ad:00)
Address: 52:54:00:1e:ad:00 (52:54:00:1e:ad:00)
.. w1 oo oooo oo o... = LG bit: Locally administered address (this is NOT the factory d
ceee 00 Ll ool ooo. ... = 1IG bit: Individual address (unicast)

Source: 52:54:00:19:93:e9 (52:54:00:19:93:€9)
Address: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
.. W1 oo oo oo o... = LG bit: Locally administered address (this is NOT the factory d
ceee 00 Ll ool ooo. ... = 1IG bit: Individual address (unicast)

Type: IPv4 (0x0800)

Internet Protocol Version 4, Src:

10.47.4.2

, Dst:

10.47.4.3

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)

0000 00.. = Differentiated Services Codepoint: Default (0)

.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 84
Identification: 0x7321 (29473)
Flags: 0x4000, Don't fragment

0... .... .... .... = Reserved bit: Not set

i Don't fragment: Set

O More fragments: Not set
Fragment offset: 0
Time to Tive: 64
Protocol: ICMP (1)
Header checksum: Oxab25 [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.4.2
Destination: 10.47.4.3

Internet Control Message Protocol

Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0x02ea [correct]
[Checksum Status: Good]



Identifier (BE): 64 (0x0040)
Identifier (LE): 16384 (0x4000)
Sequence number (BE): 3 (0x0003)
Sequence number (LE): 768 (0x0300)
Data (56 bytes)

0000 68 95 8c 3d 00 00 00 00 00 00 00 00 00 00 00 OO0 h..=............
0010 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .....i'ivvvvnnnnnn
0020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .....i'ivvvvnnnnnn
0030 00 00 00 OO0 OO0 OO OO OO oo
Data: 68958c3d0000000000000000000000000000000000000000bA@&
[Length: 56]

ICMP ZHZ!2 10.47.4.32 £ Locator(27/|0|E{) E=0f X|HE Edge Node(0l|X[-2)2 MEE|H £

E 2! HHME Sl AME = U&LCh

L2 &5 o] Ed3tE VLANOIAM THZ!0] 4= A E|H LISP Ol QAR AN Z 3|7t = ELICH

Edge-1#
show i sp instance-id 8190 ethernet map-cache 5254. 001e. ad00

LISP MAC Mapping Cache for LISP 0 EID-table Vlan 1026 (IID 8190), 1 entries

5254.001e.ad00/48, uptime: 00:22:29, expires: 23:37:32, via map-reply, complete
Sources: map-reply
State: complete, last modified: 00:22:29, map-source: 10.47.1.13
Active, Packets out: 42(0 bytes), counters are not accurate (~ 00:00:58 ago)
Encapsulating dynamic-EID traffic

Locator Uptime State Pri/Wgt Encap-IID
10.47.1.13
00:22:29 up 10/10 -
Last up-down state change: 00:22:29, state change count: 1
Last route reachability change: 00:22:29, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:
Last RLOC-probe sent: 00:22:28 (rtt 1609ms)

247 A= ZOIE 0| MAC FAE 0I5t T L2L10S 7+t

Edge-1#
show mac add add 5254. 001e. ad00

Mac Address Table

oot



1026 5254.001e.ad00 CP_LEARN L2LIO
Total Mac Addresses installed by LISP: REMOTE: 1

FEDO|M MAC F=AE &QlstH F7 HEE =&E £+ &LICt

<{froot>
Edge-1#

show platform software fed sw active matm nmacTabl e vl an 1026 mac 5254. 001e. ad00

VLAN  MAC Type Seqg# EC_Bi Flags
machandl e
si Handl e
ri Handl e

diHandle *a_time *e_time ports
1026

5254, 001e. ad00

0x1000001 0 0 64

Ox7f 65ecf dd3a8

Ox7f 65ecf ddif 8

Ox7f 65ecf dd048

0x0 0 2 RLOC 10.47.1.13 adj_id 97

Asic: O
htm-handle = Ox7f65ecc4d188 MVID = 7 gpn = 1
SI = Oxc7 RI = 0x12 DI = 0x5012

Asic: 1
SI = Oxc7 RI = 0x12 DI = 0x5013

MAC &4 macHandle C|ZE

O™ B0 M macHandle(0x7f65ecfdd3a8)E 7 %42t Af show platform hardware fed switch active



fwd-asic abstraction print-resource-handle <macHandle> EZI0{l A AL & LT} 1

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e 0x7f 65ecfdd3a8 1

Handle:0x7f65ecfdd3a8 Res-Type:ASIC_RSC_HASH_TCAM Res-Switch-Num:0 Asic-Num:255 Feature-ID:AL_FID_L2_WI
priv_ri/priv_si Handle: (nil)Hardware Indices/Handles: handle [ASIC: 0]: Ox7f65ecc4d188

Features sharing this resource:Cookie Tength: 12

le 00 54 52 00 ad 07 80 07 00 00 00

Detailed Resource Information (ASIC_INSTANCE# 0)

Number of HTM Entries: 1
Entry 0: (handle 0x7f65ecc4d188)

Absolute Index: 4706
Time Stamp: 14
KEY -

vl an: 7

mac: 0x5254001ead00
13_if:0
gpn: 3401

epoch:0 static:0 flood_en:0 vian_lead_wless_flood_en: 0 client_home_asic: 0 learning_peerid 0, Tearnin
MASK - vlan:0 mac:0x0 13_if:0 gpn:0 epoch:0 static:0 flood_en:0 vlan_lead_wless_flood_en: 0 client_home
SRC_AD - need_to_Tlearn:0 1rn_v:0 catchall:0 static_mac:0 chain_ptr_v:0 chain_ptr: 0 static_entry_v:0 au
DST_AD - si:0xc7 bridge:0 replicate:0 blk_fwd_o:0 v4_rmac:0 v6_rmac:0 catchall:0 ign_src_1rn:0 port_mas

MAC F4 siHandle C|ZE

0™ B0l M siHandle(0x7f65ecfdd1f8) 2 7+A{2t A show platform hardware fed switch active
fwd-asic abstraction print-resource-handle <siHandle> HZI0{| A AL &FLIC}. 1

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e 0x7f 65ecfdd1f8 1

Handle:0x7f65ecfdd1f8 Res-Type:ASIC_RSC_SI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L2_WIRELES
priv_ri/priv_si Handle: 0x7f65ecfdd048Hardware Indices/Handles: index0:0xc7 mtu_index/T13u_ri_index0:0x
Features sharing this resource:58 (1)]

Cookie length: 56

00 00 00 00 00 00 00 00 02 04 00 00 00 00 00 00 00 00 00 00 07 00 61 00 00 00 00 OO0 00 00 00 00 00 00 O



Detailed Resource Information (ASIC_INSTANCE# 0)

Station Index (SI) [0xc7] <-- Contains the Rewite Index (RI) and Qutgoing Interface Information (D)
RI = 0x12 <-- Rewite Index = Contains information for forwarding
DI = 0x5012 <-- Destination Index = Qutgoing Interface

stationTableGenericLabel = 0
stationFdConstructionLabel = 0x7
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0

Replication Bitmap: LD

Detailed Resource Information (ASIC_INSTANCE# 1)

Station Index (SI) [0xc7] <-- Contains the Rewite Index (RI) and Qutgoing Interface Information (D)
RI = 0x12 <-- Rewite Index = Contains information for forwarding
DI = 0x5013 <-- Destination Index = Qutgoing Interface

stationTableGenericLabel = 0
stationFdConstructionLabel = 0Ox7
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0

Replication Bitmap: LD

RI(0x12)& 7}X{2t M show platform hardware fed switch active fwd-asic resource asic all rewrite-
index range <RI> <RI> B0 AFS ELCt.

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic resource asic all rewite-index range 0x12 0x12

ASIC#:0 RI:18 Rewrite_type:AL_RRM_REWRITE_L2_PAYLOAD_L2LISP_ENCAP(115) Mapped_rii:LVX_L2_ENCAP_L2_PAYLO
Src IP:

10.47.1.12 <-- Local RLCC
Dst IP:
10.47.1. 13 <-- Renpte RLCC

iVxlan dstMac: 0x5254:0x01c:0x7de0
iVxlan srcMac: 0x00:0x00:0x00

IPv4 TTL: 0

iid present: 1

Tisp i1id: 0



Tisp flags: 0

dst Port: 4789
update only 13if: 0
is Sgt: 1

is TTL Prop: 0

L3if LE: 0 (0
Port LE: 0 (0
Vlan LE: 7 (0)

ASIC#:1 RI:18 Rewrite_type:AL_RRM_REWRITE_L2_PAYLOAD_L2LISP_ENCAP(115) Mapped_rii:LVX_L2_ENCAP_L2_PAYLO
Src IP:

10.47.1.12 <-- Local RLOC
Dst IP:
10.47.1. 13 <-- Renpte RLCC

iVxTlan dstMac: 0x5254:0x01c:0x7de0
iVxTlan srcMac: 0x00:0x00:0x00

IPv4 TTL: 0

iid present: 1
Tisp 1i1id: 0
Tisp flags: 0
dst Port: 4789
update only 13if: 0
is Sgt: 1

is TTL Prop: 0
L3if LE: 0 (0
Port LE: 0 (0
Vlan LE: 7 (0)

CH4 @IsiA Cl2E

DI(0x5012)& 7}X{2+ M show platform hardware fed switch active fwd-asic resource asic alll
destination-index range <DI> <DI> @& AFS&fLC}.

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic resource asic all destination-index range 0x5012 0x501
ASIC#0:

Destination index = 0x5012

DI _RCP_PORT1 <-- Recirculation port for VXLAN inposition

pmap = 0x00000000 0x00000000
cmi = 0x0
rcp_pmap = 0x1
al_rsc_cmi

CPU Map Index (CMI) [0]
ctilLoO =0
ctilLol =0
ctilLo2 =0
cpuQNumO =0
cpuQNuml =0
cpuQNum2 =0



npulndex =0
stripSeg =0
copySeg =0
ASIC#1:

Destination index = 0x5012

DI _RCP_PORT1 <-- Recirculation port for VXLAN inposition

pmap = 0x00000000 0x00000000
cmi = 0x0
rcp_pmap = 0x0

al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLo0 =

ctilLol =
ctiLo?2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =

[eNeNeolNolNolNoNeNeNol

siHandle C| 2 E

siHandle(0x7f65ecfdd048)2 A& 5t0{ show platform hardware fed switch active fwd-asic
abstraction print-resource-handle <siHandle> B AFEELICH 1

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e 0x7f 65ecfdd048 1

Handle:0x7f65ecfdd048 Res-Type:ASIC_RSC_RI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L2_WIRELES
priv_ri/priv_si Handle: Ox7f65ecfdcd78Hardware Indices/Handles: index0:0x12 mtu_index/T3u_ri_index0:0x
Features sharing this resource:58 (1)]

Cookie length: 56

00 00 00 00 00 00 OO OO 02 04 00 00 00 00 00 00 00 00 00 00 07 00 61 00 OO0 00 OO0 OO 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)
ASIC#:0 RI:18 Rewrite_type:AL_RRM_REWRITE_L2_PAYLOAD_L2LISP_ENCAP(115) Mapped_rii:LVX_L2_ENCAP_L2_PAYLO
Src IP:

10.47.1.12 <-- Local RLCC
Dst IP:
10.47.1. 13 <-- Renpte RLCC

iVxlan dstMac: 0x610:0x00:0x00
iVxlan srcMac: 0x00:0x00:0x00
IPv4 TTL: 0

iid present: 1

Tisp i1id: 0

Tisp flags: 0

dst Port: 4789



update only 13if: 0

is Sgt: 1

is TTL Prop: 0
L3if LE: 0 (0
Port LE: 279 (0)
Vlan LE: 7 (0

Detailed Resource Information (ASIC_INSTANCE# 1)

ASIC#:1 RI:18 Rewrite_type:AL_RRM_REWRITE_L2_PAYLOAD_L2LISP_ENCAP(115) Mapped_rii:LVX_L2_ENCAP_L2_PAYLO
Src IP:

10.47.1.12 <-- Local RLOC

Dst IP:

10.47.1.13 <-- Renpte RLCC

iVxlan dstMac: 0x610:0x00:0x00
iVxlan srcMac: 0x00:0x00:0x00
IPv4 TTL: 0

iid present: 1

Tisp 1iid: 0

Tisp flags: 0

dst Port: 4789

update only 13if: 0

is Sgt: 1

is TTL Prop: 0

L3if LE: 0 (0

Port LE: 279 (0)

Vlan LE: 7 (0

QiCi@o] ZZ ol

ECHEI2 10.47.1.128 ALE3104 1ID 81902 A& 35t= VXLANOIAM &38| Gig1/0/1 &
G1/0/20| M 2= WHHAE £ Ql&L|CH

<ffroot>
Edge-1#

show i p route 10.47.1.13

Routing entry for 10.47.1.13/32
Known via "isis", distance 115, metric 30, type level-2
Redistributing via 1isis
Last update from 10.47.1.4 on GigabitEthernetl/0/2, 2d22h ago
Routing Descriptor Blocks:
10.47.1.4, from 10.47.1.13, 2d22h ago, via GigabitEthernetl/0/2
Route metric 1is 30, traffic share count is 1
* 10.47.1.0, from 10.47.1.13, 2d22h ago, via GigabitEthernetl/0/1
Route metric 1is 30, traffic share count is 1

Edge-1#



show i p cef 10.47.1.13

10.47.1.13/32
nexthop 10.47.1.0 GigabitEthernetl/0/1
nexthop 10.47.1.4 GigabitEthernetl/0/2

si_hdl, ri_hdl HE & 7} 224™ show platform software fed switch active ip adj &2 A &L}

<#root>
Edge-1#
show pl atform software fed switch active ip ad]

IPV4 Adj entries

dest if_name dst_mac si_hdl r
225.0.0.0 GigabitEthernetl/0/1 0100.5e00.0000 0x7f65ec958128 0
10.47.1.10 LISP0.4100 4500.0000.0000 0x7f65ec895ed8 0
225.0.0.0 GigabitEthernetl/0/2 0100.5e00.0000 0x7f65ec958f68 0
10.47.1. 4 G gabi t Et hernet 1/ 0/ 2 5254. 001c. 7de0 0x7f 65ec8a5458 0»
225.0.0.0 Nul10 £800.0011.0000 0x7f65ec3740c8 0
10.47.1.0 G gabitEthernet1/0/ 1 5254. 000a. 42f3  0x7f 65ec8h8468 0>

Underlay Next-Hop si_hdl Decode

si_hdl(0x7f65ec8a5458)= = @152 show platform hardware fed switch active fwd-asic
abstraction print-resource-handle <si_hdl> EZ30{| A AL EFLIC}H 1

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e 0x7f 65ec8a5458 1

Handle:0x7f65ec8a5458 Res-Type:ASIC_RSC_SI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L3_UNICAST.
priv_ri/priv_si Handle: Ox7f65ec8ad4eb8Hardware Indices/Handles: index0:0xbc mtu_index/13u_ri_index0:0x
Features sharing this resource:66 (1)]

Cookie length: 56

00 00 00 00 00 00 00 00 26 00 00 00 00 00 00 00 00 OO0 00 00 08 00 52 54 00 1c 7d e0 00 00 00 00 00 00 O
Detailed Resource Information (ASIC_INSTANCE# 0)

Station Index (SI) [Oxbc]  ----- > Contains RI and DI information
R = 0xla  ----- > Rewite Index = MAC address rewite information for L3 forwarding to the ne
DI = 0x526d  ----- > Destination Index = Qutgoing Interface

stationTableGenericlLabel = 0
stationFdConstructionLabel =
TookupSkipIdIndex = 0
rcpServiceld = 0

0x7



dejaVuPreCheckEn = 0

Replication Bitmap: LD  ----- > Local Data, indicating that this ASICis directly connected to the

Detailed Resource Information (ASIC_INSTANCE# 1)

Station Index (SI) [Oxbc]  ----- > Contains Rl and DI information
R = 0xla  ----- > Rewite Index = MAC address rewite information for L3 forwarding to the ne
DI = 0x526d  ----- > Destination Index = Qutgoing Interface

stationTableGenericLabel = 0
stationFdConstructionLabel = 0x7
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0

Replication Bitmap: CO  ----- > Core Data, indicating that this instance of the ASICis on the sant

Next-Hop Rewrite Index Decode 17| O|

RI(0x1a)& C|ZE3l2{™ show platform hardware fed switch active fwd-asic resource asic all
rewrite-index range <RI> <RI> H&E & AFSELICH

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic resource asic all rewite-index range Oxla Oxla
ASIC#:0
Rl : 26
Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
----- > Deci mal 26 is hex Oxla
MAC Addr: MAC Addr: 52:54:00:1c:7d:e0,
----- > MAC address 5254. 001c. 7de0 for the next-hop adjacency

L3IF LE Index 38
ASIC#:1 RI:26 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr: MAC Addr: 52:54:00:1c:7d:e0,

----- > MAC address 5254.001c. 7de0 for the next-hop adjacency

L3IF LE Index 38

Next-Hop S A X| QIHA C|2E AHAHE 0|

DI(0x526d)& C|= & 5t24™ show platform hardware fed switch active fwd-asic resource asic all
destination-index range <DI> <DI>0i| A A} &FL|C}



<ffroot>
Edge-1#

show pl atform hardware fed switch active fwd-asic resource asic all destination-index range 0x526d 0x52¢

ASIC#0:

Destination index = 0x526d

prmap = 0x00000000 0x00000002 <-- Convert decimal 2 to binary, which is 0010. Count this
pmap_intf : [GigabitEthernetl/0/2]

cmi = 0x0

rcp_pmap = 0x0

al_rsc_cmi

CPU Map Index (CMI) [O0]
ctilLoO =
ctilLol =
ctilLo2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =
ASIC#1:

[eNeNeolNolNolNoNeNoNol

Destination index = 0x526d

pmap = 0x00000000 0x00000000
cmi = 0x0

rcp_pmap = 0x0

al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLo0 =
ctilLol =
ctilLo2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =

[eNeNolNolNolNoNeNoNol

Edge-1#

show platform software fed switch active ifm mappings
Interface IF_ID Inst Asic Core
Por t

SubPort Mac Cntx LPN GPN Type Active
GigabitEthernetl/0/1 Oxla 0O 0 O 0 0 1 0 1 1 NIF Y

G gabi t Et hernet 1/ 0/ 2
0x1b 0o o0 o
1
0 2 1 2 2 NIF Y

<-- Port 1 lines up to GL/0/2



GigabitEthernetl/0/3 Oxb 0 0 0 2 0 3 2 3 3 NIF Y
GigabitEthernetl/0/4 Oxc 0 0 0 3 0 4 3 4 4 NIF Y
GigabitEthernetl/0/5 Oxd 0 0 0 4 0 5 4 5 5 NIF Y
GigabitEthernetl/0/6 Oxe 0 0 0 5 0 6 5 6 6 NIF Y
GigabitEthernetl/0/7 Ooxf 0 0 0 6 0 7 6 7 7 NIF Y
GigabitEthernetl/0/8 0x10 0 0 0 7 0 8 7 8 8 NIF Y

Next-Hop ri_hdl Decode 2142 O|

show platform hardware fed switch active fwd-asic abstraction print-resource-handle (ri_hdl) 104X
ri_hdl(Ox7f65ec8a4eb8)S C|Z & 5tedH

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e Ox7f 65ec8a4eb8 1

Handle:0x7f65ec8a4eb8 Res-Type:ASIC_RSC_RI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L3_UNICAST
priv_ri/priv_si Handle: 0x7f65ec903b28Hardware Indices/Handles: index0:0xla mtu_index/T3u_ri_index0:0x
Features sharing this resource:66 (1)]

Cookie length: 56

00 00 00 00 00 00 00 00 26 00 00 00 00 00 00 00 00 00 00 00 08 00 52 54 00 1c 7d e0 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

ASIC#:0
Rl : 26
Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
<-- Decimal 26 is Oxla in hex
MAC Addr: MAC Addr:
52:54:00: 1c: 7d: e0
<-- MAC address 5254.001c. 7de0 for the next-hop adjacency

L3IF LE Index 38

Detailed Resource Information (ASIC_INSTANCE# 1)

ASIC#:1

Rl : 26

Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
<-- Decimal 26 is Oxla in hex

MAC Addr: MAC Addr:

52:54:00: 1c: 7d: e0



MAC Addr: MAC Addr:

52:54:00: 1c: 7d: e0

<-- MAC address 5254.001c. 7de0 for the next-hop adjacency

L3IF LE Index 38

SDATHEES| 7|2 ZAE HAY(MZE CHE VLAN/S e VN)

O| Mo M= 10.47.4.22F 10.47.10.2 AFO|Q| QIAFAE S A THEL} 0|28t SAEE= MZ CIE
VLANO| #3522 = CF 7|2 Ho|ES0|E 7t2I7|= 7|8 HOo|EHOIE F+5HoF & LICt
10.47.4.22| 22 10.47.4.10|1 10.47.10.22| B2 10.47.10.1L|C}.

164, A=ZQIEQ} 7|E HO|EH O] ZhHe| dZ 0| A Sst=X| & lELCt.

<#root>
Edge-1#
ping vrf red_vn 10.47.4.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.47.4.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 155/164/181 ms

<#root>
Edge-2#
ping vrf red_vn 10.47.10.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.47.10.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 41/46/62 ms

2EH7A|. 10.47.4.22| THZ!O| Edge-10IM MBS Mo 2 AL =] = el Lct

IZle 10.47.4.28 &6t Q1B A QE{H O|AMM ZHAE £ &LICt

<tfroot>

Edge-1#



nonitor capture 1 interface g1/0/3 in match any
Edge-1#
nmon cap 1 start

Started capture point : 1
Edge-1#

nmon cap 1 stop

Capture statistics collected at software:
Capture duration - 12 seconds
Packets received - 9
Packets dropped - 0
Packets oversized - 0

Number of Bytes dropped at asic not collected

Capture buffer will exists till exported or cleared

Stopped capture point : 1

Edge-1#

show nonitor capture 1 buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.
2 0.023447 10.

47.4.2 -> 10.47.10.2 ICMP 98 Echo (ping) request 1id=0x0041, seq=0/0, tt1=64
47.4.2 -> 10.47.10.2 ICMP 98 Echo (ping) request 1id=0x0041, seq=0/0, tt1=64
Edge-1#

show nmonitor capture 1 buffer detailed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface /tmp/epc_ws/wif_to_ts_p
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 11, 2023 15:27:46.033825000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1697038066.033825000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 98 bytes (784 bits)
Capture Length: 98 bytes (784 bits)
[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:icmp:data]
Ethernet II, Src: 52:54:00:19:93:e9 (

52:54:00: 19: 93: €9
), Dst: 00:00:0c:9f:f3:41 (
00: 00: Oc: 9f : f3: 41

)

<-- SMAC and DMAC respectively



Destination: 00:00:0c:9f:f3:41 (00:00:0c:9f:f3:41)
Address: 00:00:0c:9f:f3:41 (00:00:0c:9f:f3:41)
.0, ... ... .... .... = LG bit: Globally unique address (factory default)
- .0 . «... = IG bit: Individual address (unicast)
Source: 52 54: 00 19 93 e9 (52 54:00:19:93:€9)
Address: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
R I LG bit: Locally administered address (this is NOT the factory d
e O IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src:

10.47.4.2
, Dst:
10.47.10. 2

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 84
Identification: 0x395e (14686)
Flags: 0x4000, Don't fragment
0... .... .... .... = Reserved bit: Not set
i Don't fragment: Set
O More fragments: Not set
Fragment offset: 0
Time to Tive: 64
Protocol: ICMP (1)
Header checksum: Oxdee9 [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.4.2
Destination: 10.47.10.2
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0x248a [correct]
[Checksum Status: Good]
Identifier (BE): 65 (0x0041)
Identifier (LE): 16640 (0x4100)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Data (56 bytes)

0000 2a 46 a8 ee 00 00 00 00 00 00 00 00 00 00 00 00  *F.....evvvnvunnn
0010 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .....i'ivvvvnnnnnn
0020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .....'vvvvvennnnn
0030 00 00 00 OO OO0 OO OO OO oo
Data: 2a46a8ee0000000000000000000000000000000000000000bA@&
[Length: 56]

3CEHA| - LISP = 3]

QITBA of x| =EE WS MEsHE HOST-032| @{XI(RLOC)E ZAXsiok gLich 0| 7 =
3 AE HOST-030| CHE VLAN(S Y8t VN/VRF: USERS)0ll U= ZI&{H LISP IPv4 QIAEIAE &

E[7HIP FA(MAC FAE X == AAlofl £8HE V(e =z st7] E o AFSELICH



<#root>
Edge-1#
debug lisp control -plane al

LISP[REMT ]-0: Map Request: Sending request for IID 4099 EID 10.47.10.2/32, requester 'remote EID prefi
LISP[REMT ]-0: Map-Reply nonce matches pending request for IID 4099 EID 10.47.10.2/32, requester 'remot

LISP ¥ 20| Aof . =(LISP & M) Border-101| =& &

<#root>
Border-1#
debug lisp control -plane al

LISP[TRNSP]-0: Processing received Map-Request(1l) message on GigabitEthernetl/0/3 from 10.47.10.2:4342
LISP[MR ]1-0: Received Map-Request with 1 records, first EID IID 4099 10.47.10.2/32, source EID 10.47.
LISP[MR ]1-0 IID 4099 IPv4: MS EID 10.47.10.2/32: Sending proxy reply to 10.47.1.12.

LISP & &[4l o x| ==oi =&

LISP[REMT ]-0: Processing Map-Reply mapping record for IID 4099 IPv4 10.47.10.2/32 LCAF 2, ttl 1440, ac
LISP[REMT ]-0: Processing mapping information for EID prefix IID 4099 10.47.10.2/32.

I =2} 0| X[= 10.47.10.201 CHEt RLOCE #Elstn M 8EHE MelgLIct

LISP[REMT ]-0: Map Request: Sending request for IID 4099 EID 10.47.10.2/32, requester 'remote EID RLOC'
LISP[REMT ]-0: Processing Map-Reply mapping record for IID 4099 IPv4 10.47.10.2/32 LCAF 2, ttl 1440, ac
LISP[REMT ]-0: Processing mapping information for EID prefix IID 4099 10.47.10.2/32.

AEE7} i B LISP Z2MA BH|M CIHIE &8l ok & LICt LISP(LISP Grouper)Zt=
EL UELICH O| E2 +S2E LISP ZENAE EEI Hote ol AASE = JELICHTF Aol ==
7to| o|&5tE Mo = Zdm|aso|M L Ci|O|E{H|0|A LR HEE EHAEStE O Z1H3{Ql WY

).

<#root>
Edge-1#
lig instance-id 4099 10.47.10.2 to 10.47.1.10

Mapping information for EID 10.47.10.2 from 10.47.1.10 with RTT 334 msecs
10.47.10.2/32, uptime: 00:00:00, expires: 23:59:59, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID
10.47.1.13 00:00:00 wup 10/10 -



Edge-1#
lig instance-id 4099 10.47.10.2 to 10.47.1.11

Mapping information for EID 10.47.10.2 from 10.47.1.11 with RTT 327 msecs
10.47.10.2/32, uptime: 00:00:06, expires: 23:59:59, via map-reply, complete

Locator Uptime State Pri/Wgt Encap-IID
10.47.1.13 00:00:06 up 10/10 -
Z=2 5ol

[u]

CEFE LISPE AIE3HH, LISPE =418 B FHA| & =S AFSEFLICH

<#root>
Edge-1#
show i p cef vrf red_vn 10.47.10.2

10.47.10.2/32
nexthop 10.47.1.13 LISP0.4099

Edge-1#
show i p route 10.47.1.13

Routing entry for 10.47.1.13/32

Known via "isis", distance 115, metric 30, type level-2

Redistributing via 1isis

Last update from 10.47.1.4 on GigabitEthernetl/0/2, 3d19h ago

Routing Descriptor Blocks:

10.47.1.4, from 10.47.1.13, 3d19h ago, via GigabitEthernetl/0/2

Route metric 1is 30, traffic share count is 1

* 10.47.1.0, from 10.47.1.13, 3d19h ago, via GigabitEthernetl/0/1
Route metric 1is 30, traffic share count is 1

Edge-1#
show | isp instance-id 4099 i pv4 map-cache 10.47.10.2

LISP IPv4 Mapping Cache for LISP 0 EID-table vrf red_vn (IID 4099), 1 entries

10.47.10.2

/32, uptime: 00:08:48, expires: 23:51:17, via map-reply, complete
Sources: map-reply
State: complete, last modified: 00:08:48, map-source: 10.47.1.11
Active, Packets out: 51(29376 bytes), counters are not accurate (~ 00:00:15 ago)
Encapsulating dynamic-EID traffic

Locator Uptime State Pri/Wgt Encap-IID
10.47.1.13
00:08:48 up 10/10 -
Last up-down state change: 00:08:48, state change count: 1
Last route reachability change: 22:07:12, state change count: 1
Last priority / weight change: never/never

RLOC-probing Toc-status algorithm:



Last RLOC-probe sent: 00:08:48 (rtt 931ms)

LISP Next-Hop & Q!

O] THZ!2 VXLANO|AM Z& 3|2 2 LISP next-hop2 = Qlalof &FL|Ct. H23 show platform
software fed switch active ip adj& AF235t04 10.47.1.13, LISP next-hopOll CHet F£7F HEE &L
Ct

<tfroot>
Edge-1#

show pl atform software fed switch active ip ad]

IPV4 Adj entries

dest if_name dst_mac si_hd1 r
10.47.1.10 LISP0.4100 4500.0000.0000 Ox7f65ec895ed8 0
10.47.1.4 GigabitEthernetl/0/2 5254.001c.7de0 0x7f65ec8a5458 0
10.47.1.0 GigabitEthernetl/0/1 5254.000a.42f3 0x7f65ec8b8468 0O
10.47.4.2 V1anl026 5254.0019.93e9 O0x7f65ec7c21f8 O
10.47.1.13 LI SPO. 4099 4500. 0000. 0000 0x7f 65ed00f 668 0y

LISP Next-Hop si_hdl C| 2 &

si_hdl (0x7f65ed00f668)2 At& 504 show platform hardware fed switch active fwd-asic
abstraction print-resource-handle <si_hdIl> 101 AF& 5 A A|2.

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e 0x7f 65ed00f 668 1

Handle:0x7f65ed00f668 Res-Type:ASIC_RSC_SI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_LISP Lkp-f
priv_ri/priv_si Handle: 0x7f65ed00fd58Hardware Indices/Handles: index0:0xc8 mtu_index/T3u_ri_index0:0x
Features sharing this resource:109 (1)]

Cookie length: 56

00 00 00 00 00 00 00 00 38 5f 84 ec 0a 2f 01 0d ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

Station Index (SI) [0xc8] <-- Contains the RI and D
RI = 0x2c <-- Rewrite Index contains information for L3 Forwarding
DI = 0x5012 <-- Destination Index contains information for the destination port

stationTableGenericlLabel = 0
stationFdConstructionLabel = 0x7



TookupSkipIdIndex = Oxc
rcpServiceld = 0
dejaVuPreCheckEn = 0
Replication Bitmap: LD

Detailed Resource Information (ASIC_INSTANCE# 1)

Station Index (SI) [0xc8] <-- Contains the RI and D
RI = 0x2c <-- Rewite Index contains information for L3 Forwarding
DI = 0x5013 <-- Destination Index contains information for the destination port

stationTableGenericLabel = 0
stationFdConstructionLabel = 0x7
TookupSkipIdIndex = Oxc
rcpServiceld = 0
dejaVuPreCheckEn = 0

Replication Bitmap: LD

LISP Next-Hop RI C|Z &

RI(0x2¢c)& 77X 2+ A show platform hardware fed switch active fwd-asic resource asic all rewrite-
index range <RI> <RI>0{| AFE & L|C}.

<#root>
Edge-1#
show pl at form hardware fed switch active fwd-asic resource asic all rewite-index range 0x2c 0x2c

ASIC#:0 RI:44 Rewrite_type:AL_RRM_REWRITE_IPV4_VXLAN_INNER_IPV4_ENCAP(110) Mapped_rii:LVX_L3_ENCAP_L2_P
Dst Mac: MAC Addr: ba:25:cd:f4:ad:38,
Src IP:

10.47.1.12 <-- Local RLCC
Dst IP:
10.47.1.13 <-- RLCC of Edge-2

IPv4 TTL: 0
LISP INSTANCEID: 0
L3IF LE Index: 46

ASIC#:1 RI:44 Rewrite_type:AL_RRM_REWRITE_IPV4_VXLAN_INNER_IPV4_ENCAP(110) Mapped_rii:LVX_L3_ENCAP_L2_P
Dst Mac: MAC Addr: ba:25:cd:f4:ad:38,
Src IP:

10.47.1.12 <-- Local RLOC

Dst IP:

10.47.1.13 <-- RLOC of Edge-2

IPv4 TTL: 0
LISP INSTANCEID: 0



L3IF LE Index: 46

LISP Next-Hop DI Decode

DI(0x5012)& gFol show platform hardware fed switch active fwd-asic resource asic all
destination-index range <DI> <DI>0{| AF&&fLIC}H

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic resource asic all destination-index range 0x5012 0x50:

ASIC#0:

Destination index = 0x5012
DI _RCP_PORT1 <-- Expected, this neans the packet is recirculated for VXLAN inposition

0x00000000 0x00000000
0x0
0x1

pmap

cmi
rcp_pmap
al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLoO =
ctilLol =
ctilLo2 =
cpuQNumO =
CcpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =
ASIC#1:

O OO OO OOoOOoOOo

Destination index 0x5012

DI _RCP_PORT1 <-- Expected, this neans the packet is recirculated for VXLAN inposition

0x00000000 0x00000000
0x0
0x0

pmap

cmi
rcp_pmap
al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLoO =
ctilLol =
ctilLo2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =

O OO OO OOoOOoOOo

LISP Next-Hop ri_hdl C| 2 &



ri_hdl (0x7f65ed00fd58)2 7FX{2t M show platform hardware fed switch active fwd-asic abstraction
print-resource-handle <ri_hdl> B304 A{ AL& & LICt. 1

<#root>
Edge-1#

show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e 0x7f 65ed00f d58 1

Handle:0x7f65ed00fd58 Res-Type:ASIC_RSC_RI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_LISP Lkp-f
priv_ri/priv_si Handle: 0x7f65ed00b618Hardware Indices/Handles: index0:0x2c mtu_index/T3u_ri_index0:0x
Features sharing this resource:109 (1)]

Cookie length: 56

00 00 00 00 00 00 00 00 2e 00 00 00 Oa 2f 01 od ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

ASIC#:0 RI:44 Rewrite_type:AL_RRM_REWRITE_IPV4_VXLAN_INNER_IPV4_ENCAP(110) Mapped_rii:LVX_L3_ENCAP_L2_P
Dst Mac: MAC Addr: ba:25:cd:f4:ad:38,
Src IP:

10.47.1.12 <-- Local RLCC
Dst IP:
10.47.1.13 <-- Edge-2 RLCC

IPv4 TTL: 0
LISP INSTANCEID: 0
L3IF LE Index: 46

Detailed Resource Information (ASIC_INSTANCE# 1)

ASIC#:1 RI:44 Rewrite_type:AL_RRM_REWRITE_IPV4_VXLAN_INNER_IPV4_ENCAP(110) Mapped_rii:LVX_L3_ENCAP_L2_P
Dst Mac: MAC Addr: ba:25:cd:f4:ad:38,
Src IP:

10.47.1.12 <-- Local RLCC

Dst IP:
10.47.1.13 <-- Edge-2 RLCC

IPv4 TTL: 0
LISP INSTANCEID: 0
L3IF LE Index: 46

1|0l Next-Hop &2l

LISP Next-Hopoll £ 23t7] QI8 ACiBololl 7Hs 8t & 74X BRI UL, 3t ZZoll Chal BB Ol
4 8104, CHE QICHR| O] Next-Hopol BT St =al7t M ELICH



<#root>
Edge-1#
show i p route 10.47.1.13

Routing entry for 10.47.1.13/32
Known via "isis", distance 115, metric 30, type level-2
Redistributing via isis
Last update from 10.47.1.4 on GigabitEthernetl/0/2, 3d19h ago
Routing Descriptor Blocks:

10.47.1.4

, from 10.47.1.13, 3d19h ago, via GigabitEthernetl/0/2
Route metric 1is 30, traffic share count is 1

*

10.47.1.0

, from 10.47.1.13, 3d19h ago, via GigabitEthernetl/0/1
Route metric 1is 30, traffic share count is 1

CHS Eoll cHet XkMIEH LHE € 2 24™ show platform software fed switch active ip adjS AFE3HAIA|

to

<#root>
Edge-1#
show pl atform software fed switch active ip ad]

IPV4 Adj entries

dest if_name dst_mac si_hdl r
10.47.1. 4 G gabi t Et hernet 1/ 0/ 2 5254. 001c. 7deO 0x7f 65ec8a5458 0»
10.47.1.0 G gabit Ethernet1/0/1 5254. 000a. 42f 3 0x7f 65ec8b8468 0>
<snip>

Underlay Next-Hop si_hdl Decode

si_hdl (0x7f65ec8a5458)2 7+x{2t A B show platform hardware fed switch active fwd-asic
abstraction print-resource-handle <si_hdI> 101 A} &tL|C}.

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e 0x7f 65ec8a5458 1

Handle:0x7f65ec8a5458 Res-Type:ASIC_RSC_SI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L3_UNICAST
priv_ri/priv_si Handle: Ox7f65ec8a4eb8Hardware Indices/Handles: index0:0xbc mtu_index/T3u_ri_index0:0x
Features sharing this resource:66 (1)]

Cookie length: 56



00 00 00 00 00 00 00 00 26 00 00 00 00 00 00 00 00 OO0 OO0 OO 08 00 52 54 00 1c 7d e0 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

Station Index (SlI) [Oxbc] <-- Contains the RI and D
RI = Oxla <-- Rewite index contains information for L3 Forwarding
DI = 0x526d <-- Destination index contains informati on for the destination port

stationTableGenericLabel = 0
stationFdConstructionLabel = 0x7
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0

Replication Bitmap: LD

Detailed Resource Information (ASIC_INSTANCE# 1)

Station Index (SI) [Oxbc] <-- Contains the RI and D
RI = Oxla <-- Rewite index contains information for L3 Forwarding
DI = 0x526d <-- Destination index contains informati on for the destination port

stationTableGenericLabel = 0
stationFdConstructionLabel = 0Ox7
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0

Replication Bitmap: CD

Next-Hop RI Decode 1R O]

RI(0x1a)& 7}X{2t A show platform hardware fed switch active fwd-asic resource asic all rewrite-
index range <RI> <RI> BHS ArS & LICt

<#root>

Edge-1#
show pl atform hardware fed switch active fwd-asic resource asic all rewite-index range Oxla Oxla
ASIC#:0

Rl : 26

Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
<-- Decimal 26 is hex Oxla

MAC Addr: MAC Addr:

52:54:00: 1c: 7d: e0

<-- MAC Address 5254.001c. 7de0 corresponds to the next-hop



L3IF LE Index 38

ASIC#:1

Rl : 26

Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)

<-- Decimal 26 is hex Oxla

MAC Addr: MAC Addr:

52:54:00: 1c: 7d: e0

<-- MAC Address 5254.001c. 7de0 corresponds to the next-hop

L3IF LE Index 38

Ct2 & DI C|ZE 1z o]

DI(0x526d)E& 7}X4{2+ A show platform hardware fed switch active fwd-asic resource asic all
destination-index range <DI> <DI> H¥ & A& L|C}

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic resource asic all destination-index range 0x526d 0x52¢

ASIC#0:

Destination index 0x526d

prmap = 0x00000000 0x00000002 <-- Take decimal 2 and convert to binary, so 0010, and then
pmap_intf : [GigabitEthernetl/0/2]

cmi = 0x0

rcp_pmap = 0x0

al_rsc_cmi

CPU Map Index (CMI) [O0]

ctilLoO =0

ctilLol =0

ctilo2 =0

cpuQNumO =0

cpuQNuml =0

cpuQNum2 =0

npulndex =0

stripSeg =0

copySeg =0

ASTIC#1:

Destination index = 0x526d

pmap = 0x00000000 0x00000000
cmi = 0x0

rcp_pmap = 0x0

al_rsc_cmi



CPU Map Index (CMI) [O0]
ctilLo0 =

ctilLol =
ctiLo?2 =
cpuQNumO =
cpuQNuml =
cpuQNum?2 =
npulndex =
stripSeg =
copySeg =

[eNeNeolNolNolNoNeNeNol

Edge-1#

show platformsoftware fed switch active i fm nmappi ngs
Interface IF_ID Inst Asic Core

Port

SubPort Mac Cntx LPN GPN Type Active
GigabitEthernetl/0/1 Ox1la 0 0 0 0 0 1 0 1 1 NIF Y

G gabi t Et hernet 1/ 0/ 2
0x1b o 0 o
1
0 2 1 2 2 NIF Y

<-- Port 1 maps to G gl/0/2

GigabitEthernetl/0/3 Oxb 0 0 0 2 0 3 2 3 3 NIF Y
GigabitEthernetl/0/4 Oxc 0 0 0 3 0 4 3 4 4 NIF Y
GigabitEthernetl/0/5 Oxd 0 0 0 4 0 5 4 5 5 NIF Y
GigabitEthernetl/0/6 Oxe 0 0 0 5 0 6 5 6 6 NIF Y
GigabitEthernetl/0/7 Ooxf 0 0 0 6 0 7 6 7 7 NIF Y
GigabitEthernetl/0/8 0x10 0 0 0 7 0 8 7 8 8 NIF Y

Next-Hop ri_hdl Decode 21424 O|

ri_hdl (0x7f65ec8b8158)2 7} X2}t A show platform hardware fed switch active fwd-asic
abstraction print-resource-handle <ri_hdl> Z&30{|A{ AFE EtL|C}. 1

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e 0x7f 65ec8b8158 1

Handle:0x7f65ec8b8158 Res-Type:ASIC_RSC_RI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L3_UNICAST
priv_ri/priv_si Handle: 0x7f65ec7a6338Hardware Indices/Handles: index0:0x1lb mtu_index/T3u_ri_index0:0x
Features sharing this resource:66 (1)]

Cookie length: 56

00 00 00 00 00 00 00 00 25 00 00 00 00 00 OO0 00 OO0 OO0 00 OO0 08 00 52 54 00 Oa 42 f3 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

ASIC#:0 RI:27 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr: MAC Addr:



52:54:00: 0a: 42: 3

L3IF LE Index 37

Detailed Resource Information (ASIC_INSTANCE# 1)

ASIC#:1 RI:27 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr: MAC Addr:

52:54:00: 0a: 42: 3

L3IF LE Index 37

I{Z!2 VXLANOIA Z4&3tE|n 2= WAl F=lof mat M4 ELIC EPC(Embedded Packet
Capture)& AtE735t04 2E QE{H|0|A S| EEfEIE SAlo] Zxe = A&LICt o I 2
VXLANS 2 431 5|, EPC ZE{= L8 IPv4 A7} ofL|2} RLOCOIA RLOC2 2 7H= Zdof &
otof g LC}.

<#root>

Edge-1#

nonitor capture 1 interface range g1/0/1-2 out match ipv4 host 10.47.1.12 host 10.47.1.13
Edge-1#

nonitor capture 1 start

Started capture point : 1

Edge-1#

Edge-1#

nonitor capture 1 stop

Capture statistics collected at software:
Capture duration - 18 seconds
Packets received - 4
Packets dropped - 0
Packets oversized - 0

Number of Bytes dropped at asic not collected
Capture buffer will exists till exported or cleared
Stopped capture point : 1

Edge-1#

show nonitor capture 1 buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.47.4.2 -> 10.47.10.2 ICMP 148 Echo (ping) request 1id=0x0046, seq=0/0, ttl1=63



2 0.980849 10.47.4.2 -> 10.47.10.2 ICMP 148 Echo (ping) request 1id=0x0046, seq=1/256, ttl1=6
3 1.984077 10.47.4.2 -> 10.47.10.2 ICMP 148 Echo (ping) request 1id=0x0046, seq=2/512, ttl1=6
4 2.999989 10.47.4.2 -> 10.47.10.2 ICMP 148 Echo (ping) request 1id=0x0046, seq=3/768, ttl1=6

Edge-1#

show nonitor capture 1 buffer detailed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits) on interface /tmp/epc_ws/wif_to_

Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)

Interface name: /tmp/epc_ws/wif_to_ts_pipe

Encapsulation type: Ethernet (1)

Arrival Time: Oct 11, 2023 16:50:52.262553000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1697043052.262553000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]

[Time delta from previous displayed frame: 0.000000000 seconds]

[Time since reference or first frame: 0.000000000 seconds]

Frame Number: 1

Frame Length: 148 bytes (1184 bits)

Capture Length: 148 bytes (1184 bits)

[Frame 1is marked: False]

[Frame 1is 1ignored: False]

[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:ip:icmp:datal
Ethernet II, Src:

00: 00: 00: 00: 00: 00

(00:00:00:00:00:00), Dst:
00: 00: 00: 00: 00: 00
(00:00:00:00:00:00)
<-- EPC does not capture L3 rewite on egress properly, this is K

Destination: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
veee .00 L Lol o... ... = LG bit: Globally unique address (factory default)
ceee 00 Ll ool ooo. ... = 1IG bit: Individual address (unicast)

Source: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
o LG bit: Globally unique address (factory default)
e O IG bit: Individual address (unicast)

Type: IPv4 (0x0800)

Internet Protocol Version 4, Src:

10.47.1.12
, Dst:
10.47.1.13 <-- RLOC to RLOC

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 134
Identification: Ox1d6f (7535)
Flags: 0x4000, Don't fragment
0... .... .... .... = Reserved bit: Not set



I
L0 L e
Fragment offset: 0
Time to Tive: 64
Protocol: UDP (17)
Header checksum: 0x0682 [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.1.12
Destination: 10.47.1.13
User Datagram Protocol, Src Port: 65354, Dst Port: 4789
Source Port: 65354
Destination Port: 4789
Length: 114
[Checksum: [missing]]
[Checksum Status: Not present]
[Stream index: 0]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Virtual eXtensible Local Area Network
Flags: 0x8800, GBP Extension, VXLAN Network ID (VNI)
1... .... .... .... = GBP Extension: Defined
.0.. Don't Learn: False
VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

Don't fragment: Set
More fragments: Not set

R

I

.000 .000 0.00 .000
Group Policy ID: O
VXLAN Network Identifier (VNI):

4099 <-- LISP L3 IID

Reserved: 0
Ethernet II, Src: 00:00:00:00:61:00 (

00: 00: 00: 00: 61: 00
), Dst: ba:25:cd:f4:ad:38 (

ba: 25: cd: f4: ad: 38

)

<-- Dunmy Ethernet header for VXLAN

Destination: ba:25:cd:f4:ad:38 (ba:25:cd:f4:ad:38)
Address: ba:25:cd:f4:ad:38 (ba:25:cd:f4:ad:38)
.. w1 oo oooo oo .... = LG bit: Locally administered address (this is NOT the factory d
ceee 00 Ll ool ooo. ... = 1IG bit: Individual address (unicast)

Source: 00:00:00:00:61:00 (00:00:00:00:61:00)
Address: 00:00:00:00:61:00 (00:00:00:00:61:00)
1 LG bit: Globally unique address (factory default)
e O IG bit: Individual address (unicast)

Type: IPv4 (0x0800)

Internet Protocol Version 4, Src:

10.47.4.2
, Dst:
10.47.10.2 <-- True |Pv4 addresses

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)



Inte

0000
0010
0020
0030

Zi=3tEl VXLAN IHZ! 0| Edge-20i =& &

..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)

Total Length: 84

Identification: 0x92f6 (37622)

Flags: 0x4000, Don't fragment
0... .... .... .... = Reserved bit: Not set
i Don't fragment: Set
O More fragments: Not set

Fragment offset: 0

Time to Tive: 63

Protocol: ICMP (1)

Header checksum: 0x8651 [validation disabled]

[Header checksum status: Unverified]

Source: 10.47.4.2

Destination: 10.47.10.2

rnet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: 0

Checksum: 0xa383 [correct]

[Checksum Status: Good]

Identifier (BE): 70 (0x0046)

Identifier (LE): 17920 (0x4600)

Sequence number (BE): 0 (0x0000)

Sequence number (LE): 0 (0x0000)

Data (56 bytes)

78 le dc 17 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 OO 00 00 OO OO0 00 00 0O
00 00 00 00 00 00 00 00 OO 00 00 OO OO0 00 00 0O
00 00 00 00 00 00 00 00

Data: 781edc170000000000000000000000000000000000000000bA@&:

[Length: 56]

<#froot>

Edge

nonitor capture 1 interface range g1/0/1-2 in nmatch ipv4 host

Edge
noni

Star
Edge

noni

Capt

Numb
Capt

Stop

-2#

-2#
tor capture 1 start

ted capture point : 1
-2#

tor capture 1 stop

ure statistics collected at software:
Capture duration - 7 seconds

Packets received - 6

Packets dropped - 0

Packets oversized - 0

er of Bytes dropped at asic not collected
ure buffer will exists till exported or cleared

ped capture point : 1

10.47.1.12 host

10.47.1.13



Edge-2#

show nonitor capture 1 buffer brief

Starting the packet display

1 0
2 0
3 0
4 0
5 1
6 1
Edge-2#

show nonitor capture 1 buffer

.000000
.007826
.086345
.097490
.150969
.163817

10.47.
10.47.
10.47.
10.47.
10.47.
10.47.

Starting the packet display

A DD DDA H

2
2
.2 -> 10.
2
2
2

-> 10.
-> 10.

-> 10.

-> 10.
-> 10.

Press Ctr1l + Shift + 6

47.
47.
47
47.
47.
47

detai |l ed

10.
10.
.10.
10.
10.
.10.

N NDNNNN

ICMP
ICMP
ICMP
ICMP
ICMP
ICMP

148
148
148
148
148
148

Echo
Echo
Echo
Echo
Echo
Echo

to exit

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

Press Ctrl + Shift + 6 to exit

request
request
request
request
request
request

1d=0x0047,
1d=0x0047,
1d=0x0047,
1d=0x0047,
1d=0x0047,
1d=0x0047,

seq=0/0, tt1=63
seq=0/0, tt1=63

seq=1/256,
seq=1/256,
seq=2/512,
seq=2/512,

tt1=6
tt1=6
tt1=6
tt1=6

Frame 1: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits) on interface /tmp/epc_ws/wif_to_
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 11, 2023 16:58:12.702159000 UTC
shift for this packet: 0.000000000 seconds]

[Time
Epoch
[Time
[Time
[Time
Frame
Frame

[Frame 1is marked: False]

Time: 1697043492.702159000 seconds

delta from previous captured frame: 0.000000000 seconds]
delta from previous displayed frame: 0.000000000 seconds]
since reference or first frame: 0.000000000 seconds]

Number:

1

Length: 148 bytes (1184 bits)
Capture Length: 148 bytes (1184 bits)

[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:ip:icmp:datal

Ethernet II, Src:

52:54:00: 0a: 42: 11

52:54:00:0a:42:11 (

), Dst: 52:54:00:17:fe:65 (

52:54:00: 17: fe: 65

)

<-- True MAC addresses post

Destination:
Address:

Source: 52:54:00:0a:42:11 (52:54:0

.. 1.

L3 rewite

52:54:00:17:fe:65 (52:54:00:17:fe:65)
52:54:00:17:fe:65 (52:54:00:17:fe:65)
. = LG bit: Locally administered address (this is NOT the factory d

0

Address:

10.47.1.12

, Dst:

10.47.1.13

.. 1.

52:54:00:0a:42:11 (52:54:00:0a:42:11)
LG bit: Locally administered address (this is NOT the factory d

e 0
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src:

<-- RLOC to RLOC

IG bit: Individual address (unicast)

. = IG bit: Individual address (unicast)
0:0a:42:11)



0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)

Total Length: 134

Identification: 0x1d7b (7547)
Flags: 0x4000, Don't fragment

0...

I

L0 L e
Fragment offset: 0
Time to live: 62
Protocol: UDP (17)
Header checksum: 0x0876
[Header checksum status:
Source: 10.47.1.12
Destination: 10.47.1.13

User Datagram Protocol, Src

Source Port: 65354
Destination Port: 4789
Length: 114
[Checksum: [missing]]

Reserved bit: Not set
Don't fragment: Set
More fragments: Not set

[validation disabled]

Unverified]

Port: 65354, Dst Port: 4789

[Checksum Status: Not present]

[Stream index: 0]
[Timestamps]

[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Virtual eXtensible Local Area Network
Flags: 0x8800, GBP Extension, VXLAN Network ID (VNI)

1... ce
R (

S e e
N O
.000 .000 0.00 .000

Group Policy ID: O

GBP Extension: Defined

Don't Learn: False

VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

VXLAN Network Identifier (VNI):

4099 <-- LISP L3 IID

Reserved: 0

Ethernet II, Src: 00:00:00:00:61:00 (

00: 00: 00: 00: 61: 00
), Dst: ba:25:cd:f4:ad:38 (
ba: 25: cd: f4: ad: 38

)

<-- Dunmy Ethernet header for VXLAN

Destination: ba:25:cd:f4:ad:38 (ba:25:cd:f4:ad:38)
Address: ba:25:cd:f4:ad:38 (ba:25:cd:f4:ad:38)

R
0

. = LG bit: Locally administered address (this is NOT the factory d
. = IG bit: Individual address (unicast)

Source: 00:00:00:00:61:00 (00:00:00:00:61:00)
Address: 00:00:00:00:61:00 (00:00:00:00:61:00)

N ) I
e |
Type: IPv4 (0x0800)

. = LG bit: Globally unique address (factory default)
. = IG bit: Individual address (unicast)

Internet Protocol Version 4, Src:

10.47.4.2



, Dst:

10.47.10.2

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 84
Identification: Oxlabb (6843)
Flags: 0x4000, Don't fragment
0... .... .... .... = Reserved bit: Not set
1. Don't fragment: Set
O More fragments: Not set
Fragment offset: 0
Time to Tive: 63
Protocol: ICMP (1)
Header checksum: Oxfe8c [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.4.2
Destination: 10.47.10.2
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0x044f [correct]
[Checksum Status: Good]
Identifier (BE): 71 (0x0047)
Identifier (LE): 18176 (0x4700)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Data (56 bytes)

0000 e8 37 Ob 32 00 00 00 00 00 00 00 00 00 00 00 0O T2
0010 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .....i'ivvvvnnnnnn
0020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .....i'ivvvvvnnnnn
0030 00 00 00 OO0 OO0 OO OO OO ..o
Data: e8370b320000000000000000000000000000000000000000bA@&
[Length: 56]

Edge-2= VXLAN &l|Ho| &£ £ ARP H|O|2&2 # X504 ICMP 2FE 10.47.10.22 TE&
L|CH

<#root>
Edge-2#
show i p cef vrf red_vn 10.47.10.2

10.47.10.2/32
nexthop 10.47.10.2 V1anl1028

Edge-2#
show pl atform software fed switch active ip adj

IPV4 Adj entries
dest if_name dst_mac si_hd1



10.47.10.2 VI an1028 5254. 0002. cbf 5 0x7f 5744f 89988 0>

<snip>

A= ZQIE si hdl C|AEH

si_hdl (0x7f5744f89988)2 A& 5104 show platform hardware fed switch active fwd-asic
abstraction print-resource-handle <si_hdl> 101 AL &t &IA|2.

<#root>
Edge-2#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handle O0x7f5744f89988 1

Handle:0x7f5744f89988 Res-Type:ASIC_RSC_SI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L3_UNICAST.
priv_ri/priv_si Handle: 0x7f5744f8afa8Hardware Indices/Handles: index0:0xc8 mtu_index/13u_ri_index0:0x
Features sharing this resource:66 (1)]

57 (D]

Cookie length: 56

00 00 00 00 00 00 OO OO 04 04 00 00 00 00 00 00 00 00 00 00 07 00 52 54 00 02 cb f5 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

Station Index (SI) [0xc8] <-- Station Index contains R and D
RI = 0x2c <-- Rewite Index contains information for L2 Forwarding
DI = 0x526e <-- Rewrite Index contains destination port information

stationTableGenericLabel = 0
stationFdConstructionLabel = 0Ox7
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0x1
Replication Bitmap: LD

Detailed Resource Information (ASIC_INSTANCE# 1)

Station Index (SI) [0xc8] <-- Station Index contains R and D
RI = 0x2c <-- Rewite Index contains information for L2 Forwarding
DI = 0x526e <-- Rewrite Index contains destination port information

stationTableGenericLabel = 0
stationFdConstructionLabel =
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0x1
Replication Bitmap: CD

0x7




A=XZQIERICIZE

RI(0x2¢c)& 7 X2+ A show platform hardware fed switch active fwd-asic resource asic all rewrite-
index range <RI> <RI> BHS ArS & LICt

<#root>

Edge-2#
show pl atform hardware fed switch active fwd-asic resource asic all rewite-index range 0Ox2c 0x2c
ASIC#:0

Rl : 44

Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)

<-- Decimal 44 is hex 0x2c

MAC Addr: MAC Addr:
52:54:00: 02: cbh: f5
<-- MAC Address 5254.0002.cbf5 is 10.47.10.2

L3IF LE Index 50

ASIC#:1 RI:44 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
<-- Decimal 44 is hex 0x2c
MAC Addr: MAC Addr:

52:54:00: 02: ch: f5

<-- MAC Address 5254.0002.cbf5 is 10.47.10.2

L3IF LE Index 50

A= EQIE DIC|ZE

DI(0x526e)E 2ot show platform hardware fed switch active fwd-asic resource asic all
destination-index range <DI> <DI>0{| AF& &fL|LC}.

<#root>
Edge-2#
show platform hardware fed switch active fwd-asic resource asic all destination-index range 0x526e 0x52¢

ASIC#O0:

Destination index = 0x526e

prmap 0x00000000 0x00000010 <-- Convert 10 into binary, 0001 and 0000, so 00010000, and



pmap_intf : [GigabitEthernetl/0/5]
cmi = 0x0

rcp_pmap = 0x0
al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLo0 =
ctilLol =
ctiLo?2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =
ASIC#1:

[eNeNeolNolNolNoNeNeNol

Destination index = 0x526e

pmap = 0x00000000 0x00000000
cmi = 0x0

rcp_pmap = 0x0

al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLo0 =
ctilLol =
ctiLo?2 =
cpuQNumO =
cpuQNuml =
cpuQNum?2 =
npulndex =
stripSeg =
copySeg =

[eNeNeolNolNolNoNeNeNol

Edge-2#

show platform software fed switch active i fm mappi ngs

Interface IF_ID Inst Asic Core Port SubPort Mac Cntx LPN GPN Type Active
GigabitEthernetl/0/1 Ox1la 0 0 0 0 0 1 0 1 1 NIF Y
GigabitEthernetl/0/2 Ox1b 0 0 0 1 0 2 1 2 2 NIF Y
GigabitEthernetl/0/3 Oxb 0 0 0 2 0 3 2 3 3 NIF Y
GigabitEthernetl/0/4 Oxc 0 0 0 3 0 4 3 4 4 NIF Y

G gabit Ethernet1/0/5

0xd 0o 0 o

0 5 4 5 5 NIF Y

<-- Port 4 corresponds to G gl/0/5

GigabitEthernetl/0/6 Oxe 0 0 0 5 0 6 5 6 6 NIF Y
GigabitEthernetl/0/7 Ooxf 0 0 0 6 0 7 6 7 7 NIF Y
GigabitEthernetl/0/8 0x10 0 0 0 7 0 8 7 8 8 NIF Y

<{froot>



Edge-2#

nonitor capture 1 interface g1/0/5 out match ipv4 host 10.47.4.2 host

Edge-2#

noni tor capture 1 start

Started capture point : 1

Edge-2#

noni tor capture 1 stop

Capture statistics collected at software:
Capture duration - 6 seconds
Packets received - 3
Packets dropped - 0
Packets oversized - 0

Number of Bytes dropped at asic not collected

Capture buffer will exists till exported or cleared

Stopped capture point : 1

Edge-2#

show nonitor capture 1 buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.47.

10.47.10.2

-> 10.47.10.2 ICMP 106 Echo (ping) request 1id=0x0048, seq=0/0, ttl1=62

7.4.2
2 0.984985 10.47.4.2 -> 10.47.10.2 ICMP 106 Echo (ping) request 1id=0x0048, seq=1/256, ttl1=6
7.4.2

3 1.985357 10.47.

Edge-2#

show nonitor capture 1 buffer detailed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

-> 10.47.10.2 ICMP 106 Echo (ping) request 1id=0x0048, seq=2/512, ttl1=6

Frame 1: 106 bytes on wire (848 bits), 106 bytes captured (848 bits) on interface /tmp/epc_ws/wif_to_ts
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)

Arrival Time: Oct 11, 2023 17:22:20.730331000 UTC

[Time
Epoch
[Time
[Time
[Time
Frame
Frame

shift for this packet: 0.000000000 seconds]
Time: 1697044940.730331000 seconds

delta from previous captured frame: 0.000000000 seconds]
delta from previous displayed frame: 0.000000000 seconds]
since reference or first frame: 0.000000000 seconds]

Number: 1
Length: 106 bytes (848 bits)

Capture Length: 106 bytes (848 bits)
[Frame 1is marked: False]
[Frame 1is ignored: False]

[Protocols in frame: eth:ethertype:cmd:ethertype:ip:icmp:data]

Ethernet II, Src:

00: 00: 00: 00: 61: 00

(00:00:00:00:61:00), Dst:

ff.ff. ff. ff.ff.ff



(ff:ff:ff:ff:ff:ff)
<-- Dunmy Ethernet header, EPC does not capture it properly

Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)
Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff: )
.. w1 oo oooo oo o... = LG bit: Locally administered address (this is NOT the factory d
e ol o0 ool ooo. ... = IG bit: Group address (multicast/broadcast)
Source: 00:00:00:00:61:00 (00:00:00:00:61:00)
Address: 00:00:00:00:61:00 (00:00:00:00:61:00)
veee .00 L Lol o... ... = LG bit: Globally unique address (factory default)
ceee 00 Ll ool ooo. ... = 1IG bit: Individual address (unicast)
Type: CiscoMetaData (0x8909)
Cisco MetaData
Version: 1
Length: 1
Options: 0x0001
SGT: O
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src:

10.47.4.2
, Dst:
10.47.10.2 <-- True |P addresses

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 84
Identification: 0x35e4 (13796)
Flags: 0x4000, Don't fragment
0... .... .... .... = Reserved bit: Not set
i Don't fragment: Set
O More fragments: Not set
Fragment offset: 0
Time to live: 62
Protocol: ICMP (1)
Header checksum: 0xe463 [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.4.2
Destination: 10.47.10.2
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0x2693 [correct]
[Checksum Status: Good]
Identifier (BE): 72 (0x0048)
Identifier (LE): 18432 (0x4800)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Data (56 bytes)

0000 69 9c 67 88 00 00 00 00 00 00 00 00 00 00 00 00  F.Q.veueeeevnnnn
0010 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .....i'ivvvvnnnnnn
0020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .....i'ivvvvnnnnnn
0030 00 00 00 OO0 OO0 OO OO OO oo
Data: 699c67880000000000000000000000000000000000000000bA@&
[Length: 56]
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