Catalyst Center0i| A Catalyst 9800 WLC 2| C|H}
OlAaEd Az ol 74

ClHIO|A Y AHT|Tgjo|MHa} o] J|H T2 H|X 'S H|W
M IHs 3 91

HE2/3 clolo{1z

AR

1Et7. Catalyst Center® Catalyst 9800 #H

20t HAE SRS MO|Eo| SEstT CtA| S7[SHEFLICEH
3CHA|. ClHIO|A B ZAm[T 3|04 B A5}

47| WLAN T 21l M4

5t HZA ALE 0227 8 2 F

67 A= Ef o] T2 & = Zlofl WLAN OHE!

7EH 7| E RF Z20Q SX

8CHA| HMA ZOIEOf Ef7 B

OErAH|. T4 ZHA| AK|

Etgg =HO|Sk| | |:_|:_
Catalyst MIE{
Catalyst 980001 M
E_H()# _9 B4 74

C|HtO|A S MO 3o|Mo| 7| ME B2 WEL|CEH
ZZH K:IL-I Xto40 AI_\—LH%I-L_ |:|:_
FAE = o CH$H 8473 ALSO| Catalyst Center0l] EA|E|X| oFS

A7

O] 20 M= Catalyst Center0f| A C|HO|A R T4 S A& S10{ 7|E Catalyst 9800 Wireless LAN



Controller& &t 2|5t= gedof cHsH A shL|Ct.

AN T A

0%

LT Ak

og:

CtS Fxlol cHet X[Al2 ERstn o™ RSELICH

« Catalyst 9800 743 ZE(WLAN(RM LAN) Z 21}l M2 = 2miQl XA 2 Alo|E &
RF(F4 Fut=) Ef )
« Cisco Catalyst Center 2IHIE 2|, AO|E H|E 7= L C|HIO|A ZEH[X{'E

AlEfst7| Tof S & = elst AL,

« Catalyst Center= Release 2.3.7.9 O|A&tS AlgH&rL|C}.

« Catalyst 98002 Cisco I0S XE Release 17.12 O|At2 AlstigtL|C.

« Catalyst 98002 Catalyst Center 21 E 2|(Discovery
Il 7}X 27| =& Prime Data Migration Tool2 S35
Managed(EFEli')mL—lEP.

« NETCONF(Network Configuration Protocol)= Catalyst 9800(netconf-yang, TCP Z E 830)0]|
M & H3tE|H NETCONF Xt 5E2 Catalyst Centerof A £ AElLICE.

« MOIE AT Fx7I U&Lch

- HAEED7I QHIE J|BHHERZ EEE') zZ2H|MHo 2 T2 H|XEE|X| okt&LIct 7t
AUE B2 ClHio|aY" Zm|azefol4do] e{7| M8 ZEZ HEILCH

= O
=&, CSV(comma-separated values)

S5 27120l 28 EH AEl

Ol EMe| HE = Chg 2ZEQ o A stESo{ HHE 7[gte =z FLCH

« Cisco Catalyst Center 2 2|4 3.2.3
« Cisco Catalyst 9800-CL Wireless Controller, Cisco I0S XE & 2|A 17.18.4a
- EZ 2 E 9178I2| Cisco HAM|A EQIE

ol 2ol MEE S5 B #o| ClutolAE EC2 BAEIUALICH of 2Mof A8E B E Clut
olat Z7I5HE(7IR) HulTalolMoE ASEIRALICH #A LEYZt &S B0l A BE
B0 BAYHQl WS O/2| SxIsHAI7| bhELIC



i
e
2
THH

Ol EM= O3 StEH 0] L AZEQ o] HTHHME ASE™ = U&LCH
- Cisco Catalyst Center 2|4 3.1.x 4 7|52 #4 7t5 GHof| MEE CHE CHE M+ O]
EcE J&3stELCH
« Cisco I0S XE Release 17.12 0| &2 A& 3l= Catalyst 9800 Series Wireless LAN Controller
HiZE HE
Catalyst Center= YEIM o Z o J|H ZZH|XLS S8l FM HE

EHE B2t Ao|IE
2| (SSID(service set identifier), HIEQ(3 T2 0t RF Z2 0t 2! & 74128 0|M)oMH 2
M MAE HOlst 1 Catalyst Centero| A ZAEE2{ I8 0] AM5Ho{ EA|BHLICH ZE2EHM
Zu|ag|o|ME o|0| A=list= HEEDH S 4% o M2 HAIZ AMSdte{™ AI|Td|o[ME CHA|
M5t 7LE A7 of &h&5HoF ' LIC

Erip=t

mjo m

0x M
%

ol

o

Catalyst Center Z2I2[A 2.3.7.90| M= &x| 718 && I EZ7I H 0|4 MEEIX| gt
Catalyst 9800 Series WLC(Wireless LAN Controller)2| & x| T4 0| T UZ|IA&LIC}H CIHIO|A Y
An[azio|ME A8t ZHEEH & QIEH 0|AL} RAFSH 24O 2 Catalyst Center0l| A 2% H
U HEED{ o AL oM ANME dd, =8, =X & AXE = UA&LICE Cisco Catalyst
Center= 7|E(HEIR2EE) ZHEEHE HEISIHM QEHE J|gt HESQIS Z2EH=E 42 0|85t
Xl otn #Elg = UA&LICH 0] 7Is2 7B Mo 2 HIEMHslE|o Qe HEEHYERZ EMHsHEL
Ct.

C|HtO|AE Zm|ago|Mat o|: 7| Z2H|XM'E H|R

ol 7|8 Z2H[XE

MOIE =& MA(UEH
TE9 AA HEEZ{o] U= 7HA Jz=E HEK3 M
M 2 FA)

J2LE 25 EF5HE
< HE| ALO|E MH|

N
021
Al
o
rok
|T
u
o

&}
In
\
[m
M
&
hu
[m
M
el

T
nx

Al

= = 7o
MAEH 2R oLl o(7|Z2 HEER S B2

)




C|HFo|AEd

o|M

22 o2 Sput z2uixyy

SD(Software-Defined

INE=EEPNECI = x|
Access) 4 Bz e |

_ X|IE|X| of 2. QlElE J|ot Z2H|x{doz =2
swe uemeiin T S e e
P HIXM'EE HEES = 27| 88 ZE=0o|M C[Hto] |-
o A An|agoldg EAIFLICH
T4 75 dY

Release 3.2.30{| A= C|H}O|A A
CHE ZHEED 7|sS

2M2 7

H— =

ZAEEC0M AEl=

=

JEEHELICH EHITr O|&

el Conflguratlon(a'lJLIZLE{IO|A=|) EH0 A O] Eofl EAIE
2 GUIo| LtEtHLE CHE EAIELICH AFS 7HsE
Cisco 10S XE EE'E|¢01| (et chELck.

M|+ 715
WLAN Z2 2, H™M o2 274 AN Z2E, 217 LAN Y3, =™ Ef7, 802.11be
SSID
zZE
RF RFZE20 M Z 2109l RF Ef, CHE BSSID ZE20Y, URWB UEQ3 =2
o, RF 7|24k
AP AP ZQl Z2m HA| ¥ 20t EHA T 20t AO|E Ef, E3 Z=0jd
E{Z OHE |AP ZZio|Y, eI DHE(ElT &=L, Ex, !Ix| 7|8 73] 7|8 0HE)
= of AAA, AAA HAEACL, EAP, URL EE, HAE AFEXR}, & @15, TrustSec, WPP, LSC,
- AP OI& A ZAH
CleanAir, High Throughput, Media Parameters, ATF, Network Parameters, Global
=29 FM|Parameters, RRM, Advanced, mDNS, Multicast, Location, Country, Cisco DNA
Integration Settings, AP Policy, Wireless Geolocation
Services |2Z M* QoS, AVC, EoGRE, O|C|0{ AEZ] HAE LAN, MQ|El Z2l0o|HE




Ml 7ls

glojlo{2 VLA

N, OIE{To|A, HM Z2ES

HESZ d
%
o

DNS, DHCP &, HTTP/HTTPS, SNMP, NTP

gdlojo13  [Bt®

El

o
zZe| C|HFO|A, AFE XL 2|, AP 10| = ZHm| e o]
DHIFIE| |Z2E2|E|

~
I Hwe 82lA 3.2200 M RHHEE[R{&LICH BIElA 2.3.7.x H 3.1.x0MH= SLEt 75
Ol WLAN, RF, AP =2, Flex Z20}, E} 1, 2ot 71 M, 7|E}, Blo[of 2, HIESZ A
d, glolo{3 & #E|2 IESEIURELICE.
718 7|15
Catalyst Center |,
EEIEIﬁ o
2370 ClHtolA®E Hu|T2|o|Mo| EUEIR{&LICE Learn Device Configuration(C|H}O|
R A Zim|ago|d dotE7|)o| o ol AFS E|X| i &L,
2.3.7.11 Cisco I0S XE 17.18.12| 802.11be 7HA At
Z7} 047 ¥4==. Configure Access Points(HM|A ZQIE F4)= VLAN(7HA
313 LAN) E{Z, DNS(Domain Name System), LAN X E 3! BSS(Basic Service Set)
o MAS FILELICH HEER ZHol Z2Z SX| AP X713}, Microsoft Azure 2|
Catalyst 9800-CL.
M+ M. HTTPSE &8 CTS(Cisco TrustSec), IPv6E &8t SXP(SGT
392 Exchange Protocol), MACsec Cisco I0S XE 17.18.2 &! 26.1.1 X|¢.
- LEAP(Lightweight Extensible Authentication Protocol)2 ZH2 9tX &t x| f2 SM
of CHet B,




Rt Abg

Cluto|AE Zu[Tgo|Mt QIHIE F|dt T2 H|X'E2 SYUEt HEE{M EH MEE =
A& Lch

SD-Access(IiE 2]) FM2 X[ E[X| et &Lt

Al-Enhanced RRM(Radio Resource Management)= Enable Without Device Provisioning(C|
HFO|A Z 2 H|X{'E gl0| /&) SMME X|HEIH 25 & Ao MBH X[ ELC
ilojo1 3 8 B2 &= VRF(virtual routing and forwarding) 820| X| 4 ELIC}.

IPv6 +=0| M= ClHO|AM 74T 20| 0| IPv4 ZAZ[Z2 20| M(Bl2|A 3.2.3)2 AL X|H
gt

ZAEEe{ol|M ClHIO|AE Zim|Teio|Mo| /3=l Foll= HIE et e = algLich 74 7
HME AEstoqd BHE 74 IHAE LMEXR] BESHHLE AAME = JU&Lch

74

HE<L|3 Clo|o{134

ol A& ME= o] oflofl AA8E EEZX|E E0{FLICt. Catalyst Center= NETCONFZ ZHEEHE
zeletn WM A ZQIE = CAPWAP(Control and Provisioning of Wireless Access Point) £ ZIEE
01

[
Al

Catalyst Center WLC-9800-01

Re

AZELICH.

WLAN Profile Policy Tag RF Profile AP Tags
PDC-LAB, WLAN ID 50 PDC-LAB-PT PDC-LAB-5GHZ Edit AP Configuration Set
WPA2-Personal (PSK) PDC-LAB to policy profile Clone of an existing profile Policy, site, and RF tag

CAPWAP tunnel

NETCONF (TCP 830
( ) AP-01 Wireless client

SSID PDC-LAB

S
»

.

lease 3.2.3 Catalyst 9800-CL, 17.18.4a



Ol ol HEEHE HElREHE F+H0lMet OFEH7HR[2 WLAN, EH:L al EE% o|O| AEI%C;I%.;M
Ct. C|HtO|AEE AI|T2)|o|M2 WLANS F7t5t1, O|E O|2l E1 5 5tH, HA ef 19| =
ZZo| oiEstD, RF Z2EHE SX|5t1, AP E{2E & 5t= O MRE'LIEF ClHtO|AE HE[T
dlo|Mo| 2E BAE2 5EHAHf| XHA[S| EAIE J0t S8t AE L Z2H|XY, 0227 2 75
EZ2RE ASELCh

1L

1Et7|. Catalyst Center& Catalyst 9800 £ H]

Catalyst Center= NETCONFE& At&36t0{ ZHEE2] | ol el &LICt HEEZ oM
NETCONF 7| 43t z[o] /=X] = IFLICH.

WLC# configure terminal
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1. Provision(Z 2 H|X{d) > Inventory(2IHE )2 O|S & LICt.

2. AEEHE MBIt D Actions(EF ) > Provision(Z 2 H|X{'g) > Assign Device to Site(AFO|E
of ClHto|A EE)E MENELICH HEET7}F MH|ASIE YUY S MENS D Assign(E )2 2
2|8t £ ZHE E2{7} Managed(# 2IEl) & Reachable(®1Z 7}5)2 EAIE WK 7|CHRILICH

3. HEE2{ 0|22 22504 C|HIO|A MEAFE &2 ¥T View Device Details(CIHFO|A A5

_—= = =2 1
A& EINE MENFLICH
t . . . X
-~ WLC_vicerril.nms.cisco.com As of: 12:41 PM

7 View Device Details| [] View 360 =} Run Commands

i~} Reachable Health 10 | Uptime 55 days 22 hrs
IP Address 18
Family i
Wireless Controller
Image Version L I
1718.4a (Distribution Pending)
Site
il (T
Provision Status (i) Success

Show More

4. C|HFO[A MR A HO[X|7t 2|1 7ol ZHEE 2| 4 Ei 2! Enable per-device Z4I|12|
0|M, View 360, Run H& 2! Refresh S 40| E A|EILICE.

<« All devices
4~ wlc9800 wlmgnimsrs @ Reachable & Managed
Enable per-device configuration [ View 360 () Runcommands . Refresh | Last updated: 10 hours 51 minutes ago @

Summary Details Configuration Security Field notices Compliance

General

IP address 18

Site Globalf

Device model Cisco Catalyst 9800-CL Wireless Controller for Cloud Device role ACCESS

Uptime 107 days 2 hrs 37 mins
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< All devices

-~ WIc9800 nllmpumu=w © Reachable @ Managed

Enable per-device configuration | [7 View 360 [ Run commands ' Refresh Last updated: 10 hours 51 minutes ago @

Summary Details Configuration Security Field notices Compliance

General

IP address 18
Site Global/fi

Device model  Cisco Catalyst 3800-CL Wireless Controller for Cloud Devicerole  ACCESS

Uptime 107 days 2 hrs 37 mins

2. Catalyst Center0f| A T4A] ZAZ|TB|0|ME ¢ & ZHEEDHE CHA| S7|3HELICH Actions(&
) > Inventory(IH E 2[) > Resync Device(CIHIO|A CHA| &713}).
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4. ZAE E212| Device Details(C|HIO|A M|FAFE) &0l M Configuration(Z1Z| 22| 0|M) B2 2

=
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& All devices

-~ WLC_vicerril.nms.cisco.com @ Reachable & Managed

% Manage 2 APs [§ View 360 [ Runcommands ' Refresh Lastupdated: 6 minutes ago @

Summary Details Configuration Security Field notices Compliance
Q, Search Feature I WLAN Profiles @ Per-device configuration @A
SSID » |
RF 5 WLAN Profiles (20) @ Add Clone from another WLC
AP ’ [ Q. Search for WLAN Profile Name or WLAN I1D or SSID Name or Wi-Fi J
Tag Mapping >
0 Selected Actions ~
Security >
[:] WLAN Profile Name Status WLAN ID SSID Name
Global Wireless >
Services > O test T 5 test
Layer 2 > ) = ) 35
Network Settings > D + 36
Layer 3 »
OJ ' 0 100
Administration >
O 0 15
Mobility
O T 34

| Y& oto|Zol ch5 0l EAIELICH ClHto|AE T2 o|MolME of Ho|X|o A &
|

O|M& +Hstod HEE & U&LICH

211 Per-Device Configuration(C|HIO|A S Z1T|Tgi[0|M)2 &85t El + HIEGSHE +
o-IAL_||:|.
HA EH .

4CHA| WLAN Z 2T}l AfAd

1. Configuration(Z1Z|224|0] M) 10X SSID(SSID) > WLAN Profiles(WLAN ZZ Z)E MEHF]
1 Add(F7HE E=gLict
2. QMo 2 28 FHELICEH
- 24 U E2/3 0|5(SSID): PDC-LAB
« WLAN ID: 50('# 2| 1~4096) ZAE ZEE{0{|A A2 S0| ol ID AFR)
« WLAN ZZ%Z 0|&: PDC-LAB
« SSID AFEH: ZH2|XF HEH AR



Create WLAN Profile i

| Q. Search I General
The General tab allows to define the basic WLAN profile properties
General such as the name, the SSID, the WLAN ID, radio policy and so on.
Security v
Wireless Network Name (SSID)*
Layer 2 | PDC-LAB IG}
Layer 3 Length: 110 32
AAA WLAN ID*
Advanced v | =0 I ©
Range: 1to 4096
Tbe
WLAN Profile Name*
11
ax | PDC-LAB ] ®
11k Length: 1to 32
11v BSS
. . SSID State
Device Analytics
Max Clients @D ~dmin status @
Off Channel Scan @ &roadeast ssip ©

Miscellaneous

3. Security(E2 2t > Layer 2(2410/01 2)0ll M Personal(7i2)& ME45 11 WPA2(Wi-Fi Protected
Access 2), AES(CCMP128) & PSKN(AI™ 37 7[) 215 7| #EI(AKM)E | X|EfLICt PSK
HAIZ ASCIE MY T M S/ 718 ?=!E'|°.=."L—|EP 7|& Blojof 2 M2 EnterpriseL|Ct

. Advanced(Z12)0l & 11be, 11ax, 11k X 11v A 0| £ o] Q&LICH. — g—
4. Review and Provision(4E % Z2H|X{'d)2 Z=2gLICt



Create WLAN Profile N

(@ searc | Layer2
o | Configure Layer 2 Security policies for WLAN. WLANs with the same SSID must have unique Layer 2 security policies.
enera
Security v Auth Key Management
Layer 2 |
PSK @ (] easy-psk ©®
Layer 3
AAA [(JFT+Psk ® (] Psk-sHAzs6 @
Advanced v PSK Format* PSK Type*
I ASCII v ]@ [ Unencrypted ~ ]@
11be
1lax
Pre-Shared Key*
Tk [ ........ Show} 0]
1v BSS

Device Analytics

) Protected Management Frame (802.11w)
Max Clients

Off Channel Scan Status* .
Disabled v J@
Miscellaneous
Fast Transition (802.11r)
Fast Transition Mode*
Adaptive Enabled v | @ D Over the DS @

ENLER Review and Provisien

5EHA|. HE ALY 0227 2 +5

1. Provision(Z2 H|XE) E oM 715 ggds MEdFLICH
« O|X| ZA| +FELICH o] A&0i|Aet Z 0| System(AIAE!) > Settings(&™) > Visibility
and Control of Configurations(Z1I|2 20| 7t Al L KMoyl M 5 T 0l2| E7[E
MBste 0= ol SM2 AL £ isLICh
o LB EES of 2 Ehict.
« Preview and Deploy(0|2|27| & #F)(HE)= 4™ S HEXFTH T2 FX| 2t
AEStD LB #5E = UL S Zn|ado|/Mde EH|gLich.
2. Preview and Deploy(O|2| 27| & HH_)% MEHSE T Task Name(Z¢d O|&) (O] ool M=
PDC-Create-WLAN-PDC-LAB2 At 82 =8t O Apply(H&)E Z &Lt



Create WLAN Profile » Provision X
Provision

ﬂ Learn how the Visibility and Control of Configurations feature helps optimize your workflow.
More

ﬂ This workflow supports enforcing network administrators and other users to preview X
configurations before deploying them on the network devices. To configure this setting, go to
System = Settings = Visibility and Control of Configurations

MNow

Later

@ Preview and Deploy (Recommended) @
Allows previewing device configurations and deploying
them at any time. View status in Tasks

Task Name*

| PDC-LAB-SSID-Deployment

...

3. Catalyst Center= 2/3Et A& E o4& LICt. L[ 2l|o|ME H&tst= S¢F ClHo|A & 7|
oM 2= &H| LB AEste{H & L LtSol 02 E7|& S2FLICH &2 &§52 &
S > &edoll | X|ELct

4. 3/3EtAH|0f| M Preview Configuration(ZAZ|12i|0|M O|2[27])olMH ZHEEE] 0|2 E =g
Ct #&& Hu|any o] Mol HE YANG(Yet Another Next Generation) HIO|E{ Z&(7|2 E7|
)2 7|2 2 &= NETCONF H|O|2E & E0{ELI|CH WLANL| F? H| 0|2 == Cisco-10S-
XE-wireless-wlan-cfg 22 & AL EFL|CH

o 1



PDC-LAB-SSID-Deployment

Step 3 of 3: Preview Configuration

Review the device configuration provided below by clicking o

you are done reviewing, click Deploy. Click Exit and Preview Later to defer the

review. The deferred review can be found in the Tasks menu.

As of: 1:36:57 PM  .* Refresh

n each device. When

Status: @) Ready

[ Q. Search by device n. ] @ Device IP 18.
Site Global 0]
WLC_vicerril.nms.cisco.com & |
Configuration to be Deployed
[ Q Search configuration ]l View by Source = All + I
YANG - All =Pd & 52
27 Line(s)
1~ <wlan-cfg-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-wireless
2- <wlan-cfg-entries =
- <wlan-cfg-entry =
4 <profile-name=><![CDATA[PDC-LAB]]></profile-name>
5 <wlan-id>b8</wlan-id>
3] <auth-key-mgmt-psk=true</auth-key-mgmt-psk:=
7 <auth-key-mgmt-dot1x=false</auth-key-mgmt-dot1x>
g8 .;pgk;******q_.‘ps,i;.
9 <psk-type=clear=</psk-type=
18~ capT 'ap id-data >
11 ss5id><! [CDATA[PDC-LAB] ]></s5id=
12 "lan status=true</wlan-status
13 </fapf-vap-id-data
14 ~ <wlan=radio pc-icies =
15~ cwlan-radio-policy =
16 <band>dot11-5-ghz-band=/band>
17 <glotB>true</slot@=
18 <glotl>true</slotl>
19 el ot Te bteiim s P+
Exit and Preview Later Deploy
= = - = =] —
5.YANG _TO_CLIE 28&l5l04 ¥ E CLIE &QlgfLICt. O] CLI= YANG HIO|2ZE0] sHE 5t

CLI(Command Line Interface) &ILIC}. ol L
M ORI M2siAs oF =uo).

tel Q/=0| O| CLI= O|2] E7|0|0d C|HIO|A O



PDC-LAB-SSID-Deployment

Step 3 of 3: Preview Configuration

As of: 1:35:19 PM 7 Refresh

Review the device configuration provided below by clicking on each device. When
you are done reviewing, click Deploy. Click Exit and Preview Later to defer the

review. The deferred review can be found in the Tasks menu. Status: @ Ready
[ Q Search by device n... ] ® DevicelP  18.79
Site Global/ O]

WLC_vicerril.nms.cisco.com & |

Configuration to be Deployed

[ Q Search configuration ] | View by Source = All v I

Generated CLI - All
10 Line(s)

Below is the “CLI preview” of the effective configuration change on the device after
applying the YANG configuration payload. This CLI configuration shouid not be applied
directly by logging onto the device.

1  wlan PDC-LAB 58 PDC-LAB

2 security wpa psk set-key ascii 8 BN | ] -
3 no security wpa akm dotlx

4 security wpa akm psk

5 no shutdown

6 radic policy dot11 24ghz

7 radio policy dotl11 Sghz

8 slot @

9 slot 1

18 slot 2

Exit and Preview Later Deploy

Of oflof M MEl CLI= Ch2at Z&LCh.

wlan PDC-LAB 50 PDC-LAB
security wpa psk set-key ascii 8 <encrypted-key>
no security wpa akm dotlx
security wpa akm psk
radio policy dotll 24ghz
radio policy dotll 5ghz
slot 0
slot 1
slot 2
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6. DeployE 22! LICt. Deploy(T%) &0 A Now(X|Z) L= Later(0|F)E MEHSI T Task
o4
=

=
Name(%d O|§)2 & Qe Ot S Submit(XME)S E=IfLICH

7. Activities(& &) > Tasks(2 ¥)E O|S35t1I 22 QLICH 2 82 PROVISIONO|H, 7

EE7} Hu|adio|ME =5t AENTF SuccessZ B ELICE

Lo H|E

PDC-LAB-SSID-Deployment X

PROVISION

Completed @ Success

Start End
. . - ~x
Oct 28 2026 1:38 PM  Oct 28, 2026 1:38 PM As of: 1:40:30 PM  Z

TASK PROGRESS

o 1 1 0 0 0 0

Total Success Failed Stopped  In Progress Mot Started

ﬂ This task was created to deploy configuratian that was preui-::uusly previewed as a work item.
View Work Item Details

Hostname WLC _vicerriL.nms.cisco.com
IP Address 10
Status @ Success

EtAH|. 22 Ej7 0| 42 = 2 Tloj| WLAN OHZ

w

. WLANO|| M&

. SSID > Policy Tags(&& E}1)& MEAStT Add(F7HE S LCt:
. Create Policy Tag(’&3® Ef1 +44d)0i| O|& PDC-LAB-PTE
. WLAN Profile - Policy Profile Mapping(WLAN Z 2 El - Z42H

AH I

SA 2 L(0f: CHE VLAN)O| E 28 B SSID > Policy Profiles with Add(F
718 S8 8™ T 2 E)oiM HA] HHELICE O] ool M= 7|&E default-policy-profile2 AHS
glct

A = 2 Z OjE)olH Add(F7HE 2
2/t WLAN Z2E PDC-LAB & EH z = Zlg MBS Ot 2 1 ES XMEELICH

—

= |
. Review and Provision(AE & ZEH|X{d)S 226t 5CHAH[o| MBE 2 252 2 =7 L

—

Ct.



Create Policy Tag

Tag Name*

[ PDC-LAB-PT ®

Description

Length: O to 64

WLAN Profile - Policy Profile Mapping (1) © Add

[ Q1 Search Table

0 Selected Actions v

D WLAN Profile Policy Profile

[:] PDC-LAB default-policy-profile

1 Record(s) Show Records: | 25 v I 1-1 < m >

Cancel |ECEIGEVELE LGTEG]

7EHA. Z|IE RF Z2 012 £X

=

TdstH HEEE O] 7|& A7t AIHHo = CHAl AAEE LICH

1. [RF] > [RF Z2mtA])S =451 7| & = 20t A(04l: Low_Client_Density_rf 5gh)% ME4SH CF
- WLC vicerril.nms.cisco.com @ reschale @ Mansged % Manage 2 APs (3 View360 () Run commands < Refre:

Summary  Details  Configuration  Security  Fieldnotices  Compliance

RF Profiles o

Por-o figuration ©4

s8I0
RF v RF Profiles (2) @ Add  Clone from another WLC
RF Profiles | [ Q low, @n |
Radio Profiles

18 ted |Actions ~
RE Tags Eit

g Ree Admin Status  Band Description RFTag AP Configuration Sets o
Multi BSSID Profiles
URWE Network Profile O tow] P®®® leity 1 2agn T 24GHz  pre configured Low Cient De.. O 0
RF Defaults * 5GHz pre configured Low Client De. ] L}

AP H

[Bfd] > [EME MEHELCE e
2. Etxo = RF L2THY 0|8 PDC-LAB-5GHZE /2351 LRoi 2} 802.11, RRM,

Records: (25 v | 1-2 < () >
k=]
=
Q



802.11ax, Advanced 2! 802.11be AMoiM Oj7HH+E
3. Review and Provision(ZE & T2 H|X'd)2 E=l5t1 5EHAH o *E'“:‘ El 2 258 22 &L

Ct.
Clone RF Profiles Profile é
[ Q Search ] General
General | RF Profile Name*
B | PDC-LAB-5GHZ ]@
RRM e
Description
Trap Thresholds
pre configured Low Client Density
Savarage rfprofile for S5gh radio
TPC h:
DCA Radio Band*
802.11ax [ Siahd - JG)
Advanced
c Status @
802.11be
NDP Mode*
[ Auto v J 0]

Cancel | BEEETELT R AT

4 El. 20|
- O

=: & Y et Catalyst Center0f| A t2|5t= CHE Catalyst 980001 A ZHX| & = AlotE{™ ZHA]|
S HIO|E0A CHE WLCS] Cloneg AFS & LICE.

8EF7Al HMA ZOIEO| EfT ST

1. Device Details(C|HFO|A MR AL & 2| 3|0l Manage APs(AP Z2|)& Z2IgfLct
Operational Access Points(2Q A4 ZQIE) E|0|E0|= ZF AP2| Policy Tag(& = E{ 1),
Site Tag(AtO|E El1), RF Tag(RF EH1) & Tag Source(EH A A)7t EA|ELICE O] Eoll=
OtX|2 HEE RIS 718 o|£ 2| HEQT MEN7F EAIELICE.



Access Points

This Operational Access Points tab displays the state of the network only after the controller has been resynced. @
To configure other AP and Radio Parameters, launch the Configure Access Points workflow,

Operational Access Points (2) & Export &
(" lckhere o aply baiooracvanced s r view recontly aplled trs =)
0 Selected As of: Oct 28, 2026 516 PM ::,"
[:] AP Name * IP Address AP Ethernet MAC Address Connection Status Policy Tag Site Tag RF Tag
D AP L 10, cC: = @ Reachable default-policy-tag default-site-tag default-rf-tag
O UR u 10. ce: @ Reachable default-policy-tag Meraki_auto default-rf-tag
2 Record(s) Show Records: | 25 v | 1-2 < >

2. APE ME43 T Edit AP Configuration Set(AP Z1I|28i|0|4 ME +)E Z&lgfL]ct
. = Ef7(0d: PDC-LAB-PT), AlO|E Ef1 2! RF Ej1 S MEAStL|CH.

4. Review and Provision(dE & Z2H[X)E 2=/t 5EAH 0| HBE Oz #5S 2= L

Ct.

w



Access Points > Edit AP Configuration Set

Edit AP Configuration Set

AP Ethernet MAC Address

@®
Policy Tag*
| default-policy-tag ~ IG}
Site Tag*
| default-site-tag v I{D
RF Tag*
| default-rf-tag W IG}

Cancel

Z0{E 4 aLICH KX H4 FollM T2 AP CHEH B HZ A

LS = T AAHE

|
B2 E HEst7| ol APl X i1 & 7= stod EIEE + U&LICH

= L-O

OErA|. T8 AA| A

ClHIO|AY AL|ago|Me SUst OI2IE7| LU 71F E2R2 HEEH M AN T M7HELICE
Ct2 oflod A= WLAN PDC-LABS AFA|gfL|Ct.

1. SSID > WLAN Profiles(WLAN ZZZl), PDC-LAB2 MEH5I T Actions(Ef ) > Delete(2 A E
MESSFL|CE
2. MBS WLAN Z 2 EE AK|SHAZIELI? ol E =& LIt

3. 5EHAH|o MHE CHE 52 22 ELICH YANG HO|2=& WLAN & Sof CH3t Afd| 5ol
AE35tH M E CLi= ChEa 2 &Lt



no wlan PDC-LAB 50 PDC-LAB

Device IP 18 ()
Site Glabaly @
Configuration to be Deployed £
Q Search configuration l [ View by Source « All + ]
Generated CLI - All =H|PI ||k £2
1 Linels)
ive configuration change on the device after applying the YANG configuration payload. This CLI configuration

review” of the effec

Below is the “Ci
should not be applied directly by logaing onto the device.

no wlan PDC-LAB 58 PDC-LAB

Exit and Preview Later Deploy

Catalyst MIE]

o Z2H|M ZHU2 Activities(2f ) > Tasks(ZF )0l A Success(S)E EAIEFLICHO|O|X] 8).
ZAE E249| Configuration(Z1L| 224 0[M) B0l A Z4A| 7} LtFElLICt. O] odlof| A SSID >
WLAN Profiles= 0|0|X| 142} Z-0| WLAN ID7} 509! PDC-LABS LI&&fLICt WLANS OF &
A EfTof| OB E|X| ideanz MR El T = 0LCt



+ All devices

:- WLC_Vi cerril.nms.cisco.com © Reachable @ Managed F Manage 2 APs  [F View 360 Run commands < Refresh

Summary Details Configuration Security Field notices Compliance
i ] Per-dovice configuration @A
g
WLAN Profiles | WLAN Profiles (1) @ Add  Clone fram another WLG
Paficy Profiles POC
Ramote LAN Profiles
0 Selected  Actions ~
Remote LAN Policies
WLAM Profile Name Status WLAN ID SSID Name Wi-FI 7 Compatibility Wi-Fi T Per Band S1atus Palicy Tags AP Configuration Sets o
Policy Tags
802.11be Profile: PDGC-LAB T 50 PDC-LAB a 0/3 [V 0

ris: | 25 1-1 m >

« Manage APs(AP & 2])9| Operational Access Points(2% HMA ZOQIE) EHO|EM = Z
APOf &S E EfT 7} E AR LICHOIOIX] 11).

Catalyst 980001 A

£ CLIOIM = ClH oA MIE HE E9of sl 2| B A&(Command Runner)of| A 0f2{g
= )

« show running-config | 4144 wlan PDC-LAB - Catalyst Center0flA{ 5 A|8F WLAN Z4I|28| 0|
ME EAIELICH

- show wlan summary - ZAEE2{0i| 4 E WLAN & e & EfE Lt AEEL

« show wireless tag policy detailed PDC-LAB-PT - 3% Ef10| WLAN-H2 Z 2 0}l o &S
FEAlELICE.

« show ap tag summary - Zf APS| = AlO|E L RF E}29} EfT1 AAE EA|ELICH.

22 E Al | include DMI-5-AUTH_PASSED|NDBMAN-5-CONFIG_| - Catalyst Center0il A =

e NETCONF M4 & An|Tzo[d M8 AgE EARLIC

« show wireless client summary - €42 Z20|2E L 1T 4EHE LIFRLICH

-
¥

= ZAEE{2| WLAN Zix|1eio|MdL|ct.

WLC# show running-config | section wlan PDC-LAB
wlan PDC-LAB 50 PDC-LAB
radio policy dotll 24ghz
radio policy dotll 5ghz
slot O
slot 1
slot 2
security wpa psk set-key ascii 8 XXXXXXXX
no security wpa akm dotlx
security wpa akm psk



ZAEZE7{ 21 & Catalyst Center(10.X.X.X)7} NETCONF MM 1 M 7|52 2 HFSE =
04& LCt.

WLC# show logging | include DMI-5-AUTH_PASSED|NDBMAN-5-CONFIG_I

Oct 27 21:22:58.653: %DMI-5-AUTH_PASSED: Chassis 1 R0O/0: dmiauthd: User 'USERX'
authenticated successfully from 192.168.10.10:62453 for netconf over ssh.
External groups: PRIV15

Oct 27 21:24:13.977: %NDBMAN-5-CONFIG_I: Chassis 1 R0/0: ndbmand: Configured
feature 'wireless' from 192.168.10.10:62453 via NETCONF user dnac
session 5311, transaction-id 5924

%NDBMAN-5-CONFIG_I HIA|X|= 74 El 7|8, Catalyst Center &4 2! NETCONF AF& XA} O|&
2 E AL

AP7} YA EfOE A8t & 22I0|YHEE PDC-LABOI 21735l I show wireless client summary &
At&35t0o1 2EH0|AE 7 Run & Efol ZE =X =elgct

CHey o

Catalyst Center= Catalyst Center 2| R 0{lAM 3 El B473 AL (0d: HEEB] CLI EE= ¢ QIE{H| 0]
A)2 B K[ELICE Per-device Z1I| 12|01 Bfloj& 0 1| U= A1 oto|Z 0| MH5tH(0|O|X| 15)

L—_I_o O|I:H|EE| Ej|2|. A| OlE—Iol- I:i=|7=| A|. I-o| 7|.7(;| Eo| I:II-AHoI- A OlAL.||:|-_ |9_'|-U-|3-E‘”O|
Mg UEE|A fX|5tE{H X|HEl=E 2E ?leIZLEﬂOl*:'Oﬂ Catalyst CenterE At ELICH
WLAN PrOf"es ] Per-device configuration @&

Any configurations made outside
Catalyst Center (e.g., via CLI or

WLAN Profiles (20) © A WebUl) will be detected and
imported at the next inventory sync,
1 Search for WLAN Profile Name or WLAN It Which may cause conflicts. To

ensure consistency and predictable
outcomes, it's recommended

0 Selected Actions v always use Catalyst Center for all
supported configurations.

EI WLAN Profile Name Status WLAN ID SSID Name

|__| test T 5 test

O|O|X| 15. Catalyst Center 2|5 0i|Af BHE Foi CiEt B



Release 3.1.30| M= ZiI| 20| #HFE O|HE YL ZAIEER{E MST|3HELICH AP HIO|HE ME
1 x|248 Actions(Z %) > Inventory(2IHIE 2]) > Resync Device(C|HIO|A RS 7|&HE AF&35H04 ™
HMS7I8HE A™>dEct

o2

= —_—
2 sS4
Ol Mol A MF BH HZO ALSE 4 2= HEE NBEUC

Enable Per-Device Configuration(C|HFO| A Z4I[T2{|0|MH & dHsH S M2 E AL
X| et &L|ct

« Catalyst Center0i| A Release 2.3.7.9 O|& 0| A& T|=X| &QIgL|Ct.

- ZAEE2{7} Cisco I0S XE Release 17.12 0|4 2| Catalyst 9800 Series ZIEEZ{QIX| =
L|CF.

- ZAEE2{7 Managed(ZZIE) &Efo|T QIHIE 2|0i M Reachable(1Z 7ts5) & EHQIX]
gLcH 2R3t A2 ChA| §7|3HELICEH

« SD-Access(WE2]) FM0M= C|HO|AE | Ta|o|Mo| X|HEIX| et&LICt

o
o

(o]
|_

L

ClHtola™ Am|ago|Mo| ¢i7| M8 REz FRILICH

Ol HEED7I QHIE JHHHERT T2 L) Z2H|XIUSZ 0|0| Z2H|MIYE Ao Zedt

LICH & 22 E Z2 HEEHM B-E = glgLCt ClHiolA M2 HE E 2| Configuration(Zd
1|2 2f|o|4d) Biofl Managed via Site-Based Network Profiles(AIO|E 7|Et HEQ|T ZZ EI2 S5l
2| E) sllolgo| EAIZ|D sHE XE olo|20| EAIELICE o] C[HIO|AE AIO|E 7|H HEQIT
2L ALE5to{ EelFEuch ZE Haso|ME e|7| M8 REQLICH HERT Z20tS

SollMEF HEE + U&LICH



WLAN Profiles «

WLAN Profiles (6)

Managed via Site-Based Network Profiles ©

This device is managed using site-
based Network Profiles. All
configurations are in read-only
mode. Changes can only be made

via the Network Profile.

D WLAN Profile Name Status WLAN ID 551D Name Wi-Fi
CORP-EAST & 5] CORP iy
IOT-DEVICES T 18 10T iy

olOlx[ 16. &7

Z 2 H|X'E 5rdof AlufgfLct.

1. Activities(Z S) > Tasks(Z )0l M Almfst &
2. AEEE CIA| 57|85t CHA| A|ESHAIA
3. ZIEZEr{0|A{ NETCONFZE oIt

| M2 2ol AFOIE 7|8 HEQIT

2o ol HElkle HEEH

e G 2F MF HEE AEFLICH
|2

L|ct.

« show platform software yang-management process - & L2 M| A7} Running2 2 EA|E|

OfoF BfLICt.

« show netconf-yang sessions - Catalyst Center2| M|A42 Z &350 £4 NETCONF MM & L}

defLct.

4. Catalyst Center2| NETCONF(TCP 830) ! SSH(Secure Shell) AtZ4 50| &
O{H W3IH T Catalyst Center@t ZAEE 4 7+o| 9142 AIEHSHK| L =X &

HIEX|, 22|12
EFoIgtLICt.

ZAEEHof CHEt H4ZA AL O] Catalyst Center0d| EAIZ|X| &S

Actions(Z ) > Inventory(IHI E 2]) > Resync Device(C|HIO|A RIS 7|8HE MEHSI0{ ZHEEE

M= 7|38 LICH Release 3.1.30|ME
stst2 2 AP CI|O|EHHE MZE 1 x[2{™

Zn|ago|M #HE o|HET AP7t ol ZAE EBHEH RS 7|
A S 7|2H7F HeE Lo
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