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1. Catalyst Center0i 210!

2. Provision(Z 2H|X ') > Plug and PlayZ O|S & L|C}.
3. Add Devices(C|HO|A F7HE Z=IFLICE.

= b Catalyst Center

Provision [ Metwork Devices

[ Plug and Play

Netwark Plug and Play Ove

No Devices

Add Devicas

4. Bulk Add& Z=gfLCt.

= ‘el Gatalyst Genter

[ Plug and Play

B admin

Add Devices
> Metwork Plug and Play Overview

Single Add Bulk Add

Smart Account Add

5. Download File Template(Zt & RIZ3! CIREE)Z2 25101 ME CSV I+



= alili  Cate el : y PR e _
= s ot 0 anc o ( o @ L admin

Add Devices in Bulk

MNetwork Plug and Play Overview

= & lile or drag and drop 1o upload.

Valid file types: .csv

+ Download File Template

2 § Management IP Subnet Mask and Gatewsy are mandatory fields when adding Mobility Express or Catalyst WLC - butfor Access Point devices - this must be left blank.

s Serial Number* Praduct ID* Device Name Site Prafile* ManagementlP* SubnetMask* Gateway™ VianlD Intertace Name®
# (RF-Profile or Sensor (Leave blank for Acces: [Leave blank for A {Leawve blank for Access Points)
AE264A0YYE CH200L-48T-4G 92-4 Global/india/BGL |

CSV mtdof HFh ZH| MFAIE S UL

¥ Cisco Systems Inc - Plug And Play - Import/Export

#2019-07-01

# Commant starts with £

¥ Comment and Blank line will be [gnored.

# INthe device already exists no update on the device. Otherwise the device will be created.

# Mandatory fields are marked with *.

¥ Desice Name is not mandatory but must be unique for all devices.

# Serial Number is mandatory and must be unigue for all devices.

# Site is optional but strongly recommened. 1t needs to be include the entire hierarchy. For example: Global'<area name>/<building name> or Global/<area name>/<building namez/<floor name> or Global/<building name >/« flo
# Profile is a mandatory field when adding wireless Access Points or Sensors - but for EWC/EWLE devices - this must be Left blank.

# Profile refers o RF-Profile (Access Points) or Sensor Profile (Sensor devices)

#VLAN |Dis optional field when adding Catalyst WLC. Mustbe from 1-1001 or 1006-4084.,
# Interface name is mandatory field when adding Catalyst WLC..

2=z E CSV Ide Y= =g
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Network Plug and Play Overview

or drag and drog to upload
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Upload
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Add Devices in Bulk
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1.1. ICMP ®1Z 754



Switchd#tping 18.127.212.43
Type escape sequence to abort.
Sending 5, 188-byte ICMP Echos to 18.127.212.43, timeout is 2 seconds:

Success rate is 188 percent (5/5), round—trip min/avg/max = 1/1/1 ms
Switcha

1.2. HTTP HELLO &#&

Catalyst Center7} HELLO A& Q70| 8E3tX| et 2 PnP(Plug and Play)7t AmigfL|Ct 142
2HOolste{™ x| EHO|d E= BH ZETEN|M OIS BHES A->-ELICE curl -v http://<Catalyst

Center IP>/pnp/HELLO

"HELLO" SE 0| £Alz|=X| #olghL|ct.

sitirkey@SITIRKEY=-M=-6PG] netbox—-docker % curl -v http://f18.127.212.43/pnp/HE
% Trying 18.127.212.43:88...

# Connected to 18.127.212.43 (10.127.212.43) port Be

> GET /pnp/HELLD HTTP/1.1

> Host: 18.127.212.43

> User-Agent: curl/8.7.1

» Accept: =/ %

>

=

Request completely sent off
< HTTPS1.1 288 OK
. Date: Sum, B4 Jan 2826 B7:51:28 GMT
< Content-Type: text/plain;charset=iso-8859-1
< Content-Length: 5
< Connection: keep-alive

+ Connection #8 to host 18.127.212.43 left intact

Catalyst Center Server®| QIS ME 5o 2 ZME £ gl A PnP 7|50| Almj
FOI524™ s HHES AF23HAAI2. copy https://<catc-ip-address>/ca/pem

I[>'
>.

Y M&o| 2F Qo 2= E[=X| = QlgLc.

92-d4#copy https://10.127.212.43/ca/pem mypeml
Destination filename [mypem2]?
Accessing https://10.127.212.43/ca/pem...

Loading https://10.127.212.43/ca/pem
1472 bytes copied in @.260 secs (24533 bytes/sec)
92-4#




1.4.PnP T2 1} AEY

Catalyst Center2| PnP H|O|X|0f| A 2|X|7t LIEtLIX| Qto P HYE M-S0 PnP HTTP P& E &
QIELICtpnp Z2E FE A

¢ PnPOlAM 2HIE Active-URLE At25tD Q=K &QlshL|ct.

« HTTP S7|2| "Failed Counters(&l gt 7t 2E4)"7 01 x| = 1B LICt. 2L0] 0Lt 2T A (X
9} Catalyst Center 7t2| 124 E&IE LIEFHLICE. O D&M= HdEY =Xt 2HEHEl AlLt
2l E 2o ELCH,

Switch#show pnp profile
PnP Profiles: Active:®, Created:@d, Deleted:@, Hidden:®@

CBType Node Primary-Path Primary-Trans Backup-Trans

-— show pnp http tracking -—

PNP=-Ti-Niernuwary: Artiva-Mame= [PnP-Niernusrir-Prac] |lact-Mamaz [BaP-Niernusrv-0rnrl
Active-URL=[http: //18.127.212,.43:88/pnp/HELLO], Last-URL=[http://1@.127.212,.43:88/pnp/HELLO]
SID=7, Last-5ID=6, TID=4294967295, last-TID=4294967295, Head-Date=[-], Status-Code=@, Get-5tatus=8, Get-Watch=7FGECDCREF@
HTTP-Register Stats: Total=3, OK=3, Failed=@, Ignored=@
HTTP=Unregister Stats: Total=2, OK=2, Failed=@, Ignored=8
HTTP=Resp-Data=Alloc Stats: Total=@, OK=0, Failed=8, Ignored=@
HTTP-Resp-Data=Free Stats: Total=@, 0K=@, Failed=8, Ignored=8
HTTP-Resp-Data—Proc Stats: Total=6, OK=@, Failed=6, Ignored
HTTP-Get—Watch-Init Stats: Total=6, OK=6, Failed=@, Ignored=e
HTTP-Get-Wait-Complete Stats: Total=6, OK=6, Failed=0, Ignored=@
HTTP-Send-Get Stats: Total=6, OK=8, Failed=6, Ignored=8
HTTP-Send-Head Stats: Total=8, 0OK=8, Failed=8, Ignored=a
HTTP-Send-Hello Stats: Total=8, OK=08, Failed=0, Ignored=8
SSL-Handshake Stats: Total=8, 0K=8, Failed=8, Ignored=@
Server-ID-Check Stats: Total=8, OK=8, Failed=@, Ignored=8

PNP-HTTP-Tracker: Active-Name=[-], Last-Name=[-]
Active-URL=[-], Last-URL=[-]
SID=0, Last-SID=0, TID=@, last-TID=0, Head-Date=[-], Status-Code=8, Get-5tatus=0, Get-Watch=0
HTTP-Register Stats: Total=@, OK= Failed=@, Ignored=@
HTTP-Unregister Stats: Total=@, OK=8, Failed=0, Ignored=8
HTTP—Resp-Data—Alloc Stats: Total=@, OK=0, Failed=8, Ignored=@
HTTP-Resp-Data—Free Stats: Total=0, OK=@, Failed=8, Ignored=@
HTTP-Resp-Data—Proc Stats: Total=0, OK=@, Failed=8, Ignored=@
HTTP—Get—Watch-Init Stats: Total=0, OK=@, Failed=8, Ignored=@
HTTP-Get-Wait-Complete Stats: Total=8, OK=0, Failed=8, Ignored=2
HTTP-Send-Get Stats: Total=8, 0K=8, Failed=8, Ignored=8
HTTP-Send-Head Stats: Total=8, 0K=8, Failed=8, Ignored=@
HTTP-5end-Hello Stats: Total=@, OK=@, Failed=@, Ignored=@
SSL-Handshake Stats: Total=@, OK=0, Failed=0, Ignored=@
Server-ID-Check Stats: Total=0, OK=0, Failed=@, Ignored=@

ol ool M= 4 EX7E i AlLtEl 01 ELICH.
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PHP-T1-Discovery: Active-Mame=[PnP-Discovery-Proc], Last-Name=[-]
Active-URL=[http://catcl.cis m:B8/pnp/HELLO], Last-URL=[-]
5ID=5%, Last=5ID=@, TID=1, la ID=8, Head-Date=[Mon, 85 Jan 2826 15:28:17 GMT], Status-Code=20@, Get-Status=8, Get-Watch=4B381114
HTTP-Register Stats: Total=1, OK=1, Falled=8, Ignored=@
HTTP-Unregister Stats: t . Failed=8, Ignored=@
HTTP-Resp-Data-Alloc Stats: Total=1, 1 i @, Ignored=@
HTTP-Resp-Data-Free Stats: Total=l, i ; Ignored=@
HTTP-Resp-Data-Proc Stats: Total=1, O0K=1, il + Ignored=@
HTTP=Get-Watch=Init Stats: Total=1l, OK=1, Failed 2, Ignored=@
HTTP-Get-wWait-Complete Stats: Total=1, OK=1, Failed=@, Ignored=8
HTTP-Send-Get Stats: Total=1, OK=1, Failed=8, Ignored=@
HTTP-Send-Head Stats: Total=8, OK=@, Failed=@, ancred—ﬂ
HTTP-Send-Helle Stats: Total=4, aK-B Fa:mn

SSL=Handshake Stats: Total=
Server-ID-Check Stats: Tot

PMP-T1-pnp—zero—touch: Active-Name=[PnP-pnp-zero-touch]), Last-Mame=[-]
Active=URL=[https://catcl.cisco.com:443/pnp/HELLO], Last=URL=[-]
S5ID=8, Last-SID=@, TID=B, last-TID=08, Head-Date=[Mon, @5 Jan 2026 15:28:34 GMT], Status-Code=20@8, Get-Status=B, Get-Watch=4BBE157@
HTTP=Register Stats: Total=l, OK Failed=8, Ignored=8
HTTP-Unregister Stats: Total=9, , Failed=8, Ignored=@
HTTP-Resp-Data-Alloc Stats: Total=1l, OK=1, Failed=0, Igno
HTTP-Resp-Data—Free Stats: Total=1, OK=1, Fai g

-Proc Stats: Tetal=1l, OK=1, Failed=8, Ignored=@
; Init Stats: Total=1l, 0K=1, Failed=@, Ignored=@
et-Wait-Complete Stats: Total=1, 0K=1, Failed=@, Ignored=@
HTTP-Send-Get Stats: Total=l, OK=1, Failed=@, Ignored=@
HTTP-Send-Head Sta Total=0, OK=@, Failed=8, Ignored=9
HTTP-Send-Hello Stats: Total=1, OK=1, Failed=8, Ignored=8
85L-Handshake Stats: Total=8, OK=8, Failed=8, Ignored=8
Server=I0-Check Stats: Total=8, OK=8, Failed=8, Ignored=8

2. DHCP #3

Oledet BH2 DHCP Zu|aefo|lM A AZE #lste ol ==20| Lot

HH S AMMELICE show ip interface brief& A&3t04 PnP VLAN SVI7} DHCP MHZEE IP F
Mo 2 AAIB=X| 2ol5tL|C}

Switch#show ip int brief
Interface IP-Address ! Method Status Protocol

V1an1 nnace innad neat administrativaly dawn dawn

Vian3@2 18.127.212.254 DHCP _ up up
GigabitEthernet@/@ unassigned unset up up

2.2. A Meq =el

show dhcp leases WS M504 DHCP QICH Mu{ HEE EolgrL|ct.



Switch#show dhcp lease
Temp IP addr: 18.127.212.254 for peer on Interface: Vlan382
Temp sub net mask: 255.255.255.8

DHCP Lease server: 18.127.212.49, state: 5 Bound

DHCP transaction id: 23F1

Lease: B6488 secs, Renewal: 43288 secs, Rebind: 75688 secs

Temp default-gateway addr: 18.127.212.49
Mext timer fires after: 11:52:27
Retry count: @ Client-ID: cisco—4464.3cbl.2bT7-V1382
Client-ID hex dump: 636973636F2D343436342E336362312E
326266372D566C333832

Hostname: Switch
23.CIHO 2O & A83t0{ M 4329| R &2 AALELICH

&g AAS24™ debug dhep detail B2 AF& 35109 DHCP CIHZ S &4 §P°FL.||:}
8 43518 & CIEH|O|ANM SRE &5t S25HK| &L0of DHCP -“-EA‘H E CIA| Al
JS||%=||'L||:|' 20| "DHCP: AAl: 32X =M 43:". o| MMof| ZEAIE CHE 168l EXLEE
T, X3t 16Z714=-ASCII ._i._ 7|18 Ar85to] IAEZ HHESt T, AL EKP“OlCata'yst
CenterE 2HIE7| 7t2|7|=K| &QlgfL|Ct.



i DHCP Offer Message Offered Address: 18,127.212. 254
: DHCP: Lease Seconds: 864088 Renewal secs: 43208 Rebind secs:
: DHCP: Server ID Option: 18.127.212.49
: DHCP: offer received from 18.127.212.49
: DHCP: SRequest attempt # 1 for entry:
: Temp IP addr: 18.127.212.254 for peer on Interface: Vlian3@2
: Temp sub net mask: 255.255.255.8
DHCP Lease server: 18.127.212.49, state: 4 Requesting
DHCP transaction id: AG2
Lease: BG64D@ secs, Renewal: @ secs, Rebind: @ secs
Mext timer fires after: 88:00:083
Retry count: 1 Client-ID: cisco-4464.3chl.2bf7-V1382
Client-ID hex dump: 636973636F2D343436342E336362312E
326266372D566C333032
Hostname: Switch
: DHCP: SRequest- Server ID option: 10.127.212.49
: DHCP: SRequest- Requested IP addr option: 1@.127.212.254
: DHCP: SRequest placed lease len option: B648@
: DHCP: SRequest placed class—-id option: 636973636FTREETR
: DHCP: SRequest: 323 bytes
i DHCP: SRequest: 323 bytes
B'cast on V1lan382 interface from 8.8.8.8
: DHCP: Received a BOOTREP pkt
: DHCP: Scan: Message type: DHCP Ack
: DHCP: Scan: Client ID: cisco-4464.3cbl.2bf7-V1382
: DHCP: Scan: Server ID Option: 18.127.212.49 = ATFD431
: DHCP: Scan: Lease Time: BE428
: DHCP: Scan: Renewal time: 43200
! DHCP: Scan: Rebind time: 75600
: DHCP: Sean: Subnet Address Ontion: 255 255 255 @
: DHCP: Scan: Vendor specific optiom 43: 3541314E3B42323B4B343B4931302E3132372E3231322E34333B4A38
t DHCP: Scan: Houter Uption: 18.1.27.212.49
: DHCP: rcvd pkt source: 18.127.212.49, destination: 255.255.255.255
UDP sport: 43, dport: 44, 1length: 349
DHCP op: 2, htype: 1, hlen: 6, hops: @
DHCP server identif : 19.127.212.49
xid: AB2, secs: @, flags: B@oa
client: 8.8.8.8, your: 18.127.212.254
Srvr: 9.0.8.98, gw: 0.90.8.0
options block length: 181
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: DHCP Ack Message
: DHCP: Lease Seconds: BG6488@ Renewal secs: 43200 Rebind secs: 75688
i DHCP: Server ID Option: 198.127.212.49
: %LINEPROTO-5-UPDOWNM: Line protocol on Interface V1an382, changed state to up
: DHCP: Offered Address has no conflicts
! DHCP: Releasing ipl options:
: DHCP: Applying DHCP aptions:
Setting default_gateway to 18.127.212.49
Adding default route 18.127.212.49
: DHCPC: Motifying other components about option 43
: DHCP: Sending notification of ASSIGNMENT:
Address 18.127.212.254 mask 255.255.255.8

ENE I I R R R R

2] ALY

o ALQIX|7} ZE 7|2 AENQIXK| EOISHAAIR. O|Fof| Z2H|TME 73 pnpa service reset B
2 M83t0d =75t AIL.
« 248 Soll PnP Z2MAE SHeHX| OHMAI2,

-1
i
e
2
ro
On
x
ag
O
Z
w
1
o
mo
I
ro
]
r
[ul



o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



