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Create Anycast Gateways

An Anycast Gateway is the default gateway for hosts in each Layer 3
Virtual Network and its associated Layer 2 Virtual Network.

An Anycast Gateway is analogous to a first-hop Switched Virtual
Imterface in a traditional network that is not using SD-Acecess.
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Deploying Anycast Gateways a0 o8 3045 A0 S Farash

Step 3 of 3: Preview Configuration

y clicking on each device. When you are done reviewing, click Deploy. Click Exit and Preview Later to defer the review

Status: €@ Ready

P 192.168.0.101 Site: GlobalfUSA/RTR/BL... () ¢~ Back to workflow progress

( Search by device namea

3, v
BorderCP-1.DNAZ.local @ Configurations - Side by side view & ﬂ
Fdge-1.DNAZ tocal . [ view by Configuration Source - All v | o] 1 configuration

RTP_POD1_9600_B2.DM...

RTP_POD1_ASR1001_CP... Configuration to be Deployed © Running Configuration @

[ e a5
RTP_POD1_ASR1001_CP... 58 Line(s) 2954 Line(s)

RTP_POD1_C9300_E2.D...
SN-FCW2E39Y3IGL.DNAZ..,
SN-FCW2B39Y3GW.DNA...

WLC.DNAZ local L]

Is this feature helpful? 4o Ll Exit and Preview Later Discard
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<ffroot>

vl an 1062

name

| PDB_POOL_1



interface TenG gabit Et hernet 1/ 0/ 44 -- L3 Handoff Interface

swi tchport node trunk

switchport trunk allowed vlan all

interface VI an1062 -- Anycast Gateway interface, now converted to an SV

no lisp mobility Tiveness test

no ip redirects

mac-address 0000.0c9f.fe63

description Configured from Catalyst Center

vrf forwarding VN1

ip address 172.16.56. 254 255. 255. 255. 0

ip helper-address 192.168.254.39
ip route-cache same-interface
Tisp mobility IPDB_POOL_1-IPV4

i p directed-broadcast
-- Subnet broadcasts can be translated into full broadcasts

no autostate

Required to keep the SVI in up/up in absence of ports assigned to the VLAN

interface VI an3002 -- BGP Peering interface, fromIP Transit configuration

description vrf interface to External router
vrf forwarding VN1

ip address 192.168. 10.5 255. 255. 255. 252

no ip redirects

i p networ k- broadcast

Enabl ed on all L3 handoff SVIs on the VRF where the target VLAN belongs to



ip pim sparse-mode
ip route-cache same-interface
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<tfroot>

router lisp
prefix-Tist SITE_LOCAL_EIDS_V4
172.16.56.0/24

instance-id 4099

dynami c-eid | PDB_POCL_1-1PV4

dat abase- mappi ng 172. 16. 56. 0/ 24 | ocator-set rl oc_0Of 43c5d8-f 48d- 48a5- a5a8- 094b87f 3a5f 7

instance-id 8257
service ethernet
eid-table vlan 1062
br oadcast -underl ay 239.0.17.1

-- Enabl es Layer 2 Flooding to use BUM group 239.0.17.1
flood arp-nd -- Enables the flooding of ARP requests with Layer 2 Fl oodi ng

flood unknown-unicast
database-mapping mac Tlocator-set rloc_0f43c5d8-f48d-48a5-a5a8-094b87f3a5f7
ip dhcp snooping vlan 1062

o x| 7t

mE2 ofx| = Hu|aso[4e gjlolo] 2 E{Tlo| EMElEl EZFE @M Eo| Hu|adol4Mzt
x| & LIC}. "ip directed-broadcast" CLI @& 2 0ol X| ==0i| EA|Z|X| et &LC}.

<{froot>



cts role-based enforcement vlan-Tist 1062

vl an 1062

name

| PDB_POOL_1

nterface Vlanl1062

no lisp mobility Tiveness test

no ip redirects

mac-address 0000.0c9f.fe63

description Configured from Catalyst Center
vrf forwarding VN1

ip igmp explicit-tracking

ip address 172.16.56. 254 255. 255. 255. 0

ip pim passive

ip helper-address 192.168.254.39
ip route-cache same-interface
Tisp mobility IPDB_POOL_1-IPV4
ip igmp version 3

router lisp
instance-id 4099
dynamic-eid IPDB_POOL_1-IPV4
database-mapping 172.16.56.0/24 Tocator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b

i nstance-id 8257

service ethernet

eid-table vlan 1062

br oadcast -underlay 239.0.17.1

flood arp-nd
flood unknown-unicast
remote-rloc-probe on-route-change
instance-id-range 8240 , 8245 , 8249 , 8254 , 8256 -

8257

override
remote-rloc-probe on-route-change
service ethernet

eid-table vlan

1041 , 1048 , 1053 , 1059 , 1061 -



1062

database-mapping mac locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b

ip dhcp snooping vian 1062

IP Directed Broadcast &

192.168.10.6 - 172.16.56.255
192.168.10.6 - 255.255.255.255

L2LISP 1ID 8257
SVIVLAN 1062

172.16.56.254

Alive! SVI VLAN 1062

172.16.56.254

VXLAN Fusion Router

VNI: 8257

192.168.10.6 - 172.16.56.255

-3 VLAN3002 6
Tenl/0/44

Client (Silent Host) Edge-1 BorderCP-1
aaaa.dddd.bbbb 192.168.0.101 192.168.0.201
172.16.56.12
IPDB &

|.
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<#root>

Bor der CP- 1#show run i nterfave VI an3002

interface WVl an3002
vrf forwarding VN1
i p address 192.168.10.5 255. 255. 255. 252
i p network-broadcast



Bor der CP- 1#show i p cef vrf VN1 172.16.56. 255
is "receive", indicating that the packet undergoes

172.16. 56. 255/ 32
receive for VI an1062 --- The routing result

CPU *{2| 01 VLAN 1062(CH& QIE{H|O|A)= TS A B2 EIHAE R HEHELICH "ip
directed-broadcast"2 T Z|7| 2 L|C}.
<#root>
Bor der CP- 1#show i p interface vlan 1062 | i Directed
Di rected broadcast forwarding is enabl ed
HEe = JUsLict ot E8 YU =2 2
ZE2 HBstMAle

Ha2di=2
o o=

debug ip packet
XletedH ol CIHOE 4

LA MEFEY

<#froot>

ip access-list standard 10

10 pernmit

Directed Broadcast source |P

192.168.10. 6

Bor der CP- 1#debug i p packet detail 10

IP:

$=192. 168. 10. 6 (VI an3002)

d=172. 16. 56. 255



(ni1), len 100,

i nput feature

ICMP type=8, code=0, MCI Check(110), rtype 0, forus FALSE, sendself FALSE, mtu 0, fwdchk FALSE
IP: s=192.168.10.6 (V1an3002), d=172.16.56.255 (nil1), Ten 100, input feature
ICMP type=8, code=0, Role-based Proxy(116), rtype 0, forus FALSE, sendself FALSE, mtu O, fwdchk FALSE

FI Bi pv4- packet-proc: route packet from Vlan3002 src 192.168.10.6 dst 172.16.56. 255

FI Bf wd- proc: VNL:172. 16. 56. 255/ 32 receive entry

FIBipv4-packet-proc: packet routing failed

I P: tabl ei d=3, s=192.168.10.6 (VI an3002), d=172.16.56.255 (VI an1062) next hop=172. 16.56. 255, routed via |

IP: s=192.168.10.6 (V1an3002), d=172.16.56.255 (V1anl1062), len 100, output feature
ICMP type=8, code=0, feature skipped, Role-based Access List(53), rtype 1, forus FALSE, sendself FALSE,

I P: s=192.168. 10. 6 (VI an3002), d=172.16.56.255 (VI an1062), g=255.255. 255. 255, |en 100, forward directed
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<{froot>

Bor der CP- 1#show i p nroute 239.0.17.1 192.168.0.201 | be \(

(
192.168. 0. 201

239.0.17.1

), 5w0d/00:02:33, flags: FTA

Inconming interface: NullO



, RPF nbr 0.0.0.0
Outgoing interface Tist:

TenG gabi t Et hernet 1/ 0/ 42
, Forward/Sparse, 2d09h/00:03:23, flags:

Downlink to Fabric Edge or |nternediate Node
Bor der CP- 1#show ip nfib 239.0.17.1 192. 168. 0. 201 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(0OIF-null, rate-Timit etc)
Default

16 routes, 6 (*,G)s, 3 (*,G/m)s

Group: 239.0.17.1

Source: 192.168. 0. 201,
SW Forwarding: 1/0/130/0, Other: 0/0/0
HW Forwar di ng: 2124804
/0/116/0, Other: 0/0/0

Totals - Source count: 1, Packet count: 2124805
Groups: 1, 1.00 average sources per group

ol 2 Mol ME ACislo] WEIFHAE E2| 84 i Bl0]of 2 BTl ChEt RIS MBS MB35
x| Sr&SLICE S,G HE7H R ELE BRHS L BRRE B2, HEYIS iz 0] HEPHAE
220f Cs SBIMQ EREHE0| BREFLICH
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@I%| BAN 122/ 5,6 = 0l(Border 2L %S £A2 ALS) 2lon| SIS TS| HolH
Ct. S LEt mroute & mfib HHEE ALESH04 O|& = QIFLICH. VLAN(1062) il S St= L2LISP st
Q| OIE{H|O|A 7} Ef Al QIE{H|O|A R L_}o=|5| 1 9l=x| &olstL|CH

<ttroot>



Edge- 1#show i p nroute 239.0.17.1 192.168.0.201 | be \(
(192.168.0.201, 239.0.17.1),

2d09h/00:01:10, flags: IT

Incom ng interface: TenG gabitEthernetl/1/2

RPF nbr 192.168.98.2

Qutgoing interface list:

L2LI SPO. 8257

, Forward/Sparse-Dense, 2d09h/00:02:21, flags:

Edge- 1#show ip nfib 239.0.17.1 192.168. 0. 201 verbose | be Forwarding

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops

I/0 Item Counts: HW Pkt Count/FS Pkt Count/PS Pkt Count Egress Rate in pps
Default

(192. 168. 0. 201, 239. 0. 17. 1)

Flags: K HW DDE
0x12C OIF-IC count: 0, OIF-A count: 1
SW Forwarding: 2/0/402/0, Other: 0/0/0

HW For war di ng: 145023
/0/128/0, Other: 0/0/0

TenGigabitEthernetl/1/2 Flags: RA A MA

L2LI SPO. 8257

L2LI SP Decap Flags: RF F NS

CEF: OCE (lisp decap)
Pkts: 0/0/2 Rate: 0 pps

rn
H
|m
HU
Al

=3l siAl = 32 VLAN 106204 M sliE VLANO| & & =2

<tfroot>

Edge- 1#show spanni ng-tree vl an 1062



VLAN1062

Spanning tree enabled protocol rstp
Root ID Priority 33830
Address 00bl.e331.d580
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 33830 (priority 32768 sys-id-ext 1062)
Address 00bl.e331.d580
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Tel/ 0/ 2 Desg FWD 20000 128. 3 P2p Edge
Pol Desg FWD 20000 128. 3049 P2p

ASEQIET HREHNAE IS £ A3 5 oiT HZS QIAIsHT SESHOF BLIC WHatM =
ZQIET} ARP TZ/2 F&E 4 9o, ols A9xlel ClHol4 &5 Elo|2g Wolol=#LIC

<ttroot>

Edge- 1#show devi ce-tracki ng database interface Tel/0/2 | be Network

Network Layer Address Link Layer Address Interface vlan prlvl age state Time Teft
ARP 172.16.56. 12 aaaa. dddd. bbbb Tel/ 0/ 2 1062 0005 0s REACHABLE 241 s
A= ZQIEJ} CIHIO|A FHMof CtA| S8 &/ Edge = =2| LISP CO|E{HIO|AR 7IX{2 CtS HE
E Zolelo sEE LI

LISP Pub-Sub #&2| A2 Z1EE ZdI2I2 MZ2 SEE =X 2 E ME E Borders0| HAl5tD
LISP ¥ FHA| 52 SA| Md35t0 ECiEE MHS x| =2 MEELICH
<ffroot>

Bor der CP- 1#show | i sp instance-id 4099 ipv4 nap 172. 16.56. 12/ 32



LISP IPv4 Mapping Cache for LISP 0 EID-table vrf VN1 (IID 4099), 1 entries

172. 16.56. 12/ 32

, uptime: 5w0d, expires: never,
via pub-sub

conpl ete

, local-to-site
SGT: 2

Sour ces: pub-sub

State: complete, Tast modified: 5w0Od, map-source
Exempt, Packets out: 6(2432 bytes)
Configured as EID address space

: local
, counters are not accurate (~ 5w0d ago)

Locat or

Uptime

State

Pri/Wgt Encap-IID

192.168. 0. 101
5w0d
up

10/10 -
Last up-down state change: 5w0d, state change count: 1
Last route reachability change: 5w0Od, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:
Last RLOC-probe sent: 00:22:19 (rtt 4ms)

(Hi x| 2| x| 2f2 <) NMR(Negative Map

LISP/BGP(SDA 1.0) 52| ZR 0| HHZE ZHL
B2 g e d=xlE] CHE LISP B FHA| (CO|E = Z|CH

Replies)O| Hx{ Bt= T[0{0F 5}
1_E_o| 72| A OIAL_||:|._

= T AAE=

PSS SAEE MEU EBZEIHAEQ Z2 T H of SEHS=E Z2 Y[R §I2 A< A2
2 Al5HoF BfLICH Y8 A= X QIEo]= "0 & TiZ! (01| UDP 0f|2)0| ZR3tX|2t CIE EXZQIE
= H2C A E ARPO|EF SEEILICH -'?'—% SAE XAE ofH 9| 11H5"0| THOLIE= & E2|7H
SI=XIE A™MELICH 71 Uetxol M S0iA ARP 20| Yoz ME |0, ole
Unknown Unicast Forwarding(& < 81 SLIFHAE HE) MM MHE |04 ?A'ﬁl—lEP.



VLAN 1062
L2LISP 1ID 8257
@ oV VLﬁy‘lelag_?szq SVI VLAN 1062
ENJ

Fusion Router
192.168.10.6- 172.16.56.12 |

-3 VLAN3002 6
Ten1/0/44

VXLAN
VNI: 8257
BUM 239.0.17.1
ARP Request: Whe is 172.16.56.127 |

172.16.56.254
De-Encapsulated

Client (Silent Host) Edge-1

BorderCP-1
aaaa.dddd.bbbb 192.168.0.101 192.168.0.201
172.16.56.12

£ 0| IP Directed Broadcast0il CHall & MHslE 3, MEH HEEIHAEE ME|IE + US &0t o}
Lzt iiE 2] A7 & &= Qe RLIFHIAE EBEE MY S HO|ESo| as & &
Olg{E HEoMH & += Q= FLIFHIAE ECHE2 Mo WH| X SEZIX| &2 2
SMX|Q mfZ!E LIEFLICEH

SE2TIE ARP E 50| 4 74E[H ARP 2HE ™E st 7IE HERI HOo|EH Ol ORI 7HRIZ,
Border(ZH)o A= ARP 2HE W/ dstod ZE MER] =0 EHIELICE I8H F3 3AE
7t 2™EE wAlstn 7oLt ARP SEHE EUHE 2 Ko BHo| ChA| SSELICH

0| 7|s2 A=ZQE VLAN(1062)0| ZHEZ] A0l SVI & L2LISP QIARHAZR BT AME|7|
[HZ0 7FSELICH L2 IIDA|M "flood arp-nd"& & 413} 6tH, 2 E{X|X| 22 LISP EIDE &ét= E
EiZlo| /2 HOICH BorderE SVIOIA MAIEI ARP 23S ZE8{Y 601 3 SAEJIARP 23S
A5t Mo BHoM SHE SEol SES D UO|0IEE 7|38 7HE = ULSF FLch.

<#froot>

Bor der CP- 1#show vl an id 1062

VLAN Name Status Ports

| PDB_POOL_1
active

L2LI 0: 8257

Tell/ 0/ 44

Bor der CP- 1#show run | se 8257

instance-id 8257



remote-rloc-probe on-route-change
service ethernet

eid-table vlan 1062

br oadcast -underlay 239.0.17.1

flood arp-nd

flood unknown-unicast
database-mapping mac Tocator-set rloc_0f43c5d8-f48d-48a5-a5a8-094b87f3a5f7

Fabric Border= A= ZQIE VN/VRF2| YE QI SVI 30020{A 172.16.56.122 &sl= mZlS 4
5t LISP &9olg AT &LICH CEF £30| "glean"2 2 MM E|7| INE L LICHCIHIO|A T CIRAE
2 o]0l ZEZEEZE S A85t0d FMX| QIHH S & elstedn AT &ChE 2o|Ol). o] ZZ2MAMAME
SELX| 2(F8) ZAE0 CH3H LISP Y 21 ARP &QIZ SAlof EZ[7HELICE.

<tfroot>

Bor der CP- 1#show | i sp instance-id 4099 i pv4 nap-cache 172.16.56. 12
LISP IPv4 Mapping Cache for LISP 0 EID-table vrf VN1 (IID 4099), 1 entries

172. 16. 56. 0/ 24,

uptime: 00:00:30, expires: never, via dynamic-EID, send-map-request, local-to-site
Sources: NONE
State:

send- nmap-r equest

, last modified: 00:00:30, map-source: local

Exempt, Packets out: 2(1152 bytes), counters are not accurate (~ 2d15h ago)
Configured as EID address space

Configured as dynamic-EID address space

Encapsulating dynamic-EID traffic

Negative cache entry, action:

send- map- r equest -- LISP Resolution attenpted

<tfroot>

Bor der CP- 1#show i p cef vrf VNL 172.16.56.12



172.16.56. 0/ 24

attached to LI SPO. 4099

Bor der CP- 1#show i p cef vrf VN1 172.16.56.12 internal | se output chain:

output chain:
PushCounter(LISP:172.16.56.0/24) 766CBDO50CFO

gl ean for LI SPO. 4099

} 50| ¥4|0f Border(BIF )7t & =~ = AE=ZQIE 172.16.56.122 ARP 2
2 £ HIAIX|7F EAIELICEH Ol ARP Q2 EREIHAE THZIS 2 A Bl|0]o] 2 &2
T X EC{E ARP-ND 7|5 & AH835t0{ LR AERI SR MEELUCH

glojod 2 EE{E0| & Sst=X| &Qlste{™ EHe| 2Z S,Gof CHEt MFIB ZIREE ZLEZFE L
Ct.
<{froot>

Bor der CP- 1#show i p nroute 239.0.17.1 192.168.0.201 | be \(

(
192.168. 0. 201

239.0.17.1

), 5w0d/00:02:33, flags: FTA

Incomng interface: NullO
, RPF nbr 0.0.0.0

Outgoing interface Tist:
TenG gabi t Et hernet 1/ 0/ 42

, Forward/Sparse, 2d09h/00:03:23, flags:

-- Downlink to Fabric Edge or |nternediate Node

Bor der CP- 1#show ip nfib 239.0.17.1 192. 168. 0. 201 count



Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

16 routes, 6 (*,GQ)s, 3 (*,G/m)s

Group: 239.0.17.1

Sour ce: 192.168. 0. 201,

SW Forwarding: 1/0/130/0, Other: 0/0/0

HW For war di ng: 2124804

/0/116/0, Other: 0/0/0
Totals - Source count: 1, Packet count: 2124805
Groups: 1, 1.00 average sources per group

ZEIARP IIZIR £2 SAEN EE5l0 Y SAEE JHRD ARP SE2 2Q18tL|Ct. 0]
SHE2 m= 2] of X|oi| A SISF(Device-Tracking) Efl 0|22 C|0|E3t 1 LISP HIO|E{HIO|A 52
MEgLIcH O Aut, e 2 X7 HEE SRl S§2 AIZFELICH.

<#root>

Edge- 1#show devi ce-tracki ng database interface Tel/0/2 | be Network

Network Layer Address Link Layer Address Interface vlan prlv]l age state Time Teft
ARP 172.16.56. 12 aaaa. dddd. bbbb Tel/ 0/ 2 1062 0005 0Os REACHABLE 241 s
of
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LISP Pub-Sub 52| A2 Z1EE Z82I2 MZ SEF A= QIE HE E Borders0l AlAl3tD
LISP B FHA| E#=E S A| M504 ECiEE MAHE o x| cEZ2 MEELICH

<{froot>

Bor der CP- 1#show | i sp instance-id 4099 ipv4 map 172.16.56. 12/ 32

LISP IPv4 Mapping Cache for LISP 0 EID-table vrf VN1 (IID 4099), 1 entries

172. 16. 56. 12/ 32
, uptime: 5wOd, expires: never,

via pub-sub



conpl ete

local-to-site
SGT: 2

Sour ces: pub-sub

State: complete, Tast modified: 5w0d, map-source: Tocal
Exempt, Packets out: 6(2432 bytes), counters are not accurate (~ 5w0d ago)

Configured as EID address space

Locat or
Uptime
State

Pri/Wgt Encap-IID

192.168. 0. 101
5w0d
up

10/10 -
Last up-down state change: 5w0d, state change count: 1

Last route reachability change: 5w0Od, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:

Last RLOC-probe sent: 00:22:19 (rtt 4ms)

LISP/BGP(SDA 1.0) #&2| 42 50| H{Z & ZA(HIX|ZIX| §f2 Z<2) NMR(Negative Map

Replies)O| TX{ Bt2 £|0{0F St2 2 & &= Ql= 9_" ZQIEof CHEt LISP & 7HA| HO|O|E= Z|CH

120| 48 = A&

p gl Border(7='74|)01|k|._ 28 SAE0 CHEH ARPE &0QI5HK| ot&LICH dlEXQIE SE0H

ZIQstL|CH B2 S AEJ SE5H ARP THZI0| 8|00 2 SLIFHIAER MEL|2E 734

= = S H
2 Z2lE| K| et&L|Ct. 2t A Borderoll ARP &2 EE= C|HIO|A £ 20| E ALK
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mE 2! AFEXH7E No Authentication(@1E 81%)2 g AMstetH T EJF E2{T 0| EH35HE VLANS
Ch F

LR 0o|H Ao Ex{EE W0l F2 FL2E gLt 22{Lt Closed Authentication(S 31,

|
HE 2IB)oME F 71K =2 2471 FLEfLICH



CIE M SAEO CHEL =5 VLAN EE

HE

7| I3l CHE VLAN( B

VLANO| & E|X| 2t A E= X|HE VLANOMIM EE{EE miZ!E £AI5HK| & LT
VLANO| RADIUSO{| 2|5 XI’SEE Zdo 2 oA E Y, 0|72 "x|Z| EE= o 2?2 pHELUCH 2alof:
EZSYE IHZI2 AR 1B [

E2[7{5t1 RADIUSOM VLAN &2 2
ER= N PRIy

= =2 T HAHE

|0 mlo

o2 VLAN 2 Zo|ztn #)

Host-Onboarding0ilA ZEE F4E [ C[HO|AT} "silent"2 A El Z< DATA 0] CHet E&CH
2 HFE AM835t0{ VLANE =522 g Lch

Al; ol ZI&E9

HO

VLAN &% 0| SD-Access0ll LRt X| &t7| ™Mof| RIS EAEJ} QIS8 4+ Qe
Hot HELQTM &5 L= A oA L|Ct.

<tfroot>

interface TenG gabitEthernet1/0/2

swi tchport access vlan 1062

switchport mode access

device-tracking attach-policy IPDT_POLICY
dotlx timeout tx-period 7

dotlx max-reauth-req 3

source tenpl ate Defaul t WredDot 1xd osedAut h

spanning-tree portfast
spanning-tree bpduguard enable

HAM|A Ao ghef

5

> Tlo

7|22 2 Host-Onboarding LH2| 215 R Z ! HHE0MH Wake-on-LANO| &3 =|X| &f

- 11—

015 EHIZ 212 "gccess-session control-direction both"E At EFL|Ct O] ZHAI|ad|o|ME AI25tH
X

ZEOAM Eo{E Wl ZEE mZle B F ARXNELICH Wake-on-LANO| & 4482 O]
"access-session control-direction in"2 £ 4723 £|04 °|:LE1|* Eoj=gt MstELICE olg{8t -2

2 I§Z/0| 22 SAEN £E50{ 0|2 ST MAB Q15 A|&HEH 4 Ql&L|CH



Site Acti
abric Infrastructure L r 3 Virtual Network
Select Authentication Template

The settings are applied to

(o] Closed Authentication
Ope \uthenticati
Low Impac
No
Wake on LAN

Wake-on-LAN A2 ©OF &t

<tfroot>

Edge- 1#show run al | |
tenpl at e Def aul t Wr edDot 1xCl osedAut h

dotlx pae authenticator

dotlx timeout supp-timeout 7

dotlx max-req 3

switchport mode access

switchport voice vlan 2046

mab radius

access-session host-mode multi-auth
access-session

control -direction both

access-session

cl osed

access-session port-control auto

Edge- 1#show aut henti cati on session interface Tel/0/2 detail | i

Oper host mode: multi-auth

control dir: both

Oper

Oper host mode: multi-auth

all Edge Nodes and Extended Nodes access

Layer 2 Virtual Networks

ports unless they are

,':{ Alejandro

Closed Authentication (RTP)

The options below can be modified in the Authentication Template for this Fabric Site

These changes v 1ly affect this Site and not impact any global-level Authentication

Templates

Closed

© B02.1x

21 Seconds

se tenpl ate Defaul t WredDot 1xCd osedAut h

Oper

W



Qper control dir: both

A= ZQIETI QBE|7| Mo AEZREN S E QEHO[AE AL

g3tz LIEEX| &Lk

<tfroot>

Edge- 1#show spanni ng-tree interface Tel/0/2

no spanning tree info avail able for TenG gabitEthernet1/0/2

Wake-on-LANO| £ A8 =El 2L

<#froot>

Edge- 1#show run | se tenpl ate Defaul t WredDot 1xCl osedAut h
t enpl at e Def aul t WredDot 1xO osedAut h

dotlx pae authenticator
dotlx timeout supp-timeout 7
dotlx max-req 3

switchport mode access
switchport voice vlan 2046
mab

access-session control-direction in

access-sessi on cl osed
access-session port-control auto
Edge- 1#show aut hen session interface Tel/0/2 de | i Oper

Oper host mode: multi-auth

Oper control dir: in

Oper host mode: multi-auth

Oper control dir: in

|m
u

)l
o
2
X
I3
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e

HMolete ZE= o|acla Ecf=ol Cial & -gstklo] HZlo] 8 3 AE0 =S



<ffroot>

Edge- 1#show spanni ng-tree interface TenG gabitEthernet 1/0/2

Vlan Role Sts Cost Prio.Nbr Type
VLAN1062
Desg
FWD
19 128.2 P2p Edge

CHA| AlLt2|2

of|X| = E 2 S VLAN - 8jlo]o{ 2 E{E

SAEQ SYB VLANO| RI= H{EE! L) CHIO|AMM 8 EAEE HR= XWO| SEQIFLRIP
Directed Broadcast 7|5 0| Ze&tX| et&L|ch 2 CHAL Blolod 2 ZB{2/(FM Z0| ot )2 &
M3lstd HEEIHAE 1], MEY HEEIHAE E= ARP QHo| nEo| S235| s{2 /Lt

Closed Authentication(2 gl 215)2| B Wake-on-LAN 7 At& 0| R X|E/LICEH

SVI VLAN 1062

172.16.56.254

SVI VLAN 1062

172.16.56.254

172.16.56.13 - 255,255,255 255.255 |
Tenl/0/a4

VXLAN
VNI: 8257

BUM 235.0.17.1
172.16.56.13 - 255.255.265.255

Tenif0/2
Ilnﬂﬂﬂﬂﬂlli‘

Client (Silent Host) Edge-1 Edge-2 Endpoint - Traffic
aaaa.dddd.bbbb 192.168.0.101 192.168.0.102 Source
172.16.56.12 172.16.56.13
L2LISP IID 8257
SUSVLAN- TS 5AE ®|
= A - o
x| =E ZICIE VLAN - & = Qe SFLIFHIAE

Y]
of =~ Qi RLIFHAE XY ZZE MEE =+ gl&LICt HEE FA EEl HER X =

E0f= LISP Proxy-ETRE Ho|& ZH| 7t /&LICt 0] B HE A=EZQIETL B X|E[H

XS 2= "Signal & Forward"gt= MY 7|52 g8 &LCH MEE| oX|= FAE Felst7| Iet

HEZ LHEo| AEZQET IHEE| 0fX| E0| MHIZE P2 ZAER FLIIHAE ECfEEZ MS
0

°
N
vl
rr
w0
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R A|Z oA 228 ARP 82 E2|7HaHoF & L|Ct. Lt LISP7} IEXZQIEE o 4= Qi
EIDZ AlH3IH 54 {20 M F71 ARP M E E2|H5IX| ef&LICE O] AlLIZ|2 & RIHEIX] 2
= Ao 2 ZtFEL|ct
SVI VLAN 1062
172.16.56.254
SVI VLAN 1062 SVI VLAN 1063
I 172.16.66.254
Tenl/0/2 Ten1fo/44
Client (Silent Host) Edge-1 Edge-2 Endpoint - Traffic
aaaa.dddd.bbbb 192.168.0.101 192.168.0.102 Source
172.16.56.12 172.16.66.13
ot £~ o= QUL|IFHAE 7FHVLAN
SD-Access Transit- & = Q1 |SLIFHIAE
SD-Access Transite] A2 & £+ Qi SLIFHAE ECHE2 EHS F AFE Qio]| 7|EMo Z X|

HELICH M3 FAHM AR E E

I:IEI:;H/\E'— o||:||- EI.OE EEH-‘E!

Egjze

SD-Access Transit HHEQ3E

Zrd(of: EEf= ZHAsH ARP 273 £249, LISP sl Z)0| =& -ELIct
Fusion Router
VLAN 1062 5
- L2usp D e257 1Y)
@ SVI VLAN 1062 SVI VLAN 1062 -

Client (Silent Host)

Edge-1
aaaa.dddd.bbbb 192.168.0.
172.16.56.12
SD-Access Transit & = Q1= FLIFHIAE

Transit
182.168.10,6 - 172.16.56,12

VHLAN VNI: 4099
192.168.0.1 - 192.168.0.201

ARP Request: Who is 172.16.56.127

External BorderCP-1
192.168.0.1

BorderCP-1

101 192.168.0.201

S5l 2tREEH, HEU
o=z x—IEIE'I_IL'_} EfiElo| 2Z AIO|E ZAA|o| EEstH BEZ

[



SD-Access Transit - IP 2171 gb &

SD-Access Transit2 At&3st= A9 £EZ MO|E BH = SVIZt ot=l VNOI| CHEF LISP 6+ QIE{m|
O|A(0f]: QIE{H|O|A 4099)0i| M IP Directed BroadcastE 4= 4!8fL|C}. IP Directed Broadcast 7|50
ols EEEINAEJ} £2 5|1 MEY EEEINAER HEIE| T £ 5t2{H LISP 51| QIE{H|o|A
0f| M "ip network-broadcast" Di7i¥H+& =S 22 F4J5HofF & LICH.

Fusion Router

SVI VLAN 1062 )

172.16.56.254
LISP 0.4099

p network-broadcast
BN|CP |
BUM 239.0.17.1 5 | E Transit

192 168.10.8 - 172, 16.56.285

@ SVI VLAN 1062

De-Encapsulated

192, 16%.10.6 - 755.755.255.255 I

192168, 10,6 - 255.255.255.255 152.168.10.6 - 172.16.56.255

VHLAN VNI: 4055
192.168.0.1 - 192.168.0.201

Client (Silent Host) Edge-1

BorderCP-1 Externai.BorderCP—I
aaaa.dddd.bbbb 192.168.0.101 192.168.0.201 IS JGE0]
172.16.56.12

L2LISP IID 8257

SD MAM|A ESHA! |PDB

BorderCP-1(2Z AlO|E FH|)HM ChEE gLt

interface LISP0.4099
ip network-broadcast
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