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Cisco Catalyst Center
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Physical and virtual infrastructure
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Cisco Catalyst Center

3 Tier - Campus Design

Distribution

Access
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Use architecture-based configuration segregation to build templates using a modular template methodology
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Step1: CLI template project

2 ! il otep2: Network Profile
Gives you control to combine similar

config and templatize based on
variables

Gives you control to map single CLI
template to 1 or more sites

Step3: Device Tac
Control over human error, Ablllty to
mandate review of the tag/config
before change

3(]‘—‘\

Use Modular approach to breakdown
the configuration by functional area

Strategy:

Create functional network profile to
combine the sites with similar
architecture and configuration

Strategy:

Tag devices only during Change
implementation. Remove the tag as
soon as change is successful

Example:

+ Base template for each Core,
Distribution, Access devices.

+ Add on templates for L2/L3, BP,
Routing, VLAN, uplinks, etc

+ Do not forget to create the tags

«  All sites with 3 Tier Architecture,
dual exit routes, similar L2/L3 can
be placed under 1 Network profile

+ All site with Server farm/TOR
switch can be in 1 Network profile

cxampie

+ If New Access switch
configurations are needs to be
pushed, tag the access switch only
during MW.

%1 2 A



Collection of 11 template that can automate entire collapsed core site with 1 single network profile

Project (Collection of templates) mapped to 1 Network Profile
Collapse CORE (Tag - CCore) Access (Tag - Access)

Base Template
* Separate for each device role I BaseConfig for CCore I | BaseConfig for Access |
. Cals inrespective templares | L Sesecania for Chor Baselonfi
+ Tegped with device role
Common Template Best Practices for
= Same Template for Coore as wel as Acdess DNSMTRIOHCR/ACLS elc |
* Notags far
Similar Template | BGP Prefix on CCore | | BGP Prefix on Access |
= Separate wemplate, similar fomane -
« NoTags [ Port channel en CCone I | Port channel on Access |
Different Template v || s

Met new template per device rolka Spanning Tre

Mo tags ACCESS inenace
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Hot 7|ls: ACL, &

{% include "Branch/Interface Configuration" %}
{% include "Branch/Routing Protocol Configuration" %}
{% include "Branch/Security Configuration" %}

{{ Branch_Interface_Configuration(branch_id) }}
{{ Branch_Routing_Protocol_Configuration(branch_id, ospf_area) }}

{{ Branch_Security_Configuration(branch_id) }}
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username admin privilege 15 password SamplePass123
!

enable secret EnableSecret123

!

ip routing

!

vlan {{ branch_number * 100 + 13 }}

name SW_MGMT

!

interface vlan {{ branch_number * 100 + 13 }}

ip address {{ ip_address }} 255.255.255.128

no ip redirects

no ip unreachables

no ip proxy-arp

!

ip route 0.0.0.0 0.0.0.0 {{ nexthop }} name Default-Gateway
|

interface range Tel/1/1 -2
switchport

switchport mode trunk

no shutdown
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Design / CLI Templates

Templates (1/19)

FILTERED BY
] Access
SUMMARY elected = Import

v Project Name
d Nama = Praject

1 onb %

B Onboarding Configuration

Typa Wersion
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'Ell's'zl.li;' Catalyst Center

astalystUser

Update Simulation

Templates Simulation

Simulations (1) Access Switch Day 0 Simulation &, Import Template Parameters (T, Export Template Pa

(1 Search Table

Edit Delete
(] Simulation Name = Date Variables Simulated
@  Access Switch Day O Simulation 17 July 2025 3
1 192.168.1.16
192.168.1.1

Show Records:

of: AlIZEfolMd ™

rI||.|ILI1 Catalyst Center Design / CLI Templates

Simulation = Day 0 Simulation
Vanabies Simulated: 3 Status:

i

usernase adeln privilege 15 pa SamplePassl23

¢ secret Enab et123

355, 155, 178

GE. 1.1 nase Defaull-Gateway

1
imterface range Tel/f1/1 2
t

t mode trunk
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= ‘b Catalyst Center Design / CLI Templates

—— Templates (5) ©
Test x Q Seorch
SUMMARY ) Selected = Import
» Project Name (74 0 Name = Project Tyoe Version Commit State  (3) Provision Status (D) Networ]
Q) Searc
4 Test Regular 1 @ 17 Jul 2025 07:58 PM Mot Provisioned
0O s Test Regular 2 @ 17 Jul 2025 07:51 PM Not Provisioned
4 Test Regular 2 © 17 Jul 2025 07:50 PM Mot Provisioned
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{% include "Test/Access L2 VLAN Configuration" %}
{% include "Test/Access Interface Configuration" %}
{% include "Test/Access Uplink Configuration" %}

{% include "Test/Access Standard Configuration" %}

{{ Access_L2_VLAN_Configuration(branch_number, is_poe) }}
{{ Access_Uplink_Configuration(branch_number, is_poe)}}

{{ Access_Interface_Configuration(branch_number, is_poe) }}

{{ Access_Standard_Configuration(branch_number) }}
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{% macro Access_L2_VLAN_Configuration (branch_number, is_poe) %}
!
vlan {{ 100 * branch_number + 11 }}
name DATA_VLAN
|
vlan {{ 100 * branch_number + 12 }}

name VOICE_VLAN
1

vlan {{ 100 * branch___number +14 }}
name AP_Mgmt
{% endif %}

{% endmacro %}
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{% macro common_access_settings() %}
switchport port-security maximum 2
switchport port-security

switchport port-security violation shutdown
spanning-tree portfast

spanning-tree bpduguard enable
storm-control broadcast level 2,00
storm-control multicast level 2.00
storm-control unknown-unicast 2.00

{% endmacro %}

{% macro Access_Interface_Configuration{branch_number, is_poe) %}
I

interface range Gi1/0/1- 6

{% if is_poe == 'Yes' %}

description *** Ap ***

switchport mode access

switchport access vlan {{ 100 * branch_number + 14 }}
% else %}

description *** User Ports ***

switchport mode access

switchport access vlan {{ 100 * branch_number + 11 }}
switchport voice vlan {{ 100 * branch_number + 12 }}
{% endif %)}

{{ common_access_settings() }}

!

interface range Gi1/0/7 - 24

description *** User Ports ***

switchport mode access

switchport access vlan {{ 100 * branch_number + 11 }}
switchport voice vlan {{ 100 * branch_number + 12 }}
{{ common_access_settings() }}

|

{% endmacro %}

HM|A CIE{H O|A Zdm|Z22io|M

O| ZE2 HMA E{HO|A AL 0|MHE XEIstD YoM HHEEH PoE AL X2 S8t
M2 L AIS AFEELICEH is_poe 3571 "Yes"O|H AL X|7t PoE A{x|¥E o|O|ELICH M

670 ZE(1-6)= AP ZZ| VLANS Z FaHof #LIct JZHX| to™ XS 671 ZEE ALEXt
ML ZEZ MY3Hok FFLICH

AQIx|7t 24X E BHO|EtT 7HA5HH LIHX| ZE(7~24)
Ol &4k ALK HMA ZTEZ TME/LICH

rr

AL %x|7F POEQIX| o{& 0 BHH|IQR

QIE{H O|A ¥Q{7} EESIE|0] [ 04 QU2 HZ ALSE|X| to D2 HESIO| M =8 %
Ast5tE 20| E4LICH E8 2 E 0= common_access_settings2h= W3 27F Z&HE[0]
&LICt Ol 2 2= BtRXel 2 HE2 S§stod HIZEX 3 7|8 z2|4%ELCt ol 12 2= QIH
HOo|A MM LHoM S EE|2 2 o3 H x|He Tt giaLch

S



o HES2 ZE HMA QlEmo|lAN SYUE MBS MEELIC ZF lE{m|o]A0
DREdYHo| 2o 42 HE o Python AJEE = |FAE X538 E2 AH85t04 F
Alst= Zdol E&LCt

{% macro Access_Uplink_Configuration(branch_number, is_poe) %}
{% if is_poe == "Yes' %}
|

interface range Te 1/1/1 -2

switchport

switchport mode trunk

switchport trunk allowed vlan {{ branch_number * 100 + 11 }}{{ branch_number * 100 + 12 }}{{ branch_number * 100 + 13 }}{{
branch_number * 100 + 14 }}

no shutdown

!

{% else %}

!

interface range Te 1/1/1-2
switchport

switchport mode trunk
switchport trunk allowed vlan {{ branch_number * 100 + 11 }}.{{ branch_number * 100 + 12 }}.{{ branch_number * 100 + 13 }}
no shutdown

!

{0/ endlf 0/1

{% endmacro %}
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{% macro Access_Standard_Configuration (branch_number) %}
!

spanning-tree mode rapid-pvst

spanning-tree extend system-id

!

vtp mode off

no errdisable recovery cause all

crypto key generate rsa modulus 2048

!

ip ssh version 2

ip ssh time-out 120

ip ssh source-interface vlan {{ branch_number * 100 + 13 }}

no ip http server

no ip http secure-server

ip http client source-interface vlian {{ branch_number * 100 + 13 }}
!

logging buffered informational

logging host 192.168.1.10

logging host 192.168.2.20

logging source-interface vlan {{ branch_number * 100 + 13 }}
!

ntp authentication
ntp authentication-key 10 md5 NetwOrkAuthKey
ntp source vlan {{ branch_number * 100 + 13 }}

ntp server 192.168.3.1 key 10

ntp server 192.168.3.2 key 10

!

snmp-server enable traps

snmp-server trap-source vlan {{ branch_number * 100 + 13 }}
snmp-server group NMSNWDEVICE v3 priv access SNMPHOST
snmp-server user netadmin NMSNWDEVICE v3 auth sha AuthKey123 priv aes 128 PrivKey123
|

ip access-list standard SNMPHOST

permit 192.168.4.0 0.0.0.255

|

ip access-list standard VTYACL

permit 192.168.5.10

19 AN A EE 2Y




permit 192.168.5.11
!
aaa new-model
ip tacacs source-interface vlan {{ branch_number * 100 + 13 }}
tacacs server TACACS_1
address ipv4 192.168.6.1
key TACACSKey123
timeout 4
tacacs server TACACS_2
address ipv4 192.168.6.2
key TACACSKey123
timeout 4
aaa group server tacacs+ TACACS-SERVER
server name TACACS_1
server name TACACS_2
!
aaa authentication login default group TACACS-SERVER local
aaa authorization exec default group TACACS-SERVER local
aaa accounting exec default start-stop group TACACS-SERVER
!
line console O
login authentication default
exec-timeout 5 0
!
line vty 0 15
login authentication default
access-class VTYACL in
exec-timeout 50
!
banner login A
dkokkkkokkokokksk kol skok ok sk sk ok sk sk skok sk sk kol sk ok sk e ke o WARN'NG skokkkokskokokokkokok ok kokok sk okok sk kol sk sk ok ok sk sk sk ok sk sk sk sk ok ok ok
All systems/network should be used/accessed by authorized persons only
If you are not authorized to do so, you should log off immediately
Access to and usage of this system /network may be monitored
All users must comply with information security policies
Any Violation may lead to disciplinary action.

T Ty T T T T T T T T T TN

{% endmacro %}
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% include "Distribution Switch/Distribution L2 VLAN Configuration” %}
% include "Distribution Switch/Distribution STP Downlink Config” %}

% include "Distribution Switch/Distribution 3V1_HSRP_OSPF Config™ %}
% include "Distribution Switch/Distribution ACL Config" %}

"

% include "Distribution Switch,/Distribution Standard Configuration™ %}

{1 Distribution_L2_VLAN_Configuration{branch_number, is_poe) 1}1}

{1 Distribution_5TP _Downlink_ Config{branch_number, is_poe, distribution _number] }}
{1 Distribution_5VI_HSRP_0SPF_Configlbranch _number, is_poe, distribution _number) ¥}
{{ Distribution_ACL_Config(branch_number) }

{1 Distribution_Standard _ Config() ¥}
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{2 macro Distribution_STP_Downlink_ Config (branch_number, is_poe, distribution _number) %}
1

spanning-tree mode rapid-pvst

{2 set base_vlan = branch_number * 100 %}
{2 set vlans = [base_vlan + 11, base_vlan + 12, base_vlan + 13] %}

{3 if is_poe == "Yes' %}
{2 set vlans = vlans + [base_wvlan + 14] %}
{25 endif %6}

{24 if distribution_number =1 %}
{2 set stp_ priority = 4096 %}

{9 else %}
{3 set stp_ priority = 8192 %}
{25 endif %6}

spanning-tree vlan {{ vlans | join(",") ¥} priority {{ stp_priority 1}
1
interface range TWE 1/0/1- 2
switchport
switchport mode trunk
switchport trunk allowed vlan {{ vlans | join(’,") ¥}
no shutdown
|

{2 endmacro %}
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{2 macro Distribution_5V1_HSRP _O5PF _Config (branch_number, is_poe, distribution _number) %}
1
interface loopbackD
ip address {{ loopback_ip ¥} 255.255.255.255
1
router ospf 1
router-id {{ loopback_ip 1}
1
key chain HSRP_KEY

key O

key-string cisco@ 7875
1
interface vlan {{ 100 * branch_number + 11 }}
description Data_Endpoints
ip address 17217 {{ (branch_number - 1} * 16 1}L{{ distribution _number + 1 ¥} 255.255.240.0
standby bfd
standby version 2
standby {{ 100 * branch_number + 11 }} ip 17217 {{ (branch_number- 1) * 16 1}.1
{24 if distribution_number =1 %}
standby {{ 100 * branch_number + 11 }} priority 255
{2 elze %}
standby {{ 100 * branch_number + 11 }} priority 250
{25 endif %6}
standby {{ 100 * branch_number + 11 }} authentication md5 key-chain H5RP_KEY
standby {{ 100 * branch_number + 11 }} preempt delay minimum 120
no ip redirects
no ip unreachables
no ip proxy-arg
ip ospf 1 area 0
bfd interval 100 min_rx 100 multiplier 3
1
1 uplink interfaces
interface TWE1,/1/1

no switchport

ip address {f twel 1 1 ip ¥} 255.255.255.0

ip ospf 1 area 0

no shutdown
1
interface TWE1/1/2

no switchport

ip address {f twel 1 2 ip ¥} 255.255.255.0

ip ospf 1 area 0

no shutdown
1
{2 endmacro %}
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{25 macro Distribution_ACL Config (branch_number] %}
1
ip access-list extended BLOCK_BRANCH

denyip 172.17 {{ 16 * (branch_number - 1} }}.0 0.0.15.255 172_16.{{ 16 * (branch_number - 1} }}.0 0.0.15.255
deny ip any host 239.255.255.250

permit ip any any
1
interface vlan {{ 100 * branch_number + 11 1}
ip access-group BLOCK_BRAMNCH in

1

{2 endmacro %}
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% macro Core. VLAM 5VI_Configuration [} %5}
I
vian 2001
name eBGP_peering_to FW
1
vlan 2002
name O5PF_neighborship
I
interface vlan 2001
description eBGP Peering to Firewall
ip address {{ VLAN2001_IP }} 255.255.255 248
bfd interval 100 min_rx 100 multiplier 3
no ip redirects
no ip unreachables
no ip proxy-arp
1
interface vlan 2002
description O5PF neighborship to Core SW 2
ip address {{ VLAN2002_|P }} 255.255_255 248
bfd interval 100 min_rx 100 multiplier 3
ipospfla0
no ip redirects
no ip unreachables
no ip proxy-arp
|

% endmacro %)}
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{2 macro Core_Downlink_OSPF_B2B_Config (] %}
I

interface loopbackD

ip address {{ loopback_ip }} 255.255.255.255
1

router ospf 1

router-id {{ loopback_ip 1}
default-information originate

I

I downlink interfaces

interface TWE1,/0/1

ip address {{ twel_0_1_ip }} 255.255.255.0
ipospf 1 area 0

no shutdown

I

interface TWE1,/0/2

ip address {{ twel_0_2_ip }} 255.255.255.0
ipospf1areal

no shutdown

1

interface TWE1,/0/24

description Towards_Core SW

switchport mode trunk

switchport trunk allowed vlan 2001,2002
channel-group 10 mode active
spanning-tree portfast trunk

no shutdown
|

interface TWE1,/0/48

description Towards_Core SW
switchport mode trunk

switchport trunk allowed vlan 2001,2002

channel-group 10 mode active

spanning-tree portfast trunk

no shutdown

I

interface Port-channell0

description Towards_Core SW
switchport mode trunk

switchport trunk allowed vlan 2001,2002
spanning-tree portfast trunk

no shutdown

|

{2 endmacro %}
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{3 macro Core_Uplink_BGP_Config () %}

|

router bep ff AS Number }}

bep log-neighbor-changes

bep router-id interface LoopbackD

bep eraceful-restart

I

1 eBGP Peering with Firewsall

neighbor {{ BGP NEIGHBOR ¥} remote-as {{ REMOTE_AS 1}
neighbor {{ BGP NEIGHEOR }} description eBGP Peering with Firewall
neighbor {{ BGP NEIGHBOR }} update-source vlan 2001
neighbor {{ BGP NEIGHEOR ¥} fall-over bfd
appregate-address {{ AGGREGATE_IP 1} {f AGGREGATE_MASK }} summarny-onlky
|

address-family ipvd

network {f loopback ip }} mask 255 255 255 255
neighbor {{ BGP MEIGHBOR Y} activate
exit-address-family

I

I Redistribute OSPF into BGP

redistribute osof

I

1 Uplink intefaces

interface TWE1/0/23

description Towards Firewall

switchport mode access

switchport access vian 2001

channel-group 10 mode active

spanning-tree portfast

no shutdown

I

interface TWE1/0/47

description Towards _Firewall

switchport mode access

switchport access vian 2001

channel-group 10 mode active

spanning-tree portfast

no shutdown

I

interface Port-channel10

description Towards Firewall

switchport mode access

switchport access vlan 2001

spanning-tree portfast

no shutdown

I
{3 endmacro %)}
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