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» Cisco WLC(Wireless LAN Controller) - C9800-CL, Cisco IOS® XE 17.12.04
« Cisco Catalyst Center - H{% 2.3.7.7

« Cisco ISE(ldentity Services Engine) - HH7 3.0.0.458

+ SDA Of|X| .= - C9300-48P, Cisco IOS® XE 17.12.05

« SDA B = E/ZAEE Z2i¢l - C9500-48P, Cisco IOS® XE17.12.05

« Cisco Access Point - C9130AXI-A, {71 17.9.5.47

Ol EMol = 54 # 2382  ClHIO|AE Efiz HYEE[QR&ELICE o] 20l AAEE 2E C
AE Z7|FE(Z|2) dulasoMez AIFEIRFELICH B/ HELZT 55 5 E9 2
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IP address: 172.16.99.9 Loopback0. 172.16.111.65 Loopback0: 172.16.233.11

WM 192.168.33.88

e

CWA(Central Web Authentication)= T4l 2|C|244 ACLE AtE35t04 Cisco ISEM|AM EARISIE
& ZHo| ArSXte| o EEFR K E EIC[RMET| 5 HAE R SSIDE AFSEILICH &5 £
HE ALSSHH A7 S8 L ISE = U2, 2150l 838 = WLC(Wireless LAN
Controller)7t &8t #Et 2048 M504 TA| HERT HMAE FHEFLICE O] 7I0|EHME
Cisco Catalyst CenterE Al&36t0{ CWAE TFd5t7| {l&t BAIYE X|EE S elch.

Cisco Catalyst Center0fl A CWA 744

HERI 20t 44
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CWAS| e 2M Z2Eg T Aot BLICH
Mz 2 Eg FM43524™ Design > Network Profiles2 0|5 3104 Add Profile(Z2E F7HE 28|
3t Wireless(FM)& ME{EFLICY,
Network Profiles
e Add Profile
Network Profiles (119) Assurance
Firewall
() Search Table fouting
Profile Name Type = Sites Actlon Switching

Wireless

T2 Uto| O|F S ol met XIHELICH o oM FM =20t o| O|F2
CWA_Cisco_Wireless_Profile2/LICt. Add SSID(SSID F7}H& MEfsto{ 7|& SSIDE 0| = Zn}
of &7+& = U&LICH SSID Mol CHai A= ChS Mo A A-EEHL|C.

Add a Network Profile

55 Metwork Frofile

:r Network Settings > Wireless (7

CWA_Cisco_Wireless_Profile

Site: Assign

S5IDs AP Zones Feature Templates CLI Templates Advanced Settings

Add SSID



Profile Name*
CWA_Cisco_Wireless_Profile

Site: Assign

S5IDs AP Zones Feature Templates CLI Templates

Add SSID

SSID A

Advanced Settings

Design(&7|) > Network Settings(HIE /3 M%) > Wireless(F ) > SSIDs(SSID)E 0|S35t1

Add(F7hHE Z=IgfLct.

SSIDs

Configure SSIDs for enterprise and guest wireless networks. You can assign them to sites via Wireless Network

Profiles.
SsID (79)
Q1 Search Table

SSID Scheduler () 0 Selected

[:I Network Name (SSID) = WLAN Profile Name Policy Profile Name SSID Type L2 Security
. wpa3_pers
1865test_... (2) Enterprise o:al P

)  1865test 1865test_... (2)

L3 Security Wireless Profiles

open fernarom_wirele
P ss, J... See all

Portal Name

N/A

e Add

AAA Servers

Configure AAA
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Add(F7hHE M=Et & sSID Hm|ado|d HIEZE TI-HELICH & i T 0| x|ol|l A SSID Ol
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Wireless Network Name (SSID)* WLAN Profile Name* Policy Profile Name

CWA_Cisco CWA_Cisco_profile
Radio Policy
® 2.4GHz 5GHz 6GHz
11b/g Policy
802.11bg il [J) Band Select (3) (7) 6 GHz Client Steering

[3 Fast Lane (&)

Quality of Service(QoS) ©
Egress Ingress

VolP (Platinum) & v VolP (Platinum) Up @ v ®

SSID STATE

SSID O|§& YUtH WLAN Z=mt 0| X HHM Z= 0t 0|5 0| AHAS2 2 Y& LICH O S
£ MEistod TigfL(ct
CWA SSIDo{| CHeli stLt O|& 2] AAA/PSNE T /datiok g LICH T EE|X| &2 B Configure

AAAAAA TA)E MEISID EECHR SE0|A PSNIP TAE ME4SHL|CH

Authentication, Authorization, and Accounting Configuration

Atleast one AAA/PSN is required for CWA 55IDs. Configure AAA to add one
“\ Configure AAA

() Deny RCM Clients (D)

Pre-Auth ACL List Mame v
AAA MEHHE MEHEH = Layer 3 20t DH7HH+& M5t 2= S MEELICH M= SE E=
sk A T
AN— A
AT HAE ZE: AT HAE ZHOMeE AHEX} O|F 2 HIZHE I0|= AAEO CHEH Ll
EQ|3 HMAE MBS ELICt 047| M A& A= AUP(Acceptable Use Policy)0ll S 2|50 HERZ

of CHEt HMAE 22 4 UM, Ol T4 QB HNAZ 0lofZILICH K12 BHO| XIFE HA



E xS Sl AML

L3 SECURITY
© Web Policy () Open
Guest users are redirected to a Web Portal for auth

Authentication Server

What kind of portal are you creating today ?
Central Web Authentication Y o Self Registered A
Self Registered
Hc
AEX7E AHE EHE SHFSHHLE &8 = Lrdsis XY 7
Mg A8E + &Lt 83 Ho|x|, &2f URL X! ALE X} X|%
Authentication Server
What kind of portal are you ¢reating today ?
Central Web Authentication M6 Self Registered e
CtE2 24 S 2o ois dFgfLict
d3 Ho|X[: 2 §0I H3FSE LIEHLHE R &
Original URL: & ZEHO|M 712
|4 El AHEXH X|E URLZ 2|C|

AR X|HE URL Al--Q-XI-% X
F

stodH HAE|AH AHEA O|F & HIYH

entication

7t

oM oY URLS Holg 4= daLct

240{0F FfLCt.

Qriginal URL v

2t

sts redirect after successful

= A&LICH & Ml 7tR| =

redirect after successfu

Original URL

Custom URL

HO|X|2 AFRXIE 2IC|&MELCt.
7| Mol @M E 22 URLE AFZ2ALE 2|c|&MEtL|ct.
LIC}. o] SME MEHFH =7}

Zr2 1 0| X|2| Authentication, Authorization, and Accounting Configuration(21&, T8t 04 & 04

7h2 8 Hm|agolM)olM A 1B ACLE T4
EEPSNIPFAE X0tste ZEEZ0| £ ES2 F7HE = Us

M7t Z2H|XME o 2Ic|=M ACLH| F

2.3.3.x O| &0l ALEE £ U&LICH.

48 = U&LICH O| ACLE AIE

FI7HEUL ol 7|s2

Cisco Catalyst Center H{7

5t DHCP, DNS
LICt ol= HEYT Mo



Authentication, Authorization, and Accounting Configuration

9, AAA Configured (1)

() Deny RCM Clients (i)

Pre-Auth ACL List Name W

A Q1B ACLE T/85t24™ Design(&7|) > Network Settings(HIE 3 M) > Wireless(F4) >
Security Settings(2¢ )2 0|S35t1 Add(F7HE Z=IFLIct

Pre=Auth ACLs AP Authorization List AP Impersonation Configure DTLS Ciphersuites

Configure Pre-Auth Access Control Lists. You can assign them to SSIDs during SSID creation or modification.

Pre-Auth Access Control Lists (10) 0 Add

X Hm ol 2 Catalyst Center0l A ACLE A&st, & M O|§2
LIcH & #mf o|§2 wLcoll 1 8E 7|& EIC|2M ACLD UX[E &
Center= WLCO{| Cisco DNA_ACL_WEBAUTH_REDIRECTZt= Of
QIE ACLO| 52 7|& &5 Flol F7HELICH

al—l Ch &1n=2 Catalyst
EH[MIE L AP

n|m
mjo
[

New Pre-Auth ACL

Pre-Auth ACL List Name* Pre-Auth ACL Nam

Name_on_Catalyst_Center ) DN:D«C _ACL_WEBAUTH_REDIRECT

SSID MM I EZZ S0F7FM NextE MEASIH HFE e, MM AlZE Z1F SEH0I|QIE AFS R} A
b= £ AME S0 12 M™EOo| EAIFELCH Eao ELPEP 7~ T - OIS ChS 2 ME

otof Tl LICH o] Zx|agolMd 7hol=oiME 7|8 dE8E RKIFLICH



Advanced Settings

Configure the advanced fields to complete SSID setup.

SSID Name: CWA_Cisco (Guest)

MFP Client Protection @ Protected Management Frame (802.11w)

© Optional () Required () Disabled © Disabled

.:] 11k - Neighbor List C. Radius Client Profiling (@ .:] Coverage Hole Detection

WLAN Timeouts

@ Session Timeout (1) 28800

180

@ Client Exclusion

n (secs)*

& Client User Idle Timeout 300

11v BSS Transition Support

@ BSS Max ldle Service @ Directed Multicast Service

Next(CtS)E Mot ZE 7|5 RIEX S SSIDeF ¢&stet= EEEEH LIEFEfLICH 2Rt 3
< Add(F7hHE 2&lst0{ Hsts HE3S MRSt T 2tE E|H Next(C [
Associate Feature Templates to SSID

Select a design instance from the table or add new design instance to associate the Feature Templates to SSID

! Refresh 1) Import

Design Instances

Search Table

SSIDE O|Xof AiMdst EM =
A R SIS O AHOIME So0l HLaig s
. &2 |M Associate profile(ZZ2E eiZ)2 S2/gtL|CH
SSID Name: CWA_Cisco (Guest)

QU Associate Profile Cancel

() Search
~ : Profile Name

100NG SOM RA

WLAN Profile Name

adortiz-test-profile
CWA_Cisco_profile 0 CWA_Cisco_profile -~
anarami-wireless - \L)
angel test Fabric
802.11be Profile Name W

Yes (O No
antvegaprofile ° o

Cnicolet_Oeiras

I CWA_Cisco_Wireless_P...
A

1 2tE| A2 X EA|

=
T 1=



Z20t0| SSIDQ HAE|IH CHSE 2250 5
Portal(Z& M) F2/gLICt

SSID Name: CWA_Cisco (Guest)

No Self Registration Portal
Available

Use the create portal button to create a
new portal

Create Portal

ol olE T} ISES| H™ FE o

ZE 0|E2 FQDNe| = Syl
ZelgLCH TEH2 Wi 7ts8t HEE SX|Zj0d 2o st A2 AN E —’r— M:.L—IEP
Portal

Login Page St

‘ CWA_Clsco_Portal

Page Content

Access Code

Header Text

Sign In
Welcome to the Guest Portal. Sign on with the
username and password provided 1o you.

USERNAME:

ilagunes

PASSCODE:

By signing up you agree to the terms and conditions.

O™ EtA[oll M HeolEl 2 & AT ol o720 RS EAlstedH Cha& ME{ELICH



Summary

Review all changes

SSID Name: CWA_Cisco (Guest)

» Basic Settings Edit

> Security Settings Edit

» Advanced Settings Edit

v Associate Feature Templates to SSID Edit
Design Instance MN/A

v Network Profile Settings Edit
CWA_Cisco_Wireless_Profile Fabric (Associated)

ZAL|aziolM MEAIE S &QlEt Chg XME S MElsto] HE AHEE M8 FLICH
ez Z2H|XY
EMUERI Z20U2 WE 2] AO|EL H4ZT F SSID7} Provision(Z 2 H|X{'d) > Fabric

Sites(I{E 2! ALO|E) > (Your site)(At& Al ALO|E) > Wireless SSIDs(F 41 SSID) ot2Hodl LIEH L]
Ct.
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21: Z0|SSIDof| 4 EIX| A2 B AP E2 EECEIHAESK| S W22 of & E
LICt. SSIDE= E0| €Y & Folft E2EHAEFLICH E20| €T E[H HEEHECIA &
ZHIXIE E27t ei&Lch

Cisco ISE0| Z2H|XMJE Hu|azfol/ds A== LICH
O| MMof A= Catalyst Center0i A Cisco ISE0| Z2H|X{' 8t Zixm|22f|0|4Moi CHal & mdFLCt.
Het HEo{ =z =2 1fel

Catalyst Center7t Cisco ISE0| Z2H|XM'Fst= HI|T B0l o| YT Tt Mt Fo 22t AIL|Ct.
ol Z2mU2 s OH7iH4S J|Hto2 Sato|HE SEE ANE HMolstm VLAN &2, ACL
= URL glc|3lMot ZHe EM AME Tere £ st

1O 2O = T AAE=

ISEOIM & Fo{ Z2 U U S 2™ Policy(Z2) > Policy Elements(x""” LAY > Results(éﬂr
)2 O|S&L|Ct Z& 0| 0| CWA_Cisco_PortalO|#d Z 2 El 0|&2 CWA_Cisco_Portal_Profile &
LICt 4 Zeof Chs BAET EAELLICH 28 - CWA_Cisco_PortaIOH CHEH DNA MM HEt 2
0O ZTZ2Im.



Standard Authorization Profiles

For [}
ed 0 1
ame ronile escription
N Profil D ipti
O 4% Cisco SGT Authentication Profile para DNACH
O a% Cisco Default profile used to block wireless devices. Ensure that you configure a NULL RC
% Cisco DNA generated Authorization Profile for portal - CWA_Cisco_Portal ‘

o| Mgt Ho Z2 Ul YUZ Wireless LAN Controllerdll & El EME Eo{H #Het Ho{ =21 0|

2
2i5t 1 Uk XHo{ MMS X SHAIAIQ.

|2 Blc|2iM ACL W EICI4 URLE MIZELICH
2 212 S4ols F Jhx| H7H w4ot ZEELICH

1. ACL Name(ACL O|&): Cisco DNA_ACL_WEBAUTH_REDIRECTZ A &L|Ct.
2. ¢k: 35 £ HO| 0|§ 2 LtEH-LICH O] of ol M= CWA_Cisco_Portal).

Display Certificates Renewal Message(@!& M A&l HAIX| ZAl) SME AL SIH A= ZQIET}
M AME B QUBME dilst= ol ZHE AISE = U&LICH

0N
i

Z7} & MQl Static IP/Host Name/FQDN Dlsplay Certificates Renewal Message(°|§ M ALl
ARl ZA)OIM At E == UELICH O] 7|SS AHE5HH FQDN CHAl ZEHO| IP FAE T *%* = U
&LICt Ol 34 X E0| DNS Mu{of 9_475"%* = QI EEE = gle d2o f8&LCH

~ Common Tasks

Web Redirection (CWA, MDM, N3P, CPP)
v ACL DNAC_ACL_WEBAUTH_RE... Value CWA_Cisco_Portal v
Display Certificates Renewal Message

Static IP/Host name/FQDN
Suppress Profiler CoA for endpoints in Logical Profile

Policy("3%) > Policy Sets(X 2 £l&) > Default(7|&2t) > Authorization Policy(T48t £04 HaH) 2
0|&5t0d CWA Cisco_PortalO|2t= ZEof CH5H AAEl = XA XI8He &HQI8HL|CH O|a{8t A=K
HE2 oS0t Z &L

+ CWA_Cisco_Portal_GuestAccessPolicy
» Cisco_Cisco_Portal_RedirectPolicy

d :;ﬂmr-“ — PermitAccess Guests
= Radi D ENDS_WITH :CWA_Clzco
CWA_Cisco_Portal_Pr Select from list
=] Ra Statlon-ID ENDS_WITH .CWA_Cisco
2210|ETH AHX 58 FE #AK TS S5 ¥ 215 ZEHAE o0l 2EE B



CWA_Cisco_Portal GuestAccessPollcy MAo| MEELC

= Radius-Called=Station=10 ENDS_WITH :CWA_Clsco

ol &A &gf2 Ml 7kx] Z7I& 2t LRI LICH

« Wireless_MAB: Cisco ISE7} £ LAN ZAE £ 40 A MAB(MAC Authentication Bypass) 25

QEE Y W AHSELICH

- Guest_Flow: GuestEndpoints ID 2 &0 CH5H A=EZQIEO| MAC FAE =Ql5t= ISEE &
ZEtLCH AEZQIE MAC AT} 0| ZE0] 819'3& OI MEE|X| ef&LICh

« RADIUS Called-Station-ID ENDS_WITH :CWA_Cisco: Called-Station-ID£ E2|X| EE= A
A ZOIE MAC FAE ASCII EAIOZ X5t HAA 501 SSIDE MOIZE()eE 7&
5t04 F715l= ISEL| RADIUS 4 ILICt. O] ofloil A CWA_Cisco= SSID O|& & LIEHL

Ct.
PermitAccessZt= O|§0| ZAIE & Z 2 Zl ool U&= of|2FE HE '='04 = HEg =
O HES|=0 e MA HAMA HEtE XS 35HH Security Groups(2 ¢ 1 &) & of2ffoll SGTE

srahst £ Q& LICHO| B Guests).

PermitAccess Z2EO| ArSE/LICH Ol =HE += Qi o|LE HEt Fo{ Z20tU0|H HERXH=Z
off CHBF MR HMA HEHE B o{ELICt SGTE Security Groups(E92F 1&) & oleiol = EEE ¢
A& LICH O] R SGTE GuestsZ MHEILICEH

HE & S M= 2 CWA_Cisco_Portal_RedirectPolicy &/LIC}.

Select from list
B B Radius-Called-Station-1D ENDS_WITH :CWA_Clsco

Ol YA ZEe o3 F 7tx| 7|&3 LxIFLIct

« Wireless_ MAB: Cisco ISE7} &4 LAN ZHEE2{0| A MAB 213 232 ¢ [ A EL|C}
« RADIUS Called-Station-ID ENDS_WITH :CWA_Cisco: Called-Station-ID= EZ|X| EE= Al
A ZOIE MAC FAE ASCII Ao 2 X{EslT HMA £QISSIDE MOIBE()LE &
5to{ =7+5t= ISEL| RADIUS S/ ILICt O] oflof M :CWA_Cisco= SSID O|§2 LIEHAL]

Ct.

Olz48t Mol =M of ZLFLICt. CWA_Cisco_Portal_RedirectPolicy 7} 550l B4X{ LtEFLE
M RADIUS £ Called-Station-ID ENDS_WITH :CWA_Training2 At&3t04 MAB 215 2! SSID O|
S0 ZFelgtLICH o] Au|agolMdoME AEZQIET Z-HE S8l 0|0 QS E FRo T o HHY
oF 2718 oj&lo] AL ELICH ek PermitAccess ZZ2EE Sal| M| HM A HEHO| Ho{L|X]
fom Ecto|MEE 215 L Z-HZ 0| 2[C|HMe| % R ool HED U&LICH

HAE x& AHu|ad|o|M

Work Centers(%d MIE) > Guest Access(HIAE AUA|A) > Portals & Components(Z£& & 74

QA)E 0|S35to] ZEHE FLICH

047|M MAIst HAE ZEL2 Catalyst Center CWA_Cisco_Portal| Mot S8t 0|52 AFSEHLICH
FIHAR HEE EEdH X - 0|2 ME{ELIC



Guest Portals

Choose one of the three pre-defined portal types, which you can edit, customize, and authorize for guest access.

WLCO| Z2H|XMIE ZAu|ago|lMes AETLICE.

0| MMoi M Catalyst Centeroll A F4 LAN HEE {0l Z2H|X'JEt ZHAm|Tdio|A0dl CHEH Armd
&= LCt.

SSID ZixZ|z2 e o]

WLC GUIO M Configuration(Z4Z|22|0|4d) > Tags & Profiles(Ef1 & Z 2 Z!) > WLANS(WLAN)Z
0|53t04 SSID Zdm|2 8|04 BfolstL|ct.

Selected WLANSs : 0

O  sews v Mame T D Y ssb Y  2.4/5 GHz Security
O [1-] CWas_ Cisco_profile * CWa_Cisco [open),MAC Filtering
1 10w

SSID CWA_Cisco= WLCOIA 0|& CWA_Cisco_profile2 7FX|H, IDE 210/ MAC ZE{ZIE A}
&35t= Open 20t R RLICH SSIDE F H F2l5tod Am|adolMS EelgLct

General Security Advanced Add Ta Palicy Tags

Profile Mame® CWA_Cisco_profile Radio Policy @

ool0* CWA_Cisco Shonw =lot configuration
6 GHz

WLAN ID* 21 Status |l DiszBLED |

Status EMABLED . 5 3Hz
Status EMABLED .
Broadcast S50 enseleD [

2.4 5Hz

Status EMABLED .

80Z.11kfg 802.110h/g
Falicy

SSIDE 5GHz 2! 2.4GHz #'H0i|AM uP &

O474=|L|C} MRS Hpdod Hot EfS Z 2l

ECIlAEL|H A T 21 CWA_Clsco_Profileo|
LIC}.

ok O



LayerZ Layer3 AL

O WPA + WPAZ2 O WPAZ + WPAS O WPA3 ) Statle WEP @ None

MALC Filtering Authorization List* c0-00440514 » |

default -
OWE Transition Mode D

Lobhby Admin Access O

Fast Transition

Status Disabled
Cwer the DS D -
Reassociation Timeout * 20

= ddoi= oo 2 Eot HE(MAC EE3) & AAA Bt £04 S F(Cisco DNA-cts-
CWA_Cisco-0044d514)0| Z & glL|Ct. Z4x|aao|ME HAEStE{™ Configuration(Z1Z[212i|0[M) >
Security(2 2+) > AAA > AAA Method List(AAA HIME S &) > Authorization(T 8t £0{)2 2 O|S &
L|Ct.

00440514

AAA Method List AAA Advanced
Authentication
Aughorization
Namie T Type T Group Type T Groupl Y Group2 T Group3 T Groupd
Aceaunting
] default eec ooal His LTEY L7 LIS
0O default network local HrA NiA A HiA
dnac-crs-CWA_Traini- " ) dnac-rEp-CWA_Traini- ; i .
[m] ey nEteork group B370188e Nia A S
dnac=crs-GUest_pers= dnac-rErp=Guest_pers=- ;
- - L ;
O erosesan R L Blc56a40 = B L
dnac-cts-Cwik_Cisco- p dnac-rGrp-Cia,_Cisco- "
| (] PETWOTE aroup 0044d514 N A A

O & S =2 Group1 ¥ 2| RADIUS 11 & Cisco DNA-rGrp-CWA_Cisco-0044d514E 7+2|ZILIC.
ZAx|azlo| M2 E24™ Configuration(Z4I| 12{|0| M) > Security(:2 2t) > AAA > Server/Groups(A
/1) > Server Groups(MHH 1 E)2 0o|S¢&fL|ct.

Servers Server Groups
MName Y Saerver 1 Server 2 Server 3
|D dnac-rGrp-CWa_Cisco-0044d514 dnac-radius_10.88.244.7180 A A
1 10 »

MB{ & Cisco DNA-rGrp-CWA_Cisco-0044d514= AME 1 €0l A Cisco DNA-
radius_10.88.244.1802 7+2IZILIC}. Servers(ME) Bi0| A ZHI|22)0|ME & QIErLICE

Servers Server Groups
Name T Acddress T Auth Port Y Acct Port oY
| D dnac-radius_10.88.244_180 10.86.244.180 1812 1813 I

1 10 -



T

MH Cisco DNA-radius_10.88.244.1802| IP &A= 10.88.244.180L|C}. ZAI|T8o|ME E{H
O|E S 2aIsHAAI2.

Mame* dnac-radius_10.88.244. Support for CoA (1) enseLeD [

Server Address* 10.88.244.180 CoA Server Key Type Hidden -
Set New Key a CoAServerKey (© | s

Auth Part 1812 Automate Tester O

Acct Port 1813

Server Timeout (seconds) 4

Retry Count 3

S Au|aso|ld2 3% T-HOIM QIBE F AAA(Authentlcatlon Authorization, and
st

-

Accounting) MlMe| EME £=HE £ U= HFLIEZ X3 3t= CoA(Change of Author|zation)°.=.'
LICH 0] 7|5 & At85tX| fteH AEXQIEE EEE*OHA-I S5 R =0z & 5 EF HH
2 fX|Ed
=M HM Z20el A3 oM
S = 24 LHoiM E2to|AEof= VLAN, ACL, QoS, Mobility Anchor, EtO|HSH ZH2 M S &Y
g =+ UA&LICH YA 2= Hof cieh a2 o[44E EE4™ Configuration(Z4I| 2121 0[4) > Tags &
Profiles(Ef1 & Z =2 &) > Policy(&Z)Z O|S&fLIC.

Admin T Associated @ T

Status Paolicy Tags Palicy Profile Mame Y Deseription
| D 0 L Cwis_Cisco_profile WA Cisco_profile
C] o default=policy=profile default policy profile



General Access Folicies Q03 and AVC Wlability Advanced

Mame* CWA_GCisco_profile WLAN Switching Policy

Description CWA_Cisco_profile Gentral Switching |. DISABLED |
Status Central Authentication
Passive Client |- DISABLED | Gentral DHGP |. DISABLED |
IP MAG Binding Flex NAT/PAT |. DISABLED |
Encrypted Traffic Analytics |. DISABLED |

CTS Policy

Inline Tagging D

SGACL Enforcement

Default 3GT 2-B65518

M MEl= Enabled(E 83
ASH=EILICH Advanced(ZL2
I|agolM ME HEE FLct.

T IEZ| SSID, Y AQA 3l 5 DHCPS} O}EH7IR|2 H|E
223t C}2 AAA Policy(AAA 3) Mo 2 o|S 50 7 74

AAA Policy

Allow AAA Override

NAC State

Folicy Mame default-aaa-policy X
Accounting List ¥
Interirn Accounting EMAELED .|

AAA R 2|2t NAC(Network Access Control)& 25 &4438t8 = Q& LICH AAA OverrideE AHE

5t ZAE E {7} RADIUS ME{0i| A Bt2tet= §4(0d: ACL EE= URL)2 Est1 O|{Et 42
ZoI0o|HEN MBE = /U&LICH NACE Z2H0|YMEJ ZHO| S5 & F CoA (Change of

Authorization) & & 43t g L|C}.
Ol ZAm|Z2|o|M2 WLCE| CLIE SSAME & & U&LICh



A41=H

SM Z 2 Eg #0l5t2{H SSIDE 450 WS MRELICH

|K

<{froot>

WL.C#show fabric w an summary

Number of Fabric wlan : 1

WLAN Profile Name SSID Status

CWA_Cisco_profile

CWA_Cisco UP

H3 z 2 Z CWA_Cisco_profile0| CHEH ZAL|12|0|ME Eed™ CHS BHEE A LICH
<#root>

WLC#show runni ng-config | section policy CWA Cisco_profile

wireless profile policy CWA_Cisco_profile

aaa-override
no central dhcp

no central switching

description CWA_Cisco_profile
dhcp-tlv-caching
exclusionlist timeout 180
fabric CWA_Cisco_profile
http-tlv-caching

nac

service-policy input platinum-up
service-policy output platinum
no shutdown

A B2 7

HA Bl 2= WLANZ Policy Profile(®S2 = 20t )1t @3 310 Configuration(Z1 X212/ 0|M) >
Tags & Profiles(Ef1 2! T2 1} ) > WLANs(WLAN)E O|S & CH= WLAN O|§ 2 22!6t11 Add to

Policy Tags(& 24 Ef101 7})2 0|S35t04 SSIDO| E = MM Ef 12 Aledst= ghedelL|c),



General Security Advanced Add To Policy Tags

O |rolicy Tag Y | Policy Profile T

[:] PT_ilagu_TOYOT _Foorg_abh548 | CWa Cisco_profile

1 10 »

SSID CWA_Cisco_profilel| 42 & Ef PT_ilagu_TOYOT_For6_a55482 AI&3t04 0| 11|
20|42 = QI LIt Configuration(Z4I|12|0|4) > Tags & Profiles(Ef1 & L2 &) > Tags(EH1
) > Policy(2&) 2 0|S &Lt

Policy Tag Name Y Description

O  default-policy-tag default policy-tag

|D PT_ilagu_TOYOT_Foorg_a5548 PolicyTagName FT_ilagu_TOVOT_Fooré_abks |

28t L|C} 24 Ej2 PT_ilagu_TOYOT_For6_a55482 WLCS| 0|&
WLAN CWA_CiscoE H& = 2 1} CWA_Cisco_profile0l 242 &L

ol-= 1 %
CWA_Cisco_profilex} 94 El
CHWLAN H| 0| X| & x).

M& HEE 22w o582 2
L=

V' WLAN-POLICY Maps: 1

WLAN Profile Y Policy Profile T

C] CWa, Cisco_profile CWa_ Cisco_profile

1 10 =

WLAN O|& CWA_Cisco_profile2 WLAN CWA_CiscoE & = gtL|C}.

O  swws Y| Neme Y D T |ssD
CAd Cisco

a (] CWA_ Cisco_profile ¥ 21

ACL 7+ Z|C|2M

CWAO1I| M Redirect Access Control List(2|C|ZM HMA KMo FF)= F7+ *2|E @I WLCE 2|
ClEME|= ECEID iC|HME 235|5ts EffEle XMo|EhL|C}

O] ZAZ|aglo|412 SSIDE MAMstT QHIE 2|0 A WLCE T2 H|XK{EEt & wLCof| FEA|E LICH
0|2 =249 Configuration(Z4Z| 22| 0|A) > Security(E£ &) >ACL(ACL)E O|S&tL|C}. Catalyst
Center0f| M Z|C[2M ACLO| AtE 5= ACLL| 0|F 2 Cisco DNA_ACL_WEBAUTH_REDIRECTY



LICE.

AGL Mame ACL Type AGE Count Dewnlcaded AGL @
|D DNAC_ACL_WEBAUTH_REDIRECT IPv4 Extended g Mo |
1 10 ¥
Anago|Mg Ee{H 0|2 E=IErLICH 22 Catalyst CenterQ| AIO|EO|AM W ER/T MH

HIER{Z oA otdELC

O00OO0OO0OO0O0bOoOo

Sequence T
t

Source T Destination Y  Destination

Action Y SourcelP T Wildcard IP

deny 8.8.8.8 any

deny any 8888

deny AL 1.1 any

deny any {=ls151

deny 3.9.9.9 any

deny any 9.8.9.9

dery 10.88.244.180 any

deny any 10.88.244.180
permit any any

Wildeard

T

Protocol T
udp
udp
udp
udp
udp

udp

Source T
Port

eq bootps
eq bootme
eq bootmns
eq boomnec
eq boomps
eq hootpe
Mone

None

0 - 65535

Destination T
Port

eq bootpe
eq hootps
eq bootpc
eq bootps
eq hootpc
eq bootps
None

MNane

B W

DSCP Y Log °

Mone

Mone

Mone

Mone

Mone

Mone

Mone

Mone

Mone

Disable

Disable

Dizable

Disable

Disable

Dizable

Disable

Disable

Disable



WLC CLIOAM 2IC|=MH ACLE 224t

—

ol g2

<#froot>

T

Catalyst Center0fl LA El

AO|E

ol HEL T MXH|AM 7} <2 H DHCP/DNS
ZE2 WLANO|| A= Z0iAM 7IX{SLICH ISEPSN IP A= SSID I3 EZZ LIS AAA A
I|ag)o|Mol A &= ElL|Ct.

WLC#show i p access-lists G sco DNA ACL_WEBAUTH REDI RECT

Extended IP access Tist Cisco DNA_ACL_WEBAUTH_REDIRECT

OCooNOOUVIDA WNR

deny
deny
deny
deny
deny
deny
deny
deny

udp host 8.

udp any eq

udp host 1.

udp any eq

udp host 9.

udp any eq

ip host 10.

8.8.8 eq bootps

bootpc host 8.8.

1.1.1 eq bootps

bootpc host 1.1.

9.9.9 eq bootps

bootpc host 9.9.

88.244.180 any

ip any host 10.88.244.180
permit tcp any range 0 65535 any eq

any
8.8
any
1.1
any
9.9

€q
€q
€q
€q
€q
€q

www

bootpc
bootps
bootpc
bootps
bootpc
bootps



<#froot>

W.C#show runni ng-config | section flex

wireless profile flex default-flex-profile

acl - policy Gisco DNA ACL_WEBAUTH REDI RECT

central - webaut h

urlfilter list C sco DNA ACL_WEBAUTH REDI RECT

MM A EIE0A ACL 2IC|2A

ML ZOIEMM 58 & HF gfol BFELICE permit2
Mg LIEtLICH AP2S| 2[C|=4 ACLO| CHEF ?’_'ULIILEHOI*._"%

<{froot>

AP#sh ip access-lists

Extended IP access 1list Cisco DNA_ACL_WEBAUTH_REDIRECT
permit udp 8.8.8.8 0.0.0.0 dhcp_server any eq 68
permit udp any dhcp_client 8.8.8.8 0.0.0.0 eq 67
permit udp 1.1.1.1 0.0.0.0 dhcp_server any eq 68
permit udp any dhcp_client 1.1.1.1 0.0.0.0 eq 67
permit udp 9.9.9.9 0.0.0.0 dhcp_server any eq 68
permit udp any dhcp_client 9.9.9.9 0.0.0.0 eq 67
permit ip 10.88.244.180 0.0.0.0 any

permit ip any 10.88.244.180 0.0.0.0

deny tcp any range 0 65535 any eq 80

OooNOOUVIDA WN R
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