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Add AAA server X

Server |IP Address*

10.88.244.180

................................................. SHOW

D Advanced Settings

Protocol

@ RADIUS @ TACACS

Enable KeyWrap
O

Authentication Port*

1812

Accounting Port*

1813

Retries*

Timeout {seconds)*

Authentication and Policy Servers
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Authorization Details

Generated Time
Logged Time

Epoch Time (sec)

ISE Node

Message Text

Failure Reason
Resolution

Root Cause
Username

Network Device Name

MNetwork Device P

MNetwork Device Groups

Device Type
Location
Device Port

Remote Address

2025-09-12 00:12:20.801 +0:00
2025-09-12 00:12:20.801
1757635940

ise-mxc’

Device-Administration: Session Authorization succeeded

catc-user
Catalyst-Center_&
10.88.244.160

IPSECHIs IPSEC Device#Mo,DNACHDNAC Devices,Location#All
Locations,Device Type#All Device Types

Device TypeHAll Device Types
Location#All Locations
console

10.189.17.203

Authorization Attributes

All Request Attribues

All Response Attribues

cisco-av-pair=Role=SUPER-ADMIN-ROLE
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Authorization Details

Generated Time
Logged Time

Epoch Time (sec)

ISE Node

Message Text

Failure Reason
Resolution

Root Cause
Username

Network Device Name

Metwork Device P

MNetwork Device Groups

Device Type
Location
Device Port

Remote Address

2025-09-12 00:12:20.801 +0:00
2025-09-12 00:12:20.801
1757635940

ise-mxc1

Device-Administration: Session Authorization succeeded

catc-user
Catalyst-Center_6
10.88.244.160

IPSECHIs IPSEC Device#MNo,DNACRDMNAC Devices,Location#All
Locations,Device Type#All Device Types

Device Type#All Device Types
LocationHAll Locations
console

10.189.17.203

Authorization Attributes

All Request Attribues

All Response Attribues

cisco-av-pair=Role=SUPER-ADMIN-ROLE
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Authorization Details

Generated Time
Logged Time

Epoch Time (sec)

ISE Node

Message Text

Failure Reason
Resolution

Root Cause
Username

Network Device Name

Metwork Device IP

Metwork Device Groups

Device Type
Location
Device Port

Remote Address

2025-09-12 00:12:20.801 +0:00
2025-09-12 00:12:20.801
1757635940

ise-mxc

Device-Administration: Session Authorization succeeded

catc-user
Catalyst-Center_B
10.88.244.160

IPSECHIs IPSEC Device#iNo, DNACHDMNAC Devices,Location#All
Locations,Device Type#HAll Device Types

Device Type#All Device Types
LocationfAll Locations
console

10.189.17.203

Authorization Attributes

All Request Attribues
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Authentication Details

Generated Time 2025-09-11 18:22:24.078000 +00:00
Logged Time 2025-09-11 18:22:24.078

Epoch Time (sec) 1757614944

ISE Node ise-mxc

Message Text Failed-Attempt: Authentication failed

130117 Invalid TACACS+ request packet - possibly mismatched

Failure Reason Shared Secrets

Resolution

Root Cause

Username

Metwork Device Name Catalyst-Center_§&
Metwork Device [P 10.88.244.160

IPSEC#ls IPSEC Device#MNo, DNACHRDNAC Devices,Location#All

Network Device Groups Locations,Device Type#All Device Types

Device Type Device Type#All Device Types
Location LocationH#All Locations
Device Port

Remote Address

OH
30
o
fok
T
ne
i



o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



