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» LISP(Locator/ID Separation Protocol)
« PIM(Protocol Independent Multicast) ATtA ZE

StEQo] U AZEQ|0] QF AME

« Catalyst 9000 AI2|Z AL x|
« Catalyst Center tHHZ 2.3.7.9
» Cisco I0OS® XE 17.12 O| 4
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ROl SD-Access TFE A L2/L3 A= FE(Fabric Edge)oll A&LICH 047|M FEE SVI &4
oz Z2t0|HEL| HO|ES0IE ZAYELICE 0|F "Anycast Gateway"2t 11 BfLIC}. L3 VNI(EH?
2lE)e MEY Zt ERfZlof ohsf MY T, L2 VNI(22EE)e MEY U EeiTlg 2alghot.
D2 E FEOIAM Y& HuagolME Sl ME et FEH0IME 20| 7HsSELICH ™ME O] £ X3 E
A&LICH MELLH(L2) EEi=E FE Zhol 2 BEEX|=|/H HEY 7HL3) EcfEH2 FE 7holl E&
FESt ZH == 7hofl 2t 2 ElLICH

IHE2| QR oM A48t HERXT TIYH0| ZHeE SDA IHEEo| A EXZQIEO| AL SDA IHEZ]
2 o X|0|M 2/F HOo|ES|0|Z o] L2 RS MB3HoF &
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AFEFLICEH VLAN W EEfE2 L2 HEXF Lol Hof Q= B VLAN 7F EEHE2 L3 C|HFO|A0]
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MAC-IP HQIE2 FHMFILICE L2 VNI/L2 T8 £2 0| 5 7HX| EID 82 7|He =2 510 §5,
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O|FgrLct et L2 EB{Y2 0| £FMH HolH EREEFAE, & = Qi FLIFHAE L HE|FY
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Anycast Gateway Z0|M= 2E THEZ! o X|7t 2 E FEOIM S8 HOIESO| IPE At 3504 &
X 4= = ZQIE 9| 71|o|E-?1|o| A2 st7| =0 DHCP7t 012422 Z3&LICt. DHCP 22
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ZA1: L2 Only E LHS| "MACO| Ct& IP" 7|52 DHCP E2{E X|0{§ X &5t= Bridge VM
S E0{| A DHCP Snooping2 AtSS 2 &3t LICH [HEtA L2 VNI 20| i HIEZQIE
of Cali DHCPE XIHE = A ELict

Y| 0| HE|IFHAE

DHCP7t EEEIHAE EefElof I o|Est= M2 Zete W, Bllojof 2 EE{YE E&5lo{ 0l =
EEZE X|¥aloF it CHE L2 EHHY OrEH7ER| 2, AEHEI0| HES I = HEIFHA
E Egli=|, §3| PIM Sparse-Mode& At8 3= Any-Source-Multicastoll CH3H T2 4dsHoF g LICH o
Halo] HEIFHAE Z4I|a2|0[M42 LAN X IE2E Solf AASSHEIX(B o] BAHE MEfE
B &7t Hm|agolM(=s == EEX)0| LR FELCH.
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https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-sda-design-guide.html

Fusion
(DHCP Relay) DHCP Server

. . 192.168.0.202
BorderCP-1 m BorderCP-2

= L2 Handoff Enabled

e L2 Handoff Disabled

192.168.0.101]
Edge-1

192.168.0.102
Edge-2

L2 ONLY
VLAN 1041
L2LISP IID 2240

aaaa.bbbb.dddd

HES3 EEZX|
Ol EEEX|ME

+ 192.168.0.201 &/ 192.168.0.202= I{EZ] AO|E 9| Hfx|El ZEH|0|0H, BorderCP-12 £i[0]0
2ELT 7|S50| BYstE RUsH FAHULICH

« 192.168.0.101 2! 192.168.0.102& EZ| of|X| == lL|C}.

« 192.168.254.39= DHCP AMB{lL|C}.

« aaaa.bbb.ddd= DHCP X|& A= ZoIEQL|C}

o Fusion C|HIO|A= mjE 2! HEY0i CHEF DHCP & 80| & &L},

L2 M2 VLAN I3 o|M

Catalyst Center0f|A L2 & VLAN 75
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Configuration Attributes

Provide a name for each Layer 2 Virtual Network and define its attributes

LY
LAYER 2 VIRTUAL NETWORK e

L2ONLY_WIRED 1041 O Data

L2VNI Az eo|M

L2 M2 VLAN HI|2d0|M - = 2] of K|

mE2 o X| =Eo|= CTS7F &435t=|1 IGMP 2! IPve M D7} HIZMSIE|0d E4 L2 LISP I
go|l/Moz fAMHE VLANO| U&LICH O] L2 M E2 FM Z£0| ofluct. ek RA—Guard,

DHCPGuard 2! Flood Access TunnelZl Z2 L2 X8 M %-Oﬂkl UdtMo 2 YHAEE= 7S
ME|X| of&LICH CHA ARP THZ! Q| Z2{E 2 "flood arp-nd"E AF235104 HA|Xo 2 %“SSFE'L—IEF

= 2] 04X[(192.168.0.101) +d
<tfroot>

cts role-based enforcement vlan-Tist

1041

vlan

1041

name L2ONLY_W RED

no ip ignp snooping vlan 1041 querier
no ip ignp snooping vlan 1041

no i pv6 md snooping vlan 1041



router lisp
instance-id

8240

remote-rloc-probe on-route-change
service ethernet

eid-table vlan

1041

broadcast-underlay

239.0.17.1

flood arp-nd

fl ood unknown-uni cast

database-mapping mac locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
exit-service-ethernet

29| oM = [ DHCP MH{(E= ctRE/2BI0)= ElIFE(et 7HEXIEE ZF Z&E 2
ezl coof iAE = A&LICH

DHCP MHHE 24Z357| Qs 20 =2 AFE5tE 70| HEEIE e o|X|TH, AS A AAISH ok
gLk QE{HojlAHZ L2 HE 2 Zof CHE BorderE FA45H0F 5H7] INEQILICH 0|2 S35l mi=
2| Z0| HEE] LIE QI S USH VLANO| EE= CHE VLANO| MEE £ U&LICH ER] of X|QF ZBH|
AFO|Q] VLAN IDE |R5HH AHRE £+ Q&LICH & CF St L2 LISP Instance-ID0Y| OHE &/ 7| [
FlL|Ct. SD-Access HER A LI 20|01 2 R ZE UX|5t2{H L2 HEREZ S| XTEE &
st VLANZF S Alof| & dstsiM= ¢ ElLICH o|5&tE ?Iai A= StackWise Virtual, FlexLink+ 5
= EEM A ZEQS Z2 HMETF 2R ELCt

0|2t & 2| DHCP AE{ EE= HO|EH O] 2t EIE THEZ oiX|of dZstH £t Zx|agolo] H
Qotx| gh&LICt



! admin

Catalyst Center
BorderCP-1.DNAZ . |ocal

—  iliili
—  LI5EO
Hierarchy  Site Actions

4 Back

Wiew Site
Layer 3 Virtual Networks

RTP

Fabric Infrastruciure
Fabric Site are pwailak

Mandatory updaies Tor this
paeriod of 69 day{s). Review the ug
i VLAN Name = Enable Layer-2 Handaoli Exiemal VLAN
[ 5 L2_ Oy _Wirgle .j
é L2_Cnly_Wiraless_2 -j
) w
Shaw Records: 25

1|28 0|M

m=2] 2(192.168.0.201) T4
<#root>
cts role-based enforcement vlan-1ist

141

vlan

141

name L2ONLY_W RED
no ip ignp snooping vlan 141 querier

no ip ignp snooping vlan 141

no i pvé md snooping vlian 141

router lisp
instance-id



8240

remote-rloc-probe on-route-change
service ethernet

ei d-tabl e

vl an 141

broadcast - underl ay 239.0.17.1

flood arp-nd

fl ood unknown- uni cast

database-mapping mac locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
exit-service-ethernet

interface TenG gabit Et hernet 1/ 0/ 44

swi tchport node trunk



Client Onboarding and Packet Flow

DHCP Discover or Request Fusion
(DHCP Relay) DHCP Server

Border/CP-1 Border/CP-2 1. Client sends DHCPREQ (Discover or Reguest) is 2

broadcast packet

2. Edge-1 receives the packet, learns MAC
aaaa.dddd.bbbb on VLAN 1041,

3. Edge-1 registers MAC aaaa.dddd.bbbb in LZLISP 1D

ta both Control Planes

4. Edge-1 flopds the DHCP broadcast using L2 Flooding
[Muilticast Encapsulation) with VNI

5. Both Borders receive the DHCP packet but only BCP-1
maps the VNI to VLAN141

6. BCP-1 bridges and floods the packet across all STP-
forwarding ports for VLAN141

Edge-z 7. The packet reaches the DHCP Relay or External GW

an VLAN 141, which then inserts the options
required for relay

B. DHCP Discover/Request is sent to the DHCP Server as

L2 ONLY relayfunicast,
VLAN 1041
aaaa.dddd.bbbb @M  L2LISP1ID 5240 e Labandof Erabled
we L2 Handoff Disabled
EBf= 58 - L20] M2 DHCP M 2 2

A= ZQIE gaaa.ddd.bbb7} DHCP ZHM £E= °""(‘='E':9H/\E ZhE M&e M HX tE=
A=ZQIEQ| MAC FAE 845D 0|2 MAC &4 H|o|go| £7}8 CHS L2/MAC SISF E|o|2
off F7tstm OIXR|Y S E L2LISP QUAEIA 824001 DHM'EI VLAN 10412 L2LISP H|O|E{H 0| A0f|
Z= 7}l oF &Lct.

<#root>
Edge-1#

show mac address-table interface tel/0/2

Mac Address Table

aaaa. dddd. bbbb
DYNAMIC

Tel/ 0/ 2

Edge-1#

show vlan id 1041



VLAN Name Status Ports

1041 L2ONLY_W RED

active
L2LIO:
8240

, Tel/0/2, Tel/0/17, Tel/0/18, Tel/0/19, Tel/0/20, Ac2, Pol

Edge-1#
show devi ce-tracki ng database mac | i aaaa. dddd. bbbb| vl an

MAC Interface vlan privl state Time left
aaaa.dddd.bbbb Tel/0/2 1041 NO TRUST  MAC-REACHABLE 123 s
Edge-1#
show |isp instance-id 8240 dynanmic-eid sunmary | i Nane|aaaa.dddd. bbbb

Dyn-EID Name Dynamic-EID Interface Uptime Last Pending

Auto-L2-group-

8240

aaaa. dddd. bbbb

N/A 6d04h never

Edge-1#

show i sp instance-id 8240 ethernet database aaaa. dddd. bbbb

LISP ETR MAC Mapping Database for LISP 0O EID-table
WVl an 1041 (11D 8240)

, LSBs: 0Ox1
Entries total 1, no-route 0, inactive 0, do-not-register 0

aaaa. dddd. bbbb/ 48

dynami c-ei d Aut o-L2-group-8240

, inherited from default locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
Uptime: 6d04h, Last-change: 6d04h
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

192.168.0. 101

Policy
IPDT_POLICY



10/10 cfg-intf site-self, reachable
Map-server Uptime ACK Domain-ID

192.168. 0. 201
6d04h

Yes
0
192. 168. 0. 202
6d04h

Yes

0

?_"'ZEO._'EQ_I MAC 471 SHIZ A st&E|D ACK Z2i27t mHE 2! Xf|of WHHo|| CHEH "Yes"Z2 E
AME AL 0| EHAHE &t2El Zdo 2 7= =L|C}.

L2 Et{Y HE|X|E DHCP HEEI|AE

DHCP SnoopingO| HIZ &3t T|™ DHCP E2EINAE 7t RHEHE|X| et &LICH CHal 2ilofo{ 2 E2{T
of CHet HE|FHAE M Z{E3HELICH BHEHZ DHCP ASEE #M315lH 0248t EZ2EIHAE
o

FH
=
mZlo| EeiEE YX|E = U&LICH

<tfroot>
Edge-1#

show i p dhcp snoopi ng

Swi t ch DHCP snoopi ng i s enabl ed

Switch DHCP gleaning is disabled

DHCP snooping is configured on following VLANs:
12-13,50,52-53,333,1021-1026

DHCP snooping is operational on following VLANs:

12-13, 50, 52- 53, 333, 1021- 1026

<- -

VLAN1041 shoul d not be listed, as DHCP snooping nust be disabled in L2 Only pool s.

Proxy bridge 1is configured on following VLANs:
1024

Proxy bridge 1is operational on following VLANs:
1024
<snip>

DHCP SnoopingO| H|& 43t £|o] /22 Z DHCP Discover/Request= L2LISPO QIE{H|O|AE &



235104 L2 EX{EE S5l EcHEES 22|&ELICH Catalyst Center M 2! M & El Fa bric
BannersO| [Ih2f L2LISPO QIE{HO|AME S ECZE A HE HMA FSE0| U 5= Y&LICH
2t A DHCP E2H=/(UDP ZE 67 %! 68)0| ACE(Access Control Entry)oll 2|3 HA|Mo 2 HE |
x| et =X| =elghct.

<#root>

interface L2LI SPO

ip access-group

SDA- FABRI C- LI SP

ip access-group

SDA- FABRI C- LI SP out

Edge-1#

show access-|ist SDA-FABRI C-LI SP

Extended IP access 1ist SDA-FABRIC-LISP
10 deny 1ip any host 224.0.0.22
20 deny ip any host 224.0.0.13
30 deny ip any host 224.0.0.1

40 permt ip any any

L2LISP QIAEIA 2! Fabric Edge2| Loopback0 IP =401 CHa & E EREFHAE B0l &
2 875104 o] m{Z!2 CHE Fabric Node0ll E2|&3t= L2 Flooding (S,G) & =2 & QIgLCt =24l
RIE{H|O[|A, &hal QIEHO|A S5 L MY 7I2E2t 242 i+ E HE 524 mroute X mfib
HOIES BEsAAIR.

<{froot>
Edge-1#

show ip interface | oopback 0 | i Internet

Internet address is

192. 168. 0. 101/ 32

Edge-1#

show runni ng-config | se 8240



interface L2LISP0.8240

i nstance-id 8240

remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1041

br oadcast -underlay 239.0.17.1

Edge-1#
show i p nroute 239.0.17.1 192.168.0.101 | be \(

(192.168. 0. 101, 239.0.17. 1)

, 00:00:19/00:03:17, flags: FT
Incoming interface:

Nul 10

RPF nbr 0.0.0.0

<- -

Local S,GIIF nust be NullO
Outgoing interface Tist:

TenG gabi t Et hernet 1/ 1/ 2

For war d
/Sparse, 00:00:19/00:03:10, flags:

<- -

1st OF = Tel/1/2 = Border2 Uplink

TenG gabitEthernet1/1/1

For war d
/Sparse, 00:00:19/00:03:13, flags:

<- -

2nd OF = Tel/1/1 = Border1 Uplink



Edge-1#

show ip nfib 239.0.17.1 192.168.0. 101 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 101

SW Forwarding: 1/0/392/0, Other: 1/1/0
HW Forwarding:

7

/0/231/0, Other: 0/0/0

<- -

HW Forwar di ng counters (First counter = Pkt Count) mnust increase

Totals - Source count: 1, Packet count: 8



El: (S,G) 52 &2 £ 7L} OIL(Outgoing Interface List)0ll OIF(Outgoing Interface) 7t
ZEE[o] UX| o™ Ao HE[FHAE Zu|ado|M EE= 2ol X7t US S LIE
HLCH
i Z! 2R
A=ZQIEM E012E= DHCP I} L2 EE{T0] siiEstE o|adla WIS 2F VIS SH
AR M S Alo] i°*5| HZ! AME FEeLICH 2! ™M Al 5 7He| TRet =S 2HEsHof
E*L—IEL QI Ei|0| 21&(239.0.17.1)2 CHE S 2 5t= # 2l DHCP Discover/Request & VXLANS £

I[\U
M

stEl O S A& L.

=1
|

2] 01X](192.168.0.101) I{Z! FIE 2

<tfroot>



noni t or

noni t or

monitor
monitor
monitor
monitor
monitor

Edge-1#

capture

capture

capture
capture
capture
capture
capture

cap

cap

cap
cap
cap
cap
cap

interface TenG gabi tEthernet1/0/2 IN

interface TenG gabitEthernet1l/1/1 OUT

match any
buffer size 100
Timit pps 1000
start

stop

<- -

<- -

Endpoi nt Interface

One of the AFs fromthe multicast

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==aaaa. dddd. bbbb"

<-- aaaa. dddd. bbbb is the endpoint MAC

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

22

2.486991

356 DHCP Di scover

0.0.0.0 -> 255.255.255.255 DHCP

- Transaction ID Oxf8e

<- -

356 is the Length of the original packet

23

2.487037

406 DHCP Di scover

0.0.0.0 -> 255.255.255.255 DHCP

- Transaction ID Oxf8e

<- -

406 is the Length of the VXLAN encapsul ated packet

Edge-1#

rout

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. mac_addr ==aaaa. dddd. bbbb and vxI an"

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

23

2.487037

406 DHCP Di scover

0.0.0.0 -> 255.255.255.255 DHCP

- Transaction ID Oxf8e

Edge-1#

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==aaaa. dddd. bbbb and vxl an" de

Internet Protocol Version 4, Src:



192.168.0.101, Dst: 239.0.17.1 <-- DHCP Discover is encapsulated for Layer 2 Fl oodi ng

Internet Protocol Version 4, Src:

0.0.0.0, Dst: 255.255.255.255

DHCP AM S @& - 12 AA

Edge?} Broadcast-Underlay Z1& 239.0.17.12 Z{=3l &l 2llolo{ 2 E2{E/2 &3l DHCP Discover
2 Request Iz &8 & ol248t IZ!2 L2 Hand-off Border, 3| Border/CP-10{| A = AI1EL
Ct.

m

0|8 <8l Border/CP-10| 0| X[2] (S,G)2t &7H HEIFHAE BEE 7hX{oF 5tH, 1 g4l 2l
OlA EE0f L2 HEQZ VLANS| L2LISP QIAE AT} Z & E|o{oF ELICH L2 SHE2 = A
Exo MZ CHE VLANZ AtE5tHEt: S8t L2LISP Instance-IDE 37 & LICEH

g

I

rr

<tfroot>
BorderCP-1#

show vlan id 141

VLAN Name Status Ports

141 L2ONLY_W RED

active
L2LIO0:

8240

, Tel/0/44

BorderCP-1#

show i p nroute 239.0.17.1 192.168.0.101 | be \(

(192.168.0.101, 239.0.17.1)

, 00:03:20/00:00:48, flags: MTA
Incoming interface:

TenG gabi t Et her net 1/ 0/ 42

, RPF nbr 192.168.98.3

<- -

Incomng Interface Tel/0/42 is the RPF interface for 192.168.0.101 (Edge RLOC)



Outgoing interface Tist:
TenGigabitEthernetl/0/26, Forward/Sparse, 00:03:20/00:03:24, flags:
L2LISPO.

8240

, Forward/Sparse-Dense, 00:03:20/00:02:39, flags:

BorderCP-1#

show ip nfib 239.0.17.1 192.168. 0. 101 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 101

SW Forwarding: 1/0/392/0, Other: 0/0/0
HW Forwarding:

3
/0/317/0, Other: 0/0/0

<-- HWForwardi ng counters (First counter = Pkt Count) rmnust increase

Totals - Source count: 1, Packet count: 4



A2 £ Qe 89 ool HEIPHAE ZHI|azl|olM E= =dof EX|
r AS S LIEFHLICH E 8 QIAEI A CHE L2LISP7I OIF2 EA|Z|X| ot ™ L2LISP

59 QIE{m|o|A 2] 2= UP/DOWN AEf EE= L2LISP QIE{H| 0|A

EAM7E JAS S LIEFHLICH

O| IGMP & 43} AFEHo]|

= 2! o x| ==eF OiEt7FR|E, L2LISPO QIE{m|o|A 2| =% DHCP mZ!
Control Entry7} 1= X| & QIgL|Ct.

K=

12 HE3l= Access

<ffroot>

BorderCP-1#

show access-1i st SDA- FABRI C- LI SP



Extended IP access 1ist SDA-FABRIC-LISP
10 deny ip any host 224.0.0.22
20 deny ip any host 224.0.0.13

30 deny 1ip any host 224.0.0.1

40 permt ip any any
mjZlo| =371 A ElD VLAN X[ VNI 82400 HHX|E|HH Sl EECEIHAE EH2 HET
VLAN 1412 QI EE ALY EC| ZZEZE Z QT ZE0| EHIYEE KIAIFLICH
<#root>
BorderCP-1#
show spanning-tree vlan 141 | be Interface
Interface Role Sts Cost Prio.Nbr Type
Tel/ 0/ 44
Desg
FWD
2000 128.56 P2p
C|Hto|A F=X E|o|E0ME HO|ESol/DHCP &aolof HAZAL|E QIE{H 0|A Te1/0/447F STP X
Q= L EOo{of & EQlehLC}.
<#root>
BorderCP-1#
show devi ce-tracki ng dat abase address 172.16. 141. 254 | be Network
Link Layer Address Interface vlan privi age

Network Layer Address

ARP
172.16. 141. 254

f87b. 2003. 7f cO

Tel/ 0/ 44

112 s try O

141
133s REACHABLE

0005



2! 2R

2 £B4E(S,G =4 2IEH 0|A)HM E0{2= DHCP mZ!T} sHE o|22l|A mZ!E8 25 DHCP &
glolof ZIFSt= 5 AL|X|of LWEE SA| A HXME FEELICH A ™ Al &= 7He| 7 mHZ
2 ZHAsHoF BfLICH Edge-10iA VXLANS 2 Zi&3tEl 1% U DHCP 202 0l§sts Zest
Z|X| ot 1zl

I =2 2{/CP(192.168.0.201) THZ! 3
<#root>
nonitor capture cap interface TenG gabitEthernet1/0/42 I N <-- Inconming interface for Edge's S, G M out

nonitor capture cap interface TenG gabitEthernet1/0/44 OUT <-- Interface that connects to the DHCP Re

nonitor capture cap match any

nmoni tor capture cap buffer size 100

noni tor capture cap start

noni tor capture cap stop

BorderCP-1#

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
427 16.695022 0.0.0.0 -> 255.255.255.255 DHCP
406

DHCP Discover - Transaction ID 0x2030

<-- 406 is the Lenght of the VXLAN encapsul ated packet

428 16.695053 0.0.0.0 -> 255.255.255.255 DHCP
364
DHCP Discover - Transaction ID 0x2030

<-- 364 is the Lenght of the VXLAN encapsul ated packet

aaaa. dddd. bbbb"



Packet 427: VXLAN Encapsul at ed

BorderCP-1#
show noni tor capture cap buffer display-filter "bootp and dhcp. hw mac_addr ==aaaa. dddd. bbbb and vxl an" de

Internet Protocol Version 4, Src:

192.168.0.101, Dst: 239.0.17.1

Internet Protocol Version 4, Src:

0.0.0.0, Dst: 255.255.255.255

Packet 428: Plain (dotl1lQ cannot be captured at egress direction)

BorderCP-1#
show noni tor capture cap buffer display-filter "bootp and dhcp. hw mac_addr ==aaaa. dddd. bbbb and not vxl ar

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

DHCP @I 2 ACK- HEEIF|AE - 12 ZHAH

Client Onboarding and Packet Flow
DHCP Offer and ACK (Broadcast Flag) Fusion

Border/CP-1
Border‘,’c P_2 1. DHLP Discover/Request is sent to the DHCP Server as
relayy/unicast.

2. DHCP Server replies with Offer/aCK honoring the
flag, in this case Broadcast.

3. DHLCP Relay receives the packet, remaoves DHCP Relay
optiens, Broadcast Flag instructs the Relay to send
the DHCP Offer as 2 Broadcast packet.

4. DHCP Relyy sends the Offer/ACK to BOP-1

5. BCP-1 receives the Offer/ACK and registers VLAN141
GW MAC in L2LISP ID to both Contral Planes

6. BCP-1 floods the DHCP Offer/ACK using L2 Flooding
{Multicast Encapsulation) with VNI

Edge-2 7. Bath Edges receive the DHCP packet, map the WHI
to VLAN1041
= 8. Both Edges bridge and flood the packet across all
v{i:‘: ;::"“‘ ports in STP-farwarding ports for VLAN1041
VLAN 1041
aaaa.dddd.bbbb L2LISP IID 8240 12 Hondoff Ensbled
AL LY LILAIA A AL LT L2 Handoft Dizabled

Efiz 55 - 1202 DHCP M3 2 ACK HEEFHAE

O|X| DHCP Discover7} SD-Access IE 212 Z23% oo Z DHCP Zd|o|= 7|Z& DHCP 20| &



M(0d: GiAddr/GatewaylPAddress)2 & lst0 IZIE RLIFHAE MESE DHCP AMEHof HE &
LICt. O] Z&0i| A SD-Access HE 2|2 EHF DHCP SME FII6HX| et &LICH

LIZHAE ZR|Ho 2 Ch2 AE B CIHO|A(SH)of M EX| 07 & LHEHELIC. o] =M= 2
EEIHAE ALIE|IRE 7HEELICH

MAC && 2 HOo|EQo| 58

DHCP Z!2i0|7} DHCP Offer EE= ACKE & & | L2BN = EE= HO|E0|S] MAC FAE stE&
5t MAC =4 E||0|E0f F7}8t CI2 L2/MAC SISF Ef|0|E0f F 751 OrX|2te 2 L2LISP Q1A
E1A 82400 OHEE VLAN 1412 L2LISP O|O|E{H|0|A0f Z=7}5HoF & LCt.

<#root>
BorderCP-1#

show mac address-table interface tel/ 0/ 44

Mac Address Table

141

f87b. 2003. 7f cO

DYNAMIC

Tel/ 0/ 44

Bor der CP- 1#

show vlan id 141

VLAN Name Status Ports

141

L2ONLY_W RED

active L2LIO0:

8240



Tel/ 0/ 44

BorderCP-1#

show devi ce-tracki ng database mac | i 7fcO|vlan

MAC Interface vlan privi state Time Teft PoTlicy

f87b. 2003. 7f cO

Tel/ 0/ 44 141
NO TRUST
MAC- REACHABLE
61 s LISP-DT-GLEAN-VLAN 64
BorderCP-1#

show |isp ins 8240 dynamic-eid sunmary | i Nane|f87b.2003. 7fcO

Dyn-EID Name Dynamic-EID Interface Uptime Last Pending

Aut o- L2- gr oup- 8240

f87b. 2003. 7fcO

N/A 6d06h never
0

BorderCP-1#

show i sp instance-id 8240 ethernet database f87b. 2003. 7fc0

LISP ETR MAC Mapping Database for LISP O EID-table Vlan
141
(11D

8240

), LSBs: 0Ox1
Entries total 1, no-route 0, inactive 0, do-not-register 0

f87b. 2003. 7f c0/ 48

, dynamic-eid Auto-L2-group-8240, inherited from default Tlocator-set rloc_0f43c5d8-f48d-48a5-a5a8-094b8
Uptime: 6d06h, Last-change: 6d06h
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State



192.168. 0. 201
10/10 cfg-intf site-self, reachable
Map-server Uptime ACK Domain-ID
192. 168. 0. 201

6d06h

Yes

0

192. 168. 0. 202

6d06h

Yes

0
71|O| ?ole| MAC A7 2HIZ2H &&&|1 ACK Eci27F HE 2! Mo Zaielod CHSH "oi"Z2 &
AE Zde o| e eta sl Zdo 2 Zh==!LC}
L2 Et{Y HE|X|E DHCP HEEI|AE
DHCP Snooping=

9IsH LEITHA 0l A
E Bzl B2zt %

FAI5HEHR| oo™ DHCP EEREFHAE TV} REHE|R| oo B|ojo 2 E{ElS
1%?% LICt. BtCHEZ, DHCP SnoopingO| & 43tEl 22 DHCP EEEIHA
X|ELICH.

<tfroot>
BorderCP-1#

show i p dhcp snoopi ng

Switch DHCP snooping is enabled

Switch DHCP gleaning is disabled

DHCP snooping is configured on following VLANs:
1001

DHCP snooping is operational on follow ng VLANs:

1001 <-- VLAN141 shoul d not be listed, as DHCP snoopi ng nust be disabled in L2 Only pools.

Proxy bridge is configured on following VLANs:
none

Proxy bridge 1is operational on following VLANs:
none



El: L2Bordero| A= DHCP SnoopingO| &3} £|X| 822 2 DHCP Snooping Trust 711
Joilo|Mo| ER5HR| ef& L.

O| BtHIMHE 5 ClHIO|A 2 S0 M L2LISP ACL Z350| o|0| &t 2 E|i&LCt.

L2LISP QIAEIA Gl | 2Border Loopback0 IP F401 CH5H A HE EZEIHAE Qo] 252 &

=
25to o| MZ! CIE ME2! oo ¢ZAstE L2 ZEE(S,6) =2 %*O_I?:.H—IEL =41 QIE{ | O]
A HFAI OIE|H|O|A S22 ol ME 712E{9F 22 oi7iHd2E AS 352 mroute 2! mfib E{|0|ES

e =~

S JIPNI-S

<#root>

BorderCP-1#



show i p int |oopback O | i Internet

Internet address is

192. 168. 0. 201/ 32

BorderCP-1#

show run | se 8240

interface L2LISP0.8240

instance-id 8240

remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1041

br oadcast -underlay 239.0.17.1

BorderCP-1#

show ip nroute 239.0.17.1 192.168.0.201 | be \(

(
192.168. 0. 201, 239.0.17.1

), 1w5d/00:02:52, flags: FTA
Incoming interface:

Nul 10

, RPF nbr 0.0.0.0

<-- Local S,GIIF nust be NullO

Outgoing interface Tist:

TenG gabi t Et hernet 1/ 0/ 42
, Forward/Sparse, 1w3d/00:02:52, flags:
<-- Edgel Downl i nk
TenG gabi t Et her net 1/ 0/ 43
, Forward/Sparse, 1w3d/00:02:52, flags:

<-- Edge2 Downl i nk

BorderCP-1#



show ip nfib 239.0.17.1 192.168. 0. 201 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(0OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 201

SW Forwarding: 1/0/392/0, Other: 1/1/0
HW Forwarding:

92071
/0/102/0, Other: 0/0/0

<-- HW Forwarding counters (First counter = Pkt Count) must increase

Totals - Source count: 1, Packet count: 92071



= =2 &2 &+ Q7{L} OIL(Outgoing Interface List)0| OIF(Outgoing Interface) 7}
ZEE[o] UX| o™ Ao HE[FHAE Zu|ado|M EE= 2ol X7t US S LIE
HlcH

olc{et 231t &7 ol EHIet RAEH THX! HME &H AMAESHH, DHCP AH[ATE 2l QIE{|
ola 2= ZEAE

= Al25tod R E I EE| ofX|ofl EREIHAER MY E|2Z(0| AL, QEHoOo|A
TenGig1/0/42 2! TenGig1/0/43 2|8) o| MMo| ZZELICH

DHCP 21I{ 2/ ACK - HEEI|AE - 0 K|

E1 0t EH 7RI 2 TiE 2] of X|0l| M L2Border S,GE & QIgfLICt 0{7|M E0{2 & RIE{HH 0]
AL L2 N2 7I2|7|1 OILMIE VLAN 104101 OHEE! L2LISP QIAE AT} T8 E|0] U&LICH

AN EH



Edge-1#

show vl an id 1041

VLAN Name Status Ports

1041

L2ONLY_W RED

active

L2LIO:

8240

Tel/ 0/ 2
, Tel/0/17, Tel/0/18, Tel/0/19, Tel/0/20, Ac2, Pol
Edge-1#

show i p nroute 239.0.17.1 192.168.0.201 | be \(

(
192. 168. 0. 201

239.0.17.1

), 1w3d/00:01:52, flags: JT
Incoming interface:

TenG gabit Et hernet 1/ 1/ 2
, RPF nbr 192.168.98.2

<-- |IF Tel/1/2 is the RPF interface for 192.168.0.201 (L2BN RLOC)

Outgoing interface Tist:

L2LI SPO. 8240

Forward/Sparse-Dense

1w3d/00:02:23, flags:

Edge-1#

show ip nfib 239.0.17.1 192.168. 0. 201 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second



Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:
192.168. 0. 201,

SW Forwarding: 1/0/96/0, Other: 0/0/0
HW Forwarding:

76236
/0/114/0, Other: 0/0/0

<-- HWForwardi ng counters (First counter = Pkt Count) nust increase

Totals - Source count: 1, Packet count: 4



32 = Qle 42 odrelol HEIFHAE Hn|a2o|M £ =l EX
7+ ASE LIEHLICH ot QIAE AOH CHEF L2LISP7} OIFE EA|E|X| oto ™ L 2LISP
52| IE{H|o|A 2| S UP/DOWN AEH EE= L2LISP QIE{H| 0| A

EM7E US S LIEFHLIC

O| IGMP E 3} ArEH o]

L2LISP ACL &2 5 C|HIO|A BS0iAM o|0| - E R & LICEH
m{Zlo| ZH& 37| A0 VNI 82401 LU x|5H= VLANO| HiX|Z|H ST E2=HA
S VLAN104101 CHEt 2 E ATl EE|

Z2EZE ZQ2 TEJ Z{YELICT
<ftroot>

Edge-1#

show spanning-tree vlan 1041 | be Interface



Prio.Nbr Type

Role Sts Cost

Interface
Tel/ 0/ 2
Desg
FWD
20000 128.2 P2p Edge
Tel/0/17 Desg
FWD
2000 128.17 P2p
Tel/0/18 Back
BLK
2000 128.18 P2p
Tel/0/19 Desg
FWD
2000 128.19 P2p
Tel/0/20 Back
BLK
2000 128.20 P2p
MAC A EO|E22 ZE Te1/028 A=ZQIE TEZ At |Ct 0| ZEE STPO| 2|5 FWD
AEjO|H iZlo| e x ol EZ Z T ELICH
<#root>
Edge-1#
show mac address-table interface tel/0/2
Mac Address Table
Vlan Mac Address Type Ports
1041
aaaa. dddd. bbbb
DYNAMIC
Tel/ 0/ 2
A LtE|H sX[ELICH DHCP Snooping2 &

DHCP 21 3 ACK ZZA|



DHCP Snooping EIO|Z 0| &=0| M E[X| et&LICH 2t DHCP X|# A=EEQIE 9| Device-
Tracking €S2 ARP I{Z! 9| CHEXM QI =Fof olal| MdE LICt EFt DHCP AFE 0| HIE 43 &
01 22 Z "show platform dhcpsnooping client stats" ZF2 B0 M= CIO|E{7F EA|ZIX| &L
Ct.

<#root>
Edge-1#

show devi ce-tracki ng database interface tel/0/2 | be Network

Network Layer Address Link Layer Address Interface vlan privl

ARP

172.16.141.1

aaaa. dddd. bbbb

Tel/0/2
1041

0005 45s REACHABLE 207 s try O
Edge-1#

show i p dhcp snooping binding vlan 1041

MacAddress IpAddress Lease(sec) Type VLAN Interface

Total nunber of bindings: O

DHCP 21 L ACK - SLIFHAE - L2 BH|

ag



Client Onboarding and Packet Flow

DHCP Offer and ACK (Unicast Flag) FUSID"
5 DHCP Server

Border/CP-1
BOFdEI’f‘C p-2 1 DHCP Discover/Request is sent to the DHOP Server as

relayfunicast.

2. DHCP Server replies with Offer/ACK honoring the
flag, in this case Unicast.

3. DHLCP Relay receives the packet, remaves DHCP Relay
options, Unicast Flag Instructs the Relay to send the
DHCP Offer as Unicast, destination aaaa,dddd. bbbb

4. DHCP Relay sends the Offer/ACK to BOP-1

5. BCP-1 receives the Offerf/ACK and registers VLAN141
GW MAC in LZLISE 11D to both Contrel Planes

6. BCP-1 queries the CP (itself) to find the RLOC for
aaaa.dddd.bbbb, resolves to Edge-1 RLDC.

Edge-z 7. BCR.1 encapsulates the DHCP Offer/ACK using the
LI5P Map-Cache to Edge-1 RLOC with VNI

8. Edge-1 receives the DHCP packet, maps the VNI

to VLAN1041

9. Edge-1 consults the CAM table for anaa,dddd bbbb,
forwards the packet out to the physical port mapped

VLAN 1041 to the CAM entry
L2LISP IID 8240 12 Handof Enabled

wie L2 Handoff Dizabled

Efiz 58 - L20{ B RLIFHAE DHCP A& 2 ACK

AlLtE|27) &7t CHE 42 A=EXZQIEE= DHCP EEEINAE ZEf1E unset £ "0"'2E A
ghuict.

DHCP ZIY|0|= DHCP Offer/ACKE EZCIHAEZ HLYX| o1 CHAl SLIFHAE 1mZloz

DHCP HO|2ZE LHo| 2ZI0|ME stEQ|0] FA0AM THME CHAF MAC FAE EHLICE Ol SD-

Access IE2/0|M TS XEIGE WAS 37 £=H3SIH, L2LISP Map-CacheE AIE3t0{ E i
/2 MY SHX|BF Layer 2 Flooding HE|FHAE Z&3t W2 AFE5HK| et &Lt

=2 2{/CP(192.168.0.201) IZ! FtEf21: 21T 8|A DHCP 2T

<tfroot>

BorderCP-1#

show nonitor capture cap buffer display-filter "bootp.type==1 and dhcp. hw. mac_addr ==aaaa. dddd. bbbb" det:

Dynamic Host Configuration Protocol (

Di scover

)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: O
Transaction ID: 0x00002030
Seconds elapsed: 0

Bootp flags: 0x0000, Broadcast flag (Unicast)



0... .... .... .... = Broadcast flag: Unicast

.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0
Your (client) IP address:
Next server IP address:
Relay agent IP address:

0.0.0.0
.0.0.0
.0.0.0

Client MAC address: aa:aa:dd:dd: bb: bb (aa: aa: dd: dd: bb: bb)

Of AlLIE[0 M= L2 Z2B1T0| AM/2™T ASEl= BHH, MeH/ACKE L2LISP B FHAIE S5t
HMEEE2 ™A 2ol ZHASHELICH |LIFHAE ZoE #EE E4517| ?/8H L2 Borders |04
Z2|QI0il M CHY MAC F 4 (aaaa.dddd.bbb)& #H2IZLICH HEZ] 0 X|0fM "MAC & X A=
QIE §5"0| Y3stH HEE Edielol= o]l =X IE ID(EID)7t SEELICH

<#root>
BorderCP-1#
show

lisp instance-id 8240 ethernet server aaaa.dddd. bbbb

LISP Site Registration Information
Site name: site_uci
Description: map-server configured from Catalyst Center
Allowed configured Tocators: any
Requested EID-prefix:
EID-prefix:

aaaa. dddd. bbbb/ 48

instance-id

8240
First registered: 00:36:37
Last registered: 00:36:37
Routing table tag: 0
Origin: Dynamic, more specific of any-mac
Merge active: No
Proxy reply: Yes
Skip Publication: No
Force Withdraw: No
TTL: 1d00h
State: complete
Extranet IID: Unspecified

Regi stration errors:

Aut henti cation failures: 0

Al l owed | ocators msmatch: 0



ETR 192. 168. 0. 101: 51328

, last registered 00:36:37, proxy-reply, map-notify
TTL 1d0Oh, no merge, hash-function shal
state complete, no security-capability
nonce Ox1BF33879-0x707E9307
XTR-ID OxDEF44F0B-0xA801409E-0x29F87978-0xB865BF0OD
site-ID unspecified
Domain-ID 1712573701
Multihoming-ID unspecified
sourced by reliable transport

Locator Local State Pri/Wgt Scope
192.168. 0. 101 yes up 10/ 10 | Pv4 none
HEE Z3Q(EZ £ )0l Tft Eriol A2 £ LISP 4 TE A= Q=0 MAC F20f
CHet 2 FHAl B =2 dxeLict
<#root>

BorderCP-1#

show i sp instance-id 8240 ethernet map-cache aaaa. dddd. bbbb

LISP MAC Mapping Cache for LISP 0 EID-table Vlan
141

(I1ID
8240

), 1 entries

aaaa. dddd. bbbb/ 48

, uptime: 4d07h, expires: 16:33:09,
via nap-reply

conpl ete

, local-to-site
Sources: map-reply
State: complete, Tast modified: 4d07h, map-source: 192.168.0.206
Idle, Packets out: 46(0 bytes), counters are not accurate (~ 00:13:12 ago)
Encapsulating dynamic-EID traffic
Locator Uptime State Pri/Wgt Encap-IID

192.168. 0. 101

4d07h up 10/10 -



RLOC7} S{ZE|™ DHCP QIH7} SLIFHAER
Edge-12 & ©&ELICH

<#root>
BorderCP-1#

show mac address-tabl e address aaaa. dddd. bbbb

Mac Address Table

141

aaaa. dddd. bbbb

CP_LEARN

L2LI O

BorderCP-1#

ZH&3E[04 VNI 82402 At

5104 192.168.0.1012]

show platform software fed switch active matm nacTabl e vl an 141 mac aaaa. dddd. bbbb

Type Seq# EC_Bi

Flags

machandle

siHandle

riHandle

141 aaaa. dddd. bbbb
0x1000001 0 0 64 0x718eb5271228
RLOC 192.168.0. 101

adj_id 747 No

BorderCP-1#

show i p route 192.168.0. 101

Routing entry for 192.168.0.101/32
Known via "

isis

0x718eb52b4d68 0x718eb52be578  0x0 0

10



", distance 115, metric 20, type Tlevel-2
Redistributing via isis, bgp 65001T
Advertised by bgp 65001 level-2 route-map FABRIC_RLOC
Last update from 192.168.98.3 on TenGigabitEthernetl/0/42, 1w3d ago
Routing Descriptor Blocks:
* 192.168.98.3, from 192.168.0.101, 1w3d ago,

via TenG gabi t Et hernet 1/ 0/ 42

Route metric 1is 20, traffic share count is 1

Ol MMt Selst {2 o 2 pHCP 2| 0]2] OI:LE| 2! RLOC O|Z1d|A QIE{HO|ANM E
2HElS ZHR{5t04 0| K| RLOCE 2| R LIFHAE 0 A VXLAN ZH&5tE mtaHstL|Ct

DHCP I L ACK - SL|FHAE - 0of K|

ol X|= ZAH0IAM SLIFHAE DHCP Offer/ACKE £Al5t1, ERfEIE Z=356t1 MAC £A E|O]
22 Z X504 2HIE 0o|adA ZTEE =QlIghct. HE':?HAE QI{/ACKS} E 2| oX| EE
DE ZEO IS EC{YSIX| LD AEZQIET} GZAEI EX T EOf T IS XMEELICE

MAC £A E|O|ER2 ZE Te1/028 ZEI0|ME ZTEZ AlEEstL|CH 0| ZEE STPO| 2|8 FWD
AFEJO|0d mZl0| dlE ZQIE 2 MEFE|L|C}.

<tfroot>
Edge-1#

show mac address-table interface tel/0/2

Mac Address Table

1041

aaaa. dddd. bbbb
DYNAMIC

Tel/ 0/ 2

DHCP 25 & ACK ZZAMA E LUt E|H R XIELICE. DHCP SnoopingE &4A3l5tX| gfo™
DHCP Snooping E|O|E0] &=0| MdE|X| f&LICH M2t DHCP X|¥ A=ZQIE] EH°F
Device-Tracking &3 2 8t ARP I{Z!of ofal] MdELICt EE8F DHCP A+&0| H[EE&tE|o] R
© 2 2 "show platform dhcpsnooping client stats" 22 E&0o| M= HIO|E 7t EA|Z|X| et &L},

<tfroot>



Edge-1#

show devi ce-tracki ng database interface tel/0/2 | be Network

Network Layer Address Link Layer Address Interface vlan privl

ARP
172.16.141.1

aaaa. dddd. bbbb
Tel/0/2

1041
0005 45s REACHABLE 207 s try O
Edge-1#

show i p dhcp snooping binding vlian 1041

MacAddress IpAddress Lease(sec) Type VLAN 1Interface

Total nunber of bindings: O

SD-Access EEI2 RLIFIAE FFE EREIIAE Zei00| AHE0|| BEE FX| gk&LICE Ol
EtX| A=ZQIE SZ0|7| HEQILICH O] 7|52 DHCP EE'Eﬂol tt = DHCP A RbAllof| A K& 9
g 4 QIX|OH L2 M B0l A HES DHCP EY 2 Qs E 5 7HX| HZHLIBO| 25 Z 8L

Cl. HEEIF|AE 2I{/ACKO]| CHet Az O] “*EI?HéE al %LI?H__ @ IH/ACKO{| CHEH Ao H

ol MHet A=ZQE SFEE ZFste L2 EXHE

ag
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