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EEEX
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LISP(Locator/ID Separation Protocol)

PIM(Protocol Independent Multicast) ATZtA 2 E
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StEQo] L AZEQo{ QF ALE

« Catalyst 9000 AI2|= AL %|

Catalyst Center H71 2.3.7.9

Catalyst 9800 series wireless LAN controller
Catalyst 9100 Series HA|A ZOIE

Cisco |OS® XE 17.12 0| 4f

Mt Abg
- 213 E H|ZEM35E FlexLink+ EEE EEM A3 ZIEQ ZH2 st £ v x| H|7{L|&0| A
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MAC- IP Hro_%% FMELICH L2 VNIIL2 M8 €2 0| F 7IX| EID R&E2 7IHIS 2 tof S5, i
A gl xelg 7HHEHA St E74IEIM.=.I—IE+ M2t L2 & #2389 2E LISP 7|8t ME2
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AE(BUM) ENTlg X{2l57| 98t B T4 247} EiH Cizlo] WEPHAEE A85fot &
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VNIZt @i&LCt.

w

L2 ML VLANS| DHCP S& 844

Anycast Gateway E0{ME= 2E TEZ! 0fX|7} 2= FEOIM S8 HO|ESHO| IPE AFE 504 &
Y AZEl A=z QlEQ| HO|ERQ 0| Y& 57| HZ0l DHCPZt 0{242 2 Zi&LICt. DHCP 2&
O|El mZ!o| ¢Hell AAE NMCOHE A85t2{™ FE= LISP RLOC HE & X & 5t0{ DHCP &4 82 &
ot¢l SMS MUsiof ELICH ol= THEZ] of |2 E2+0|1E VLANO|A DHCP A+ EHE S5 +
SAElLICE DHCP Snooping2 O|2{3t 4 &0|M 0|5 S MSELICH ol= &M 829 &
Ol5tH| otH, §36] E2|X| ZHRI(VLAN/VNI)E S8t DHCP EECIHAE mZ/o| HE S WK|
Ct. Anycast GatewayOd| £i|0[0{ 2 E2{E 0| & 35tEl ZR0|T DHCP AT+ EH2 EEEIHAE
O| Fabric EdgeIM ER2EINAER MY E|E W2 Mo 2 AX|E LIt

et o M0 S
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H

olet &2l tifo]od 2 & VLANOI= HOIESO|7t gie B2 DHCP &4 AlgH0| ZhASHEL|CH o
Zl2 o{H Fabric EdgeOllAM T ZBO|ZIX| oz AA AlHZ QI8 SE8t HF{LIF0| 2R 35HK]
oI &LICt L2 Only VLANO|A DHCP A& & s&35tX| 2™ DHCP miZ!of CiE E2= Ao{ H|
Z{LI&0| E0tXoZ 23|E/LIC} 0|2 S5l DHCP EEEFAET} 12 EXE S S5l 2|5 A
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ZA1: L2 Only & L] "MACO| CtE IP" 7|2 DHCP Z2E X|0{& X& 3= Bridge VM
2 =0l DHCP Snooping€ At5 22 &3t 8L|ct 2k L2 VNI Z0| ST =z E
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« PIM HIO|HH, PIM RP 2! PIM E{'& &4'EHE 2fQIFLC}.
Broadcast Over Access-Tunnel Interface
Fabric Enabled Wireless= AP & FEOIM 24 A 2|E & VTEP 7I5& A& LICE 8Lt 10S-
Mg HEIoME DHCP Offers/ACK7} £ 20| EN =& 3HX| %%PE; AEFERILICE "E
F

Bl ML B 7152 THEE| of x| AHA Bl QIE{T 0|20 HREHAE ETS Balsl
3104 0|8 s ZarLic

EEZEZX|
Fusion
192.168.254.69 (DHCF' Relav} DHCP Server
wic 3
A A v
[sesssaaial A

192.168.0.202
BorderCP-2

192.168.0.201

BorderCP-1 m

L2 Handoff Enabled

wizr L2 Handoff Disabled

192.168.0.102
Edge-2

172.16.1.7 192.168.0.101
L2 ONLY

m AP Edge-1
VLAN 1021
bt VLAN 1031

4822.54dc.6a15 LZLISP lID 8232

HEYZ EEZX
ol EEEX|MME

+ 192.168.0.201 & 192.168.0.202= W E 2] ALO|E Q| HiX|El ZA7|0|H, BorderCP-12 20|01
2ELT 7|S50| BYstE RYUsH FAHULICH

« 192.168.0.101 2! 192.168.0.102& EZ| of|X| == lL|C}.

« 172.16.1.72 VLAN 10210] Q= INFRA-VNO| HA|A ZIEQ|L|C},

« 192.168.254.39= DHCP AME{L]|C}.

+ 192.168.254.69= M LAN ZHAEE{LIC

« 4822.54dc.6a15= DHCP k| = ZQIEQIL|C}

« Fusion C|HO|&E THEE| MEUlof CHEt DHCP Zig|0] &g &Lt

L2 M2 VLAN AI|ag oM
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shal. catalyst Center

Cisco

Configuration Attributes

LAYER I VIRTUAL NETWORK

O Data

i
@ Fabric-Enabled Wireless }
L

Y| M Ab25HE L2VNI 74|28 o|M

El
o
all

=

1

L2 & VLAN ZI|1d|0|M - THE 2] of K|

I{E 2! of | = E o= CTSTF 2445HE| T IGMP X IPv6 MLD 7} HIE A48t |0 T4 L2 LISP I3
oMoz F-EE VLANO| /U&LICH O] L2 M8 E8 F4M %?:.LlEP 2t RA-Guard,
DHCPGuard %! Flood Access Tunnell} Z2 L2 M8 FM E0M LMo 2 Y= 7[S0] F
MELICH ARP EXHY 2 FM E0M S E|X| L &LICEH

o= 2] 0 X[(192.168.0.101) T+

<#root>
ipv6 nd raguard policy

dnac- sda- pernit-nd-raguar dv6

device-role router
ipv6 dhcp guard policy

dnac- sda- pernit-dhcpv6

device-role server

vlan configuration

1031

ipv6 nd raguard attach-policy

dnac- sda- pernit-nd-raguar dv6

ipv6 dhcp guard attach-policy



dnac- sda- permt - dhcpv6

cts role-based enforcement vlan-1ist

1031

vlan

1031

name L2_Only_Wrel ess

ip ignp snooping querier
no ip ignp snooping vlan 1031 querier

no i p ignp snooping vlan 1031

no i pvé md snooping vlan 1031

router lisp

instance-id

8240

remote-rloc-probe on-route-change
service ethernet

eid-table vlan 1031

broadcast - underl ay 239.0.17.1

fl ood unknown- uni cast
fl ood access-tunnel 232.255.255.1 vlan 1021

database-mapping mac locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b

exit-service-ethernet

flood-access tunnel HE2 HWE|FHAE SAX| HY|M FHELICE 07| 2ZE BAN Eci=

INFRA-VN Access Point VLANZ VLANSZ A235104
(232.255.255.1)2 ALE3H= APE & SHEILICH VLANS IGMP

=
as EH

e
AFEO

Z BAN EffZI2 ~

HE|FHIAE 1

Ct
=

oo i rjo



LIC}.
L2 € VLAN ZI|a2d oM - M LAN ZHEEDH

WLC(Wireless LAN Controller) S0iM mE2] HMHA ZQIEQL HAZAE ALO|E EfIE "no fabric
ap-arp-caching"@ 2 F45t0{1 ZEA| ARP 7|52 H|&M3talof &FLICt EFt “fabric ap-dhcp-
broadcast'& EA3tstiof & LICt O ZI|Td|o[Md2 S5l DHCP EEEFHAE TZ!0| APUIAM F
MoA=ZQIER MEE £+ Q&LICH

I = 2] WLC(192.168.254.69) Z1T| 18| 0|A

<#root>

wireless tag site RTP-Site-Tag-3
description "Site Tag RTP-Site-Tag-3"

no fabric ap-arp-caching
fabric ap-dhcp-broadcast



El: 2M HE|FHAE T8 232.255.255.12 2 E AIO|E Ef0i| AIE|= 7|2 25 L},

<tfroot>
WLC#

show wireless tag site detailed RTP-Site-Tag-3

Site Tag Name

RTP- Si t e- Tag- 3

Description : Site Tag RTP-Site-Tag-3
AP Profile : default-ap-profile
Local-site : Yes

Image Download Profile: default



Fabric AP DHCP Broadcast :

Enabl ed

Fabric Multicast Group IPv4 Address :

232.255.255.1

RTP-Site-Tag-3 Load : O

oo
il

HCP MH(E= 2t E/2Eol)E ElF 22t 7HERIEE 2F Z

D
4 e,

2

rin

DHCP MHHE 2d45t7| ?ls 2 = EE M835t= Kol HE /= dedo|Xx|ot, ME5HAH AMAHSHok
ghuich QE{mHojlaZ L2 sHE 2= of CHE BorderE FAJ5H0oF 5H7] INEQILICE 0|2 S35l m=
2] Z0| 22| LHF 2} SUSH VLANO| EE= CHE VLANO| MEE £ l&aLich THE2] o x|eF ZA|
AO|S] VLAN IDE 05t H A E = U&LICH = CF S L2 LISP Instance-ID0Y| OHE E| 7] [
ElL|C} SD-Access HIEQ|T LHolA Bi0]o 2 R ZE WX|5te{H 12 SHEQEZ EEM ZEE &
Ut VLANIF SAlof gMstsi M= oF ELICH 0|&35HE IS A= StackWise Virtual, FlexLink+ EE
= EEM A3 ZEQ Z2 HMETI HFLct

0|2t &2l DHCP MH E= HO|ES]0| 2t*EE TEZ| ofX|ol A5t £t Zdm| e olMHo| E
Qetx| gh&LICt

= alale catalyst Center

— LLELE-

RTP  View She Hierarchy  Site Actior BorderCP-1.DNA2.loca
Bach

Fabric Infrastrusture

A .- . . I. 2k .'-."'I:'- ma Layer 2 Virtual Network handoff off on multiple interfaces, Please make sure that

SUMMARY

> Dovice Family (4

VLAN Hame = Enabla Layer-2 Handiof Exfemnal VLAN

)

I = 2| 2C/CP(192.168.0.201) T4

<tfroot>



ipv6 nd raguard policy

dnac- sda- perm t - nd-raguar dv6
device-role router

ipv6e dhcp guard policy

dnac- sda- perm t - dhcpv6

device-role server

vlan configuration
3

1

ipv6 nd raguard attach-policy

dnac- sda- permt - nd-raguar dv6

ipv6 dhcp guard attach-policy

dnac- sda- permt - dhcpv6

cts role-based enforcement vlan-1ist

31

vlan

name L2_Only_Wrel ess

ip ignp snooping querier
no ip ignp snooping vlan 1031 querier

no i p ignp snooping vlan 1031

no i pvé md snooping vlan 1031

router lisp

instance-id



8240

remote-rloc-probe on-route-change
service ethernet

eid-table vlian 31

broadcast - underl ay 239.0.17.1

fl ood unknown- uni cast
fl ood access-tunnel 232.255.255.1 vlan 1021

database-mapping mac locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
exit-service-ethernet

interface TenG gabit Et hernet 1/ 0/ 44

swi tchport node trunk

<- -

DHCP Rel ay/ Server interface

TM HE[FHAE K|

HEEZ Xz EE HHA EHE HAHLIES Sl HMA ZQIE EECIHAE WIIE HES
=& FMELICE olg{8t mZ!2 INFRA-VN VLANS] 232 255.255.1 HE[FHAE OS2 HHestH
LICH HMA ZQIEE= AIO|E Ef27} O|E EE5IT 2 0|2 K0 QIeB 2 0| HE|FHAE O
Eol Xtiso=2 TQIghL|ct.

_

<tfroot>
WLC#

show ap nane APl config general | i Site

Site Tag Name

RTP- Si t e- Tag- 3

WLC#

show wireless tag site detailed RTP-Site-Tag-3



Site Tag Name

RTP-Si te- Tag- 3

Description : Site Tag RTP-Site-Tag-3
AP Profile : default-ap-profile
Local-site :

Yes

Image Download Profile: default
Fabric AP DHCP Broadcast :

Enabl ed

Fabric Multicast Group IPv4 Address :

232.255.255.1
RTP-Site-Tag-3 Load : 0O
HMA ZIEO|M HEE FM A= ZQIEQ| 4Z A VXLAN E{'Z0| BYELICHAPE2 &, If

22l ofxI5e &4 74E). of Bl LiolA CAPWAP 22| HEIHAE 1EE AP E{0lo] B
o2 #olgLict

<#root>
AP1#

show i p tunnel fabric

Fabric GWs Information:

Tunnel-Id GW-IP GW-MAC Adj-Status Encap-Type Packet-I
n Bytes-In Packet-Out Bytes-out
1

192.168. 0. 101

00:00:0C:9F:F2:BC

For war d

VXLAN

111706302

6 1019814432 1116587492 980205146

AP APP Fabric Information:

GW_ADDR ENCAP_TYPE VNID SGT FEATURE_FLAG GW_SRC_MAC GW_DST_MAC

AP1#

show capwap ntast



IPv4 Multicast:

Vlan Group IP Version Query Timer Sent QRV Teft Port

0

232.255.255.1

2 972789.691334200 140626 2 0

mE 2! of| x| Z0| A INFRA-VN AP VLANO]| CH3H IGMP

—
L2+E

O| &43tx|oq

o=
AT

x| glgrLct.

HMA ZIE= ANA Efd QEHO|AE YHstT HEFHAE & 232.255.255.101 =&

L|C}

<#root>
Edge-1#
show i p ignmp snooping vlian 1021 | i |GW

Global IGMP Snooping conf1gurat1on
IGMP snooping

Enabl ed

IGMPv3 snooping

Enabl ed

IGMP snooping

Enabl ed

IGMPv2 immediate Teave : Disabled
CGMP interoperability mode : IGMP_ONLY
Edge-1#

show i p ignmp snoopi ng groups vl an

1021 232.255.255.1

Vlan Group Type Version
1021 232.255.255.1
igmp v2
Tel/0/12  ----- Access Point Port
Edge-1#

Port List

show devi ce-tracki ng database interface tel/0/12 | be Network



Network Layer Address Link Layer Address
Interface vlan privi age state Time Teft
DH4 172.16.1.7

dc8c.3756.99bc

Tel/ 0/ 12 1021

0024 1s REACHABLE 251 s(76444 s)
Edge-1#

show access-tunnel sunmary

Access Tunnels General Statistics:
Number of AccessTunnel Data Tunnels =1
Name RLOC IP(Source) AP IP(Destination) VRF ID Source Port Destination Port

Ac2
192. 168. 0. 101
172.16.1. 7

0 N/A 4789

Olef2t HBES Saf AMA ZOIE, HEZ ofX|, P4 LAN HEEH MitolM R HEFHAES
ol
AN



Client Onboarding and Packet Flow Fusion
DHCP Discover or Request (DHCP Relay) DHCP Server

L2 Handoff Enabled

¢ L2 Handoff Disabled

P-
BorderCi-2 1. Client associates and authenticates to the Fabric S5/D using 802.11

and CAPWAR

2. WLC registers client MAC 4822.54dc.6a15 to the Fabric CPs in
L2LISF D

3. CP performs a LISP WLC Notification to Edge-1, Edge-1 learns
MAC 4822 54de.Ba1b using the AccessTunnel interface of the AP

4. Client sends DHCPREQ (Discover or Request), it is a broadcast packet
aver the wireless 5510

5. AP receives the packet, encapsulates it to Edge-1 Loopbackl in
VELAN using VHID

6. Edge-1 maps the VNI 8232, de-encapsulates the packet and bridges
it in VLAN1O21

L2 ONLY

VLAN 1031 7. Edge-1 floods the DHCP broadcast wsing L2 Flooding (Multicast
Encapsulation) with VI
L2LISP IID 8232 8. Both Borders receive the DHCP packet but only BCP-1 maps the VNI

to VLAN3L
9. BCP-1 bridges and floods the packet across all STP-forwarding ports
for VLAN31
10. The packet reaches the DHCP Relay or Extermal GW on VLAN31,
which then inserts the options required for relay
11. DHCP Discover/Request is sent to the DHCP Server as relay/unicast.

EgfE 55 - L20f M2t DHCP AM 2 2%

<#root>

WLC#

show wireless client sutmmary | i MAC -| 4822. 54dc. 6al5

MAC Address AP Name Type ID State Protocol Meth

4822. 54dc. 6al5

WLAN

17

11n(2.4) MAB Local

WLC#

show wirel ess client mac 4822.54dc. 6al5 detail | se AP Nane|Policy Profile|Fabric

AP Name:



Policy Profile :
RTP_POD1_SSID profile

Fabric status

Enabl ed

RLOC
192.168. 0. 101

VNID
8232
SGT : 0
Control plane name
def aul t - control - pl ane
&% dhep 7|50l 25 HIEESER=X] #Qlste [o| S
2 Zof F-dsliok gLct

SSIDL| HA &

MM T2 S AR T =
LICt. "no central dhcp” & "no central switching” W&
<#root>
WLC#
show wirel ess profile policy detailed RTP_POD1_SSID profile | i Central
Flex Central Switching DI SABLED
Flex Central Authentication : ENABLED
Fl ex Central DHCP Dl SABLED
VLAN based Central Switching : DISABLED
El "AP1"0]| AAEIRS 2
2E

E7} ti2 2! o X| RLOC 192.168.0.1012 944
CIEO|M IHEE] X2 2| MEE 2l Y ECHE2 VNID 823

;‘T&
He2HElLICt



AeEZQIE REE 0o WLCE FM AEXQIES MAC F4E TE2! Ao EHo| SS&hLict
EAlo.” x“o.l 04 8 OH A-||/\ iol OHA-”/\ E-|‘—'| 0|E-|JL-||O| AR 7|-E|7|= §H=|%|- "CP_LEARN"
MAC & IS I8 MASHES HMA ZOIE 7t 7 =2 of x| = Sofl 2 LI

<#root>
Edge-1#

show | i sp session

Sessions for VRF default, total: 2, established: 2
Peer State Up/Down In/Out Users

192.168. 0. 201: 4342 Up

2w2d 806/553 44

192.168. 0. 202: 4342 Up
2w2d 654/442 44

Edge-1#

show |isp instance-id 8232 ethernet database w c 4822. 54dc. 6al5

WLC cTients/access-points information for LISP O EID-table Vlan
1031
(11D

8232

)

Hardware Address:

4822. 54dc. 6al5

Type: client
Sources: 2

Tunnel Update: Signalled
Source MS:

192.168. 0. 201

RLOC:

192.168. 0. 101

Up time: 1wéd

Metadata Tength: 34

Metadata C(hex): 00 01 00 22 00 01 00 OC AC 10 01 07 00 00 10 01
00 02 00 06 00 00 00 03 00 OC 00 00 00 00 68 99
6A D2

Edge-1#

show mac address-tabl e address 4822. 54dc. 6al5



Mac Address Table

1031

4822. 54dc. 6al5

CP_LEARN

Ac2

AEXZQIE | MAC ZATF Al HMA ZOIEO| SHE
27| st&=E FR 0| EHAE 2B El Zdo 2 ZHFEELC

2 Z0{% HE|X|El DHCP EE2EIFHAE

DHCP SnoopingO| H|&
of CHEr HE|FHAE | M
st

FH
=
mHZlo| EBHEE SXIE =

A& LI

<#root>
Edge-1#

show i p dhcp snoopi ng

Swi t ch DHCP snoopi ng i senabl ed

Switch DHCP gleaning is disabled
DHCP snooping is configured on following VLANs:
12-13,50,52-53,333,1021-1026

DHCP snoopi ng i soperational on foll owi ng VLANs:

12-13, 50, 52- 53, 333, 1021- 1026

<- -

M E|H DHCP EECEIAE T} X
&3lEL|C} HICHE DHCP A5
(o]

SHe HAlA Bl QIE{E0]A

eI X] ef&Lict CHal 2flojof 2 &2
TEE g¥&stH olgfet EEEIHAE

VLAN1031 shoul d not be listed, as DHCP snoopi ng nust be disabled in L2 Only pool s.

Proxy bridge is configured on following VLANs:
1024

Proxy bridge 1is operational on following VLANs:
1024
<snip>



DHCP SnoopingO| H|& 43t =|0{ /22 Z DHCP Discover/Request= L2LISPO QIE{H|O|AE &
g3tod L2 Ei{Y S S5l ECi=E EE|ZELICH Catalyst Center HE X & El Fabric
BannersOi| [lt2} L2LISPO QIE{H[O|A 0= YW EF 2 T HE HMA S50| US = UA&LICH 0t
EtA DHCP EE{Z(UDP ZE 67 2! 68)0| ACE(Access Control Entry)oi| 2|5 HA|Mo 2 HE K|
x| et= x| Eelghct,

<tfroot>

interface L2LI SPO

ip access-group

SDA- FABRI C- LI SP

ip access-group

SDA- FABRI C- LI SP out

Edge-1#

show access-1i st SDA- FABRI C- LI SP

Extended IP access 1ist SDA-FABRIC-LISP
10 deny ip any host 224.0.0.22
20 deny ip any host 224.0.0.13
30 deny 1ip any host 224.0.0.1

40 permt ip any any

£ &835}toq 0|
CIE{H|O|A, Bl QIE{HO|A S & Ll MY FI2E2 242 i7iH+E HS5H24™ mroute 2! mfib
Elo|Eg &

<#root>
Edge-1#

show i p interface | oopback 0 | i Internet

Internet address is

192. 168. 0. 101/ 32

Edge-1#



show runni ng-config | se 8232

interface L2LISP0.8232

instance-id 8232

remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1031

broadcast - underl ay 239.0.17.1

Edge-1#
show ip nroute 239.0.17.1 192.168.0.101 | be \(

(192.168.0.101, 239.0.17.1)

, 00:00:19/00:03:17, flags: FT
Incoming interface:

Nul 10

RPF nbr 0.0.0.0

<--

Local S,GIIF nust be NullO
Outgoing interface Tist:

TenG gabi t Et hernet 1/ 1/ 2

For war d
/Sparse, 00:00:19/00:03:10, flags:

<--

1st OF = Tel/1/2 = Border2 Uplink

TenG gabitEthernet1/1/1
For war d
/Sparse, 00:00:19/00:03:13, flags:

<--



2nd O F = Tel/1/1 = Borderl Uplink

Edge-1#

show ip nfib 239.0.17.1 192.168. 0. 101 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(0OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 101

SW Forwarding: 1/0/392/0, Other: 1/1/0
HW Forwarding:

7

/0/231/0, Other: 0/0/0

<- -

HW Forwar di ng counters (First counter = Pkt Count) nust increase

Totals - Source count: 1, Packet count: 8



El: El: (S,G) 52 &2 = 9!7{Lt OlL(Outgoing Interface List)0il OIF(Outgoing

Interface) 7t Z & =[01 UX| et 2B Ardei|o| HE|FHAE Zm|Te ol = 2ol E X7t

WIEARELPY

APS| 91734 DHCP THZ/T L2 E2{Te $I3 shT Ol18IA WZE 25 7IS5E S Ao
LHEHE S A HZ! A E AIFLICH

mE 2 0fX](192.168.0.101) THZ! &2

<ffroot>

nonitor capture cap interface TenG gabitEthernet1/0/12 IN <-- Access Point Port



noni tor capture cap interface TenG gabitEthernetl1/1/1 OUT

noni tor capture cap natch any

noni tor capture cap buffer size 100

noni tor capture cap limt pps 1000

nmonitor capture cap start

nmoni tor capture cap stop

2 A Al Ml 7HR] 74 TS 2HESH ok &hLCh.

« DHCP ZAM - VXLAN - AP-to-Edge
« DHCP ZAA4 . CAPWAP - APO{|A{ WLCE
« DHCP ZJ4H - VXLAN - | X|-HE|FHAE O 5

<{froot>

Edge-1#

<- -

Mul ticast Route (L2 Flooding) OF

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==4822. 54dc. 6al5"

<-- 4822.54dc. 6al5 is the endpoint MAC

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
129 4.865410 0.0.0.0 -> 255.255.255.255 DHCP
394

DHCP Discover - Transaction ID 0x824bdf45

<- -

From AP to Edge

130 4.865439 0.0.0.0 -> 255.255.255.255 DHCP

420

DHCP Discover - Transaction ID 0x824bdf45

<- -

From AP to W.C



131  4.865459 0.0.0.0 -> 255.255.255.255 DHCP

394

DHCP Discover - Transaction ID 0x824bdf45

<- -

From Edge to L2 Fl oodi ng G oup

Edge-1#

show nmoni tor capture cap buffer display-filter "bootp and dhcp. hw mac_addr ==4822. 54dc. 6al5

and vxl| an"
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
129  4.865410 0.0.0.0 -> 255.255.255.255 DHCP
394

DHCP Discover - Transaction ID 0x824bdf45
131  4.865459 0.0.0.0 -> 255.255.255.255 DHCP

394
DHCP Discover - Transaction ID 0x824bdf45
Edge-1#
show nonitor capture cap buffer display-filter "bootp and dhcp. hw. mac_addr==4822. 54dc. 6al5

and udp. port==5247"

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
130 4.865439 0.0.0.0 -> 255.255.255.255 DHCP
420

DHCP Discover - Transaction ID 0x824bdf45

Edge-1#

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. mac_addr==4822. 54dc. 6al5 and vxl an"

det ai

| i Internet

Internet Protocol Version 4, Src:
172.16.1.7
, Dst:

192. 168. 0. 101 <-- From AP to Edge

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
Internet Protocol Version 4, Src:

192.168. 0. 101



, Dst:

239.0.17.1 <-- From Edge to Upstream (Layer 2 Fl oodi ng)

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

El: Fabric Enabled WirelessO| M VXLAN ZH&3HE mfZle 2210|

AL =2

Zlg M giLch 224Ut CAPWAP DATA(UDP 5247) Zi& 35t El miZI2

1E EE = A{H{0f| DHCP

IP Learn A Ef
BEMEx FHI 2 £ EXMO 20 WLCOH MESEIL|CY.

Edge7} Broadcast-Underlay Z1& 239.0.17.12 Z{&35}tE 20]o{ 2 E2{Y2 &3l DHCP Discover



2l Request IHZ!E T& 8t £ 0|2{8t W=/ 2 L2 Hand-Off Border, £ 3| Border/CP-10{|A £ AIEL]
Ct.

0|2 2|3 M= Border/CP-10| 0| X|2] (S,G)2t &7 HE|FHAE BEE 7tX{0F &tH, 1 &l QIET|
OlA E20f L2 HERZ VLANS| L2LISP QIAEIA T} Z & E|o{of ELIC} |12 HEQ T ZAH L= 3H
E2IZ0o| MZ CIE VLANEZ AIE5IHEE S8 L2LISP Instance-IDE &S] & LICH.

|'0|I

<tfroot>
BorderCP-1#

show vlan id 31

VLAN Name Status Ports

31

L2_ Only_Wrel ess

active
L2LIO:
8232

Tel/ 0/ 44

BorderCP-1#

show i p nroute 239.0.17.1 192.168.0.101 | be \(

(

192.168. 0. 101
239.0.17.1

), 00:03:20/00:00:48, flags: MTA
Incoming interface:

TenG gabi t Et her net 1/ 0/ 42
, RPF nbr 192.168.98.3

<-- |IF Tel/0/42 is the RPF interface for 192.168.0.101 (Edge RLOC)

Outgoing interface Tist:
TenGigabitEthernetl/0/26, Forward/Sparse, 00:03:20/00:03:24, flags:



L2L1 SPO. 8232

, Forward/Sparse-Dense, 00:03:20/00:02:39, flags:

BorderCP-1#

show ip nfib 239.0.17.1 192.168. 0. 101 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(0OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 101,

SW Forwarding: 1/0/392/0, Other: 0/0/0
HW Forwarding:

3
/0/317/0, Other: 0/0/0

<-- HW Forwarding counters (First counter = Pkt Count) must increase

Totals - Source count: 1, Packet count: 4



El:(S,G) ¥=2 &2 £ U B Ardlo| HE|IFHAE AT ol =& Eedof 2|
7t Qg8 LIEHdLICH TR st QIARI A ChE L2LISP7H OIF2 EAIEIX| o527 L2LISP
52| QIE{T| 0|4 0] S UP/DOWN 4HEf = L2LISP QIE{H 0|4 IGMP B A8t At Efof

EM7I USE LIEFHLICY.

= 2| of| K| = =9} OEH7FKR|Z, L2LISPO QIE{H[0|A Q| QIaB|A DHCP IHZ!E HESE HMA
Mo &=20| 9gi=x| &QlgtL|c}.

HA L—
<#root>
BorderCP-1#

show i p access-lists SDA-FABRI C- LI SP



Extended IP access 1ist SDA-FABRIC-LISP
10 deny ip any host 224.0.0.22
20 deny ip any host 224.0.0.13
30 deny 1ip any host 224.0.0.1

40 permt ip any any
mjZlo| =37t M=l VLAN x| VNI 824001 HHX|=|TH 3 ECIlAE EM2 #ERT
VLAN 1412 Q|3 RE AL EC| Z2EE QT ZE EHYES KIAIFLICH
<#root>
BorderCP-1#
show spanning-tree vlian 31 | be Interface
Interface Role Sts Cost Prio.Nbr Type
Tel/ 0/ 44
Desg
FWD
2000 128.56 P2p
|E{m|O|A Te1/0/447} STP %

ClHio|A =™ EH|o|20| = HOIESIOI/DHCP & a|olof ¢dZ2El=

Q= L EOo{of & EQlehLC}.

<#root>
BorderCP-1#
show devi ce-tracki ng dat abase address 172.16. 141. 254 | be Network
Network Layer Address Link Layer Address
Interface vlan privl age state Time Teft
ARP
172.16. 131. 254
f87b.2003.7fd5
Tel/ 0/ 44
31
REACHABLE 112 s try O

0005 34s



2! 2R

L2 E22{E(S,G =4l CIE{H|0|A)0H E0{2= DHCP IiZ!at aiiF o| 184 AE 2F

DHCP &
glolofl Z|FSt=8 A|x|of LHEE SA| A HXME F U LICH HA X Al F 7He| 7 THZ
2 BHESHoF g LICt Edge-10iA VXLANSEZ ZiE3stE miZ! 2 DHCP ZE|0|2 0|Ss5t= Z=sdl

T|x| ef2 mZl.

o= 2 2 C{/CP(192.168.0.201) IHZ) &=

<#root>
nonitor capture cap interface TenG gabitEthernet1/0/42 I N
<- -

Ingress interface for Edge's S, G Moute (192.168.0.101, 239.0.17.1)

noni tor capture cap interface TenG gabitEthernetl/0/44 OUT <-- Interface that connects to the DHCP Re

nonitor capture cap match any

moni tor capture cap buffer size 100

nmoni tor capture cap start

nmoni tor capture cap stop

BorderCP-1#

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==4822. 54dc. 6al5"

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
324 16.695022 0.0.0.0 -> 255.255.255.255 DHCP
394

DHCP Discover - Transaction ID 0x824bdf45
<-- 394 is the Lenght of the VXLAN encapsul ated packet
325 10.834141 0.0.0.0 -> 255.255.255.255 DHCP
420
DHCP Discover - Transaction ID 0x168bd882

<-- 420 is the Lenght of the CAPWAP encapsul at ed packet

326 16.695053 0.0.0.0 -> 255.255.255.255 DHCP

352



DHCP Discover - Transaction ID 0x824bdf45

<-- 352 is the Lenght of the VXLAN encapsul ated packet

Packet 324: VXLAN Encapsul ated

BorderCP-1#
show noni tor capture cap buffer display-filter "franme. nunber==324" detail | i Internet

Internet Protocol Version 4, Src:

192.168.0.101, Dst: 239.0.17.1

Internet Protocol Version 4, Src:

0.0.0.0, Dst: 255.255.255.255

Packet 326: Plain (dotl1lQ cannot be captured at egress due to EPC |imtations)

BorderCP-1#
show noni tor capture cap buffer display-filter "frame. nunber==326" detailed | i Internet

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

O| Ao A4/ 2% 1iZ!0| SD-Access IHEZ2|lg S &304 O] MMO| FZ E|RA&LICEH 2Lt A|

&517| Mol S8t o7 B4, & A= ZQIE XA ZXSt=E DHCP EEEIFHAE Zgfjlae £

@I E&= ACK IZlo| Z |2 AILIEZ|RE E<ELICt o] Z2i3 & ZAASHZ| ?I8H Discover I
F ol

-

N

<#root>
BorderCP-1#
show nonitor capture cap buffer display-filter "bootp.type==1 and dhcp. hw. mac_addr ==4822. 54dc. 6al5

' detailed | sect Dynamc

Dynam ¢ Host Configuration Protocol (Discover)

Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: O

Transaction ID: 0x00002030
Seconds elapsed: 3



Bootp flags: 0x8000, Broadcast flag (Broadcast)

1... .... .... .... = Broadcast flag: Broadcast <-- Broadcast

.000 0000 0000 0000 = Reserved flags: 0x0000

Fl ag set by the Endpoint

£l: bootp.type==12 Discover ! Request T{Z! 2 El

DHCP 2I{ & ACK - EEEIHAE - L2 FHA|

E

2|
o

St Ol S



Client Onboarding and Packet Flow Fusion
DHCP Offer and ACK (Broadcast Flag (DHCP Relay)

DHCP Server

(2

DHCP Cffer [U] - Brgadcast Flag

s L2 Handoff Enabled

L2 Handoff Disabled

BBrderCP-1 BorderCP-2

1. DHCP Discover/Request is sent to the DHCP Server as relay/unicast.

2. DHCP Server replies with OfferfACK honoring the flag, in this case
Broadcast.

3. DHCP Relay recelves the packet, removes DHCP Relay eptions, Broadcast
Flag instructs the Relay to send the DHCP Offer as a Broadeast packet.

4. DHCP Relay sends the OfferfACK to BCP-1

5. BCP-1 receives the Offer/ACK and registers VLANIL GW MAC in L2LISP

Edpe-2 no te both Contral Planes

6. BCP-1 floods the DHCP Offerfack using L2 Elﬂodlng {Multicast

Encapsulation) with VM|

L2 ONLY

7. Both Edges receive the DHCP packet, map the VNI to VLAN1D31,
VLAN 1031 then bridge and flood the packet across all wired STR-forwarding ports
for VLANL0Z1

L2LISP IID 8232

B. Edges configured with “flood access-tunmel™ will forvand the
broadcast packet using 232.255.255.1 w0 all ports where the IGMP
snooping table has received a Membaership Report {sent from Access
Points).

9. Access Points de-encapsulate the packet and forwards it to the
wireless endpoints.

4822.54dc.6a15

EffE 5E - 20| AHBt DHCP M& L ACK EEEFAE

O|X| DHCP Discover7t SD-Access IHE 22 23222 DHCP 2di0l= 7|& DHCP &2o| &
M(0d: GiAddr/GatewaylPAddress)2 & /5t I{Z!E DHCP MHO| FLIFHAE S 2 HEFH
LIC}. O] Z&0i M SD-Access IHE 22 EEst DHCP SME F7}5HX| e &L|Ct.

T

MB{oil DHCP Discover/Request?} =2t5tH MHE Z&8E HEEIHAE EE RUIFIAE Egia
E JOE A LICH o Z2l3= DHCP 20| o|O|E7I DHCP M3 & EEEHAE E= &
LIFHAE ZEf|Ydo 2 THRAEZ] C|HO|A(BH|)o| MEEX| {F E LIEHLICE o] CIZ2oMe 2
ECIHAE ALEIRE 7HEELICEH

MAC && 2 7HO|EQo]| 5&

DHCP ZId|0|7} DHCP Offer EE= ACKE X4 & [ L2BN = E= HO|EQ0|e] MAC FAE & &
5t MAC &4 E{|0|E0f F7}8t C2 L2/MAC SISF E{|0|E0f F7}5t1 OFX|2HS 2 L2LISP Q1A
E1A 82320 OHE =l VLAN 1412 L2LISP O|o|E{H|o|A0f| F=7}8HOF & L|Ct.

<#root>
BorderCP-1#

show mac address-table interface tel/ 0/ 44

Mac Address Table

31



f87b. 2003. 7fd5

DYNAMIC

Tel/ 0/ 44

BorderCP-1#

show vlan id 31

VLAN Name Status Ports
31

L2_Only_Wireless active L2LIO:
8232
Tel/ 0/ 44

BorderCP-1#

show devi ce-tracki ng database mac | i 7fd5| vl an

MAC Interface vlan privl state

f87b. 2003. 7f d5

Tel/ 0/ 44 31

NO TRUST

MAC- REACHABLE

61 s LISP-DT-GLEAN-VLAN 64

BorderCP-1#

show |isp ins 8232 dynamic-eid sunmary | i Nane|f87b.2003. 7fd5

Dyn-EID Name Dynamic-EID Interface Uptime

Aut o- L2- gr oup- 8232

f87b. 2003. 7fd5

N/A 6d06h never
0

Time left

Pending

Policy



BorderCP-1#
show i sp instance-id 8232 ethernet database

f87b. 2003. 7f d5

LISP ETR MAC Mapping Database for LISP O EID-table Vlan
31

(IID
8232

), LSBs: 0x1
Entries total 1, no-route 0, inactive 0, do-not-register 0

f87b. 2003. 7f d5/ 48

dynamic-eid Auto-L2-group-8240, inherited from default locator-set
rloc_0f43c5d8-f48d-48a5-a5a8-094b87f3a5f7, auto-discover-rlocs
Uptime: 6d06h, Last-change: 6d06h
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

192.168. 0. 201
10/10 cfg-intf site-self, reachable
Map-server Uptime ACK Domain-ID
192.168. 0. 201
6d06h

Yes

0

192.168. 0. 202
6d06h
Yes

0

HOIEL0|e] MAC FA7I SHIEH &t&ElD ACK Z2i27t IiE 2! Mo Z&|Qlofl CHH "of"'2 &
AE Z2 ol BHAHE 22 E HoZ ZHFFEL|CH

L2 E8{Y HE2|X|E DHCP HEEEI|AE
3}5tX| ofom™ DHCP HEEIFNAE T} XEE|X| ofo glojo{ 2 E{EH S

£3HE/LCt g2, DHCP SnoopingO| & 43HEl B39 DHCP EZEIHA
ElLct.

DHCP Snooping2 &4
?l5 HE[FHAEO| M 2
E mjZlo| E{=7 YR



<#root>
BorderCP-1#

show i p dhcp snoopi ng

Swi tch DHCP snooping i s enabl ed

Switch DHCP gleaning is disabled
DHCP snooping is configured on following VLANs:
1001

DHCP snooping is operational on follow ng VLANs:

1001 <-- VLAN31 should not be listed, as DHCP snoopi ng nust be disabled in L2 Only pools.

Proxy bridge is configured on following VLANs:
none

Proxy bridge 1is operational on following VLANs:
none

L2Bordero{|A{= DHCP Snooping0| &4t E|X| &2 =2 DHCP Snooping Trust Z1I|124|0|440|

ZstR| ef&LCH.
O| EtAH|ME & C|HO|A 2 SF0{A{ L2LISP ACL Z4&0] o|0| &t 2 E|Qi& LIt

L2LISP QIAEIA 3! [ 2Border Loopback0 IP &401 CHaH R HEE EREIHAE g0l ZES &
23to4 o] WS CIE THEE| =0 E28|X|E L2 EC4E(S,G) =& &QlgrL|ct. =4l QIE{H O
A, 24 OlE{Ho|A S8 2 MY 7I2EQ 22 o7& HE5t2i™ mroute & mfib EIO|E 2
AT AR.

<#root>

BorderCP-1#

show i p int |oopback O | i Internet
Internet address is

192.168. 0. 201/ 32

BorderCP-1#

show run | se 8232

interface L2LISP0.8232



instance-id 8232

remote-rloc-probe on-route-change
service ethernet
eid-table vlan

1031

br oadcast -underlay 239.0.17.1

BorderCP-1#

show ip nroute 239.0.17.1 192.168.0.201 | be \(

(
192.168. 0. 201, 239.0.17.1

), 1w5d/00:02:52, flags: FTA
Incoming interface:

Nul 10
, RPF nbr 0.0.0.0

<-- Local S,GIIF nust be NullO

Outgoing interface Tist:

TenG gabi t Et hernet 1/ 0/ 42
, Forward/Sparse, 1w3d/00:02:52, flags:
<-- Edgel Downl i nk
TenG gabi t Et her net 1/ 0/ 43
, Forward/Sparse, 1w3d/00:02:52, flags:

<-- Edge2 Downl i nk

BorderCP-1#

show ip nfib 239.0.17.1 192.168. 0. 201 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 201



SW Forwarding: 1/0/392/0, Other: 1/1/0
HW Forwarding:

92071

/0/102/0, Other: 0/0/0

<-- HW Forwardi ng counters (First counter

= Pkt Count) nust increase

Totals - Source count: 1, Packet count: 92071

El: (S,6) &3 2 3E £ 1L} OIL(Outgoing Interface List)0ll OIF(Outgoing Interface) 7}
ZEE|0] QK| o™ A 0| HEFHAE ZHm|ad|olM & 2hdof X7 (S S LIE
Hi|CH



Ole48t A& 2 Sall O|T EhA[QF SFAFEF THZ! Z4&{2t &7H, DHCP 27} QIE{H| 0| A TenGig1/0/42
2 TenGig1/0/430{| A Lt7t= QIEHO|A S8 ZHXE AI&5t04 ZE EE! o X0l EREFHA
EZ MEE2Z2 o| MME otx|Z&LCt.

DHCP 2= 2 ACK - EEEIF|AE - of K]

O|XM S E1} n}zt7I X2, O|N| ZHE 2! 0of X|0l| A L2Border S,GE & QIgfL|C} 07| S0{2E 2IH
HOo|AE L2BNE 7}2|7|1 OILMIE VLAN 103101 OHE =l L2LISP QIAEIA T} T & E|o Q& LICH

<#froot>

Edge- 1#show vl an id 1031

VLAN Name Status Ports

1031

L2_ Only_Wrel ess
active L2LIO:
8232
, Tel/0/2, Tel/0/17, Tel/0/18, Tel/0/19, Tel/0/20,
Ac2
, Pol
Edge-1#

show i p nroute 239.0.17.1 192.168.0.201 | be \(

(
192.168. 0. 201

239.0.17.1

), 1w3d/00:01:52, flags: JT
Incoming interface:

TenG gabi t Et hernet 1/ 1/ 2

, RPF nbr 192.168.98.2

<-- IIF Tel/1/2 is the RPF interface for 192.168.0.201 (L2BN RLOC)a
Outgoing interface Tist:

L2LI SPO. 8232

, Forward/Sparse-Dense, 1w3d/00:02:23, flags:



Edge-1#

show ip nfib 239.0.17.1 192.168. 0. 201 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:
192.168. 0. 201,

SW Forwarding: 1/0/96/0, Other: 0/0/0
HW Forwarding:

76236
/0/114/0, Other: 0/0/0

<-- HWForwardi ng counters (First counter = Pkt Count) nust increase

Totals - Source count: 1, Packet count: 4



B (5,6) =& ¥ = Qe 4% 2ol HEIFHAE Au|Tdo|M E& o X
7t REE LIEPHUCH ERE QIARIA CHEF L2LISP7L OIF2 EA|Z|X| o™ L2LISP
52l QIE{H 0|4 2| ZHE UP/DOWN & Eff = L2LISP QIE{H|0]|A 0| IGMP & 43t A Efjof|

EXM7H AS S LIEFALICE

L2LISP ACL &2 5 C|HIO|A BS0iAM o|0| - E R & LICEH

mjZlo| ZH&37F SHAIEIT VLAN x| VNI 823201 HiXIE|H ST HEEFHAE
VLAN10310] CHet ZE SM AT ER| Z2ES X Q|G T EJ} Z{YELIC

Am

Hoz ¢l

f

Ol

<#root>
Edge-1#

show spanning-tree vlan 1041 | be Interface



Interface Role Sts Cost Prio.Nbr Type

Tel/ 0/ 2
Desg

FWD

20000 128.2 P2p Edge
Tel/0/17 Desg
FWD

2000 128.17 P2p
Tel/0/18 Back
BLK

2000 128.18 P2p
Tel/0/19 Desg
FWD

2000 128.19 P2p
Tel/0/20 Back
BLK

2000 128.20 P2p

2L} DHCP RHE HEEIHAEF QET0|ALE HMA ZOIEQ HZAE HAA B QIE{H
O|AQILICE O|= L2LISP IID 82320 M "Z2E MM A E{"0| AFRSIEE AKX E|0] RI7| 20|
Jlsect 2= x| oto™ of IiZ!0| AccessTunnel QIE{HO|AZ ME | & RIEHEIL|CE.

<#root>
Edge-1#

show i sp instance-id 8232 ethernet | se Milticast Flood

Multicast Flood Access-Tunnel:

enabl ed

MuTticast Address:

232.255.255.1
Vlan ID:

1021

Edge-1#

show i p ignmp snooping groups vlan 1021 232.255.255.1



Version Port List

Vlan Group Type
1021 232.255.255. 1
igmp V2

Tel/ 0/ 12 <-- APl Port

HEIFHAE Ee{T 50l CHet IGMP 25+ E =2 AFE5HH DHCP 21 X ACK7t AP2| EE2[H
ZEOo| MEELICH
S&tetx| gftem

DHCP 25 % ACK ZEAMA= UE|H FXIELICH. DHCP Snooping2 &4

DHCP Snooping EIO|Z2 0] &=0| MEE[X| et&LICH 2t DHCP X|# A= EQIE 9| Device-

Tracking &5 2 S& ARP I{Z!of o|al| MdELICt E3t DHCP A5 EO0| HIE M Elof les =2
"2 P M= CIO|E{7t EAIEIX| ef&LCt.

"show platform dhcpsnooping client stats" € = 33

<#froot>

Edge-1#

show devi ce-tracki ng database interface Ac2 | be Network

Link Layer Address

Network Layer Address
Interface vlan privl age state Time Teft
ARP
172.16.131.4

4822. 54dc. 6al5

Ac2

1031

0005 45s REACHABLE 207 s try O

Edge- 1#show i p dhcp snoopi ng binding vlan 1041

MacAddress IpAddress Lease(sec) Type VLAN Interface

Total nunmber of bindings: O



DHCP 21 2 ACK - RLIFHAE - L2 ZH|

Client Onboarding and Packet Flow Fusion
DHCP Off d ACK (Unicast Flag
er an (Unicast Flag (DHCP Relay) DHCP Server

DHCP Offer [U] - Unicast-Flag @

DHCP Discover (U= Unicast-Flag >

L2 Handoff Enabled

L2 Handoff Disabled
BorderCP-2

1. DHCP Discover/Riquest is sent 1o the DHCP Senver as relay/unicast,
2. DHCP Server replies with OfferfACK honoring the flag, in this case
Unicast,
3. DHCP Relay receives the packet, removes DHCP Relay options, Unicast
Flag instructs the Relyy to send the DHCP Offer a5 Unicast, destination
4822.54dc.Bal15
4. DHCP Relay sends the Offer/ACK to BCP-1
Edge-2 3 BCP-1 receives the Offer/ACK and registers VLANZ1 GW MAC in L2LISP
I to both Contral Planes
6. BCP-1 queries the CP (itselfl) to find the RLOC for 4822.54dc.Gal5,
resolves to Edge-1 RLOC.
7. BCP-1 encapsulates the DHCP Offer/ACK wusing the LISP Map-Cache to
Edge-1 RLOC with Wikl
. Edge-1 receives the DHCP packet, maps the VNI to VLAN1031
. Edge-1 consults the CAM table for 4822.54de.6a15, entry is a CP_LEARM
entry to the AccessTunnel interface associated with the AP
then encapsulates the DHCP Offer/ACK in VXLAN with VNI o the
AP
10.Access Points de-encapsulate the packet and forward it to the
wingless endpoint

L2 ONLY
VLAN 1031
L2LISP lID 5232

]

EBjE 5 & - L20{|MEt RLIFHAE DHCP M3 ! ACK

AlLIE|27F 27 CIE AR dEXZQIEE DHCP EEEIFHAE EZP|E unset &FE "0"C 2 A
oI-L_||:_|.
= .

DHCP ZH|0|E DHCP OfferlACKE EHEEZEIHAEZR HLHX| &1 CHAl KLIFHAE 1mjZle=z
DHCP H|O|2ZE Lio| E2I0|ME stEL|0] FA0|AM THAME CHAF MAC =AE EHHLICEH O] SD-
Access IE20|M TS XEI5tE YA 37 £=HSHH, L2LISP Map-CacheE AI&3t0{ E i
g ™Y S X|EF Layer 2 Flooding HE|IFHAE &5t W2 AF&SHX| et &LCH

I =2 2 2 4/CP(192.168.0.201) THZ! 722 3: Q13| A DHCP 2T

<#root>
BorderCP-1#

show nonitor capture cap buffer display-filter "bootp.type==1 and
dhcp. hw. mac_addr ==4822. 54dc. 6al15" detailed | sect Dynanic

Dynamic Host Configuration Protocol (

Di scover

)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address Tlength: 6
Hops: O
Transaction ID: 0x00002030
Seconds elapsed: 0



Bootp flags: 0x0000, Broadcast flag (Unicast)

0... .... .... .... = Broadcast flag: Unicast

.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0
Your (client) IP address:
Next server IP address:
Relay agent IP address:

0.0.0.0
0.0.0.0
0.0.0.0

Client MAC address: 48:22:54:dc:6a: 15 (48:22:54: dc: 6a: 15)

O] AlLtEIR20ME L2 E2{Z 0| AAM/2Ho|BF AFE E[= EHH, M[@HACKE L2LISP T FHA|E & 5N
M2 2 ™A 2o| ZtASEILICH RLIFHIAE Z|Y H2lg £43517| 26 L2 Border= A|0]
Z QoM CHA MAC FAE F2lELcH IEE] o X[ofMH "MAC &t& 2 WLC L&' ME3Xo
2 71’dstH, ZHEE Eoielol= o] A==xQIE ID(EID)7t SSELICE

<tfroot>

BorderCP-1#

show i sp instance-id 8232 ethernet server 4822.54dc. 6al5

LISP Site Registration Information
Site name: site_uci
Description: map-server configured from Catalyst Center
Allowed configured locators: any
Requested EID-prefix:
EID-prefix:

4822. 54dc. 6al5/ 48

instance-id 8232

First registered: 00:53:30
Last registered: 00:53:30
Routing table tag: 0

Origin: Dynamic, more specific of any-mac
Merge active: No

Proxy reply: Yes

Skip Publication: No

Force Withdraw: No

TTL: 1d00h
State: conpl ete
Extranet IID: Unspecified

Regi stration errors:



Aut henti cation failures: 0

Al l owed | ocators msnmatch: 0

ETR 192.168.0.101:51328, last registered 00:53:30, proxy-reply, map-notify
TTL 1d0Oh, no merge, hash-function shal
state complete, no security-capability
nonce 0xBB7A4AC0-0x46676094

XTR-ID OxDEF44FOB-0xA801409E-0x29F87978-0xB865BFOD

site-ID unspecified

Domain-ID 1712573701

Multihoming-ID unspecified

sourced by reliable transport
Locator Local State Pri/Wgt Scope
192.168.0.101 vyes up 10/10 IPv4 none

ETR 192. 168. 254. 69: 58507

, last registered 00:53:30, no proxy-reply, no map-notify

<-- Registered by the Wreless LAN Controller

TTL 1d0Oh, no merge, hash-function sha2

state conplete

, ho security-capability
nonce 0x00000000-0x00000000
XTR-ID N/A
site-ID N/A
sourced by reliable transport
Affinity-id: 0 , O

W.C AP bit: dear

Locator Local State Pri/Wgt Scope

192. 168. 0. 101
yes
up
0/0 IPv4 none

<-- RLOC of Fabric Edge with the Access Point where the endpoint is connected

7EE QIR £ 7)ol chet Hoiol A2l 3 LISP 4 EE dezole

<ffroot>

BorderCP-1#

°

| MAC =40



show | isp instance-id 8232 ethernet map-cache 4822.54dc. 6al5

LISP MAC Mapping Cache for LISP 0 EID-table Vlan
31

(IID
8232

), 1 entries

4822. 54dc. 6al5/ 48

, uptime: 4d07h, expires: 16:33:09,
via map-reply

conpl ete

, local-to-site
Sources: map-reply
State: complete, last modified: 4d07h, map-source: 192.168.0.206
Idle, Packets out: 46(0 bytes), counters are not accurate (~ 00:13:12 ago)
Encapsulating dynamic-EID traffic
Locator Uptime State Pri/Wgt Encap-IID

192.168. 0. 101

4d07h up 10/10 -

RLOC7} HZZ|H DHCP L7} KLIFIAEEZ ZH
Edge-12 & M&ELICH.

ﬂl1>

<tfroot>
BorderCP-1#

show mac address-tabl e address aaaa. dddd. bbbb

Mac Address Table

31

4822. 54dc. 6al5

8tz|o1 VNI 82402 &M 192.168.0.1012]



CP_LEARN

L2LI O

BorderCP-1#

show platform software fed switch active matm nacTabl e vl an 141 mac aaaa. dddd. bbbb

VLAN
MAC Type Seqg# EC_Bi Flags machandle
siHandle riHandle diHandle *a_time “*e_time ports

Con

31 4822. 54dc. 6al5
0x1000001 0 0 64 0x718eb52c48e8 0x718eb52c8b68 0x718eb44c6cl8 0x0 0
RLOC 192. 168. 0. 101

adj_id 1044 No

BorderCP-1#

show i p route 192.168.0. 101

Routing entry for 192.168.0.101/32
Known via "

isis

", distance 115, metric 20, type Tlevel-2
Redistributing via isis, bgp 65001T
Advertised by bgp 65001 level-2 route-map FABRIC_RLOC
Last update from 192.168.98.3 on TenGigabitEthernetl/0/42, 1w3d ago
Routing Descriptor Blocks:
* 192.168.98.3, from 192.168.0.101, 1w3d ago,

via TenG gabi t Et her net 1/ 0/ 42

Route metric 1is 20, traffic share count is 1

Ol MMyt SUst R o= DHCP 2 0[] °|:LE1I 2 RLOC 0|2zl QIE{Ho|AMAM E
PHZl2 ZHX{5l04 Ol K| RLOCE 2| SLIFHAE 0| A VXLAN &35S mHEHsHL|Ct.

DHCP I 2 ACK - SL|FHAE - of K|

olX|= AH M SLIFHAE DHCP Offer/ACKE £4AlstD EEH&!; &35t MAC T4 H|O|
E2 X504 SHIE o|1da TEE =lgLCt HEE?H E QI{/ACKS} EZ| x| EE
DE XZEON mEE EXHESK| AT A= ZIET HAAE EY %‘MIA EIZ20 jZlg MEEL
CF.



MAC F£A E|O|E2 ZE AccessTunnel2E AP11} Q1= 714 ZEZ

<{froot>

Edge- 1#show nmac address-tabl e address 4822. 54dc. 6al5

Mac Address Table

1031

4822. 54dc. 6al5

CP_LEARN

Ac?2

Edge- 1#show i nterfaces accessTunnel 2 description

Interface Status Protocol Description

Ac?2

up up
Radio MAC: dc8c.37ce.58a0,

P 172.16.1.7

Edge- 1#show devi ce-tracki ng dat abase address 172.16.1.7 | be Network

Network Layer Address Link Layer Address
Interface vlan privi age state Time Teft
DH4

172.16.1.7

dc8c.3756.99bc

Tel/ 0/ 12

1021 0024 6s REACHABLE 241 s try 0(86353 s)

Edge- 1#show cdp nei ghbors tenG gabit Ethernet 1/0/12 | be Device



Device ID Local Intrfce Holdtme Capability Platform Port ID

AP1 Ten 1/0/12

119 R T AIR-AP480 Gig O

DHCP 21 L ACK ZE2MAE LB E|A 7 X[ELICH DHCP SnooplngO| A3l E| K| ot
DHCP Snooping E|O|E0] &5 0| ddE|X| &t &LICt. 2t DHCP X| ¢ Al=xZ QIE 9| Device-
Tracking =2 DHCP7} otil S8 ARP miZ!of| o|al] M+dElL|Ct EBt DHCP A+EO0| HIE &3t
|04 /22 2 "show platform dhcpsnooping client stats" ZH2 B30l M CIOIE{7F EAIZIX| et&
L|Ct.

<tfroot>

Edge- 1#show devi ce-tracki ng database interface tel/0/2 | be Network

Network Layer Address Link Layer Address
Interface vlan privl age state Time Teft
ARP
172.16.141.1

aaaa. dddd. bbbb
Tel/0/2
1041
0005 45s REACHABLE 207 s try O

Edge- 1#show i p dhcp snooping binding vlan 1041

MacAddress IpAddress Lease(sec) Type VLAN Interface

Total number of bindings: O

SD-Access IE 2! %Lli'HéE = HEEIHAE ZEgfOo AFS0| BE2 FX| A&LICEH Ol
EHX| AEZQIE % Fo|7| {2 LIt O] 7|&& DHCP EE'EHOI it = DHCP Mt A&l M RH7H 9
B 4 QXD L2 M B0l A HEE DHCP 22 QsiAM e F 7HX| HFHLIEZO| 25 TR gL
Ct. HEE?HéE QL IH{/ACKO]| CHEt Q12 0] HEIFHAE U R LI?HﬁE Q I{/ACKO] CHEt Mo H
Moj| MMEt A=EXQIE SES T 5l= L2 EXHE

DHCP EZIAM - F 41 &0l



WLCOIA DHCP ETME RA FME E5 ZLIEZIELCT.

<{froot>

WL.C#debug wirel ess mac 48:22:54: DC. 6A: 15 to-file bootflash:client6alb

RA tracing start event,
conditioned on MAC address: 48:22:54:dc:6a:15
Trace condition will be automatically stopped in 1800 seconds.

Execute 'no debug wireless mac 48:22:54:dc:6a:15"' to manually stop RA tracing on this condition.

WLC#Nno debug wirel ess mac 48: 22: 54: dc: 6a: 15

RA tracing stop event,
conditioned on MAC address: 48:22:54:dc:6a:15

W.C#nore flash:client6al5 | i DHCP

2025/08/11 06:13:48.600929726 {wncd_x_R0O-0}{1}: [sisf-packet] [15981]:

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4822.54dc.6al5

2025/08/11 06:13:50.606037404 {wncd_x_R0O-0}{1}: [sisf-packet] [15981]:

S| SF_DHCPOFFER

, giaddr: 172.16.131.254, yiaddr: 172.16.131.4, CMAC: 4822.54dc.6al5

2025/08/11 06:13:50.609855406 {wncd_x_R0-0}{1}: [sisf-packet] [15981]:

SI SF_DHCPREQUEST

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4822.54dc.6al5

2025/08/11 06:13:50.613054692 {wncd_x_R0-0}{1}: [sisf-packet] [15981]:

S| SF_DHCPACK

, giaddr: 172.16.131.254, yiaddr: 172.16.131.4, CMAC: 4822.54dc.6al5

=l

—

= =

I |m
np

I

<{froot>

WL.C#show wi rel ess devi ce-tracki ng dat abase nac 4822. 54dc. 6al5

MAC VLAN TIF-HDL IP

4822. 54dc. 6al5

1 0x90000006

172.16.131. 4

(info):

(info):

(info):

(info):

RX:

RX:

RX:

RX:

DHCPv4 from

DHCPv4 from

DHCPv4 from

DHCPv4 from

interfac

interfac

interfac

interfac

Mo| B = Z QIE 7| Wireless LAN Controller2| Device-Tracking Gl O|E{H| O] A 01| F7}

ZONE-ID/VRF-NAME



0x00000000

fe80::b070:b7el:cc52:69ed

0x80000001

x| DHCP ERZMO| AMA ZRIE Rhaf|of A CIHZE LT

<{froot>

APl#debug client 48:22:54:DC:. 6A: 15

AP1#t er m non

AP1#
Aug 11 05:37:47 AP1 kernel:

[uw

DHCP_DI SCOVER

: TransId 0x76281006

Aug
Aug
Aug
Aug
Aug
Aug

11
11
11
11
11
11

[DW

05:
05:
05:
05:
05:
05:

37:
37:
37:
37:
37:
37:

DHCP_OFFER

47
47
47
49
49
49

AP1
AP1
AP1
AP1
AP1
AP1

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

L I o B o N N e B |

: TransId 0x76281006 tag:534

Aug 11 05:37:49 AP1 kernel:

[U W DHCP_REQUEST

: TransId 0x76281006

Aug 11 05:37:49 AP1 kernel:
Aug 11 05:37:49 AP1 kernel:

*08/11/2025

*08/11/2025
*08/11/2025
*08/11/2025
*08/11/2025
*08/11/2025
*08/11/2025

05:

05:
05:
05:
05:
05:
05:

37:

37:
37:
37:
37:
37:
37:

47.

47

35301

.3531]
47.
47.
49.
49.
49.

3533]
3533]
35871
3588]
3589]

[1754890667:353058] [AP1l] [48:22:54:dc:6a:15] <

chatter: dhcp_reg_local_sw_nonat: 1754890667.35
chatter: dhcp_from_inet: 1754890667.353287600:
chatter: dhcp_reply_nonat: 1754890667.353287600
chatter: dhcp_from_inet: 1754890669.358709760:
chatter: dhcp_reply_nonat: 1754890669.358709760
[1754890669:358910] [AP1] [48:22:54:dc:6a:15]

[*08/11/2025 05:37:49.3671] [1754890669:367110] [AP1] [48:22:54:dc:6a:15] <

[*08/11/2025 05:37:49.3671] chatter: dhcp_req_local_sw_nonat: 1754890669.36
[*08/11/2025 05:37:49.3709] [1754890669:370945] [AP1] [48:22:54:dc:6a:15]



[D:W

DHCP_ACK

: TransId 0x76281006 tag:536

Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3733] [1754890669:373312] [AP1] [48:22:54:dc:6a:15] <
[D:A] DHCP_OFFER

: TransId 0x76281006 [
Tx Success

] tag:534
Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3983] [1754890669:398318] [AP1l] [48:22:54:dc:6a:15] <

(DAl

DHCP_ACK

: TransId 0x76281006 [

Tx Success

] tag:53

* U W= Uplink Packet fromCient to Wreless Driver

* DW= Downlink Packet fromCient to Cick Mdule

* D. A = Downlink Packet fromdient sent over the air
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