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* LISP(Locator/ID Separation Protocol)
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172.16.201.66
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FEEEE S

172.16.201.206

LoO: 172.16.201.4

LoO: 172.16.69.68

10.10.10.% 10.10.30.x
SGT=0 =  SGT=18

488b.0a%7.0120 O8be.acl8.c4d9

Ol oflof M= WLANO| CtE2 2 HXHo 2 FFLICH

- L2VNID = 8198/ IP & 0| = Pegasus_Read_Only —> VLAN 1030(10.10.10.x)
. SGT &g

2|1 047[of HdZstE F44 EC0|MEE CHE OI7iH+E SX2 2 JHXZLICH

O|& = 10_10_30_0-READONLY_VN —> VLAN 1031(10.10.30.x)

M

+ L2VNID = 8199/ IP
+ SGT =18
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HX{, 224 WLANS Aldst o M El dhed 2 =olsHof gLt 0] 0ol A= "TC2E-druedahe-
802.1x" SSID7t AF&ELICH. O] EAE T [ SDAE CatCE SaHA{D X[HE|=22 ofH 7
ol £jof Q=X| & QIaH oF &FLIC}. Provision/SD-Access/Fabric Sites/<S 7% I 2 2| A}O|E>/Host
Onboarding/Wireless SSIDs Of2{oi| Al Ct &S =g LICt

» Pegasus-3
Pegasus-3
Fabric Infrastructure Host Onboarding Mare Actions
Authentication WVirtual Networks Wireless S51Ds Port Assignment
fess hu
=Q, tc2d
i
551D Name Type Security IP:F"": Addreszs Pool Scalable Group
]
NIPA Voica + ;
TC2E-druedahe-PSK Enterprise Az Lot Pegasus_Read_Only A
Persanal Data
Paol
. WPA2 Voice + SGT
TC2E-druedahe-B021X Enterprise : Pegasus_Read_Only N
Enterprise Data

SSID0i|= "Pegasus_Read_Only"2t= O|§ 9| IP £0| D& E[0] RIS MM SGT7t Mo = & F(0q
UX| et&LICH Ol= SGT=02 2|0 LCt &, ISE7I 8 &E2 /5] o SHE CHA| TESHK|
ot 4 2E0|MEJ 3o 2 44 2 0IE5tH 4 Z2t0|HE MY oS0 Z4&Lch

&2 WLC ZT|a2foli ofFof| 2lofok FLICH Ol= CatCol 7Hy LIE|S0]
"2 FItets HAleE ™>FELICL

VLAN Name =~ IP Address Pool VLAN ID Layer 2 VNID Traffic Type Security Group Wireless Pool

10_10.. LY_VN h 1031 8199 Data ; Enabled

Configuration/Wireless/Fabric(Z1I| Z12{| 0| M/F M/T{ E 2]) of2i 2| WLC GUIoM o] M ™H2 Ot &
2 gtFELct



lyst 9800-CL Wireless Controller Nelcome dnacadmin

* » Fabric

Conftiguration™ » Wireless

General Control Plane Profile:

Fabric Status ENABLED .|

Fabric VNID Mapping

= Jhi
Name Y L2VNID Y L3VND
O Pegasus_APs 8196 4097
[0 Pegasus_Read_Only 8198
[ 10_10_30_0-READONLY_VN £199

"Pegasus Read_Only" £2 8198 L2VNID2 S 5tH, E2t0[AET7} 8199 L2VNIDO| U7|E &
LIC}. &, ISEZ} WLCO{| O] HEPOIOJEOH CHSH "10_10_30_0-READONLY_VN" Z& AIE35tT E X|
A|5HOF °H—|I:+ WLCE= T{E 2] VLANO| CHeF AHu|Tdo|ME E/5tK| et& Lt L2VN|D':'._F Q14

ghuct 327 ch2 28 VLANS SDA mE 2 ENS| §7 VLANO| o & & L|C}.

310
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SGT/L2VNIDL| S &1t 2EE EXof Cisl E1E 542 CHZ & stLhLCh.

1. SG 8HM2 58 WLANO|| dZdst= F4M ECtO|HEN HMEE[X| pf&LICHS™ SGT &9 &
Al).
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GUIZ 0|&535t0d 4 Z2+0|E mac

= =
FoE

ISERILICt. Operation/RADIUS/Live Logs/(ZF4/RADIUS/EIO|E 21) ot2H el ISE
Endpoint ID(QIEZQIE D) ZEo| ZE{Z A8t

CtZ Details(MSFALE) oto|2E F=IFLIC.

sl Identity Services Engine

Home + Context Visibiity

» TACACS  r Troubdeshoot  » Adaptive

= Operations
*RADIUS | Threat-Centric HAC Live Logs

Liva Logs Live Sessions

Misconfigured Supplicants @

0 0

Misconfigured Metwork Devices @

+ Policy + Administration » Work Cenlers

Network Contral  Reports

Client Stopped Responding @

0

RADIUS Drops @

1

Refresh Every 10 seconds ~ | Show | Latest 100 re|
% Rafrash © Rezet Repeat Counts B Export Taw
Time Status Details Repeat Count Identity Endpolnt ID Endpoint P Authenticat Autharization Profiles
® w / 08.BEAC18:C4.D9 *x
Nov 28, 2023 07:19:52.040 PM [1]) a 0 druedahe 08 BEAC18:C4D9 Microsoft: TC2E-Wirele TCZE-8021X
Nov 28, 2023 07:19:52.008 PM a druedahe 08 BEAC18:C4D9 Microsoft-y TC2E-Wirgle... TC2E-8021X
O S 218 MEAZ 0| 4= CHE B0 FEILICH of7|ME F2 7 & At F MMof CHal

grobE Lt

Overview
Event
Username

Endpoint Id

Endpoint Profile

Authentication Policy

Authonzation Policy

Authorization Result

HRE= ol F41 Z2t0|UE QIBof o=t M = #HshsE HA0| ABEIR=EX| EodFLICH O
x| o2 42 ISE 8H Hu|aefo|ME ChA| EEsHok st x|, Ol= o] 22| HPE Slo{Hf LIt

A= ISE0IAM WLCE HHEHEI LIS

=]

-

5200 Authentication succeeded
druedahe

08-BE:AC:18:C4-D9 &
Microsoft-Workstation

TC2E-Wireless == Authentication Rule 1
TC2E-Wireless == Authorization Rule 1

TCZ2E-8021X

== R stC
= o

e

o4& LIC} SGT2 L2VNID7} Sxc 2




Zd0|22 o] H|o|E= of7|oi| Z & (o{ok 5tH, O] HIO|ElE o470l ZEEILICH TS & 7HX| A

1. L2VNID O|& 0| "Tunnel-Private-Group-ID" S22 M&E|LIC} ISEE ID(8199)7} ol 0|F
(10_10_30_0-READONLY_VN)& H+&ts{of & L|C}.

2. SGTE "cisco-av-pair"2 & EILIC}. cts:security-group-tag 40| A SGT Zt2 ascii(18) 7} ofL
2t 16%1(12) 0| X2 S LR LICH TC2E_Learners= LIRS 2 ISEQ| SGT O|& &lLILC}H.

WLC Zfol

WLCOI| M show wireless fabric client summary 22 A& 35104 22I0|HE AEHE & QI3+ 1 show
wireless fabric summaryE At&35t0{ I{EH 2| Au|Tz| oMt S =2 & E L2VNID7 /=X F

H 2OIE 4 aLICH

<ttroot>
eWLC#

show wi rel ess fabric client sunmary

Number of Fabric Clients : 1

MAC Address AP Name WLAN State Protocol Method L2 VNID
O8be.acls.cado DNAL2-AP-O1 19 R l1ac Dotk
8199

172.16.69.68
<#root>
eWLC4#

show wi rel ess fabric sunmary

Fabric Status : Enabled

Control-plane:

Name IP-address Key Status

default-control-plane 172.16.201.4 f9afal Up

Fabric VNID Mapping:
Name L2-VNID L3-VNID IP Address Subnet Control plane n
Pegasus_APs 8196 4097 10.10.99.0 255.255.255.0 default-cont
Pegasus_Extended 8207 0 0.0.0.0 default-con
Pegasus_Read_Only 8198 0 0.0.0.0 default-co

10_10_30_0- READONLY_VN



8199

o & ME 7} AP | X| otom™ WLCOHIMH T4
ISEO| M =418t CI|O|EHE
A= EreHof CHs HE =

2
=

& g&tstod

0.0.0.0 default-control-pTlane
Z22l0|HE mac FA0 CHE RA FX
oIS LICH S5 27t0|QIEofl CHEH RA &

HE s HOIE £ sl

= A
ChE 2 M0l &g - QU

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/config-

quide/b wl 17 6 ca/m debug ra ewlc.html?bookSearch=true

Zcto|AE o CiE RA £ 30 ISE7H &8t

Uit
<#root>

{wncd_x_R0-0}{1}: [radius] [21860]:
Access- Accept

, len 425

{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
Tunnel - Pri vat e- G oup- | d[ 81] 25

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

Cisco AVpair

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

Cisco AVpair

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

Ewncd_x_RO—O}{l}:
{wncd_x_R0-0}{1}:

Ewncd_x_RO—O}{l}:
{wncd_x_R0-0}{1}:

[radius] [21860]:
[radius] [21860]:
[radius] [21860]:

[1] 32

[radius] [21860]:
[radius] [21860]:

[1] 28

[radius] [21860]:
[radius] [21860]:
[radius] [21860]:

[epm-misc] [21860]:
[epm-misc] [21860]:

[auth-mgr] [21860]: (info):
[client-auth] [21860]:

"cts:

"cts:

(info): RADIUS:

RADIUS:
RADIUS:
RADIUS:
01:

RADIUS:
01:

RADIUS:
RADIUS:
RADIUS:
01:

RADIUS:

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):

(info):
(info):
(info):

RADIUS:
RADIUS:
RADIUS:

M=z
mEEE

£ M2 RADIUS Access-Accept THZ! 0| A TE

Received from id 1812/14 172.16.201.206:0,

authenticator c6 ac 95 5c 95 22

User-Name [1]
Class [25]
Tunnel-Type [64]
Tunnel-Medium-Type [65]
EAP-Message [79]

Message-Authenticator[80]

"10_10_30_0- READONLY_VN'

security-group-tag=0012-01"

(info):
(info):

RADIUS:
RADIUS:

sgt - name=TC2E_Lear ners"

(info):
(info):
(info):

RADIUS:
RADIUS:
RADIUS:

(info):
(info):

EAP-Key-Name [102]
Vendor, Cisco [26]
Vendor, Cisco [26]
Vendor, Cisco [26]
Cisco AVpair [1]
Vendor, Microsoft [26]

10
53

67
38

34

26
20
58

ea b6 - 21 7d 8a f
"druedahe"

VLAN

ALL_802

"cts:vn=READONLY_V

[08be.acl18.c4d9:capwap_9000000a] Username druedahe receiv
[08be.acl18.c4d9: capwap_9000000a] VN READONLY_VN received

[08be.acl18.c4d9: capwap_9000000a] User Profile applied suc
(note): MAC: 08be.ac18.c4d9 ADD MOBILE sent. Client state fla


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/config-guide/b_wl_17_6_cg/m_debug_ra_ewlc.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/config-guide/b_wl_17_6_cg/m_debug_ra_ewlc.html?bookSearch=true

13 ChE WLCE SGT % L2VNID HE
1. CAPWAP(Control And Provisioning of Wireless Access Points)&
ENO{| SGT 2t 2

s3 mje2l cp
S5i AP7} 47

2. LISPE
= 2| CP= LISPE

Ojo

P

C

O

o= 2| EN &Ql
IHEH 2 ENO| SXo =2 _/I\_

chg E7ile
2 L2VNID 81992t AZEl VLANS
Gi1/0/6, Gi1/0/10, Gi1/0/18

<#root>
Tu0:8196, Gil/0/4, Gi1/0/5
Tu0:8198, Gi1l/0/15

EDGE-01#
active

show vlan | i 819
1028 Pegasus_APs
active

1030 Pegasus_Read_Only
1031 10_10_30_0- READONLY_VN

active

il

FoIE = A&LCH

o s
= "1 =
X| show device-tracking database mac <mac

ok

TuO: 8199

, Gi1/0/1, Gi1/0/2, Gi1/0/9
=] 7

Il s
OL- A
Ol|=

< 2|l= L2VNID 81997+ VLAN 103101 OH
M ZEto|HETt Bsh=E VLANO /s

ag|lo
address>7} EA|EL|C}
DH4 - IPv4 DH

1%

<#root>
EDGE-01#
show devi ce-tracki ng dat abase nac 08be. ac18. c4d9
Load for five secs: 1%/0%; one minute: 1%; five minutes
Time source is NTP, 15:16:09.219 UTC Thu Nov 23 2023
Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol
Preflevel flags (prilvl)
0001:MAC and LLA match 0004:0rig access
0008:0rig trusted trunk 0020:DHCP assigned
0040:Cga authenticated 0100:Statically assigned
vlan prlvl age state

Network Layer Address
macDB has 0 entries for mac 08be.acl8.c4d9,vlan 1028, 0 dynamic
macDB has 2 entries for mac 08be.acl8.c4d9,vlan 1030, 0 dynamic

0002:0rig trunk

0010:0rig trusted access
0080:Cert authenticated
Link Layer Address Interface

08be. ac18. c4d9

DH4
10.10. 30. 12



Acl
1031

0025 96s REACHABLE 147 s try 0(691033 s)

OFX|2f 2 2 show cts role-based sgt-map vrf <vrf name> all &2 Z2}0|1E0f
MBEL|ct. of od ol A VLAN 10312 "READONLY_VN" VRF2| &£ lL|C}.

<ffroot>

EDGE-01#

show cts rol e-based sgt-nmap vrf READONLY_VWN al

Load for five secs: 1%/0%; one minute: 1%; five minutes: 1%
Time source is NTP, 10:54:01.496 UTC Fri Dec 1 2023

Active IPv4-SGT Bindings Information

IP Address SGT Source

10.10.30.12

18

LOCAL
10.10.30.14 4 LOCAL

5t
=

%;

=|
—

SGT

4y

fjo



4242 Al235to{ WLCo|

er = |
M & LisP 2&lg +Alstex| 2olgt 4
<#froot>
[MS] LISP: Session VRF default, Local 172.16.69.68, Peer 172.16.201.4:434

378879: Nov 28 18:49:51.376:

w ¢ mappi ng-notification
for IID 8199 EID 08be.acl8.c4d9/48 (state: Up, RX 0, TX 0).
378880: Nov 28 18:49:51.376: [XTR] LISP-0 IID 8199 MAC: Map Server 172.16.201.4

W.C Map-Notify for EID 08be.acl8.c4d9

has 0 Host IP records, TTL=1440.



378881: Nov 28 18:49:51.376: [XTR] LISP-0 IID 8199: WLC entry prefix 08be.acl8.c4d9/48 client, Created.
378888: Nov 28 18:49:51.377: [XTR] LISP-0 IID 8199 MAC:

S| SF event

scheduled Add of client MAC 08be.acl18.c4d9.
378889: Nov 28 18:49:51.377: [XTR] LISP: MAC,

SISF L2 table event CREATED for 08be.ac18.c4d9 in VIlan 1031

, IfNum 92, old IfNum O, tunnel ifNum 89.

il
mjo 1o
od >

Jor=

LISP ¢ &2 HX{ CcPof &
SISF £ & C|HIO|A F &
@]

| $=AlE|H, CP= 0|2 ENO] 374|E. LIC}. O] LISP & &l
0| MME|H, ol Z2EAMA et 2EelLCt Ct

To_h

> 2

mo St

<#root>
EDGE-01#
show i sp instance-id 8199 ethernet database wc clients detai

Load for five secs: 1%/0%; one minute: 1%; five minutes: 1%
Time source is NTP, 21:23:31.737 UTC Wed Nov 29 2023

WLC cTlients/access-points information for router Tisp O IID

8199

Hardware Address: 08be.acl8.c4d9

Type: client
Sources: 1

Tunnel Update: Signalled
Source MS: 172.16.201.4
RLOC: 172.16.69.68
Up time: 00:01:09

Metadata length: 34
Metadata C(hex): 00 01 00 22 00 01 00 OC OA OA 63 OB 00 00 10 01
00 02 00 06 00

12

00 03 00 OC 00 OO 00 00 65 67
AB 7B



S Metadata(ﬂﬂEPEllolE-l) MMM Z = EAIE 2t 122 XS0l gL5tz{n E SGT
189 16%l4= T QILICE J2|1 O|R2 ZE Yo MU= &2 IEPE g EHIANAHEL
CH.
T2 2ol
OFx|g} & ol EHA0 M= EN A2/ %|0l A EPC(Embedded Packet Capture) 22 At&3t04 o] 22t
O|HE S| iZ!0| APO| o3 & El= WAIS 2 Qle = USLICH EPCE AL835t0 A TS
JHH = WMol CHEt REMIE I8 2 Che 8 T ERSHMAIR.

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-
3/configuration guide/nmagmt/b 173 nmgmt 9300 cg/configuring packet capture.html

o| ool M= T4 SEHOIMFE KpA[0l| A H[O|EH ofoi CHEF pingOf AlE E[I&LICH.

| VXLAN I Protocol | Identification | Length | Info
8199 ICMP 8x@lel (481),0x.. 124 Echo (ping) regquest

10.10.30.12 16.10.39.1 8199 ICMP ex@le3 (483),0x-. 124 Echo (ping) request

| Time | Arrival Time | Source | Destination
8 0.082365 2023-12-81 18:47:34.384734 16.18.30.12 16.18.30.1

18 0.000028 2023-12-01 18:47:39.277504



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9300_cg/configuring_packet_capture.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9300_cg/configuring_packet_capture.html

APS} ENO| EZ! 2M Z2}0|1E0f CHEH VXLAN E{HE A5t 2 mZ!le APS| VXLAN K
o &7 olO| eFof ghL|Ct.

> Frame 8: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, id @
> Ethernet II, Src: Cisco_0c:2e:c@ (70:70:96:@c:2e:c@), Dst: Cisco_9f:ff:5f (00:00:0c:9f:ff:5f)
» Internet Protocol Version 4, Src: 10.10.99.11, Dst: 172.16.69.68

> User Datagram Protocol, Src Port: 49269, Dst Port: 4789

P Virtual eXtensible Local Area Network

> Ethernet II, Src: EdimaxTe_18:c4:d9 (@8:be:ac:18:c4:d9), Dst: Cisco 9f:fb:fd (@0:00:0c:9f:fb:fd)
» Internet Protocol Version 4, Src: 10.10.30.12, Dst: 10.10.30.1

& Internet Control Message Protocol

E{do| AAE AP ip ££(10.10.99.11)0]| 1 CHA 2 EN Loopback0 ip F4(172.16.69.68) &ILIC}.
VXLAN 3 LHE o= Al 4 22+0[Q1E C|0|E{(0] L ICMP THZ)7+ E AIE LICH.

OFX|2to 2 VXLAN §l|lC{E ZAAHEr LIt

Virtual eXtensible Local Area Network
Flags: 0x8800, GBP Extension, VXLAN Network ID (VNI)
lees cees ssss ssss = GBP Extension: Defined
Uema cooa acon VXLAN Network ID (VNI): True
sess asss a0us .aaa = Don't Learn: False

SRS . M Policy Applied: False
.000 .000 0.00 .000 = Reserved(R): 0x0000
Group Policy ID: 18
VXLAN Network Identifier (VNI): 8199
Reserved: 0

SGT /2 & M IDE 7|SELICt 0| B2 ascii §AI2E, L2VNID 2t2 VXLAN HE 3 Al
AHVNNZE X|EgHL .
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