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show version
show module
EBEHEA
show diagnostic result module all
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show version
show module
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show diagnostic result module all
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show version
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show faults leaf <node- APIC E7|E AF&3l04 o|O| K|

APICO{| A Azt [ ZAs 3c AZD 2l -
Mo 0> EEshowfaults Lo Ly [HEZISolMlES EY BY
== history leaf <node-id> |©% =% g2 FEgLc

11| 724|044 &2l

E—IE}0| M‘EH% sH 1517 ol tE7H AM S5 WACIZE AZER|0{E MY SOIX| &lg Lt
ALKl 2 2l H|O|AEFR! A & olg 2|3l built-show discoveryissuesncommand & AFE St
APICOHA-I h:EE in-service2 E 1 5=X| &QlgL|Ct.

AR|X|7F ACI EEQIX| = QlgtL|ct,

<ttroot>

Teaf-A#

show ver si on

Software
BIOS: version 05.53
kickstart: version 16.1(3f) [build 16.1(3f)]
system: version 16.1(3f) [build 16.1(3f)]
PE: version 6.1(3f)

kickstart image file is: /bootflash/aci-n9000-dk9.16.1.3f.bin <--- ACI mode indicator
system image file is: /bootflash/auto-s

Hardware
cisco N9K-C93108TC-FX ("supervisor')
Device name: leaf-A

Last reset at 241000 usecs after Wed Mar 11 17:28:38 2026 JST
Reason: reset-requested-by-cli-command-reload

Z2 2 &: Kickstart 2! A|AE! 2FRI0| U2, kickstart O|O|X|= 'aci-n9000'2 2 A|2F5t D A
O|FE MHE £~ U&LICH

OffH LI 2 &QI7L: £E242 ACI kickstart == A|AH] 2110| gl S&/3 NXOS o|0|x| mtde &2
04& LLC}.
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show version

Az EQol BY, 0/0X| 2, 7HS AlzF ! 0%t MAIE OIR & 2OIsHaipd 0] TS AEL
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<ffroot>

Teaf-A#

show versi on

Software
BIOS: version 05.53
kickstart: version 16.1(3f) [build 16.1(3f)]
system: version 16.1(3f) [build 16.1(3f)]
PE: version 6.1(3f)
kickstart image file is: /bootflash/aci-n9000-dk9.16.1.3f.bin
system image file is: /bootflash/auto-s
Hardware

cisco N9K-C93108TC-FX ("supervisor")
Device name: leaf-A

Kernel uptime is 29 day(s), 19 hour(s), 52 minute(s), 45 second(s)

Last reset at 241000 usecs after Wed Mar 11 17:28:38 2026 JST
Reason: reset-requested-by-cli-command-reload
Service: PolicyElem Ch reload

show module

otel 7= & Y 221l T 20 E 2 E ool #elsted™ ol BHE S AldefLch

<ffroot>

Teaf-A#

show nodul e

Mod Ports Module-Type Model Status

1 54 48x10G+6x40/100G Switch N9K-C93108TC-FX ok

1 pass <--- basic diagnostic baseline
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O{iH L 2 &0QI7} 2 & HEN7t &S 5tK| ef7{Lt TIEH A Ef7t S1H5HK| et &Lt
7 EA
PSU, T 2/ 4 & E{E &Qlstdi™ ol BHES A=At
<#root>
Teaf-A#
show envi r onnent
Power Supply:
Supply Model Output Capacity  Status
1 NXA-PAC-500W-PE ow 500 W shut <--- redundant PSU not in use
2 NXA-PAC-500W-PE 219 W 500 W ok
Fan:
Fanl(sys_fanl) NXA-FAN-30CFM-F Status: ok
Fan2(sys_fan2) NXA-FAN-30CFM-F Status: ok
Fan3(sys_fan3) NXA-FAN-30CFM-F Status: ok
Fan4(sys_fan4) NXA-FAN-30CFM-F Status: ok
Temperature:
1 Inlet(l) 37 normal
1 outlet(2) 38 normal
1 x86 processor(3) 71 normal
1 Homewood(4) 56 normal
T2 24 4 PSUE B40T, B2 FaolH, 2ZE YaelLth

OfE LHE D017} &S 59 PSUTF T h7ALY, T A7t B 8| o 7L, U MATH BAE
olx| et &Lict

show diagnostic result module all

show 2E 9| summary ZE#BH oLzt MK 2201 ZIEt HIAES ABstdH o WS MuE
L|C}.
<ttroot>

Teaf-A#



show di agnostic result nodul e al
Incomplete,

Current bootup diagnostic Tevel: bypass

Module 1: 48x10G (Active)
Test results: (. = Pass, F = Fail, I =
U = Untested, A = Abort, E = Error disabled)
1) bios-mem-------———————————————— > .
2) mgmtp-Tb------------——-oo - > .
—————————————————————— > .
_____________________ >
>
>
>

22) cpu-cache
23) mem-health

24) ssd-acc
33) fpga-reg-chk

43) tahoe-mem

E2 g 2E L
O LHE R&QI7L &M S
24 21 EA
229, eIy, elZet VLAN Y HE S HE-YE AE5it{H o] HHS AdE
%ol 7}& R &5 first-pass WY & sHLFQILICH
<#root>

show di scoveryi ssues

Check 3 HW Modules Check
Test0l1l Fans status check
Test02 Power Supply status check
[Warn] Operational state of sys/ch/psuslot-1/psu is: shut
[Info] Ignore this if it is a redundant power supply
Check 5 System State
Test01l Check System State
[Info]l TopSystem State is in-service
Check 8 Infra VLAN Check
Test01l Check if infra VLAN is received
[Info] Infra VLAN received is : 4093

Check 10 IS-IS Adj Info
Test01l check IS-IS adjacencies

[Info] ethl/54.30

[Info] ethl/51.31

[Info] IS-IS adjacencies found on interfaces:
[Info] ethl/53.32

PASSED
FAILED
PASSED
PASSED
PASSED



Check 11 Reachability to APIC
TestOl Ping check to APIC FAILED
[Error] Ping to APIC IP 198.51.100.1 from 198.51.100.64 with MTU 1450 failed.
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show version

<tfroot>

spine-A#

show version

Software
BIOS: version 05.53
kickstart: version 16.1(3f) [build 16.1(3f)]
system: version 16.1(3f) [build 16.1(3f)]
PE: version 6.1(3f)

kickstart image file is: /bootflash/aci-n9000-dk9.16.1.3f-cs_64.bin <--- modular spine image
system image file is: /bootflash/auto-s

Hardware
cisco N9K-SUP-A+ ("supervisor™)

Device name: spine-A

Last reset at 983000 usecs after Wed Mar 11 17:31:09 2026 JST
Reason: reset-requested-by-cli-command-reload

show module

MA|S| 2E stEf{of E2B2/S & QlstE{™ ol BHES A™ELICH

<ttroot>

spine-A#

show nodul e



Mod Ports Module-Type Model Status
1 32 32p 40/100G Ethernet Module N9K-X9732C-EX ok

2 32 32p 40/100G Ethernet Module N9K-X9732C-EX ok

3 36 36p 40/100G Ethernet Module N9K-X9736C-FX ok

22 0 Fabric Module N9K-C9504-FM-E ok

23 0 Fabric Module N9K-C9504-FM-E ok

24 0 Fabric Module N9K-C9504-FM-E ok

26 0 Fabric Module N9K-C9504-FM-E ok

27 0 Supervisor Module N9K-SUP-A+ active
28 O Supervisor Module N9K-SUP-A+ standby
29 0 System Controller N9K-SC-A standby
30 O System Controller N9K-SC-A active
Mod Online Diag Status

1 pass

2 pass

3 pass

22 pass

23 pass

24 pass

26 pass

27 pass

28 pass

29 pass

30 pass

F2 24 210l 7te, HEE BE, ST{HLOIM, AlAY HEEI 2F YD TE 7I5S ST
&LCt.

OfE L D017k £ E|HLE 4 4B} O =2 B, SniuolX Fof Zx| o4 BE =
= ZE T AmRigLct

2 E EA|

<#root>

spine-A#

show envi ronnent

Power Supply:

Supply Model Output Capacity  Status

1 N9K-PAC-3000W-B 1031 W 3000 W ok

2 N9K-PAC-3000W-B ow 3000 W shut

3 N9K-PAC-3000W-B 992 W 3000 W ok

4 mmmmmmee e N/A W ow Absent

Power Usage Summary:

Power Supply redundancy mode (operational)

Total Power Output (actual draw)

Total Power Available for additional modules

Non-Redundant (combined)

1523 W
1793 W



Fan:

Fanl(sys_fanl) N9K-C9504-FAN Status: ok
Fan2(sys_fan2) N9K-C9504-FAN Status: ok
Fan3(sys_fan3) N9K-C9504-FAN Status: ok
Fan4(sys_fan4) N9K-C9504-FAN Status: ok
Fan5(sys_fan5) N9K-C9504-FAN Status: ok
Fan6(sys_fan6) N9K-C9504-FAN Status: ok

Temperature:

1 ATOM processor(1) 32 normal

3 Homewood instance 2(3) 78 normal

22 LAC instance 1(2) 70 normal

27 x86 processor(4) 36 normal
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show diagnostic result module all

<{froot>

spine-A#
show di agnostic result nodul e al

Current bootup diagnostic Tevel: bypass
Module 1: 32p 40/100G Ethernet Module

1) bios-mem----------———————~—~————- >
9) mvl4p-eobc-snake--------—------ >
39) lcfc-conn-------——————cc—— >
43) tahoe-mem---------—-———————————- >

Module 22: Fabric Module

10) mv110p-snake------------——-———- >
42) fclc-conn-——-————---—--—-—-——————- >
43) tahoe-mem------------———-—————- >

Module 27: Supervisor Module (Active)

24) ssd-acc-----——-------———————————- >
32) nvram-cksum------------———————- >
35) eobc-mon-----------—---———————- >

Module 30: System Controller
11) bcm28p-snake----------------———- >
41) pcie-bus--------------—---————- >
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show version

<{froot>

apic-A#
show versi on

RoTe Pod

controller
controller
controller
Teaf

spine

R R R R R

~ZEQ 0 2Y

A& gLt

2| x| CLI 7|—’_S
2

201 spine-A

show faults leaf <node-id>

<ffroot>

apic-A#

show faults leaf 101

Code
Severity
Lifecycle
DN
Description

Code
Severity
Lifecycle
DN
Description

Code
Severity
Lifecycle
DN
Description

: FO532
: critical
raised

: topology/pod-1/node-101/sys/phys-[ethl/11]/phys/fault-F0532

: Port is down,

XE 7Hgst7| ™ol HEEE{9F &

2 d88tF LEE 4 2 7|5 ol AN
x| 2X7F A2|EIR=X], HA A=K, - E eI, ot o|O
7% WEE e oot

Node Name Version

1 apic-A 6.1(3F)

2 apic-B 6.1(3F)

3 apic-C 6.1(3F)

101 Teaf-A n9000-16.1(3f)

n9000-16.1(3f)

reason being Link Not Connected(Connected),

used by EPG on node 101 with hostname Teaf-A

: F1451
: minor
raised

: topology/pod-1/node-101/sys/ch/psuslot-1/psu/fault-F1451
: Power supply shutdown.

: F1699
: warning
raised

9Ix| ztol YalA HUS HoIsHH 0| 2

|2t &5 241451 7| 2|8 APICE 0|
x| SHAE|A

: topology/pod-1/node-101/sys/time/prov-198.51.100.10/status/fault-F1699

: NTP configuration on Leaf leaf-A is not synced to NTP server

o

St

=
=
—

242
oo=



show faults history leaf <node-id>

<{froot>

apic-A#

show faults history |leaf 101

ID
Description
Severity
Code
Action

Life Cycle

ID
Description
Severity
Code

Action

ID
Description
Severity
Code

Action

72 EI|IE A

L= Abza}

[y

<ffroot>

apic-A#

nmoquery -c topSystem -f

: 8589940065

: Port is down, reason:Link Not Connected(Connected), used by:Fabric
: minor

: F1394

: modification

raised

: 8589940026

: TCA: ingress drop packets rate value 233 raised above threshold 200
: warning

: F112128

: creation

: 8589939383

: BGP peer is not established, current state Idle
: cleared

: F0299

: deletion
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7|01l CHEF moquery

't op. Syst em name=="spi ne- A""

# top.System

dn : topology/pod-1/node-201/sys
name : spine-A

role : spine

state : in-service

oobMgmtAddr : 198.51.100.201

version : n9000-16.1(3f)
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1. 22|x|0 M show versionZ A&5to ACI ZE, Bl2|A, 7HE AlZH L MY O|RE =elg
LICt.

. show moduleg A&5t0{ 2= AEl, &El & @oF FIEtE =QIgFL|Ct
. show environmentE Al&i5t04 PSU, ™ L 2T MENE &QI§HL|C}.

A 22kl ZIEHS & Q15HE{T™ show diagnostic result module all A& ErLIC}.

. 2lZ A 2| X|0l| M show discoveryissuesE A&i5t01 ZHEER] 44 L IHEE| QIHMEE A
SEct.

6. APICO{| A show faults leaf <node-id> 5= show faults spine <node-id>E& &I&5t0{ Tt EE

st 743t 7H7';.||9|. Abnt ot =2 2430}

7. HlO|AEIRIE et 04 BF show lldp neighbors, show ip route vrf all, show ip ospf
neighbor vrf all, show interface ethx/y trunk EE= show vpc briefet 22 7|s HHSZ 0|S
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https://www.cisco.com/c/ko_kr/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218036-troubleshoot-aci-fabric-discovery-devi.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/faults/guide/b_APIC_Faults_Errors/b_IFC_Faults_Errors_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/faults/guide/b_APIC_Faults_Errors/b_IFC_Faults_Errors_chapter_01.html
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https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/l4-l7-configuration/cisco-apic-layer-4-to-layer-7-services-deployment-guide-61x/configuring-l4-l7-route-peering-61x.html
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