ACI| THE =l0{| A Callhome T4,

L

74

CallHome 7|58 At25tH Rt ME &4 Zof £ O|HIE § mHE! 7|50

olHYe S3h —’F—*._"é* 4= Ql&L|CH CallHome CHA T2 ZI2 S5 |
MESH, S HAIX| @Al U 2EIX FIE|D2|2 7HEE = USLICH

AN 27 AL
- ME2I2 4.2(1) o|Ato|o{oF &Lt
- D E 22| C|Ho|AE SMTP/E-Mail ME{oll CHEH HEQ|T 40| Q!
- =2 C|HIO|A QL SMTP/E-Mail M Ztolls EAI TCP ZE 258 &8

ZAI| e 0| M EHA|

1EHA|: APICOH| 22 QlF L CH.

« EEIX} AHE SHE AHE35H0{ APICOH| MM AT LICEH
2EHA|: CallHome CHA &8 MAEHLICE

« APIC > Admin > External Data Collectors > Monitoring Destination2 £ 0|S

OfoF BfLICt.

fjoF grLict.

gfLICH



System Tenants Fabric Virtual Networking | Admin I Operations Apps Integrations
AAA | Schedulers | Firmware | External Data Collectors | Config Rollbacks | Import/Export
External Data Collectors
Callhome
CP Quick Start
~ [@m Monitoring Destinations )
~ Name Admin State

= callhome
> [l Smart Callhome
> [ SNMP
> [ Syslog
> [ TACACS
> [ Callhome Query Groups

CallHomefolderE O+ A QLEZR
Group(CallHome CH& O & M) t'Eﬂ”E*l—lEP.

1 Create CallHome Destination

System  Tenants Fabric Virtual Networking Admin Operations Apps Integrations
AAA |  Schedulers | Firmware External Data Collectors | Config Rollbacks | Import/Export
External Data Collectors
Callhome
(C» Quick Start
Mn:r i i Desti i
B Monitoring Destinations - Name Admin State
B callhc P
Create Callhome Destination Group
> = Smart wanisine
o — Y
> [ Syslog
> [ TACACS
> [l Callhome Query Groups
CHAl: H HAMLiEE Y=sLIct
st M A2 otzhol Lot U& L.
« O|& - CalHome CH& 2 E2| O|&
« Admin(Z2[xl) - ol SME2 & dsterLict.
« ZE -25 SMTP7} SAIE ZTE HS,
« SMTP A{HH - SMTP A{H{2| DNS O|§ &= IP &
« EH AR Ol - THEZ]o| M HIAIX|E ELi= O|HY &
« BE[EPG-SMTP M0 @1Z8E == = oob == inb EPG
« Contact Email(®12fx{ O|H|Y) - HAIX|E =4IE O|HY =&



[Create Callhome Destination Group| ®

STEP 1> Profile 1. Profile 2. Destin:

Mame: Call_Home_Destination_Group

Description: optional

Admin State: enabled

Port Number: 25 L
SMTP Server: | smtp.cisco.com
Management EPG: | default (Out-of-Band) =
Secure SMTP: []
From Email: frommail@cisco.com
Reply To Email: replaytoemail@cisco.com
Customer Contact Email: | customercontactmail@cisco.com
Phone Contact:
C 11-408 2
Contact Information:
Street Address:
Contract Id:
Customer Id:
Site Ig:
- Ctg HO|X|ol M= Hetst CHA(F, CallHome HIAIX| =41Xh S MME = U&LICH
.+ 712 W EE M2y 22

Name(0|&) - CHY Ol

. Admin state(Z 2| MEH) HIg A5l A CHAro| M HIAIR|IE $=AI5HK| et &Lt
Level - CH& S 2 MEE HAIX|C] Mzt =& QILICH O] ME= error O|&4 S 2 M5}
£ 0| EZ&LCt M4 =F E = ofeoll Lt U&LICH.

Email(O|HIY) - HIAIX|E ELHOF 5t= AX| O|lHIY F4
ZA-CIHIR2E HAIXKIE AISSE & BAM5HK| o2 B 0|8 short-txt2 A FL
Ct. Q2= 35 Ato|o] xIO|™ME E7| {lal AEe & = QUct

- Z|Ci 27|(HIOIE) - HY Oo|HIY HIAIX[S] |CH 2 7|ILICt FormatE aml =& xmI2
MASIE 42 HAIRIE 4T3 2 = U222 100-200KB == A &LICH LE2|E 0]
A2 AEHS M EHREt 378 & 74"“* = ICt. short-txt FAI0| B2 O|& 10KBE
MHst7|oll & 5HoF & Lct.

RFC £ - LI2 E32 0|8 gM&lstx| ok&Lch



Create Callhome Destination Group

If you enable the RFC Compliant flag, messages will not be backward compatible and might have issues with Microsoft
Outlook on OSX.

Name Admin State Level Email

Format Maximum RFC

Size (Bytes) Compliant

Create Callhome Destination Group

STEP 2 > Destinations lyRreiile

If you enable the RFC Compliant flag, messages will not be backward compatible and might have issues with Microsoft

Outlook on OSX.

m +
Name Admin State  Level Email Format Maximum RFC
Size (Bytes) Compliant
Il Destination1 enabled alerts ~||actualmail@cisco.com xml ~[1000000 & | I

- ZQFOFE CHA S MME = IS, CallHome CH
1cC

Al 21
(<} =
allHome CHAF 44432 ME5HEY Of B2 CHAFS MAIE 45



Severity levels

LEVEL KEYWORD LEVEL DESCRIPTION
emergencies 0 System unstable

alerts 1 Immediate action needed
critical 2 Critical conditions

errors 3 Error conditions

warning 4 Warning conditions
notifications 5 Normal but significant condition
informational 6 Informational messages only
debugging 7 Debugging messages

4THA|: Callhome #2| 25 MM

« APIC > Admin > External Data Collectors > CallHome Query GroupsZ O|S&fLIC}.

Tenants Fabric

System Virtual Networking Operations Integrations

Apps

AAA | Schedulers | Firmware | External Data Collectors | Config Rollbacks

Import/Export

P
External Data Collectors fD G © Callhome Query Group - Callhome_Query

(C» Quick Start

> [ Monitoring Destinations

~ [l Callhome Query Groups

« CallHome Query Groups(CallHome #{2| 1 &) £ZC{E 0}

>
0]
M
R
I
rm
|0
Hu
mju
Ju
9'|_|
kl



Create CallHome Query Group(CallHome # 2| 21 & 24)2 MEistL|CT

Create Callhome Query Group (%]
Mame: | Callhome_Query
Add Queries
Name Query Type DN or Class Name Query Target Response Subtree Response Subtree
Include

- 2| 21E2| 0|2 HolstI+sign2 22504 22| Ho|E T LCt

O|& - # 2| Ol

78 -HE MEE ZUEZE HA 3o MET[YLICH M= "1® 0[F"E olOlst=
7dg MEHSHES | |C}
A2 - T1AAH -

- DN EE£ Class Name - ZLIEHRZ|= A2 o|§L|Ct. 2|1 17d0| ot ol 2235t
I

- Target(CH) - #{2|ol|l A HhtEl JHA o Chslf ot EB| YEE L efslof

- Include- #H 2|0 M BtEHEr iAol REYULICH 25

A Ele #EUCH o] 2H=of o{H -’S— O| JiA O|F = ofH X2 & stiok 5t=X
off CHEt ol Er S/l MBT &S + &LICH APIC O HE 40 = o] ZHET}
QK| okt gl_h:} HM 42 B E4 5Lt 2teF 2|7t ddnforType2 ME4E
CtH, R 2l= 24 22 "MA @F" E= O E 22 "2 E %= =A"E 2l0lst= 017
ofde =+ %!EF.
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g=2N
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=
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rir

MEBELICH 04710 ] MEAZRING MRALICH
59| £ - A2IolM BHErsHoF sH 39| EB| HAE MBLIC ME o47|M o 27
012.

0
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S5EHA: MEE ZLEHE

Create Query

Name:

Type

DN or Class Name:

Target:

Response Subtree

Response Subtree Include:

|

2 dl CallHome &4

Callhome_Query

class dn

uni

( children

children

full

add-mo-list
audit-logs
config-only

count
custom-path-hop
deployment
deployment-records
ep-records
event-logs
fault-count
fault-records

faults
full-deployment
health
health-records
local-prefix
no-scoped
pending-deployment
port-deployment
record-subtree
relations
relations-with-parent
required

state

stats

tags

tasks

A

O|A| CallHome CH& L 2|7t FHEIRCEE ELIH



- APIC > Fabric > Fabric Policies > Policies > Monitoring2 £ 0|& &f L|C}.
« "Monitoring Object(Z2 LIE{& 7HA|)" EECH20|M "ALL(Z2F)" 2t 2 MBSt T "Source
Type(24 §&)"2 "CallHome"S 2 735K 0F & LIt

Callhome/Smart Callhome/SNMP/Syslog 0

Monitoring |, rd Sourcal l
Dot T

- Namw Inchucn Laval Destination Group Query Group

- QEZ MO MER HEM FE+2 Q!
O|& - CallHome 224 O|&(Callhome_Source)
- Include(Z &) - =Alg L2 FFRE ME{gLICE
- Level(Bl®) - 22 EC|HE O|HIE AZF T (ME4E 2l O|4))
- Destination Group(CH& &) - 047(04| A T1of| 24498t CallHome Destination Group(Z
= CHA :LE)Q MEHSHL|C},
- Query Group(#HZ| &) - 017|0| M Tof BHE CallHome #E| 2&S MEFLIC

- MES FEELCL



o Yol 22EH M=z CHE ZLIEE 7HA| ol CHal
042{ CallHome CH& & X #HEIE ALE35t04 ZLIEE

oF
=
x4
(<)

BTEHAH!: HM A A CallHome £
Of MMM IHEE] A& HHS T304 CallHome &

APIC > Fabric > Access Policies > Policies > Monitoring2 £ 0|S & L|C}

* Monitoring(2LIEZ) EE0IM 7|2 ELIEHZ HAME H&LICH 7|2 EHg dn
CallHome/Smart CallHome/SNMP/Syslog/TACACS £H& Z2|&fL|C}.

Monitoring Object(Z2LIE{&! 7HA|) EECHR0IM ALL(Z25)0| ME4Z| T Source Type(AA
&)0| CallHome2 2 MHE|0{ U E=X| EIELICEH



System I l'f king Admin Operations Apps ntagrations

Callhome/Smart Callhome/SNMP/Syslog

Moeoring ) s Source o
Object Type:

= Nama Inlusie Lovel

Destination Group Query Group

oM 22+212l:

O|& =d(Access_cal | Hone)

2 SFE MEELICH

Level(Zil) - S EE|HE O|HE AZEE (ME4EH 2iIH 0|4

CHet O & - 047|M= o|7oll 4448t CallHome CHY 2 &S ME{ELICH

F2| 2 & - o|Fof EHE CallHome 2| 2 &8 ME{ELICE

0



Create Callhome Source

Name: Access_Callhome

Include:

Audit logs
Events
Faults
Session logs

Level: alerts
Destination Group: Call_Home e

Query Group: | Callhome_Query -

7B Ol2fEt HEg SuE Rols THE HY DO CiE ololel LS S Alsol

_E_x." 3H7E=| al k0|

= 1 -
1. SMTP AMH{ ¢1Z & ol

APIC & B|X C|H}0|A B 5 TCP ZE 258 S3l SMTP Aol 7% 4 QEX|

gl "Il fAEE £3shL|C}.

1.1 Ping HIAE

SMTP ZAE0]| CHe 7|2 HERT AZEEE &HQlstcd™ ol BEE AISStAAIR



APICO| A=

<{froot>

API C # ping X.X.X.X

2| Z A{X|0]A:

<tfroot>

Leaf# i ping Xx.X.X.X

APIC # curl -v telnet://smtp_server_ip:port

Example :
APIC# curl -v telnet://X.x.x.x:25

2| Z ALK A:

Leaf# icurl -v telnet://smtp_server_ip:port

Example:
Leaf#icurl -v telnet://X.x.X.X:25

2. CallHome =8 435

CallHomeO| APIC 2! leaf AR|x| 250l EHI27| £ AHEE|o] U=X| &gt

0|)|

2.1 CalHome Z2Z &
ZZEHO| SHE XE A 0i7iHs+2 FHEIUREX] FHIELICH

APICO| B

<{froot>



Api c# nmoquery -c cal | homePr of

2| AL X0 A:

<{froot>

Leaf # noquery -c cal | homePr of

2.2 CallHome CH&F HAS
CHa SMTP M 2 ZE7J| SHIZ2H A™EE[RA=X] =elghL|Ct

APICS| B¢

<tfroot>

Api c# moquery -c cal | homeDest

2| AL X0 A:

<#froot>

Leaf # noquery -c cal | homeDest

3. CallHome O|H|& M& =fol

LRI ACI HE 20| M= 3 E EB{AE{ Q| APIC20{ A CallHome HIAIX|7H A|ZFElLICH.
APIC2E MEF + gl B2 oltiet HAIX|E 2= A{R|oM g + UA&LICE CallHome M|
MRS A4 W MEE #Qlst2{H 2 elEimol20M tepdumpE A & LICH

APICHM 31(RE HAMA ER)

Qe 2|7} 7 E E<2 bond 0.330g UME 2E[0f AL ElE VLANSZ W AELICEH
Apic# tcpdump -i bond0.330 port 25

2| Z AL{X[0fM:

gk A SMTP ezjzig B2 LIEIESIE2{™ kpm_inb QIE{HO|AE AFE & LICT.



Leaf# tcpdump -i kpm_inb port 25

oz o|HYES S

o

4. CallHome, SMTP @1Z 2 2 LIET HAME Hd3™Mo 2 745110 = ldt
ClE{mHO|A @7 LRI £AIE Z ?

P
'ITEol

3
o
mlo
[l
X
1]
4>
oz
g'l_l
>
>
to

=

Object Store BrowserE At&35104 Z2& S ZAELIC.

ol

Ep

|

4.1 Cisco ACI GUINIA sHE QIE{mH[O|AZ O|SELICt.

4.2 QIE{HO|AE OIRA QEZ HESE 2251 "Open in Object Store Browser(ZHA ME A =
Bt X0 LI))"E MEIEILICHAIZ ™ X|F el A3 214k & xX).

ro 1
(@]

NN
asco APIC
System  Tenants Fabric Virtual Networking Admin  Operations Apps Integrations

Inventory | Fabric Policies |

Inventor ‘ ' .
: Layer 1Physical Interface Configuration - 101/eth1/1
Operational
Fo
101/eth1/1
Enable
> % ethl/3 Disable
G eth/a Turn ©n Locatar LED
: . Layer 1 Physical In
S . 101/ethif1

I;. =t Deploy Static EPG

100

Save as ..
Post ...

Share

Open In Object Store Browser

4.3 Object Store Browser(7HA| M& 4 2R K)ol A 2= 7HA|2F 242 El DN(Distinguished
Name)2 & &LICt



halie Opject Store

cisco
Class or DM or URL Property Operation Value
Select an Option
1 object found  Show URL and response of last query @
[1Physlf
dn < topology/pod-1/node-101/sys/phys-[eth1/1] > O kl A A

4.4 DN A8t & APIC CLIO| HM|ASHTD CHS HES Ao ZAlof CHEE M8 HEE FZ

apic# moquery -d "topology/pod-1/node-101/sys/phys-[ethl/1]"

4.5, 0| H2Zdo| £240{ A monPolDn ZEg A& LICE

monPo1Dn : uni/infra/moninfra-default

O] ZE&= ClE{H o|A ZH&|of M8 FE ZLIE{3 X2 DN(Distinguished Name)2 LtEFLICH,
4.6 O| odl0llM 2LIEE M2 CtZ 3t Z&LICE. uni/infra/moninfra-default
Ol Infra HIIHE Q| 7|2 2 LIE{Z HA0| QIE{H|o|A 0 MELIRSZES Eo{FLICt
4.7 CallHomeO| QIE{H|0|A ZAftol CHEt RIS HMHetD MESHE S otciH
Infra E|':1E ot 20| CallHome Z1I|1Ei|0|440] /= X| = IFFLIC.

ZLIEE EH(0] B noninfra-default)O] 2HIEH F4El CallHome ZE2Lof| @12 E|0{ QU
x| #elgr|ct,

I_

I_



Systam

L TE

infra

Fabric

Virtual Metworking

CallhomesSmart Callhome/SNMP/Syslog

Monitoting
Object: 2

« Hama Include

Sowrce
Typar

Level

Destination Group

Quary Group
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