A Ol 30|
O =< 71 -

At

2

S e
fhil

>
-

F
%>
9||_l

Q7 As
MEEE M Q4

EZEX

ACIOIAM 12 MH[A TJBjZ 7} et ol

L2 MH|A Jgfj= Hu[a3o|M

ASAOIM L2 PBR EEHEl HS
Leafol M L2 PBR & QI
L2Ping AlTH A| EA|E|= A7

L2 Ping Z4™

ASA 7Am|T2{|o|M

)|

O] E Mol ME Cisco ACI(Application Centric Infrastructure)0llA 24/0]0] 2 MH|A JEHZ Hm|2 7
o|lMg 7 M35t &olsts widol chal ABELICH

AT Q7 Abgt
QT AME
CHS FAof chet X428 Efetn e fEFLICH

« ACIOIA] Bllojo] 3 MH|A ez 7t BHsshE Al ofsh
« ACIOIMAEEZQIE MM OF, E2|X| EHQ! & HtS
« (Adaptive Security Applicance Virtual) ASAVE £& &3}

Ol EMe| HE = Chg 2ZEH o A stES0o{ HHE 7[te = FLCH

- APIC H{7: 6.0(3)

. 2T =9 0{: N9K-C93180YC-FX
. 2T A= E0{: n9000-16.0(3g)

. 2T = 101, 102, 103



- ESXi Aol ASAV &

Ol EMo| MEE EX 2 #t740| C|HIO|AE ECHE EME|RELICEH O] EA0 AFREl R E Cld}
Ola= Z7|3HE(7I|2) AI|ad|o|Me 2 ARE[RAELICH X WELXHAIL &S 52 2 2E
H2io| &0l Wk O|2| S KISHAIZ| HEZfLICH.
EEZZX|
Spine201

EPG1 EPG2

BD1 BD2

X.1.1.254/24 13_out_vrf_pk_1 X.1.2.254/24

Leaf101 Leaf102 Leaf104
E1/14
‘ 2525 L_ 2526 ‘
ransparent
EP1 1 ASA — EP2
o | o |
X.1.1.10 ‘ ASA FW is deployed on ESXI ‘ Sl |
VMNIC --- E1/14
Inside PG -- 2525
Outside PG -- 2526

EEZ=ZX|
EPG1 & EPG2 ZAZ|22i0|M2 O] EA ol LIt UK o, SHESF A= XZQIEE &&5H7| o

T &sff ok gfLICt.

1. EZQIE X.1.1.10s2 &3t EPG12 =QIELICH - E 101).



Crperations Apps Integrations

s created by the

13_out_pk_t
-out_pk_tn EPG - apgl Qo
Palicy Haaltr Faults History
cass Po D ed Leaves

Moo | @ € o &

MACHIP Endpoint Name  Learning Hosting Server  Reportingntesface [learmed) Encap ESG Policy Tags
Source Contrgliar
Name
I Iearried Pod-1/Node-101/ wlan-3516
oF abc= EPG10 |
2. A2 abce 0i| A AH[E LY.

Contracts 0
MName = Tenant Tenant Alas Contract Type Provided | oS Class State Lab Subject Label

Condurndd

3 Gontract Type- Contract

AMEE 7A|oF

3. EPG20]| AI=EZQIE X.1.2.157} YU=X| QI LICHE SRS LICH - E 104).

System ts r / work Admin Operations Apps

ing the NDO

v EPG-epg? 0o

Summary Stats ts History
Ired ACCESS Controller E yed Leavas
' He o &
MACIP Endpomt Name  Learning Hosting Server  Reportingiterface (learmed) Encap ESG Polity Tags
Controller
Namea
I 10005143517 Pod-1) AM1Y3 farned wian
L ¥
o = I N==
4. H<F abce Y N3 ELCt
Contracts O
Name = Tenant Tenant Aas Contract Type Pravided | QoS Class State Labe Subject Label

Consumed

& Contract Type: Contract




M3 el Aot

ACIOAM L2 MH|A =7 Ze st 0|

« Cisco ACI|M= L4-L7 MH|A ZX|E L3(Layer 3), L2(Layer 2) EE= L1(Layer 1)04| &M &

= U&LICH

- Bil0]04 3 MH|A &2 Q| C|HtO|A(0d: &ate, IPS(Intrusion Prevention System))= 2t &
ZA™E L2ln 1P FAE 7|Uo 2 ERfEE MEELICH

- Bil0]od 2 MH|A 472l EcfE2 Bt T 7Y 0l MAC FAE 7|dtez MY ELICH Ol &
Het &3t E= IPS C|HHO|A0i &' LiCt

« L2 PBR(Policy-Based Routing)2 ACIOIM IPS EE= £ Watednt 22 |2 AMH|A ClHOo|A
E AUE mf AFSELICH

- EgiE ZlY H7HLIE2 L3 2 L2 PBR 250 Ci5H S Y5HAH & XIELICEH

2 Ao|H¥2 ct5xt &L

-
I
mlo
mN
o>
r

- L3PBR: EE{EO| IP FAE E[CIRMELICHC|HEO|A T} EHR 2ol & o4E).
- L2 PBR: EE{Zl0| MAC F=AZ Z|C|AMELICHC|HIO|AE Bi[0]o] 20| EE).

el 2&at7| /sl 2lZ QlEmojlAo e

Hl

L2 PBROM|AM MAC F4A = MM e ECf=
2 HII=E LI

CHE|EH/AEHHIO| EEE HE|EH/HE|E L1/L2 PBR & Algd|of CHEH AtAIEH LI 2 PBR BHAME B X
SHAAIL.

L2 MH[A e Z4x|38|o|M

1E+A|. consumer bdE€ con-bd1 2 FAEHL|CH.

RLIFHAE EIRE S 438l 0f 50, L2 & 5= i RLIFHAEE SIES0{ ZEA|Z M E[o{0f
5tH, con & prov BD(Bridge Domain)oll= MEYO| 25t X| et&LCt.

13_out_pk_tn

% Bridge Domain - con_bdi 0 o

g BD 741|220 M


https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739971.html#L1L2PBR
https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739971.html#L1L2PBR

13_out_pk_tn

¥ Bridge Domain = con_bd1

Summary Folicy Health

an Ady

o 2
It s recommandad 1o disable Unicast Routing when no subnats are configured.
Gateway Address Deserigtion - Scope Primary Wirtual IR Subret Contral Matehing Tag Selector
hidress

HhCH BD Zim| 2ol 2
2EHA. prov-bd10|2t= S Z A bdE F+AFLICH.
B_out_pk_tn % Bridge Domain - prov_bd1 0 o

n This object was created by the Mexus Dashboard Orchestrator. It is recommiended o anly modify this abject using the NDO GU!

o Bridge Domain - prov_bdi 0 Q

It Is recommended to disable Unicast Routing when no subnets are configured.

Cateway Address Description ~ Scope Primary IP Wirtual IP Subnet Control Maiching Tag Selector
Addais

Prov BD ZHx|14/0|4A 2

3EH7. SLA & L2Ping2 AFE35109 IP SLAMHIA & A2k Mg 1 AdstL|CH

Tenant(Ell'=1E) > Policies(Z32H) > Protocol(ZZE£) > IP SLA > IP SLA Monitoring Policies(IP
SLA RL|E{R M) Z 0|5 CtS 0RA QLER HESZ 22/t policyE MggLICt



I13_out_pk_tn

IP SLA Manitoring Policy - 12_pbr_sla

=
=
= Properties
=
—]
(— i .
= SLA e
— A
—] Fequest Data Size (bytes)
= Type of S
—| Operation Timeout [mill 200 S
E = Threshold (mill 900
=
—]
=

T

IP SLA %34
4ATHA|. L4/L7 C|HIO|AE F T LICH.

Tenant(El'Z1E) > Services(AH|£) > Devices(C|HIO|A)E O|S et CHE OHRA QLEZ HHES 28
&1 L4-L7 C|HIO|AE HMEhLCt

13_out_pk_tn L4-L7 Devices - transparent_fw o

General Devices

= Mame Interfaces

Cluster
Cluster
(u]
~ Name Encap
- side)
—
L4-L7 CIHIO|A
C | R4 RH |I:| | |Ei| HO = Jol ol A S S0 |.=
S5CHA|. E& 7|8 2|C[3EM I —||_|(5a 3 5p 7 = EQl7 S)
u This object was created by the Nexus Dashboard Orchestrator. It Is recommended to only modify this object using the NOO GLI,
E.out.pl.tn L4-L7 Policy-Based Redirect o
O L 0=
= Name Desc Hashing Algorithm Threshold Resilies Min Max  Thrashold Down Action L L3 unzwe LI/L2 MAC
Enable Hashin Thre: Threst [ MAC

Enable [perc [perce

Fals Falss
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5.1Et 7. ASA(Adaptive Security Appliance) LIS IE{m|O|A0f CHEF L4-L7 & 7|8 Z|C[=M
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Tenant(EI'IE) > Policies(Z2H) > Protocol(ZZE Z) > L4-L7 Policy based redirect(L4-L7 =24 7|
gt ZIC|EM)2 O|S 8t CHE 0tR*A LEZ HES 225t policyE M FLICEH

13 out_pk.tn i L4-L7 Policy-Based Redirect = 12_pbr_redirect_policy Q
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13_out_pk. L4-L7 Policy-Based Redirect - 12_pbr_redirect_policy 2 0

L4-L7 2lC|=M Ha x| oM 2
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L4-L7 Service Graph Template - transparent_fw
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Tenant(Ell'lE) > Contract(74|2F) > Contract Subject(7| M|5) > L4-L7 Service Graph(L4-L7 AH|
A J2HE) > transparent_fw2 O|& & L|C}.
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ASAQ| HAZ E|O|E =M 8 = U 22 HEXQIEN|M CHY AI=EEXQIE 2 O] SSH(Secure
Shell)

ASA(config)#® show conn

=== . .1.2.15 ping statistics —
1 in use, 3 most used 1808 packets lrgnsained, 997 packets received, 8.30% packet loss
round=-trip min/avg/max = 8.842/1.118/2.625 ms
bgl-aciB7-switchl# ssh +1.2.15 vrf roguel
TCP outside .1.2.15:22 02, 1087055, juser Access verification
‘e Password:

ASA A3

Leaf0d A L2 PBR Q|

1. 2|Z == 1022| VLAN T2 124

<#froot>

PBR vlan 2525 and 2526 will get programmed on Teaf node 102 and mac addresses will be statically tied t

bgl-aci07-apicl00#

fabric 102 show endpoi nt

Legend:

S - static s - arp L - Tocal 0 - peer-attached

V - vpc-attached a - local-aged p - peer-aged M - span

B - bounce H - vtep R - peer-attached-r1 D - bounce-to-proxy

E - shared-service m - svc-mgr

et Fom e R e e e e T Fomm - +
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info

et Fom e R e e e e T Fomm - +

28/13_out_pk_tn:13_out_vrf_pk_1 vlan-2525 024a.e954.b591 LS ethl/14

1/13_out_pk_tn:13_out_vrf_pk_1 vlan-2526 02c0.282b.d1lcf LS ethl/14

2. 2H[ZH101) & S2RH104) =0 M HA L B x|H #=22 2|CI= Mg

<tfroot>

++ Redirect policy on consumer node

bg1-aci07-apicl00#

fabric 101 show service redir info




LEGEND
TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest |

List of Dest Groups

GrpID Name destination HG-name
7 destgrp-7 dest-[3d49:a399:3d4b:4eal:8829:5991:b554:e94a]-[vx1an-2228224] 13_out_pk_tn::HG1
8 destgrp-8 dest-[143a:41d1:9¢75:4973:8501:bcf:d12b:28c0]-[vxT1an-2228224] 13_out_pk_tn::HG2

List of destinations
Name bdVnid vMac vrf

dest-[3d49:a399:3d4b:4eal:8829:5991:b554:e94a]-[vx1an-2228224] vxlan-16744328 02:4A:E9:54:B5:91 13_
dest-[143a:41d1:9¢75:4973:8501:bcf:d12b:28c0]-[vx1an-2228224] vxlan-16056296 02:C0:28:2B:D1:CF 13_

List of Health Groups

HG-Name HG-OperSt HG-Dest
13_out_pk_tn: :HG1 enabled dest-[3d49:a399:3d4b:4eal:8829:5991:b554:e94a]-[v
13_out_pk_tn: :HG2 enabled dest-[143a:41d1:9¢75:4973:8501:bcf:d12b:28c0]-[vx

List of Backup Destinations
Name primaryDestName

List of AclRules
AclRuTeVnid DestGroup OperSt  OperStQual

++ Zoning rule on consumer Node

bgl-aci07-apicl00#

fabric 101 show zoning-rule | grep redir

| 4228 | 32771 | 49157 | default | bi-dir | enabled | 2228224 |
| 4231 | 49157 | 32771 | default | uni-dir-ignore | enabled | 2228224 |
| 4230 | 32771 | 15 | default | uni-dir | enabled | 2228224 |
| 4229 | 16386 | 32771 | default | uni-dir | enabled | 2228224 |
<#root>

++ Redirect Policy on Provider Node
bgl-aci07-apicl00#

fabric 104 show service redir info

LEGEND
TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest |

List of Dest Groups
GrpID Name destination HG-name

3 destgrp-3 dest-[3d49:a399:3d4b:4eal:8829:5991:b554:e94a]-[vx1an-2228224] 13_out_pk_tn::HGL
4 destgrp-4 dest-[143a:41d1:9¢c75:4973:8501:bcf:d12b:28c0]-[vx1an-2228224] 13_out_pk_tn::HG2




List of destinations
Name

dest-[3d49:a399:3d4b:4eal:8829:5991:b554:e94a]-[vx1an-2228224] vxlan-16744328
dest-[143a:41d1:9¢75:4973:8501:bcf:d12b:28c0]-[vx1an-2228224]

List of Health Groups
HG-Name

13_out_pk_tn: :HG1
13_out_pk_tn: :HG2

List of Backup Destinations
Name

++ Zoning rule on provider node
bg1-aci07-apicl00#

fabric 104 show zoning-rule | grep redir

| 4220
| 4221

| 32771
| 49157

| 49157
| 32771

| default
| default

L2Ping &I Al EA|E|=

PBR C|H}O|A
F2911 277} EFO

L2 Ping Z4%

Tahoe 2IE{H0|A 9]
T JU&LICH CPU %

| tcpdumpE AFS

M&SO0| MSEIUKRIBH ==

22 ASAO|A O|z{&t Zol7I AXMIE O|RE FIIZ EXHESR

M EE).

<tfroot>

|
| uni-dir-ignore | enabled | 2228224 |

M 0l A L2pingO| AlTisHe 72 PBRO| 04%15] & &
o EEN/AE] OE0| CR2EPS S LIEFHL|CE.

8104 L2Ping2 Zix{sl0d 2Hl2 A4 M&

vMac vrf

02:4A:E9:54:B5:91 13_
02:C0:28:2B:D1:CF 13_

vx1an-16056296

HG-OperSt HG-Dest

enabled dest-[3d49:a399:3d4b:4eal:8829:5991:b554:e94a]-[v
enabled dest-[143a:41d1:9¢75:4973:8501:bcf:d12b:28c0]-[vx
primaryDestName
bi-dir | enabled | 2228224 |

Vi k=1
= K

AFEJO|H F4203, F2833 !

IR
20/pt %M T8 FoH7} ol &l
=Jaof $HLICHASA T\ 0l A

x| &olst

ME|X| 2 SEfE

Capturing L2Pings using tcpdump on PBR Node 102

bgl-aci07-leaf2#

tcpdunp -i tahoeO -w /data/techsupport/|2_pbrl. pcap

tcpdump: listening on tahoeO,
AC4858 packets captured

4875 packets received by filter
0 packets dropped by kernel

In order to deocde the tcpdunp

Tink-type EN1OMB (Ethernet), capture size 262144 bytes



cat /data/techsupport/|2_pbrl.pcap | knet_parser.py --decode tahoe --pcap | |ess

* Search for mac 00ab.8752.3100

++ CPU transmit packets

Frame 505

Time: 2024-10-29T05:55:28.707136+00:00
Header: ieth

CPU Transm t

sup_tx:1, ttl_bypass:0, opcode:0x0, bd:0x207, outer_bd:0x0, d1:0, span:0, traceroute:0, tclass:5
src_idx:0x0, src_chip:0x0, src_port:0x0, src_is_tunnel:0, src_is_peer:0

dst_idx:0x0, dst_chip:0x0, dst_port:0x0, dst_is_tunnel:0

Len: 72

Eth:

00ab. 8752. 3100 > 024a. e954. b591
, len/

et hertype: 0x721

Frame 506

Time: 2024-10-29T05:55:28.707297+00:00

Header: ieth CPU Transmit

sup_tx:1, ttl_bypass:0, opcode:0x0, bd:0x208, outer_bd:0x0, d1:0, span:0, traceroute:0, tclass:5
src_idx:0x0, src_chip:0x0, src_port:0x0, src_is_tunnel:0, src_is_peer:0

dst_idx:0x0, dst_chip:0x0, dst_port:0x0, dst_is_tunnel:0

Len: 72

Eth:

00ab. 8752. 3100 > 02c0. 282b. dicf
, len/

et hertype: 0x721

++CPU recived packets

Frame 509
Time: 2024-10-10T20:16:37.580855+00:00
Header: ieth_extn

CPU Recei ve

sup_qnum:0x33, sup_code:0x4d, istack:

| STACK_SUP_CODE_PBR_TRACK_REFRESH

(0x4d)

Header: ieth

sup_tx:0, ttl_bypass:0, opcode:0x0, bd:0x209, outer_bd:0x2, d1:0, span:0, traceroute:0, tclass:0
src_idx:0x32, src_chip:0x0, src_port:0x6, src_is_tunnel:0, src_is_peer:0

dst_idx:0x1, dst_chip:0x0, dst_port:0x3d, dst_is_tunnel:0

Len: 76

Eth:

00ab. 8752. 3100 > 024a. e954. b591

, len/ethertype:0x8100(802.1q)
802.1q:



vl an: 2526
, cos:0, len/

et hertype: 0x721

Frame 510
Time: 2024-10-10T20:16:37.580891+00:00
Header: ieth_extn

CPU Recei ve

sup_qnum:0x33, sup_code:0x4d, istack:

| STACK_SUP_CODE_PBR_TRACK_REFRESH( 0x4d)

Header: ieth

sup_tx:0, ttl_bypass:0, opcode:0x0, bd:0x20a, outer_bd:0x2, d1:0, span:0, traceroute:0, tclass:0
src_idx:0x32, src_chip:0x0, src_port:0x6, src_is_tunnel:0, src_is_peer:0

dst_idx:0x1l, dst_chip:0x0, dst_port:0x3d, dst_is_tunnel:0

Len: 76

Eth:

00ab. 8752. 3100 > 02c0. 282b. d1cf

, len/ethertype:0x8100(802.1q)
802.1q:

vl an: 2525
, cos:0, len/

et hertype: 0x721

SrcOlM Dst AIEZQIEZO| EPfEI S &

<#root>
++ Endpoint X.1.1.10 want to send traffic to X.1.2.15
++ If destination is not Tearned on consumer/source leaf, PBR will be performed on destination leaf

++ For this case we are assuming endpoint X.1.2.15 is learned on Leaf 101 so PBR/Redirection will be pe

bgl-aci07-apicl00#

fabric 101 show endpoi nt

Legend:

S - static s - arp L - local 0 - peer-attached

V - vpc-attached a - local-aged p - peer-aged M - span

B - bounce H - vtep R - peer-attached-r1 D - bounce-to-proxy

E - shared-service m - svc-mgr

- Fomm e L e e Fommmmmm o - +
VLAN/ Encap MAC Address MAC Info/ Interface

Domain VLAN IP Address IP Info



e mmm e mmm e fmmmm e it +

13_out_pk_tn:13_out_vrf_pk_1 X.1.2.15 tunnel6 ===>
17 vlan-3516 10b3.d514.3516 L ethl/5 ===
13_out_pk_tn:13_out_vrf_pk_1 vlan-3516 X.1.1.10 L ethl/5

++ EPM entry to get the PC TAG
bgl-aci07-apicl00#

fabric 101 show systeminternal epmendpoint ip X 1.1.10

MAC : 10b3.d514.3516 ::: Num IPs : 1

IP# 0 : X.1.1.10 ::: IP# 0 flags : ::: 13-sw-hit: No

Vlan id : 17 ::: Vlan vnid : 11792 ::: VRF name : T13_out_pk_tn:13_out_vrf_pk_1
BD vnid : 16744307 ::: VRF vnid : 2228224

Phy If : 0x1a004000 ::: Tunnel If : O
Interface : Ethernetl/5
Flags : 0x80005c04 ::: sclass :

32771

::: Ref count : 5 ==> sclass
EP Create Timestamp : 10/11/2024 09:15:44.430334
EP Update Timestamp : 10/29/2024 10:45:35.458416
EP Flags : Tocal|IP|MAC|host-tracked|sclass|timer]|

bgl-aci07-apicl00#

fabric 101 show systeminternal epmendpoint ip X 1.2.15

MAC : 0000.0000.0000 ::: Num IPs : 1

IP# 0 : X.1.2.15 ::: IP# O flags : ::: 13-sw-hit: No

Vlian id : 0 ::: Vlan vnid : 0 ::: VRF name : T3_out_pk_tn:13_out_vrf_pk_1
BD vnid : 0 ::: VRF vnid : 2228224

Phy If : O ::: Tunnel If : 0x18010006
Interface : Tunnel6
Flags : 0x80004400 ::: sclass :

49157

:: Ref count : 3 ==> sclass
EP Create Timestamp : 10/29/2024 10:38:34.949150
EP Update Timestamp : 10/29/2024 10:45:55.571786
EP Flags : IP|sclass|timer]|

++ Traffic will be redirected based on redir(destgrp-7)
bgl-aci07-apicl00#

fabric 101 show zoning-rule src-epg 32771 dst-epg 49157

+

| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name
i +-------- +-====-=- Fommm - Fo——mm--- +

| 4228 | 32771 | 49157 | default | bi-dir | enabled | 2228224 |

—+ — +



pmmmmm fmmm fmmm o mm pmmm pmmm pmmmmm -  imiatalt oo o

++ Based on redirect policy traffic will be redirected to mac

02: 4A: E9: 54: B5: 91

bgl-aci07-apicl00#

fabric 101 show service redir info

LEGEND

TL: Threshold(Low) | TH: Threshold(High) HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest |
List of Dest Groups

GrpID Name destination HG-name

7 destgrp-7 dest-[3d49:a399:3d4b:4eal:8829:5991:b554:e94a]-[vx1an-2228224] 13_out_pk_tn::HG1
List of destinations

Name bdVnid vMac vrf

dest-[3d49:a399:3d4b:4eal:8829:5991:b554:e94a]-[vx1an-2228224] vxlan-16744328

02: 4A: E9: 54: B5: 91

13_out_pk_tn:13_out_vrf_pk_1 enabled

no-oper-dest 13_out_pk_tn::HG

++ PBR mac addresses are never learnt remotely as IP/MAC Tearning is disabled for PBR BD
++ PBR mac addresses are statically binded to interfaces where L4/L7 device is connected and reported t

++ Traffic will be forwarded to SPINE PROXY

++ Spine has an COOP entry for 02:4A:E9:54:B5:91

bgl-aci07-apicl00#

fabric 201 show coop interna

Repo Hdr Checksum : 49503

info repo ep key 16744328 02: 4A: E9: 54: B5: 91

Repo Hdr record timestamp : 10 29 2024 10:15:07 658496921

Repo Hdr last pub timestamp :

Repo Hdr last dampen timestamp :

Repo Hdr dampen penalty : 0
Repo Hdr flags : IN_OBJ ACTIVE
EP bd vnid : 16744328

EP mac :

02: 4A: E9: 54: B5: 91

<<<<========== ASA MAC
flags : 0x480

repo flags : 0x102
Vrf vnid : 2228224
PcTag : 0x100c006

EVPN Seq no : 0

10 29 2024 10:15:07 661679296
01 01 1970 00:00:00 O

Remote publish timestamp: 01 01 1970 00:00:00 O
Snapshot timestamp: 10 29 2024 10:15:07 658496921



Tunnel nh : 10.0.144.66

MAC Tunnel : 10.0.144.66

IPv4 Tunnel : 10.0.144.66

IPv6 Tunnel : 10.0.144.66

ETEP Tunnel : 0.0.0.0

num of active ipv4 addresses : 0
num of anycast ipv4 addresses : 0
num of ipv4 addresses : 0

num of active ipv6 addresses : 0
num of anycast ipv6 addresses : 0
num of ipv6 addresses : 0

Primary Path:

Current published TEP :

10. 0. 144. 66

Backup Path:

BackupTunnel nh : 0.0.0.0

Current Backup (publisher_id): 0.0.0.0
Anycast_flags : 0

Current citizen (publisher_id): 10.0.144.66
Previous citizen : 10.0.144.66

Prev to Previous citizen : 10.0.144.66
Synthetic Flags : 0x5

Synthetic Vrf : 411

Synthetic IP : X.X.83.223

Tunnel EP entry: 0x7f20900167a8

Backup Tunnel EP entry: (nil)

TX Status: COOP_TX_DONE\

Damp penalty: 0

Damp status: NORMAL

Exp status: O

Exp timestamp: 01 01 1970 00:00:00 0
Hash: 3209430840 owner: 10.0.144.65

++ Spine will forward this to PBR Leaf Node 102 based on COOP entry

++ PBR Leaf Node will forward this to ASA FW on interface E1/14

++ ASA FW will forward the traffic based on mac address table and send it back to PBR Leaf Node 102

++ PBR Leaf Node will Took for Dst IP in the traffic and route it to Leaf 104 if remote endpoint entry
++ Leaf 104 will get this traffic forwarded to actual EP X.1.2.15 (Leaf4 does not Tearn the client IP a
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<#root>
ASA(config)#

show runni ng-config interface

1
interface GigabitEthernet0/0
bridge-group 1

nameif inside
security-level 100



interface GigabitEthernet0/1
bridge-group 1

nameif outside
security-level 0

!

interface BVI1

ip address 192.168.100.1 255.255.255.0 ==> In case BVI IP 1is not defined ASA will not switch the packet
!
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2EH7A. MAC && 2 HIE

<#root>
ASA(config)#

show run nac-| earn

mac-TlTearn inside disable
mac-Tearn outside disable

PBR:

3EtA|. PBR Mac® 117 mac-address-table

<tfroot>

The mac statically binded to inside interface is the PBR mac generated by provider and vice versa
ASA(config)#

show run mac- address-tabl e

mac-address-table static outside 024a.e954.b591
mac-address-table static inside 02c0.282b.dlcf

ATHA|. L2pingS MY ST 5 ACL(Access Control List)2 TtA3&FL|CH

<#root>
ASA(config)#

show access- i st

access-1list L2_PBR ethertype permit 721

ASA(config)# show run access-group
access-group L2_PBR in interface inside
access-group L2_PBR 1in interface outside
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