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3EH7A|. SLA & L2PingE AE35101 IP SLAMH|A =F H|<f) X g FdeLch
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5EHA. LHE & Q|F QlE{m|o|Aof CHE L4-L7 HA 7(gk 2|C|HMdE 'L

Tenant(El'lE) > Policies(Z%H) > Protocol(Z 2 E Z) > L4-L7 Policy based redirect(L4-L7 =Y 7|
it 2IC|MM)E O|SEH OHS O RA RLEZ HES 22lsto{ WS MFLICH

++ Policy name is inside
++ We have two L1 destinations, one for each L1 device
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++ Policy name 1is outside
++ We have two L1 destinations, one for each L1 device
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++ Add consumer and provider EPG
++ Specify contract

Configuration 15

++ click Next



++ Specify consumer connector details
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++ Specify provider connector details
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++ Click on finish
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++ Verify consumer connector
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++ Configure provider connector
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Configuration 21

++ Check for device interfaces and fucntion connectors where you are going to see PCTAG associated with



Configuration 22

1A MH|A e Z 7t el O35 JEiQt &7 AHIAF & SZA 2o M E[=X] & QlgfLch

<tfroot>

apic0l#

fabric 101, 104 show service redir info

Node 101

LEGEND

TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest |
List of Dest Groups

GrpID Name destination HG-name

10 destgrp-10

2 destgrp-2

List of destinations
Name

dest-[476f:9be9:5aab:4454:a5d6:8c9e:7017:61eb]-[vx1an-2490369] 11_pbr_tenant:
dest-[8301:bb59:e940:4233:81c6:e007:437e:45f]-[vx1an-2490369] 11_pbr_tenant:
dest-[2958:ddd3:6eda:4ede:8bb4:1b66:8b19:1eb4]-[vx1an-2490369] 11_pbr_tenant:
dest-[d438:790d:6fdb:4485:bab7:197d:ef61:9a59]-[vx1an-2490369] 11_pbr_tenant:

bdVnid vMac

dest-[8301:bb59:e940:4233:81c6:e007:437e:45Ff]-[vx1an-2490369] vxlan-16252846 10:B3:D5:14:99:99

:HG2
:HG1
:HG1
:HG2

vrf

11_



dest-[476f:9be9:5aab:4454:a5d6:8c9e:7017:61eb]-[vx1an-2490369] vxlan-16252846 10:B3:
dest-[2958:ddd3:6eda:4ede:8bb4:1b66:8b19:1ebd]-[vx1an-2490369] vxlan-15794150 10:B3:
dest-[d438:790d:6fdb:4485:bab7:197d:ef61:9a59]-[vx1an-2490369] vx1an-15794150 10:B3:

List of Health Groups

HG-Name

11_pbr_tenant: :HG1

11_pbr_tenant: :HG2

D5:14:77:77
D5:14:66:66
D5:14:77:77

11_
11_
11_

HG-OperSt HG-Dest

enabled dest-[2958:ddd3:6eda:4ede:8bb4:
dest-[8301:bb59:940:4233:81cb:

enabled dest-[d438:790d:6fdb:4485:bab7:

dest-[476f:9be9:5aab:4454:a5d6:

1b66:8b19:1eb4]-[v
e007:437e:45f]-[vx
197d:ef61:9a59]-[v
8c9%e:7017:61leb]-[v

LEGEND
TL: Threshold(Low)

TH: Threshold(High)

HP: HashProfile | HG: HealthGrp

| BAC: Backup-Dest |

List of Dest Groups

GrpID Name
3 destgrp-3
4 destgrp-4

List of destinations

Name

dest-[2958:ddd3:6eda:4ede:8bb4:1b66:8b19:1ebd]-[vx1an-2490369]
dest-[d438:790d:6fdb:4485:bab7:197d:ef61:9a59]-[vx1an-2490369]
dest-[476f:9be9:5aab:4454:a5d6:8c9%e:7017:61leb]-[vx1an-2490369]
dest-[8301:bb59:e940:4233:81c6:e007:437e:45f]-[vx1an-2490369]

List of Health Groups

HG-Name

11_pbr_tenant: :HG1

11_pbr_tenant: :HG2

25HAl 1 MAC HEQIZ 0| MH|A =E=(102

<{froot>

apicOl#

destination

dest-[d438:790d:6fdb:
dest-[2958:ddd3:6eda:
dest-[476f:9be9:5aab:
dest-[8301:bb59:e940:

4485:bab7:197d:efb61:
4ede:8bb4:1b66:8b19:
4454:a5d6:8c9%e:7017:
4233:81c6:e007:437e:

9a59]-[vx1an-2490369]
leb4]-[vx1an-2490369]
6leb]-[vxT1an-2490369]
45f]-[vx1an-2490369]

vMac

vxTan-15794150
vxTan-15794150
vxTan-16252846
vxTan-16252846

HG-OperSt HG-Dest

enabled dest-[2958:ddd3:6eda:4ede:8bb4:
dest-[8301:bb59:940:4233:81cb:
enabled dest-[476f:9be9:5aab:4454:a5d6:

10:B3:
10:B3:
10:B3:
10:B3:

HG-name
11_pbr_tenant: :HG2
11_pbr_tenant: :HG1
11_pbr_tenant: :HG2
11_pbr_tenant: :HG1
vrf
D5:14:66:66 11_
D5:14:77:77 11_
D5:14:77:77 11_
D5:14:99:99 11

1b66:8b19:1eb4]-[v
e007:437e:45f]-[vx
8c9%e:7017:61leb]-[v

dest-[d438:790d:6fdb:4485:bab7:197d:ef61:9a59]-[vx

2! 103)0i| M Y EE[RA= K] FH I

fabric 102-103 show endpoint vrf |1_pbr_tenant:|1_pbr_vrf



Legend:

S - static s - arp L - Tocal O - peer-attached

V - vpc-attached a - local-aged p - peer-aged M - span

B - bounce H - vtep R - peer-attached-r1 D - bounce-to-proxy

E - shared-service m - svc-mgr

e Fommmmmmmmmmmmm- Fommmmmmmmmmmmmme- Fommmmmm - bt +
VLAN/ Encap MAC Address MAC Info/ Interface

Domain VLAN IP Address IP Info

e Fommmmmmmmmmmmm- Fommmmmmmmmmmmmme- Fommmmmm - bt +
23/11_pbr_tenant:11_pbr_vrf vlan-1310 10b3.d514.7777 LS ethl/6

24/11_pbr_tenant:T1_pbr_vrf vlan-1301 10b3.d514.9999 LS ethl/5

Legend:

S - static s - arp L - Tocal O - peer-attached

V - vpc-attached a - local-aged p - peer-aged M - span

B - bounce H - vtep R - peer-attached-r1 D - bounce-to-proxy

E - shared-service m - svc-mgr

e Fommmmmmmmmmmmm- Fommmmmmmmmmmmmme- Fommmmmm - bt +
VLAN/ Encap MAC Address MAC Info/ Interface

Domain VLAN IP Address IP Info

e Fommmmmmmmmmmmm- Fommmmmmmmmmmmmme- Fommmmmm - bt +
40/11_pbr_tenant:11_pbr_vrf vlan-1310 10b3.d514.7777 LS ethl/6

1/11_pbr_tenant:11_pbr_vrf vlan-1301 10b3.d514.6666 LS ethl/5

1. EP1~EP20{|A{ L1 C|HIO|AZ Z|C|2ME ICMP ping ZHZ!0] 2,00071 4 A& L|C}.

switchl# ping 192.168.132.200 vrf 11_pbrl count 2000 >>>>> sending 2000 packets
64 bytes from 192.168.132.200: +icmp_seq=464 tt1=251 time=0.859 ms
64 bytes from 192.168.132.200: +icmp_seq=465 tt1=251 time=0.872 ms
64 bytes from 192.168.132.200: +icmp_seq=466 tt1=251 time=0.844 ms
64 bytes from 192.168.132.200: +icmp_seq=467 tt1=251 time=0.821 ms
64 bytes from 192.168.132.200: +icmp_seq=468 tt1=251 time=0.814 ms
64 bytes from 192.168.132.200: +icmp_seq=469 tt1=251 time=0.846 ms
64 bytes from 192.168.132.200: 1icmp_seq=470 tt1=251 time=0.863 ms
64 bytes from 192.168.132.200: +icmp_seq=471 tt1=251 time=0.819 ms
64 bytes from 192.168.132.200: +icmp_seq=472 tt1=251 time=0.802 ms
64 bytes from 192.168.132.200: +icmp_seq=473 tt1=251 time=0.851 ms
64 bytes from 192.168.132.200: +icmp_seq=474 tt1=251 time=0.815 ms

2. L1 Zxlof ¢d4E == 102 2 1032 QIE{m|0|A FHR2EE & QIFLIC

apic01# fabric 102-103 show interface ethernet 1/5-6 | grep "Node\|Ethernet\|RX\|packets\|TX"
Node 102

Ethernetl/5 1is up

Hardware: 100/1000/10000/25000/auto Ethernet, address: 10b3.d5c5.8f25 (bia 10b3.d5c5.8f25)

30 seconds 1input rate 0 bits/sec, 0 packets/sec

30 seconds output rate 64 bits/sec, 0 packets/sec



RX

2008 unicast packets 2 multicast packets 0 broadcast packets >>>>>2000 packets recieved from L1 device
2010 1input packets 213180 bytes

0 jumbo packets O storm suppression bytes

X

2009 unicast packets 1 multicast packets 0 broadcast packets >>>>> 2000 packets transmitted towards L1
2010 output packets 213003 bytes

0 jumbo packets

Ethernetl/6 is up

Hardware: 100/1000/10000/25000/auto Ethernet, address: 10b3.d5c5.8f26 (bia 10b3.d5c5.8f26)

30 seconds input rate 0 bits/sec, 0 packets/sec

30 seconds output rate 64 bits/sec, 0 packets/sec

RX

9 unicast packets 2 multicast packets 0 broadcast packets

11 input packets 1286 bytes

0 jumbo packets 0 storm suppression bytes

X

9 unicast packets 1 multicast packets 0 broadcast packets

10 output packets 1003 bytes

0 jumbo packets

Node 103

Ethernetl/5 is up

Hardware: 100/1000/10000/25000/auto Ethernet, address: a453.0e75.9a85 (bia a453.0e75.9a85)
30 seconds input rate 0 bits/sec, 0 packets/sec

30 seconds output rate 64 bits/sec, 0 packets/sec

RX

2009 unicast packets 1 multicast packets O broadcast packets >>>>> 2000 packets recieved from L1 device
2010 1input packets 213003 bytes

0 jumbo packets O storm suppression bytes

X

2008 unicast packets 1 multicast packets O broadcast packets >>> 2000 packets transmitted towards L1 de
2009 output packets 212897 bytes

0 jumbo packets

Ethernetl/6 is up

Hardware: 100/1000/10000/25000/auto Ethernet, address: a453.0e75.9a86 (bia a453.0e75.9a86)
30 seconds input rate 0 bits/sec, 0 packets/sec

30 seconds output rate 64 bits/sec, 0 packets/sec

RX

9 unicast packets 1 multicast packets 0 broadcast packets

10 input packets 1003 bytes

0 jumbo packets 0 storm suppression bytes

X

9 unicast packets 1 multicast packets 0 broadcast packets

10 output packets 1003 bytes

0 jumbo packets
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