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ACH
SV1192.0.2.1 # [Eth1/50

Router ID 192.168.0.1

OSPF Peering >

SVI1192.0.2.50 ¥ [Eth1/2
NX-O§  RouterID 172.16.0.1
J.E

-

EEZZX|
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OSPFE Cisco ACIZH Q|2 2t E{ Ztol| #4d5te + e Z2ES
22 H|R & OSPF 3, Ct et AH M, H|o|H 215 & 7|Et RAHE
ME X|HELct.
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VRF(Virtual Routing and Forwarding) =2 == ™A Z4I|a8|o|MUL|Ct & HmiE OSPF hello
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2. OSPF 2t E IDE 1 R38H0F &LCt.

3. MTU(ZICH & Erel)= Yx|sHoF gfLICHZ|2E Mo 2 I ER]2 90002 2 M5t CHREE L
Cisco IOS®/NXOSE 15002 2 MH).

4. OSPF 215 7|2t 0| Yx|aHof B LICHAIZ El= B2).
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O| BiME K| BtRE T2 EZ0i CHEH ACI L30utzt 2H24=l A 7HH0 S Mod| Ci st XEM|EH A4
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O|AE pingRfLICH 224 OSPF7t 7S E|7| @[3t 7|12 7491 0| Cf
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iping -V <vrf> <remote_end_IP>
example:
BL-301# 1iping -V abcl:vrf-1 192.0.2.50

2EH7A|. 7|2 Zx|aefolM oi7iH+~§ = elgrLch

1. OSPF ¥ ID 2! 30| x|l oF g L|C}.

2. OSPF 2}2E IDE T )&H0k &LCt.

3. MTUE x[alofF B LICHZ 2o 2 THEZI2 90002 2 M™E 35t CHE 2 2] Cisco
IOS/NXOSE 150022 MH).

4. OSPF Q15 7|2t 80| YxIsHoF FLICHAIE ElE B2).

5. OSPF Hello Z+Z31} Dead 7tZ30| %[5l oF &

6. OSPF UIEQ|3 K&i0| Yx|sHoF &rL|Ct.

BE E20{= leafoll FAIE Zx|T2)o|M SH0| EAIELICH

<{froot>

BL-301# show ip int bri vrf abcl:vrf-1
IP Interface Status for VRF "abcl:vrf-1"(137)

Interface Address Interface Status

vlanl 192.0.2.1/24 protocol-up/link-up/admin-up --> 13out SVI

109 192.168.0.1/32 protocol-up/link-up/admin-up --> Router ID SVI
BL-301#

show i p ospf interface vlan 1

Vlanl 1is up, Tine protocol 1is up
IP address

192.0.2.1/ 24
, Process ID default VRF

abcl:vrf-1


https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html

area backbone

EnabTled by interface configuration
State P2P,

Net work type P2P

, cost 4

Index 84, Transmit delay 1 sec

1 Neighbors, flooding to 1, adjacent with 1
Timer intervals:

Hell o 10, Dead 40

, Wait 40, Retransmit 5
Hello timer due in 00:00:03

No aut hentication

Number of opaque 1link LSAs: 0, checksum sum O
BL-301#
show int vlan

1| egrep "MIU

MTU
9000
bytes, BW 10000000 Kbit, DLY 1 usec

BL-301#

show i p ospf vrf abcl:vrf-1 | grep Routing

Routing Process default with ID

192.168.0.1

VRF abcl:vrf-1 -->

Router 1D

<tfroot>

[+]From the border Leaf we can identify the state of the neighbor state
BL-301# show ip ospf neighbors vrf



abcl:vrf-

1

<<EMPTY>>

[+] You can check the associated faults to the VRF.
BL-301# moquery -c faultInst -x 'query-target-filter=wcard(faultInst.dn,"

abcl:vrf-1

"Y' | egrep "code|rule|dn|descr|lastTransition"

<<EMPTY>>

B0l g4 Zof7t Qe H 7| AL 7F U KRITH leafod] SFLEL| Z ol B2 = F1385(protocol-

ospf-adjacency -down)7t A = U&LICE 0| leaf= O U|O|H7t OIX|L S 2 7HSEIUJS [ EE=
AEf7L ot [ O|E &9 ELICH.

':H HE AL2735104 0|8 AlEHE £ moquery -c faultRecord -f 'fault.Inst.code=="F1385" -x 'query-target-

filter=wcard(faultRecord.dn,"abcl:vrf-1")' | grep dn R4 & LICEH.

HABZ ALE5tod EY ol CHEH ZE 2|2 =2 =& moquery -c faultRecord -f ‘fault.Inst.code=="F1385"" -x 'query-target-

filter=wcard(faultRecord.dn,"abcl:vrf-1")' -x 'query-target-filter=wcard(faultRecord.created," 2024-01-01")' | egrep "dn" | wc -| EQIgrL|C}.

OSPF QIE{H|O|A St 24 & 74 7 IPE A&t of gLt

<#root>

[+] Identify the IP applied on the external device from the ARP associated to the interface
BL-301# moquery -c arpAdjEp -x 'query-target-filter=wcard(arpAdjEp.ifld,"

vl anl

ll) 1 | g rep n _i p mn
ip :
192.0.2.50

H—
In
lo
[
[m
1]
MK
o)
o
[m
L)
1H
¥

B 2lZol ofly A4 oY AR SVI(ZHY QIE{H[O|A)E A& 50 tepdump 7 EIZIEIE A& 3to] FQlE & AU&LICH



1.0/ g ZE cpu s HEE ZQ HERZ ECHEE = 5 A UETO0lA kpm_inb7h AHSELICH

<#froot>

[+] Capture asingle OSPF hello packet using TCPDUMP coming for local BL OSPF IP 192.0.2.1

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb

tcpdump: listening on kpm_inb, link-type EN10MB (Ethernet), capture size 262144 bytes
192.0.2.1 > ospf-all.mcast.net:

OSPFv2

, Hello, length 44
Router-ID 192.168.0.1,



Backbone Area

Aut henti cati on Type: none (0)

Options [

Ext er nal

]

Hel lo Timer 10s, Dead Tiner 40s,

Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP 192.0.2.50
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb
tcpdump: Tistening on kpm_inb, Tlink-type EN10OMB (Ethernet), capture size 262144 bytes

192.0.2.50 > ospf-all.mcast.net:

OSPFv2

, Hello, Tength 44
Router-ID 172.16.0.1,

Backbone Area, Authentication Type: none (0)

Options [

Ext er nal

]

Hell o Tinmer 10s, Dead Ti ner 40s,

Mask 255.255.255.0, Priority 1

t

fok
re

Wireshark

J

Wireshark0l| A EM45t7| 2|8l OSPF & SAEH Ef

H
mjo
¥
"‘,'oj
4>
30
o>
r
]

BL-301# tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /data/techsupport/Node-X X X_OSPF.pcap | tcpdump -r - host any
BL-301# tcpdump -xxxvi kpm_inb 'proto ospf and (host <<X.X.X.X>> or host <<Y.Y.Y.Y>>)'-w /data/techsupport/Node-X XX_OSPF_HOST .pcap

BL-301# tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /data/techsupport/Node-X X X_OSPF_HOST .pcap | tepdump -r - host X.X.X.X



pcap A2 B2 Anayze(£4d) > Apply asa Column(Z 2 M 8)2 AMSt 1 A83t04 Wireshark BEHE AFE & = Ql&LICEH

ospf.area_id = ArealDE |45} 7| 2|5l

ospf.srerouter = 2HE] ID

ZX E ALkl

Z3: ¥od 1D EUx|

ol

OSPF Q1M 2X|

ArealD7} 0.0.0.422! APIC Z1x|2284|0|A404| A Fabric(@ E2l) > Tenants(EIIE) > Networking(UIE2Z) > L30uts(L30uts) >
<<L 3outName> > Policy("8*) > Main(7|2)2 & o|S&rL|C}.
abct L3 Outside - Site2-L30ut-OSPF-Leaf301
» (C» Quick Start
- Bl abet
B Application Profiles
v [ Networking
» [ Bridge Domains
> [mm VRFs
> [ L20uts

- [ L30uts

Enable BGP/EIGRP/OSPF: [] gap [ OSPF

OSPF Area 1D:| 0.0.0.42

OSPF Area Control:

» &N Site2-130ut-OSPF-Leaf301

] Send redistributed LSAs into NSSA area
Originate summary LSA
y = Dot1Q Tunnels D Suppress forwarding address in translated LSA

& Contracts OSPF Area Type: Regular area

= Policies OSPF Area Cost: |0 i

> [ SR-MPLS VRF L30uts

HS2l LFR Lo M:

<ffroot>

[+] Check OSPF interface detailsto confirm current area

BL-301# show ip ospf interface vlan 1 | grep area
IP address 192.0.2.1/24, Process | D default VRF abcl:vrf-1, area

0.0.0.42

Or



BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl")' | grep area
area :

0.0.0.42

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 192.168.0.1,

Area

0.0.0.42

, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 172.16.0.1,

Backbone Area

, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

Yl

Q| FRIOA:

I
0;
>

<#froot>

NX-OS# show logging log | tail -n 100 | grep ospf-bootcamp
2023 Dec 28 15:17:09 NX-OS %0SPF-4-AREA_ERR: ospf-bootcamp [22263] (301-13-abcl) Packet from 192.0.2.1 on Ethernet1/2 received for wrong are

0.0.0.42

NX-0S# show ip ospf interface Ethernetl/2 | grep area
Process ID bootcamp VRF 301-13-abcl,

area 0.0.0.0

2 &: OSPF AreaZ 0.0.0.0 == SE S BLOI|, EE£ 0.0.0.428 2|F C|H}o|A0l YX|AIZILICH.

ol

OSPF 2134 BA 12 ¥ K'Y B U]

ol
o2
Mo

Area $30| NSSA EE & Stub®! ACI GUIS| AL 2|0 M Fabric(Ti 22l) > Tenants(Ell'dE) > Networking({IEZ) >
L30uts(L30uts) > " L 3outName" > Policy("3*) > Main(7|2)2 & 0| Z&tL|C}.



eleel L3 Outside - Site2-L30ut-OSPF-Leaf301

(C» Quick Start
-~ [ aber
-
= Application Profiles
~ [l Networking
> [m Bridge Domains
> [ VRFs

Enable BGP/EIGRP/OSPF: £ | OSPF
. [ L20uts [ BGP M oser

OSPF Area ID: | 0.0.0.42

-~ [ L30uts

S 30ut-OSPF-Leaf301

OSPF Area Control:
,7| Send redistributed LSAs into NSSA area
i Originate summary LSA
; E Dot1Q Tunnels | Suppress forwarding address in translated LSA

> @@ SR-MPLS VRF L30uts

> [ Contracts OSPF Area Type: Regqular area Stub area

- [ Policies OSPF Area Cost: |( &
» [ Services
= Security

NSSA EE = AE{ ofod 4|7 7|0l

S 2l LR ol A:

<#root>

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# moquery -c ospfArea -x 'query-target-filter=wcard(ospfArea.dn,"abcl:vrf-1")"' | egrep "type"
type :

nssa

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 44
Router-ID 192.168.0.1, Area 0.0.0.42, Authentication Type: none (0)
Options [

NSSA

Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1



or

BL-301# moquery -c ospfArea -x 'query-target-filter=wcard(ospfArea.dn,"abcl:vrf-1")"' | egrep "type"
type :

stub

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 192.168.0.1, Area 0.0.0.42, Authentication Type: none (0)
Options [

none

Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 172.16.0.1, Area 0.0.0.42, Authentication Type: none (0)
Options [

Ext er na

Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

Yl

Q| EH x|l M:

qr
0;
>

<#froot>

[+] Check OSPF interfaces con vrf



NX-0S# show ip int bri vrf 301-13-abcl
IP Interface Status for VRF "301-13-abcl"(21)

Interface IP Address Interface Status
Lo1001 110.1.0.1 protocol-up/1link-up/admin-up
Eth1/2.1120 192.0.2.50 protocol-up/1ink-up/admin-up

NX-0S# show ip ospf interface Ethernetl/2 | grep area
Process ID bootcamp VRF 301-13-abcl,

area 0.0.0.0

S 48 L3outtll M OSPF ¥ f82 H7|Mo=E 0I5t 7LE Q% ClHto|A0| M YR|AIZLICE
OSPF 2IHM EX| sHA: 2tRE ID 5

2tE ID7} S5 E/™ OSPF 217 o] FME[X| o &LICH ACI HE 20| A OSPF 2HRE IDE 788t ¥ leaf= BHRE{ ID IPFAR
SEug MABLICH Ol FAE RZ 0| ASEIDE Mists B AFSEE QlE{H0|A PR S2E 4 eigLich

o =
ol ofloiME 21K Clutol& 2| 2tRE IDZ 2R FHEIRISE &Y &+ U&LICH

ACI GUIO| M 2 Fabric > Tenants > Networking > L30uts > "L 3outName" > "Node-X" > Configured Nodes > topology/pod-Y /node-X O|&
grich
abet Node Association
> (C» Quick Start
< [l apc
& Application Profiles
~ [ Networking

E Bridge Domains MNode ID: topology/pod-1/node-301
> [ VRFs Router ID:{|172.16.0.1

> [ L20uts Use Router ID as Loopback Address: E T

v [ L30uts Loopback Addresses:
‘} Site2-L30ut-0SPF-Leaf301 . P
~ [l Logical Node Profiles

E node=-30

» [l Configured Nodes

> Bl topology/pod-1/node-301

> [ Logical Interface Profiles

> [ External EPGs

= Route map for import and export route control

QI ClHtolA 0| 2t E IDE H R FEEI&LICH



Bl =2l LhR Aol A:

<#root>

[+] Check OSPF interfaces associated with the VRF
BL-301# show ip int bri vrf abcl:vrf-1
IP Interface Status for VRF "abcl:vrf-1"(137)

Interface Address Interface Status

vlanl 192.0.2.1/24 protocol-up/1ink-up/admin-up
109

172.16.0.1

/32 protocol-up/1link-up/admin-up

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44

Router-1D

172.16.0.1

, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP

BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 48

Router-1D



172.16.0.1

, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

Yl

Q| FRIOIA

qr
0;
>

NX-0S# show logging log | tail -n 100 | grep ospf-bootcamp
2024 Jan 4 13:55:36 NX-0S %0SPF-4-DUPRID: ospf-bootcamp [22263] (301-13-abcl) Router 192.0.2.1 on 1int

i YH: F ClHIO|A0M ME CHE 2HRE{ IDE AFS & LICH

Node Association
> (C» Quick Start
ﬁ abc
= Application Profiles
- [l Networking
> [l Bridge Domains - Node ID: topology/pod-1/node-301
. B VRFs Router lD:|| 192.168.0.1 ||

. B L20uts Use Router ID as Loopback Address: E [
[ L30Outs 4 Loopback Addresses:
ﬁ Site2-L30ut-OSPF-Leaf301 - IP

~ [l Logical Node Profiles

E node-301

- @l Configured Nodes
E topology/pod-1/node-301
> [ Logical Interface Profiles

> [ External EPGs

> [ Route map for import and export route control

F CIHIO|A RS 0M MZ CHE 2HRE{ ID AFS

OSPF 21 2A| 322 MTU 2 Y|

= JHo| OSPF Q1% B RE{7 YuteF SA2 M5t HEEIHAE HEL/I0|AM DR/BDR MEHES 2t2 510 B RE{7} Exgtart AEHE2

o
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A&y 7Am|ago|M0] Qe APIC GUI ZAX| 28| 0] A0l A 2 Fabric > Tenants > Networking > L30uts > "L 3outName" > "Node-X"
> Logical Interface Profiles > OSPF Interface Profile O|S & L|C}.

Sl [m] ] Palicy Fausits Histary
Palicy Faults History Routed Sub-Inerfaces Routed Interfaces =T Flaating SV

o L . (o]

7|EXMo 2 AC

7|12xoc 2 Acl HEZI2 gjlo]o] 3 QIE{H|0]A MTUZ 15000] ot 90002 2 MAEELICE ACIE MTUZF H £7] 2o 2/F 21
E{o{ A DBD IHZ!E A& =25l 0|8 &£0l5t2{ D A= g LICt

QIE EtREO MTUZI H R 7HLE H =2 B2 ACIS| ACKS 74 DBD THZ!E FAIStD =7| DBD HZAE A& MTSSHH
Exstart/Exchange & EHE R X|&fL|C}

HS2l LFR Lol M:

<ffroot>

[+]From the border Leaf we can identify the state of the neighborship relation
BL-301# show ip ospf neighbors vrf abcl:vrf-1

OSPF Process ID default VRF abcl:vrf-1

Total number of neighbors: 1

Neighbor ID  Pri State Up Time Address Interface
172.16.0.1 1
EXCHANGE
/ - 01:10:05 192.0.2.50
VI anl

[+] You can check the associated faults to the Tenant:VRF / OSPF interface
BL-301# moquery -c faultInst -x 'query-target-filter=wcard(faultInst.dn,"



abcl:vrf-1
\/if-\[
vl anl

\1")" | egrep "code|rule|dn|descr|TastTransition"
code :

F1385

descr

OSPF adj acency is not full, current state Exchange

dn : topology/pod-1/node-301/sys/ospf/inst-default/dom-abcl:vrf-1/if-[vlanl]/adj-172.16.0
TastTransition 1 2023-12-28T12:26:23.369-05:00

rule : ospf-adj-ep-failed

title : OSPF Adjacency Down

code

F3592

descr

OSPF interface vlianl ntu is different than nei ghbor ntu

dn : topology/pod-1/node-301/sys/ospf/inst-default/dom-abcl:vrf-1/if-[vianl]/fault-F3592
lastTransition : 2023-12-28T12:26:23.369-05:00
rule : ospf-if-mtu-config-mismatch-err

[+] Identify the MTU applied on the OSPF interface
BL-301# show int vlan 1 | egrep "MTU"

MIU
9000

bytes, BW 10000000 Kbit, DLY 1 usec

[+] If the default configuration is on place there will be a missmatch with the 1500 default
BL-301# show ip ospf event-history adjacency | grep "neighbor mtu"
2023-12-28T12:24:31.986149000-05:00 ospf default [20751]: TID 21885:o0spfv2_check_ddesc_for_nbr_state:49

nei ghbor ntu [

1500] is smaller than if ntu 9000

[+] Or if the Tocally configured MTU is lower tham external router
[2023-12-28T14:05:48.495659000-05:00:T:ospfv2_check_ddesc_for_nbr_state:478] abcl:vrf-1DBD from 192.0.2

nu [1500] is large than if mu 1200



.  FEClHO|ALSI MTU YX|

MTUZ} 0 B30 M HEElo{ = HiE{ 40| o|0] MHE[o] S22 ChE H4I K| 2CHE RXIZIH oiE 7kX| O|RE EEIHE +
AELICH ol E S04 S2[H QE{m|olA BE, HM 175, 2|Z ChAl 2E, ¥a8)|0|= SOl U&LIC

0| O] X|oi| Fabric > Tenants > Networking > L30uts > "L 3outName" > "Node-X" > Logical Interface Profiles > OSPF Interface Profile E A|E!
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Interface Profile - OSPF Interface Profile
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e Interface Profile - OSPF Interface Profile

C» Quick Start
H aber

B Application Profiles
B networking g

. [ Bridge Domai Name:
B VRFs Description: optional
= L20uts
- [ L30uts u Associated OSPF Interface Policy: default 3

& Site2-L30ut-OSPF-Leaf301 OSPFv2 Authentication Key:

B Logical Node Profiles

Confirm OSPFv2 Authentication Key:

1 OSPFv2 Authentication Key 1D: 1 £

= figured Nodes
QOSPFv2 Authentication Type: " ] tication Mo authentication

- [ Logical Interface Profiles

E 01_int_prof

E OSPF Interface Profile

» [ External EPGs

i Route map for import and export route control

MDS5 & e Q150 4 E

CLI0{A:

<#root>

[+] Check Authentication type configured
APIC# moquery -c ospfIfP -x 'query-target-filter=wcard(ospfIfP.dn,"tn-abcl\/out-Site2-L30ut-0SPF-BL-301
authType

si npl e



[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 192.168.0.1, Backbone Area, Authentication Type:

sinple (

1)

Simple text password: cisco
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1
or

[+] Check Authentication type configured
APIC# moquery -c ospfIfP -x 'query-target-filter=wcard(ospfIfP.dn,"tn-abcl\/out-Site2-L30ut-0SPF-BL-301
authType

[+] Capture a single packet TCPDUMP for local BL OSPF IP

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1



192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 44
Router-ID 192.168.0.1, Backbone Area, Authentication Type:

MD5 (2)

Key-ID: 1, Auth-Length: 16, Crypto Sequence Number: 0x026c0a34

Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1

192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 48

Router-ID 172.16.0.1, Backbone Area, Authentication Type:

none (0)

Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Live OSPF trace Decode for VRF
BL-301# log_trace_bl_print_tool /var/sysmgr/tmp_logs/ospfv2_1_trace.bl | tail -n 250 | grep abcl:vrf-1
[2024-01-04T16:23:29.650806000-05:00:T:0ospfv2_set_authentication:70] abcl:vrf-lout pkt on Vlanl:

auth sinple text: key cisco

or
[2024-01-04T16:24:22.794682000-05:00:T:ospfv2_set_authentication:96] abcl:vrf-lout pkt on Vlanl:



auth nd5: key cisco

, key id 1 Seq 40635829 (time 1704403462)

2F Fx|olM:

4E
o>|
>

NX-0S# show logging log | tail -n 100 | grep ospf-bootcamp

2024 Jan 4 16:55:01 NX-0S %0SPF-4-AUTH_ERR: ospf-bootcamp [22263] (301-13-abcl) Received packet from
or

2024 Jan 4 16:55:20 NX-0S %0SPF-4-AUTH_ERR: ospf-bootcamp [22263] (301-13-abcl) Received packet from
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OSPF Interface Policy - default 08

Policy Faults History

Interface Profile - OSPF Interface Profile

O i %

Matwork Type: | Brosdeast specited )
Mamw | m y,
Prion S

Description: | option

I C© &

AE X K| Hello/Dead EFO|H

E|F 2| LHZ 2L0i| A

<#root>

[+] Check OSPF 1interface configuration

BL-301# show ip ospf interface vlan 1 | egrep "Timer|Network"
State P2P, Network type P2P, cost 4

Timer intervals: Hello

20

, Dead

42

, Wait 42, Retransmit 5
Or

BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl")' | egrep "deadIntvl|helloInt

deadl nt vl . 42



hel | ol nt vl . 20

nwT T p2p
Or

APIC# moquery -c ospfRsIfPol -x 'query-target-filter=wcard(ospfIfP.dn,"abcl\/out-Site2-L30ut-0SPF-BL-30
tnOspfIfPolName : Custom_OSPF_Interface_Policy

APIC# moquery -c ospfIfPol -x 'query-target-filter=wcard(ospfIfPol.name,"Custom_OSPF_Interface_Policy")
deadIntvl

42

heTloIntvl

nwT T p2p

[+] Capture a single packet TCPDUMP for local BL OSPF IP

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1

192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 44
Router-ID 192.168.0.1, Backbone Area, Authentication Type: none (0)
Options [External]



Hell o Ti ner 20s

Dead Tinmer 42s

, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44

Router-ID 172.16.0.1, Backbone Area, Authentication Type:

Options [External]

Hello Timer 10s

Dead Ti nmer 40s

, Mask 255.255.255.0, Priority 1

Q| EH x|l AM:

4L
oA
>

external device OSPF IP

none (0)



<#root>

[+] Check OSPF interfaces con vrf
NX-0S# show ip int bri vrf 301-13-abcl
IP Interface Status for VRF "301-13-abcl"(21)

Interface IP Address Interface Status
Lo1001 110.1.0.1 protocol-up/Tink-up/admin-up
Ethl/2.1120 192.0.2.50 protocol-up/Tink-up/admin-up

[+] Check OSPF configuration by default Dead timer on NX-0S devices is 4 times hello interval
NX-0S# show run ospf all | section Ethernetl/2.1120 | grep hello

ip ospf hello-interva

10

[+] Check OSPF 1interface advertized parameters
NX-0S# show ip ospf interface Ethernetl/2.1120 | grep Timer
Timer intervals:

Hell o

10

Dead



40

, Wait 40, Retransmit 5

s 2ed: Match OSPF Timers.
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Interface Profile = OSPF Interface Profile

jon Ky I

HRCHAE £E XMER o2 UEYD $H0| T4

Bl 2l LhR Aol A:

<#root>

[+] Check OSPF neighborship relation

BL-301# show ip ospf neighbors vrf abcl:vrf-1

OSPF Process ID default VRF abcl:vrf-1

Total number of neighbors: 1

Neighbor ID Pri State Up Time Address
172.16.0.1 1

I NI TI ALI ZI NG DROTHER

00:06:42 192.0.2.50 Vlanl

[+] Check OSPF 1interface configuration

BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl"™)'

deadIntvl : 40
heTloIntvl : 10
nwT :
bcast

or

BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl")'

deadIntvl : 40

sl L T 2 r W - )
\

OSPF Interface Policy - default 08

Interface

| egrep "deadIntvl|helloInt

| egrep "deadIntvl]|helloInt



heTloIntvl : 10
nwT :

unspeci fied

Or

APIC# moquery -c ospfRsIfPol -x 'query-target-filter=wcard(ospfIfP.dn,"abcl\/out-Site2-L30ut-0SPF-BL-30
tnOspfIfPolName : Custom_OSPF_Interface_Policy

APIC# moquery -c ospfIfPol -x 'query-target-filter=wcard(ospfIfPol.name,"Custom_OSPF_Interface_Policy")
deadIntvl 1 40

helloIntvl : 10

nwT :

bcast

APIC# moquery -c ospfIfPol -x 'query-target-filter=wcard(ospfIfPol.name,"Custom_OSPF_Interface_Policy")
deadIntvl : 40

helloIntvl : 10

nwT :

unspeci fied

[+] Whether it is bcast or unspecified the interface will show as Broadcast
BL-301# show ip ospf interface vlan 1 | egrep "Timer|Network"
State DR, Network type

BROADCAST



, cost 4
Timer intervals: Hello 10, Dead 40, Wait 40, Retransmit 5

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 48
Router-ID 192.168.0.1, Backbone Area, Authentication Type: none (0)

Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

Desi gnat ed Rout er

192.0.2.1

Neighbor List:
172.16.0.1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44

Router-ID 172.16.0.1, Backbone Area, Authentication Type: none (0)

Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

F
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<#root>

[+] Check OSPF interfaces con vrf
NX-0S# show 1ip int bri vrf 301-13-abcl
IP Interface Status for VRF "301-13-abcl"(21)

Interface IP Address Interface Status
Lo1001 110.1.0.1 protocol-up/Tink-up/admin-up
Eth1/2.1120 192.0.2.50 protocol-up/Tink-up/admin-up

[+] Check OSPF configuration by default Dead timer on NX-0S devices is 4 times hello interval
NX-0S# show run ospf all | section Ethernetl/2 | grep network
ip ospf network



poi nt -t o- poi nt

[+] Check OSPF 1interface advertized parameters
NX-0S# show ip ospf interface Ethernetl/2 | grep type

State P2P, Network type

P2P
, cost 1
Ol HH HALE
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ACI| 2 [show ip ospf neighbors vrf <<TNT:VRF>> =
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moquery -c arpAdjEp - 'query-target-filter=wcard(arpAdjEp.ifld,"<<vlanX>>")"| ClE{mH|o|A0f 2AZAE ARPO|
grepip M Q& C|Hto|A0| MEE
IPE = elghLct
log_trace bl _print_tool /var/sysmgr/tmp_logs/ospfv2 1 trace.bl |tail -n 250 | gr -
eireee L prin ool farteysmarime Jogslospiva A fiacell 9 lVRF& 2ol OSPF £ C|
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<<TNT:VRF>>

Wireshark0{| A £ 44
E o= 2%

{8t OSPF

tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /data/techsupport/Node-

XXX_OSPF.pcap | tcpdump -r - host any

WiresharkO| A £24517] 2|

3 HOSTC| 4 ECH= Z%

tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /data/techsupport/Node-

XXX_OSPF_HOST .pcap | tepdump -r - host <<X.X.X.X>>

WiresharkOl A £2415+7| 2|
8 HOSTS| SRC & DSTH

tcpdump -xxxvi kpm_inb 'proto ospf and (host <<X.X.X.X>> or host <<Y.Y.Y.Y>>)' -
E 2= %

w /data/techsupport/Node-X X X_OSPF_HOST .pcap
tcpdump src host <<X.X.X.X>> -wv -e-i kpm_inb -c 1 Ol EX SAEO| CHEF BFY
ol HEE Za|ol A
AC mogquery -¢ ospfIfP -x 'query-target-filter=wcard(ospfIfP.dn,"<<TNT>>\/out-
<<L3outName>>") THE RIS /Y #l
APIC
L3out ZZ Am|azo|Md &
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—

moquery -c |3ext.RsPathL 30utAtt -x 'query-target-

filter=wcard(I3extRsPathL 30utAtt.dn," << TNT>>\/out-<<L 3outName>>")'

4%t F1385 protocol-ospf-
adjacency-downoi| CHet Z2&

7|2 gz E 9l

<<L3outName>>")' | grep tnOspfIfPolName

mogquery -c faultRecord -f 'fault.Inst.code=="F1385"" -x ‘query-target-
filter=wcard(faultRecord.dn,"<<TNT:VRF>>")'
moquery -c ospfRsIfPol -x 'query-target-filter=wcard(ospfl fP.dn,"<<TNT>>Vout-
Ay ¢ o ey o L3outoll M AFS R XI% 2HEd
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moquery -c ospflfPol -x 'query-target- Al_g_xl_ XPS' 2424 OSPF Ol_lE‘|
filter=wcard(ospfIfPol.name," Custom_OSPF_Interface Policy") TL-|| 0| A K4%EH A'||=' x4 =+O
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https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218046-troubleshoot-aci-external-forwarding.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218046-troubleshoot-aci-external-forwarding.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



