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Firmware External Data Collectors |  Config Rollbacks

User Management - Security

Management Settings Security Domains

« Name Description
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User Management - Security

,, Create Certificate Authority

Ke'

MName: |

optional

Description:

ate

Certificate Chain:
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Hw Z2S0lAM 2 Admin> AAA > Security > Public Key Management > Key Rings O| S & L|C}.

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Schedulers | Firmware | External Data Collectors | Config Rollbacks Import/Export

User Management - Security 0

Management Settings Security Domains Roles RBAC Rules IPuinc KUK Mana;}cnwml
Key Rings Certificate Authorities JWT Keys

e
« Mame Description Admin State Trust Point M
ACI_Wildeard Completed ACI_Root MK
default Default self-signed 5...  Completed MOD 2048
n Tanante Eahris Wirtial Matweorlinms m Mrnaratinne Arnne Intanaratinne
Create Key Ring S I
Mame: | |°
Description: | optional
Hn 4
Certificate: e
Ke
|/-
Modulus: '.\ MOD 512 MOD 1024 MOD 1536 MOD 2048

Certificate Authority: | select an option

Private Key:
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System Tenants Virtual Ne

e | External mport
User Management - Security [
Management Settings Security Domains Roles RBAC Rules I Public Key Management
Certificate Authorities JWT Keys
O X R~
- Name Description Admin State Trust Point Modulus

» Cortificate Request

Share

Open In Object Stone Browser

Create Certificate Request e

Subject: ]

Alternate Subject Name: i

1

-
Lacality:

State: t
Country:

Organization Name: )

r
Organization Unit Name:
Email:

i
Password:

el

Confirm Password:

Cancel

A= "4, CSRO| CN(Common Name)2 =23 8FL|Ct.

tUEFIEE AHE 5109 Cisco APICS| FQDN(Fully Qualified Domain Name)2 248 &~ QIX|BF B2 A HEIR X0 ME SAN 2=
0 FQDNZ Z|CH3t2 2 | A CIEMoME LE MO R QIEA{S| Al 7158 O|F 2 =5t Alternate Subject Name & = (SAN-
Subject Alternative NameO|2t L = &0l 2 & Cisco APIC2| FQDNE2 1245t= 0| E&LICH
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HF 2S0A 2 Admin > AAA > Security > Public Key Management > Key Rings 0| S & LIC}.
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I Key Ring - Cisco_test (A ] x] I
Palicy Faults History
o * -
K
Locality: es
State:
Country:
us
Organization Name:
04
Organization Unit Name:
_ 04
Email:
Password: 04
Confirm Password: 04
Request) ————BEGIN CERTIFICATE REQUEST——— 04
MIICVDCCATWCAQAWDZENMASGALIUEAWWEYWRKZ] CCASIWDQYJKoZIhveNAQEBBQAD
ggEPADCCAQoCggEBAMHgbgupbdkDSvhnKHT94tFMIbchXg/ fHAKpbKBQAQKFCKRI
XJ44LG1fc@76G00xctsMWDDMBNZX rdNTOKy1EWaZ+8YoI3zbc55VmuY /@uXvI1RP
w+F62r9ub43HDS+vCUKI 9sISM1ImYbwQF9Zd88dKEVOIPZ4xkedwlDQQc+t jAeZH
1Bj@LxTa2Y22Mal46+G6XoI16vP /WB31Kh4fnfgioKEreqQRiZkOmZRITVI /BVMLjw
q80mvcSUdBuz jKOndm8EwWweydBUz43ZU0Bgj SmDahWk8oBIPxzABIRBS oXyWwTGRY
AmValLt5KaeTt8z@dLSMARRY1s5958a,/D5qdxTTGECAWEAABAAMABGCSqGSIb3IDQEB
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Key Ring - Cisco_Test 00

Policy Faults History

—
o + %K~
MName: Cisco_Test
Admin State: Started

Description: | optional

Certificate ———--BEGIN CERTIFICATE-———-
MIIDszCCApugAwIBAgIBAjANBgkghkiGOw@BAQsFADBYMQSwCQYDVQQGEWIVUZEL
MAKGALIUECAWCQOEXFTATBgNVBACMDER LZmF1bHQgQ2 L@e TEXMBUGAIUECqwDQ21z
Y28gQUNIIFR1YWOxDDAKBgNVBASMALRBQzAeFw@yNDAYM ] kwNDESMDhaFwayNTAY
Mj gwNDESMDhaMGUxCzAJBgNVBAYTALVTMQswCQYDVQQIDAIDQTEXMBUGALUECgWO
021z¥28gQUNIIFRLYWOxDDAKBgNVBASMATRBOzZE IMCAGAIUEAWWZ ZGxjLWFjaTAZ
LWFwaWMxLmNpc2NvLmNvbTCCASIwDQY JKoZIhvcNAQEBBOADggEPADCCAQoCggER
ALJASN1wzZE7WMbLK35pTd0OBFWH3M2ZmIeCDOW6SKktDTqaMHhgDkYEk@UgGRdYRrdP

Modulus: ( MOD 512 ‘ MOD 1024 MOD 1536

Certificate Authority: | Cisco_ACI_Team @

Private Key:
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System  Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Policies Management Access - default 0

C» Quic

Paolicy Faults History

O X W~

Allow Cradentials aes256-gcmi@open
chacha20- X
poly1305@&openssh.com

Request Throttle:

HTTPS KEX Algorithms: 519-sha256 =
Adrnin State: |Enabled 9-
@libssh.
Port: | 443 i Lot
diffie-hellman-groupl-shal
Allow Origins: | http:/{127.0.0.1:8000 diffie-hellman-groupl4-shal
diffie-hellman-group14- X

Allow Credentials sha25

S5L Protocals: diffie-hellman-groupl6-shaS12
ecdh-sha2-nistp256 »
ecdh-shaZ-nistp384 =
ecdh-sha2-nistps21 = |

DH Param: |,

Request Throttle MaCs: B hmac-shal

B hmace-
[ -_-\-Itll;jI(,'n.co__l-_‘f,l B4 hma
hinac-st
Oper KeyRing: unifuserext/pkiext/keyring-C 55H access via WEB
Client Certificate TP Admin State: | Enabled

4
~ D State
CHACHA20 Enabled
DH -AES128-5HA Disabled

DHE-RSA-AES256-SHA Disabled

Show Usage
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Policies

g

Fabric Policies
Pod - Management Access
~ Name HTTP

HTTP State HTTP Port

al Netw

rations Apps

Date Time Policy.  default
Resolved Date Time Policy: default

1515 Policy:

Resolved I51S Peolicy: default
COOP Group Policy: select a value
Resalved COOP Group Policy: default

BGP Route Reflector Policy:

HTTP Redirect

ntegrations

Management Access Policy:

Resolved Management Access Policy:

—
SHMP Policy:

Resolved SMMP Policy: default
MACsec Policy: fabric

Resolved MACsec Policy:

Cisco APIC 2ot ZAT|T7|0|M 710|E, EIE|A 5.2(x)

Cisco 7|2 R EICIREC

HTTPS
HTTPS State HTTPS Port

enabled

Policy

Show Usage

SSH State -]

0

Faults History

QO 3 ®-


https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/5x/security-configuration/cisco-apic-security-configuration-guide-release-52x/https-access-52x.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/5x/security-configuration/cisco-apic-security-configuration-guide-release-52x/https-access-52x.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/5x/security-configuration/cisco-apic-security-configuration-guide-release-52x/https-access-52x.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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