ACI A2 7|bt gic|sllMd 22X s

=3

|2

2L

A48 7|8 BlC|M JHe
MHIA Tz 25 2X| sS4

T
==
2 ox

1. Zdu|ad|o|M Bt 2l 743t stol

PBR & ._Xﬂ LIk

1. VLANO| 2= &[0 9T AEZQIEJ} 2|Z L EofAM SH&E|=X| &QlstLCt.
2. 0|4 ECHE| BZE &0l
Mol ML= x|

3. EBiE0| MH|A LEZ Z[C]
4. 2| s T2 El ZJFH i—ro._l

Z|Et EEfE SEO[ o

1. SNATZ} Qi 2 E dHgd A

Ecie 2 o

BT oo Z2 a2l REH

2. ECE 5 E0| 0d - SNAT7I Q= WSt 9l 2 = gigd M
Eci= E2 o

2l oo T2 aEl F4A

3. 8% MHIA(VRE 7+ A2

2l oo T2 aEl F4A

JE
&
rir
Ral
I
o

el

0| 2 Mol ACI PBR(Policy-Based Redirect) AILIZ|2E 0|55t BXIE 5
St e LI

i3 B2

i
ol
rr
rma

74|04 CH

O] M2 RF 2= Troubleshooting Cisco Application Centric Infrastructure, Second Edition #, &
o HA Z[dk 2|C|3M - 71, A J|d 2lC|AM - kiHl* Oz HixZ, 2 7|8k 2|C|3M - EJ
Sl 2 7|8k 2lC[=&M - 7|EF EfE 28/ oA oM FEE}E&LICEH

BA 7[gk 2|C=ME TR

CtE2 el EX| sHZ HAULICE o] oMz PBRO aliEst= 2EH 7|2 3'3F74I% EQlst=
ol Cfof MBELICH 1B 4B CHE T8 BESHUAIR. TR L) Y, "ol =9
:olll ELJ "Eo|_|- xc;liﬁH"


/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf

1. PBR MH|A J2i= Qio| Ei= &f
A SR AEZRIET SLIE

2. MH|A Oz 25 el 25E O
VLAN & 224 ID7t #5E L HHIA LEQEEQIEE i*ﬁi. LIEP

3. ME ZZ2E =HQlFLct el MM gl coof Z2ae{YELICh ME|A E0M EEi=
£ Zixstod Ecf=O| ElC|HME|= IE—.O._@LIEPA 2lZo| EE|EE ZXx{sto{ PBR O|F

EfjZio| ACl I|EEIo 2 Sol2=K| Eelst

.Egf=lo| 2H|X 2 BZ A +I:_J¢°I501I Ta5 D A=EZQlET} et ERfES MM EE

2015t |},

EMOME A E= FH SME

'E FXRSHAAIRL.

=\',u= 4> o
|6 %0 1
o>
T
n

|.|'

0II

>

N
>

[

o F2 K| ot&L|CH RFMIEH LH® 2 Cisco.com2| "ACI PBR &4
_I
O] oM MH|A = 2 MH|A 2|Z &= ChSS o|0l&Lct.

- MH|A =E — PBRO| EEfEH & ZIC|HMetE IF LE(0: Y3t E= 2= WHAM)ULICH
. MH|A B|Z — MH|A =E0f (dZEEI ACI 2|

MH|A& agjz 15 24| E

Ol §olM= MHIA JeiZ 7t LHRE[X| i 2 EBiES#E ol§ dFELICH

MH|A O HME Ho|stn A FAof M8t £0i= ACI GUIN| EAIZlE #F/E o= 2l
AEAATL Qlo{oF ErLICE ofel a&lolE MHIA JeiZ71 F/E [ 2 EAIZX| &= X 4
AILI2I27F L QI&LCH

MH|A Oz = S/ E Oz QIABEAR FA|E|X| & LCt.

el ARIC «min Q) @ © ©

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integr:

ALL TENANTS | AddTenant | Tenant Search: [ERIEESIERSEE | common | Prod | PBR-Multinode | Symmetric-PBR |

Pr?ﬂ? @@@ Deployed Graph Instances % 0 o
Prod

B Application Profiles

[} A

Service Graph Contract Contained By  State ~ Description

B Router configurations

= Function Profiles



1. Zm(ago|M BA X Zgf #Hel

EMHESEO| A HiY CHH = Zodt A @
2 et HI|ago|Me2 o|o| 22 El Zdoe 2 7}

In
M
10
i
<
A
M
e
v y)
O

- AH|XFEPG, MEXAHEPG & MH|A =
.- 2H|XF 2 MS X EPG.
. AleF & ZE
MHIA 20| CHEt EPGE 8522 MEe Ze = i&LCH MH|A J8l=Z 252 S5l M8 E
L|Ct.

PBR Z1I|12{|0]4 EFA[7F X & MH|A& Jeiz= Ch3n Z&Lch

- L4-L7 C|HtO|&(=2|™ ClHto[A)E - d'fLICh
- MH|A& ez & dEgLch

2. Ul A AMH|A gz 7= &0l

MHIA Tl 7F Ak TR0 ¢4Z2E|HH MH|A T =Z 7 Qe Z Hl2kof CHs S E agf= QIA
=AA7F EAIELICHot2 22).

I:
>.

I x|= 'Tenant(Ell'c1E) > Services(AH|2A) > L4-L7 > Deployed Graph Instances(7* S E 2= Q|
AEAYRILICEH

THE J2iZ QAEA



e APIG i €) @ © ©

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrat

ALL TENANTS | AddTenant | Tenant Search: [ERIEReISsEE | common | Prod | PBR-Multinode | Symmetric-PBR |

Prod

L4-L7 Service Graph Instance - web-to-app-FW-Prod 0 o

Topology Palicy Faults History
@]

Consumer Provider

= X -
Prod-ASAv...
Web App
nodel

Graph Templates

node1 Information
B Router configurations -
Contract: Prod/web-to-app

[ Function Profiles

Graph: Prod/FW

B Devices Node: nodel
Device Cluster: Prod-ASAv-VM1
Firewall: routed
Policy- Bwed
TEE Tz QAEATL EALX| oo™ Ao Zm|2eo|Mol EX7F Qe JYLICH =2 ol
2 o3 Z&Lch
- Alefof| &AH[XF 2= SZAEPGTL @i LICt
- H I FAof 2E{7t st
- VRF 2t EE= EHE 7H EPG S48 fI8 30T Ao Hele VRFYLICH
Service Graph QIAEAS}7} Almlid 4 Deployed Graph Instance0i| M fault7} g4 gHL|CH &,
Service Graph Z1I|1gi|0|Moi| EXA7t /&LICH HI[ao|[Me 2 QIFt kAol A2 o3t

&L,

F1690: ID &% Almjz Qlsl 40| R E/RA&LICH.

74
=

o

o)

_I_D'I'

2 MH|A L Eo| ZHESHE IVLANE A& £ g8 LIEFLICE o & E04 =2|™ C|HIO|
SE VMM EH Q1 ¢4 E VLAN E0f| AFE 7158 5™ VLANO| gi&LICt.

> ©

T
[|H|=|

\l OII

Hé

o

H: E 21X ClHlo|A0l AFS ElE THIQIoAM VLAN £ &QlgtLiCt E2/X THQlol Qs
| C|HFO|A QIE{H|O|A M| ZHESHE VLANS MEIEFLICE 2X|E Tenant(BEIHE) >
Serwces(kll:llj\) > L4-L7 > Devices and Fabric(C|HFO|A 2 THE 2]) > Access Policies( Al

) > Pools(Z) > VLAN'QILIC}.

4
0z
<3
®!
M
in
>
C
inl

F1690: LDevOl| CH 8t C|HIO|A ZHHIAEE 38 £ Qlooz

& ol 8 LIEFLICH o & S0 MH]
;

ol &&: ClHrO|A ME HA0o| Ho||R= K| = I LICH ClHHO|A MBY HA 2 AMH|A C[H}O



A 2 SHE F{EE{of EH% B 7|1& 2 NMSELICH Z7|&2 A2 0|F, MH|A J2iZ 0|F & AMH|
A JBiEZS| LE OB I_QE gt {xl= 'Tenant(EﬂHE) > Services(MH|A) > L4-L7 >
Device Selection Pollcy(EI FO|A AMEH FAH) QL [T,

Cluhol& =4 5% ol

el APIC anin @) @ © @

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

ALL TENANTS | AddTenant | Tenant Search: QELIERINsEE=s | common Prod | PBR-Multinode | Symmetr|

Prod . .
® @@ Logical Device Context - web-to-app-FW-node1 0 o
C» Quick Start
Policy Faults History
ﬁ Prod I
B Application Profiles O 3 ¢ -

B Networking

= Contracts Contract Name: web-to-app

I Policies Graph Name: FW

) Node Name: nodel
B Services
Alias:

b L4-L7

= Service Parameters

Context Name:

S Devices: |Prod-ASAv-VM1
B Service Graph Templates

: . ] Router Config: |select a value
I Router configurations

[ Function Profiles

B Imported Devices
[ Devices Selection Policies

& web-to-app-FW-node1

F1690: #HAE CIE|HO|AE ¥ & =+ ¢ie22 FHo| AR EU&LICH

28 MlA m=of CfEt SBIAE QEHOIAS &S 4 ¢188 LietiLIc ofE Sof 22
£Ef QIE{m|0|A £ CluholA M= &80 XISEIX| ot LIc

s e S A QBT 0| AT} ClbbolA MY o] XIHElof 2T HE] ol& 0| SHHEX|
SN EIE =)

F1690: BDE &2 # glo 40| A REIU&LICt.

ol A& A‘IHl* - =of CHEt BDE &2 = 2 LIEILICE 0o & £01, BD= Device Selection
Policy(C|HFO|A MEH HEhof| X[ =0 QK| f&LICtH
2 & BD7F & x| M HAof X[HE|of ! 7{AE O|§0| Mgt x| & QlstAAl(oteH 2 &

F1690: &R &l AH|A 2|C|3M YR 2 els Zu|aef|o|Mo| A ZEU&LiCt

| Zate MHlA Tz o| MulA gH40lA BlC|2i40] 2 43stElod QoI PBR BA0| MEdE|x|
ofete e LiehLIC



578 i ClufolA Med &Moj x| PBR a4 MetstLich(oel 22))

ClHiOlA ME] HHo| =2]X elEm 0|4 x| eolM

a ] ;
dmin
cisco APIC e @ oo @ @
System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps
ALL TENANTS | AddTenant | Tenant Search: QERIENsIEsEEHy | common | Prod | PBR-Multinode | Symme

i Devi

Prod GlEle)
Logical Interface Context - consumer 0 o
C» Quick Start
ﬁ 5 Policy Faults History
rod e
= Application Profiles O + K-
= Networking rt
= con Connector Name: consumer
Cluster Interface: |consumer i)
I Services Associated Network: (EEREERRRRE]
B La-L7 Bridge Domain: |Service-BD1 i)
Sonviro arametoarc o
B Service Parameters Preferred Contract Group: Exclude
I Service Graph Templates Permit Logging: [
B Router configurations L3 Destination (VIP): ]
B Function Profiles L4-L7 Policy-Based Redirect: | ASA-external 2 |

L4-L7 Service EPG Policy:

select an option

Custom QoS Policy:

select a value l

B Imported Devices
= Devic
&» web-to-app-FW-node1
E consumer
E provider

Subnets:

Show Usage

election Policies

PBR & =4 a4
O| oAM= PBR MY A2 0| 2X| sl EFAH|of| CHaH A ErL|C}.

1. VLANO| & E|o{ {1 AEXQIET} Bl - C oM &E&Ekl=X] &gt

st 210] MHIA TFHZ 7} MEMo R TEL|H MH|A = =of CHt EPG X BD7F MASILICH of

2 2Bl M| = SIEH0|A(KHIA EPG)Q| & 3HEI VLAN ID & S244 IDE 218 <+ 9
= {7} Lot S?A'QL—lE} Of ofof| A &r3tEd o AH|XIEE VLAN 21 10009| 24 ID 163860]| 1
§|'H=|°| ALLXFS 2 VLAN 2174 11022| 2244 ID 49157 1L |C}.

2| x|= 'Tenant(BEI'HE) > Services(AH|A) > L4-L7 > Deployed Graph instances(7t&E 2= Q|

AEIA) > Function Nodes(7|s = =) LICt

MHIA -E



!
00
Palicy l Higiory
[
= tan
e
B =
—]
e
= = [
I
—]
=
- O Bk PR AN Pasmten
=]
Mena Faboie Faram Loy Name Vphe Owermdie nme vale T
]
[— R
[~
Show Usage

MH|A = QIE{H0|A 1A ID

Function Node - nodel 0 o

Paolicy Faults History
() &
Mame: node]
Function Type:
Devices: Prod=ASay-Wii1
Cluster Interfaces: = Mame Concrete iImerfacas Encap

Function Connectors: & Mame Encap Clazs 1D

COnsumar vign- 1000 16386

Folders and Parameters

Featuras ;
Basic Parameters All Parameters

Mata Folder/Parsm Key Mama Valua Crarride namaivalue To

Ol248t VLAN2 AMH|A =7 HAE MH|A 2= = E QIE{H|o|A0 FHELICH MH|A B =
E CLI0IM 'show vlan extended'@} 'show endpoint' & AF&35104 VLAN 75 2 A= ZQIE &t& 4
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Podl- Leaf 1# show endpoint vrf Prod:VRF1l

Legend:

s - arp H- vtep V - vpc-attached p - peer-aged

R - peer-attached-rl B - bounce S - static M - span

D - bounce-to-proxy O - peer-attached a - |l ocal -aged m - svc-ngr

L - local E - shared-service
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7. Traffic goes o
the provider leaf
via spine

2: Policy applied (PBR) 3: Traffic goes to
Src Class: Web Spine proxy
Dest Class: App

Src 1P 192.168.21.11

Src MAC: Web

Dest IP: 192,168.22.11 -
Dest MAC: FW-MAC1 8: Traffic goes to the provider

Segment ID: Service-BD1 Src IP: 182.168.21.11
Src MAC: leaf MAC
Dest IP: 192.168.22.11

4: Traffic arrives &: Faolicy check Dest MAC: App
on the service leaf Src Class: Service-prov
Dest Class: App
192.168.21.254 192.168.101.254 192.168.102.254 192.168.22.254
MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC
Web-BD Service-BD1 Service-BD2 App-BD
Consumer EPG Internal EPG Internal EPG Provider EPG
Web == Service-con Service-prov App
o]
IP: 192.168.21.11 IP: 192,168.22.11
MAC: Web IP: 192.168.101.100 IP: 192.168.102.100 MAC: App
Default GW: 192.168.21.254 MAC: FW-MACT MAC: FW-MACZ Default GW: 192.168.22.254
VRF1 \

All BDs are in same VRF

5: Traffic from the service node
Sre |P: 192.168.21.11
Src MAC: FW-MAC2

1: Traffic from
consumer
Src IP: 192.168.21.11

Dest IP: 192.168.22.11
Dest MAC: Leaf MAC

Src MAC: Web
Dest IP: 192.168.22.11
Dest MAC: Leaf MAC

X7 AA MACE ACI 2| MACE HZAL|X| otoo 2 AH|A AEZQIEQ} PBR = E7} St
BDO /K| &t2 AR PBR = E= AA MAC 7|8t ME 2 AI235HK| ekotof &Lt

PBR T® EZ of - 32X O AHIA



7: Traffic goes to 3: Traffic goes to 2: Policy applied (PBR)
the provider leaf Spine proxy Src Class: App
via spine Dest Class: Web
8: Traffic goes to the provider Sre P 1?2‘168‘22'”
; Src MAC: App
Src IP: 192,168.22.11 X
Src MAC: Leaf MAC Dest IP: 192.168.21.11
£ s Lo Dest MAC: FW-MAC2

Dest IP: 192.168.21.11 . =
Dest MAC: Web Segment ID: Service-BD2

- = on the service leaf
Dest Class: Web

192.168.102.254 192.168.22.254
App-BD

192.168.21.254
MAC: Leaf MAC

192.168.101.254
MAC: Leaf MAC

MAC: Leaf MAC MAC: Leaf MAC
Service-BD2

Web-BD

Internal EPG Provider EPG
Service-prov App

Consumer EPG
Web ]

IP: 192.168.22.11
IP: 192.168.102.100 MAC: App
MAC: FW-MAC2 Default GW: 192.168.22.254

IP: 192.168.21.11
MAC: Web IP: 192.168.101.100
Default GW: 192.168.21.254 MAC: FW-MAC1

VRF1

All BDs are in same VYRF

5: Traffic from the service node
Src IP: 192.168.22.11
Src MAC: FW-MAC1

1: Traffic from provider
Src IP: 192.168.22.11
Src MAC: App

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC
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| A
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T: MM |g5fO| EPG 7t& MEHE 7|Hto2 =2 JafUElL|C}. 0] AAMO| show HEI E240] A
AH|XFEPG, MZAEPG 2! MH|A ==0f CHE EPG7F Z&HEl leafE AFEEILICH.

'show zoning-rule' & Al

of2H 23t 'show zoning-rule' E22 MH|A J{Z 5 9| zoning-ruled| CH5H AHEELICEH

permit
&
Consumer EPG , WA P Provider EPG
MVep e=n B ° App
[ ]
Class ID: 32772 Class ID: 32773
Source Destination Action
32772 32773 permit
32773 32772 permit

VRF 82| IDE Tenant(EI'dE) > Networking(WI EZ) > VRF'0I| M &Qlg £ &Lt

Podl- Leaf 1# show zoning-rule scope 2752513

R - - R T R R - S .
T T T T +

| Rule ID| SrcEPG| DstEPG | FilterID | Dir | operSt | Scope | Nane |
Action | Priority |

R - - R T R R - S .



| 4237 | 32772 | 32773 | 8 | bi-dir | enabled | 2752513 | web-to-app |

permt | fully_qual (7) |

| 4172 | 32773 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | web-to-app |
permt | fully_qual (7) |

R - - S T R R - S
T T T T T — +

MHIA el Z7F FFEH MH|A =0 CHEF EPG7F MM =1 20| YOI E£[0] AH|XFSF A
X EPG 7te| EefE|of 2|C[2MELCt. otz 2 &1 'show zoning-rule' 32 AMH[A J2i=Z F
£ 0|F 9| zoning-rule0d| CHEH AdHF e LICt. Of oflof M= pcTag 32772(&) 0| M pcTag 32773() 2 2
E2HZ 0| 'destgrp-27'(MH|A =E9| AH|Xl £)E E|C[HME|T pcTag 32773(R4)0i| M pcTag
32772(E) 2o ECHE 2 'destgrp-28'(MH|A =EO| SZ At &)E 2[C|HMELICE

MH|& Jgjz 315 £ ='d 73

Consumer EPG , o - , Provider EPG
Web € ‘ < App
L] L]
Class ID: 32772 Class ID: 32773

permit permit
Internal EPG Internal EPG
Service-con Service-prov
Class ID: 16386 Class ID: 49157

Source Destination Action

32772 32773 PBR to the consumer side of the service node

49157 32773 permit

32773 32772 PBR to the provider side of the service node

16386 32772 permit
Podl- Leaf 1# show zoning-rule scope 2752513
S S SR [ S o e e e e oo S S S S S S —
------- e
| Rule ID| SrcEPG| DstEPG | FilterID | Dir | operSt | Scope | Nane |
Acti on | Priority |
S S SR [ S o e e e e oo S S S S S S —
------- e
| 4213 | 16386 | 32772 | 9 | uni -dir | enabled | 2752513 | |
permt | fully_qual (7) |
| 4249 | 49157 | 32773 | default | uni -dir | enabled | 2752513 | |
permt | src_dst _any(9) |

| 4237 | 32772 | 32773 | 8 | bi - dir | enabled | 2752513 | |



redi r(destgrp-27) | fully_qual (7) |

| 4172 | 32773 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 |

redi r(destgrp-28) | fully_qual (7) |

R - - S T R R S T
------- .

Z} destgrpl| S X| HE £ 'show service redir info' @EE AF&3l0o{ 3F2 £ &LIC}.

Podl- Leaf 1# show service redir info

LEGEND
TL: Threshold(Low) | TH: Threshold(H gh) | HP: HashProfile | HG HealthGp | BAC Backup-
Dest | TRA: Tracking | RES: Resiliency

Li st of Dest G oups

G pl D Nare destination HG nane BAC
oper St oper St Qual TL TH HP  TRAC RES

28 dest gr p- 28 dest-[192. 168. 102. 100] - [ vxl an- 2752513] Not attached N
enabl ed no- oper-grp 0 0 sym no no

27 dest gr p- 27 dest-[192.168. 101. 100] - [ vxIl an- 2752513] Not attached N
enabl ed no- oper-grp 0 0 sym no no

Li st of destinations

Name bdVni d vMac
vrf oper St oper St Qual HG name
dest-[192.168. 102. 100] - [ vxI| an- 2752513] vxl an- 16023499 00: 50: 56: AF: 1C: 44
Pr od: VRF1 enabl ed no- oper - dest Not attached
dest-[192.168. 101. 100] - [ vxI| an- 2752513] vxl an- 16121792 00: 50: 56: AF: 3C: 60
Pr od: VRF1 enabl ed no- oper - dest Not attached
Fil 20| Jof mhet =2 aHYER|e E24=lo] Tof wat BlC|HMEAL B EIX| ot B
L, QlHIZO| AlL0|E 2 LIS E0l5tAAL.
- ELAMZ At835t0 A4 = CHA 22i4 D7 | 4 CHE SHAEIRI= K| =elgeict JF K| o
2 382, 2R E ZoiA D7 FU0|T EPG R 7IE(0: B2 L &S| VLAN)S & QI5HAIA|
o
- A U CHY Z2i4 D7 ol mhet #QlE| T PBR KA 0| MEE|X|2H EE{EI0| PBR = E0
ZY5HK| 2T redir 2 d('show service redir info')0ll A destgrp2l IP, MAC % VRF 7+ 24}t
EX| =elst A2,
7|22 2 PBRO| EH3tE B2 AMH|A L E(AH|AF F)of CHEt AHIXFEPG H MHIA L E(SF
X F)ol chHet 2R EPGH| CHEt 518 A2 Z2 iYL X| eL&LCH. EEPEM-I AH|IRVEE 32
A EHO| 7|I2HeE MH[A EQ AH S4lg = Eié.‘I—IEP O| EEHEE &S5l 2 4
SMg gdstalior gLIcH #8 MalE "7IE+ EffE 5§ of" Mo dFefL|ch

contract_parser A2

contract_parser =& A&t HMZ &olg =& J&LICt C-consumere= AH|A = E9f AH|
X} £0|1 C-provider= AH|A - E9o| ZZ A FL|Ct

Podl- Leaf 1# contract_parser.py --vrf Prod: VRF1

Key:

[prio:Ruleld] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-I4]
[flags][contract:{str}] [hit=count]



[7:4213] [vrf:Prod: VRF1] pernit ip tcp tn-Prod/ G Prod- ASAv- VMLct XxVRF1/ C- consumer (16386) eq 80
t n- Prod/ ap- appl/ epg- Web(32772) [contract: uni/tn-Prod/brc-web-to-app] [hit=0]

[7:4237] [vrf:Prod:VRF1] redir ip tcp tn-Prod/ap-appl/ epg-Web(32772) tn-Prod/ ap-appl/epg-
App(32773) eq 80 [contract:uni/tn-Prod/brc-web-to-app] [hit=0]

destgrp-27 vrf:Prod: VRF1 ip:192.168. 101. 100 mac: 00: 50: 56: AF: 3C: 60
bd: uni / t n- Prod/ BD- Ser vi ce- BD1

[7:4172] [vrf:Prod:VRF1] redir ip tcp tn-Prod/ ap-appl/ epg-App(32773) eq 80 tn-Prod/ap-appl/ epg-
Web(32772) [contract:uni/tn-Prod/brc-web-to-app] [hit=0]

destgrp-28 vrf:Prod: VRF1 ip:192. 168. 102. 100 mac: 00: 50: 56: AF: 1C: 44
bd: uni / t n- Prod/ BD- Ser vi ce- BD2

[9:4249] [vrf:Prod: VRF1] permt any tn-Prod/ G Prod-ASAv- VMLct xXVRF1/ C- provi der (49157) tn-Prod/ ap-
appl/ epg- App(32773) [contract:uni/tn-Prod/brc-web-to-app] [hit=15]

ZIEt Eg{= &9| of

O| Mo ME EBHERTE 2o ERE E2RE AlHstT| flsl CHE UMl EBfE 222 of
E TEELict X sHE BHlE o] Mol ol HE HXESMAIR

A Ozt A% S&LICH ol ERIFH0IM EPGL| EZQIEE 2 E WHAMO| VIPO| 4
= AN MHYLICH3 S R4 HIAF Ecf = 2EFol cHa PBR-2ZE W& M7}t 2 M 5HE L CH

2. SNAT7} Qe dsted al 2= g M: O] of|of| A AH|XF EPG & 2 AFMXF EPG S 45}
U 2C WHM MH|A J2i=Zot AHeFS & LICH OHE 2|7 0|M EPGR| RIEXZQIEE EE
dH2 A o] VIPSF @1ZAE! AKX M ILICHPBR-to-firewallO|] ¥tgFo 2 2445t E|o] Q& LICH
SBA-AH|A Ef® WHEFol CisH PBR-Z= WH M7 ASHELICEH

3. 3F MHIA(VRF Zt H2F): o] oflof M AHIXF EPG & 2 MSAHEPG 2 &35tE MH|A 1
ez ot Hofgs WELICH EPG ¥1 EPG 2 MZ CHE VRFO| Q& LICHPBR-to-firewallO|
o2 #A3tE|o] U&LICH Y S VRF ALO[of Q& LICH.

1. SNAT7} gl 2E W M: O] oflof| M AHIX EPG & R MSAHEPG 2 2= WA MH|
u]

1. SNAT7| @i EE WA

PBR2 ¢ PBR E= HHHE PBRE #5& & .
A A NAT(Network Address Translation)7F Q1= Z2E WHAM S&QL
NATE &5tz B PBRO| ER35HK| &f&LCt

EziE 32 o

ofeh ZEol= F 7He| 9ZAE ALEstod AH|AL EPG oM AL EPG RIS 2 E0{2= EEiE
S 52| of 7} Ltet U&LICE StLtE AH[AFEPG Ele| AEXQIENM 22 WM VIPE, CHE o
Lt= 2= YW AM0|M ALK EPG ol A= xQEZ AZELICH 4 ECiE2 VIPE MEE 2
Z VIPo| &g + e B9 Eci=O0| PBR g0 2= WMol TE&LICH 2= WHME Oy
IPE VIP2t HEE EPG Y| AEXQIE F StLIZ #HZASH K| &AL IPE HEHSHK|=E §f&LICH
EtA ECHE2 AFHA JIEZQIEZ O[S EfLICH

SNAT Z9|E B27} gic 2ZE WM o — &H[XHIXM VIPE, 2E WEA oM S=XHollA
PBRZ



3: Traffic goes to the

7: Traffic goes to the

service leaf via spine provider leaf via spine

8: Traffic goes to the provider

Src IP: 192.168.21.11
2: Policy check Src MAC: Leaf MAC
Src Clla:s: Web Dest IP: 192.168.22.11
Dest Class: Service-LB Dest MAC: App

6: Policy check
Src Class: Service-LB \
4: Traffic arrives on Dest Class: App

the service leaf

192.168.21.254 192.168.101.254 192.168.22.254
/_ MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC
/ Web-BD Service-BD1 \ App-BD
Consumer EPG Internal EPG Provider EPG
Web @ Service-LB Anip
IP: 192.168.21.11 LB interface IP: 192.168.200.100 IP: 192.168.22.11
MAG: Web VIP: 192.168.200.200 MAGC: A
Default GW: 192.168.21.254 MAC: LB-MAC

Default GW: 192.168.22.254

VRF1

All BDs are in same VYRF
1: Traffic from consumer to VIP

Src IP: 192.168.21.11

Src MAC: Web

5: Traffic from the service node
Src IP: 192.168.21.11
Src MAC: LB-MAC

Dest IP: 192.168.200.200

Dest IP: 192.168.22.11
Dest MAC: Leaf MAC

Dest MAC: Leaf MAC

otz a2 2loll= AFAXt EPG YollM AHIREPG Blo 2 of Bhet ERiZ] 5 50| Ltet U&Lct ghet
Efg2 el &4 IPE SHX[Z t22 et ESfEE 25 WHME £|E2|2{H PBRO| 28
LIch 2% X| gto™ AH|R JEXZQRIEE AA |PTLVIPTL OHL XA AIEZQIEQI ERfIZIE £
AMELICH ACI HEE|D Z2 7t LIEQZ 7L TS AH|AF JAEZQIER CHA| ME st &
HIXt AEZQIET SSA A=ZQIER ECHEE AFSIX| hA22 2 o|2E EHE o] AFMIEL
Ct.

ZIX A= ZOIE|AM AH|IKFAEZOIEZO| EFEIO| EE M EZ Z|C|AME|Td 2= B A
= AA IPE VIPRE HZAELICH 2 ECfEo| 2E WH M| CHA| £0{2 11 AH|XF A= E QI
EZ CtA| O|SEHLCH



3 : Traffic goes

7: Traffic goes to the
to Spine proxy

consumer leaf via spine 2: Policy applied (PBR)
Src Class: App

Dest Class: Web

Src IP: 192.168.22.11
Src MAC: App

Dest IP: 192.168.21.11
Dest MAC: LB-MAC

Segment ID: Service-BD1

8: Traffic goes to the consumer

Src IP: 192.168.200.200
Src MAC: Leaf MAC
Dest IP: 192.168.21.11
Dest MAC: Web

6: Policy check
Src class: Service-LB
Dest Class: Web

4: Traffic arrives on

the service leaf
192 168.22.254
MAC: Leaf MAC
App-BD

Internal EPG Provider EPG
Service-LB App

192.168.200.254

192.168.21.254
MAC: Leaf MAC
Service-BD1

MAC: Leaf MAC
Web-BD

Consumer EPG
Web )

LB interface IP: 192.168.200.100 IP: 192.168.22.11
VIP: 192.168.200.200 MAC: App
MAC: LB-MAC Default GW: 192.168.22.254

IP: 192.168.21.11
MAC: Web
Default GW: 192.168.21.254

VRF1

All BDs are in same YRF

1: Traffic from provider

5: Traffic from the service node
Src IP: 192.168.22.11

Src IP: 192.168.200.200

Src MAC: LB-MAC

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC

Src MAC: App

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC

gz scof Z2aefaE A,

ofei 221 'show zoning-rule' 232 MH|A JEHZ 75 0|% 9| zoning-rule0l| CHEH A &FL|C}
0| 0i|ofl M= pcTag 32772(Web)0il A pcTag 16389(Service-LB)Z 2| EEHE|0| 31& £|12, pcTag
16389(Service-LB)0| Al pcTag 32773(App) 22| EEHZl0| 3{& £|MH, pcTag 32773(App)lM pcTag
32772(Web)Z 2| EEHE2 'destgrp-31(ZE YWEHM)Z Z|C|ZMELICH,

e EE WHA]

MH|A Oz 35 £ X' 73] - SNATH §



Consumer EPG i TR 1 i Provider EPG
Web < : Contrac & App
— Y . T
Class ID: 32772 Class ID: 32773

=

‘ s Internal EPG
permit Service-LB

.

permit

Class ID: 16389

Source Destination Action
32772 16389 permit
16389 32773 permit
32773 32772 PER to the service node
16389 32772 permit

Pod1- Leaf 1# show zoning-rule scope 2752513

o oo o o e oo o ommm - o
------- LS

| Rule ID| SrcEPG| DstEPG | FilterlD | Dir | operSt | Scope | Nane |

Action | Priority |

o oo o o e oo o ommm - o
------- LS

| 4248 | 16389 | 32773 | default | uni -dir | enabled | 2752513 | |

permt | src_dst _any(9) |

| 4143 | 32773 | 32772 | 9 | uni -dir | enabled | 2752513 | |
redir(destgrp-31) | fully_qual (7) |

| 4234 | 16389 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | |

permt | fully_qual (7) |

| 4133 | 32772 | 16389 | 8 | bi -dir | enabled | 2752513 | |

permt | fully_qual (7) |

7|I2Mo 2 ALMRt EPG(pcTag 32773)01IH MHI|A LB(pcTag 16389)2 2| 518 #iI2 T2
Z|X| t&Lct fof 2o ZR[MM SEX A= QIEZ | HEf 2 QIS 25 F x| 7+H2 &
EA2 5{85l2{M o0 Cit 2T 9474 S M True2 AdEIsH{oF BHLICH 9I%|= Tenant(EIHE)
> L4-L7 > Service Graph Templates(kIHIA Jeiz HEZ!) > Policy(‘G&)'dLct 7[224f2
False L|C}.

Y HAd M dY



dara]n
Clsco

APIC

Tenants Fabric

System

Virtual Networking

L4-

@ QO O

L7 Services Admin Operations Apps Integratior

ALL TENANTS | AddTenant | Tenant Search:

1Erming) Noaes.

nnections:
ph Templates Connections

[ Router configurations

L4-L7 Service Graph Template - LB

| common | Prod | PBR-Multinode | Symmetric-PBR | L1

00

Topology Faults History
O & -
~ Name Provider/Consumer Description
T1 Consumer
T2 Provider
~ Name Connected Direct Unicast Adjacency  Description
Nodes Connect Route Type
C N1, T1 False True L3
c2 N1, T2 True

otzHet Zo| ARt EPG(32773)01l CHEl 518 1#%116389 Service-LB(Service-LB)0l F7+&LICEH
Podl- Leaf 1# show zoning-rule scope 2752513

ocmoanannas S - S R I ocnoeannan ocmccannan S e
------- e ———

| Rule ID| SrcEPG| DstEPG | FilterlD | Dir | operSt | Scope | Nane |

Acti on | Priority |

ocmoanannas S - S R I ocnoeannan ocmccannan S e
------- e ———

| 4248 | 16389 | 32773 | default | bi-dir | enabled | 2752513 | |

permt | src_dst _any(9) |

| 4143 | 32773 | 32772 | 9 | uni -dir | enabled | 2752513 | |
redir(destgrp-31) | fully_qual (7) |

| 4234 | 16389 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | |

permt | fully_qual (7) |

| 4133 | 32772 | 16389 | 8 | bi -dir | enabled | 2752513 | |

permt | fully_qual (7) |

| 4214 | 32773 | 16389 | default | uni-dir-ignore | enabled | 2752513 | |

permt | src_dst _any(9) |

ocmoanannas S - S R I ocnoeannan ocmccannan S e
_____________________________ +

2. IEEHEI E&O| 0 - SNATZ} Qi Uty 8l

ELC dEM

PBR2 MH|A JEHZ oM 042 MH|A 7|s5(0f: Y&t &), 2= WHM @2 = =) &7

TEE £+ UaLct.

Efi= A2 o

olgi a2 Zlole= F 7He| ¢dZZE2 AF25t04 AH|XF EPG oM AFUXE EPG o2 S0{= ERfE

SEOo| o7} Lt Q&LICt stLteE AH|KFEPG Yo AEZQIEN|M WS E6f 25 WM

VIPE, CHE slLt=E 22 gHH MO A AFUAE EPG ol = ZQIE 2 HAZAE|L|C} VIPE &dl= £



MEyEe o

& IPE VIPSt 44

a8 ot E2iZol 32
SNAT Z I

2: Policy applied (PBR)
Src Class: Web

Dest Class: Service-LB
Src IP: 192.168.21.11

Src MAC: Web

Dest IP: 192.168.200.200
Dest MAC: FW-MAC1
Segment ID: Service-BD1

3: Traffic goes to
Spine proxy

st#do 2 2IC|HME CH2 PBR Q10| 2E WHAMZ 0|SELCt.
HEE Y EPGO| A=ZQIE F tLtE HASH KB &4 |PE HEtSHR|= SE&LICh
A A=ZRIEZ o|SELICH.

2L WHME O

7: Traffic goes to the load
balancer service leaf via spine

8: Traffic goes to the load balancer
SrcIP: 192.168.21.11

Src MAC: Leaf MAC

Dest IP; 192.168.200.200

Dest MAC: LB-MAC

4: Traffic arrives on the
/ firewall service leaf

192.168.21.254
MAC: Leaf MAC

192.168.22.254
MAC: Leaf MAC

192.168.102.254
MAC: Leaf MAC

192.168.200.254
MAC: Leaf MAC

192.168.101.254
MAC: Leaf MAC

f Web-BD Service-BD1 Service-BD2 Service-BD3 App-BD
Consumer Internal EPG Internal EPG Provider
EPG Web T Service-con SﬁNiCE'pFDV EPG App T
] ]

IP: 192.168.22.11
MAC: App
Default GW:
192.168.22.254

LB interface IP:
192.168.200.100
\ VIP: 192.168.200.200

IP: 192.168.21.11
MAC: Web
Default GW: 192.168.21.254

IP: 192.168.101.100
MAC: FW-MAC1

IP: 192.168.102.100
MAC: FW-MAC2

MAC: LB-MAC

VRF1

All BDs are in same VRF
1: Traffic from consumer 5: Traffic from the firewall
Src IP; 192.168.21.11

Src MAC: Web

Src IP: 192.168.21.11
Src MAC: FW-MAC2
Dest IP: 192.168.200.200
Dest MAC: Leaf MAC

Dest IP: 192.168.200.200
Dest MAC: Leaf MAC

SNAT ZQIE ZE27} gl waly gl 2= WA o - consumert| A VIPE, load balancer0| A{
providerZ2(Hl<)



10: Policy check 11: Traffic goes to the
Src Class: Service-LB provider leaf via spine
Dest Class: App

12: Traffic goes to the provider
Sre IP: 192.168.21.11

Src MAC: Leaf MAC

Dest IP: 192.168.22.11

Dest MAC: App

192.168.21.254 192.168.101.254 192.168.102.254 192.168.200.254 192.168.22.254
MAC: Leaf MAC MALC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC
Web-BD Service-BD1 Service-BD2 Service-BD3 App-BD
Consumer Internal EPG Internal EPG Provider
EPG Web T Service-con Service-prov EPG App JF=="8

IF: 192.168.22.11
MAC: App
Default GW:
192.168.22.254

IP: 192.168.21.11
MAC: Web IP: 192.168.101.100
Default GVW: 192.168.21.254 MAGC: FW-MACT

IP: 192.168.102.100
MAC: FW-MAC2

VRF1

All BDs are in same VRF

9: Traffic from the load balancer
Src P 192.168.21.11

Src MAC: LB-MAC

Dest IP; 192.168.22.11

Dest MAGC: Leaf MAC

| LteF A& LICH ghet

of2 TLRollE AR EPG 2ol M AHIXE EPG IO R 0| iret E24T &80
</ 22484 PBRO| L2 2t

Egjme fgf A4 IPE SMX|Z 50 i EjTg 2C WME
Lick

SAAEZQCIENM AH|AI ANEXZCIEZO| ECHEIO| ZEE WHME SIC|HME|H 22 A
A |IPE VIPE HZAFLICH ECfE2 2 WEH MM EOHEP tstedo 2 Z|C|-MELICH 1
CHS Effzle g5t oA CHA| AH|AF JIEZQIE 2 EobztLC}.

SNAT ZR|T ZAZ27} gie U3ty W 2 WHA of - BZK-AHIX}



3: Traffic goes to 2: Policy applied (PBR)
Spine proxy Src Class: App
Dest Class: Web
Src IP: 182.168.22.11
Src MAC: App
Dest IP: 192.168.21.11
Dest MAC: LBE-MAC

S N
‘\\ Segment ID: Service-BD3

M | | ||| oo | 11 1 i L
192.168.21.254 192.168.101.254 192.168.102.254 192.168.200.254 192.168.22.254
MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC
Web-BD Service-BD1 Service-BD2 Service-BD3 App-BD
Consumer Internal EPG Internal EPG Internal EPG Provider
EPG Web [ Service-con Service-prov vice-LB EPG App =,
[ ]
LB interface IP: IP: 192.168.22.11
IP: 192.168.21.11 192.168.200.100 MAC: App
MAC: Web IP: 192.168.101.100 IP: 192.168.102.100 VIP: 192.168.200.200 Default GW:
Default GW: 192.168.21.254 MAC: FW-MAC1 MAC: FW-MAC2 MAC: LB-MAC 192.168.22.254
I
VRF1 /

All BDs are in same YRF

4: Traffic arrives on 1: Traffic from the provider
the load balancer SrcIP: 192.168.22.11
service leaf Src MAC: App

Dest IP; 192.168.21.11
Dest MAC: Leaf MAC




11: Traffic goes to the 7: Traffic goes 6: Policy applied (PBR)
consumer leaf via spine to the firewall Src Class: Service-LB
service leaf via Dest Class: Web
Spine proxy Src IP: 192.168.200.200

12: Traffic goes to the consumer Sre MAC: LB-MAC

Sre IP: 192.168.200.200 \ ﬁ N Dest IP: 192.168.21.11

Src MAC: Leaf MAC
DestIP: 192.168.21.11
Dest MAC: Web

'~ Dest MAC: FW-MAC2
Segment ID: Service-BD2

10: Policy check
Src Class: Service-con
/ Dest Class: Web

1L |||||‘ 0

8: Traffic arrives on the
firewall service leaf

192.168.21.254 192.168.101.254 192.168.102.254 192.168.200.254 192.168.22.254
MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC
Web-BD Service-BD1 Service-BD2 Service-BD3 - App-BD
Consumer Internal E Internal EPG Internal EPG Provider
EPG Web ] Service- Service-prov ice-LB EPG App ="
[ ]
LB interface IP: IP: 192.168.22.11
IP: 192.168.21.11 192.168.200.100 MAC: App
MAC: Web IP: 192.168.101.100 IP: 192.168.102.100 VIP: 192.168.200.200 Default GW:
Default GW: 192.168.21.254 MAC: FW-MAG1 MAC: FW-MAC2 MAC: LB-MAC 192.168.22.254
VRF1
AlBiDezre I same VRF 5: Traffic from the load balancer

9: Traffic from the firewall
Src IP: 192.168.200.200
Src MAC: FW-MAC1

Src IP: 192.168.200.200
Src MAC: LB-MAC

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC

DestIP: 192.168.21.11
Dest MAC: Leaf MAC

gz e Z2 I YUE HA

otz &} of2fofl E AIE! 'show zoning-rule' €232 MH|A T2 Z 75 0|% Q| zoning-rule0d| CH
St AHEBLICE O 0ol A pcTag 32772(&)HIA pcTag 16389(AH|A-LB)Z 2| EBIE 2 'destgrp-
32'(Hat o] AH|AF )2 Z|C|BME| 1, pcTag 32773() 0l M pcTag 32772(H) 22| EGfE=2

'destgrp-33'(ZE WHAM)2 2 Z|C|BME|H, pcTag 16389(MHIA-LB)MIAM pcTag 32772(&) 2 2

E2HE2 'destgrp-34'(&3tEdo| SZ X F)E 2|C|=MEL|CH

MHIA Oz 1% £ T2 72| - SNATZH Qi Wity ol 22 WA



Consumer EPG = Provider EPG

Web T | App CEEET
] T
Class ID: 32772 Class ID: 32773
Internal EPG Internal EPG Internal EPG
Service-con Service-prov ervice-LB
Class ID: 32774 Class ID: 32775 Class ID: 16389
Source Destination Action
32772 16389 PBR to the consumer side of the firewall
32775 16389 permit
16389 32773 permit
32773 16389 Permit (Direct Connect must be set to True)
32773 32772 PEBR to the the load balancer
16389 32772 PBR to the provider side of the firewall
32774 32772 permit

Podl- Leaf 1# show zoning-rule scope 2752513

[ R Fomm e e e - - Fomm e e oo - [ S, S [ F Fomm o B R
------- e

| Rule ID| SrcEPG| DstEPG | FilterID | Dir | operSt | Scope | Nane |

Acti on | Priority |

[ R Fomm e e e - - Fomm e e oo - [ S, S [ F Fomm o B R
------- e

| 4236 | 32772 | 16389 | 8 | bi-dir | enabled | 2752513 | |
redir(destgrp-32) | fully _qual (7) |

| 4143 | 32773 | 32772 | 9 | uni -dir | enabled | 2752513 | |
redir(destgrp-33) | fully _qual (7) |

| 4171 | 16389 | 32773 | default | bi-dir | enabled | 2752513 | |

permt | src_dst_any(9) |

| 4248 | 16389 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | |
redir(destgrp-34) | fully _qual (7) |

| 4214 | 32774 | 32772 | 9 | uni -dir | enabled | 2752513 | |

permt | fully_qual (7) |

| 4244 | 32775 | 16389 | default | uni -dir | enabled | 2752513 | |

permt | src_dst_any(9) |

| 4153 | 32773 | 16389 | default | uni-dir-ignore | enabled | 2752513 | |

permt | src_dst_any(9) |

[ R Fomm e e e - - Fomm e e oo - [ S, S [ F Fomm o B R
------- e

flol oM EE WHA S| SZAt H1t SZ X EPG Zhe| 40 2Y 8 SM2 True'2 MH
ElLch 22 WHMo|M SSAt A=XZQEZ of AEl &0l2 9|3l &3t oF gLICt x|l
'Tenant(ElI'lE) > L4-L7 > Service Graph Templates(MH|A 2= EHZ3]) >

2 'EY o M dY'g FXsHAR.



3. 2§ AMHIA(VRF g+ A 2f)

PBR2 VRF 7t Aol M & &5t e = QI&GLICH O] Mol M= EPGRE EPG 7t VRF 7|9f2| B2
z'd A0l o{EH 2O Y= x| B LC

ol CEof T2 aaf2El 342

EPGOIM EPG 7t VRF A2l AR, HA2 &tA AH|A}F VRFOIM A[REILICEH 2t ZlC/EMe
AH|XF VRFOIAM -ELICH CHE &2 "HAMMo| MBE|E Yx|" EE AXSHAAI. MMHME X

I.AlAlO‘

ot & 'show zoning-rule' €232 MH|A JEiZ F5 0|F 2| zoning-rule0i| CHaH A& & LICEH

O] ool M= pcTag 32772(&)HIAM pcTag 10936(H) 22| EEHEI0| 'destgrp-36'(AMH|A = E9| AH]

N, *)OE E|C|2M |1 pcTag 10936(®)0ll M pcTag 32772(#) 2 9| EEHE2 'destgrp-35'(AH|A

LEo| =Xt F)E ElC|HEMELICH & CF &H|XF VRFRI VRF10| A AIREELICH pcTag 32776(%
stuto] AH[XF =)0l M peTag 32772(2)2 o] E24ZIE VRF10IM s ELICH

MH|A Oz & £ = 72| - VRF ZF Al

Consumer EPG . Provider EPG
Web s=on B App ()
. "
Class ID: 32772 Class ID: 10936
~ 1
i Internal EPG Internal EPG ,/
. Service-con Service-prov D
permit permit
B, P
Class ID: 32776 Class ID: 49157
VRF1 (scope: 2752513) VRF2 (scope: 2555904)

VRF1 zoning-rules VRF2 zoning-rule

Source Destination Action Source Destination Action

32772 10936 PEBR to the consumer side 49157 10936 permit
of the service node

10936 32772 PER to the provider side
of the service node

32776 32772 permit

Pod1- Leaf 1# show zoni ng-rul e scope 2752513

| Rule ID| SrcEPG| DstEPG | FilterID | Dir | operSt | Scope | Nane |



Action Priority

R - - S T R R S T
------- e ———

| 4191 | 32776 | 32772 | 9 | uni -dir | enabled | 2752513 | |

permt | fully_qual (7)

| 4143 | 10936 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | |

redi r (destgrp-35) | fully_qual (7)

| 4136 | 32772 | 10936 | 8 | bi -dir | enabled | 2752513 | |

redi r(destgrp-36) | fully_qual (7)

R - - S T R R S T
------- e ———

pcTag 49157(% §P 20| ZZ At £)0lM pcTag 10936(App) 22| EZEI2 E C} VRF20{ ez
L|C

[ SR Fomm e e e - - Fom e e oo - [ S, [ [ [ Hom o - [ S, Fom e e oo -
______________ +

| Rule ID| SrceEPG| DstEPG | FilterlD | Dir | operSt | Scope | Narme | Action

Priority |

[ SR Fomm e e e - - Fom e e oo - [ S, [ [ [ Hom o - [ S, Fom e e oo -
______________ +

| 4249 | 49157 | 10936 | default | uni-dir | enabled | 2555904 | | permt
src_dst_any(9) |

[ SR Fomm e e e - - Fom e e oo - [ S, [ [ [ Hom o - [ S, Fom e e oo -
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