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System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Se-an:h:_l common | Ecommerce | mgmt | Infra

mgmt

Static Node Management Addresses 0 o
Cr Quick Start
o 2 %K.
« Node ID Name Type EPG IPV4 Address  IPV4 IPVE IPV6
Gateway Address Gateway
3f101 Jefa 10.4: 8.176.1
a1 del .48 ]
pinez & ) 1 /24 Q E
pine faul 6.7
301 det. ) E
vaf3 it ] 148176
P Jine. default 0 76
...... 1 ! L def 1 E
B Managed Node Connectivity Groups
2. NTP M7 NTP NS A2 8} =X & elgr|ct
024 NTP MSA7t Q= A< oteh 2 2ol ek 7|2 A & QIEtE AL&stoq stLt ol4f 2 7|2 A

M A AAR Eja R|™-HE L CE

R & AlZH 22 HHO| NTP M S A AH



dscs’ APIC - Q@ Q C O O

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

Inventory | Fabric Policies Access Policies

Policies

Providers - NTP Server 10.48.37.151 0 o
Policy Operational Faults History
0O X %K.
= Modu nerties
= Interfaces Host Name/IP Address =

= Folicies Description:

= Fod
Ba Date and Time ¥ Pre[erfed:M

Minimum Polling Interval: 4 £

Maximum Polling Interval: 6

Keys: +
- Key

Show Usage

3. AAH dEolM S A Alzh E4|E Felgruoh
otefl ZBoIM=E S & AlZE SAjoluTCE HHEHE ol 204 ELICH
AL dEo| I & Az ™

il APC Q0 CO O

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integratic

QuickStart | Dashboard | Controllers | System Settings | Smart Licensing | Faults | ConfigZones | Events | AuditLlog |

System Settings ; 7
Y 9 Datetime Format - Date and Time 0 o
= Quota
Policy History
E Systermn Alias and Banners —
APIC Connectivity Preference: O +

System Response Time

Fabri curity Display FDrmal: utc )

HD:Epiorced Excoption.| it Time Zone: Coordinated Universal Time

Global AES Passphrase Encry]
Offset State: (  disabled
Control Plane MTU i

Endpoint Controls

Fabric-Wide Settings

Remote Leaf POD Redundanc
Port Tracking

Date and Time

System Global GlPo

Inte: ht Show Usage

APIC Passph

4. 2 E - Ccof CHet NTP XIBXte| &ts 57|58 AEE & elstLict



otz 2 &1 20| Sync Status(S 718 A EH) &0l 'Synced to Remote NTP Server(#4Z3 NTP AMH{0]|
S718H8) 7t ZAlZ|o{oF BLICE S718F 4EH7} .Synced to Remote NTP Server(#473 NTP A0
S7I3HE)E SHIE2H SEEled ¥ 2 Hr dE = USLIct AH,.
NTP ME XM S7(3 &Ef

sy AP - Q¢ OO

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Intearatior

inventory | Fabric Policies | Access Policles

Policies BIGICN rroviders - NTP Server 10.48.37.151 00

C» Quick Start :

Policy Operational Faults History
= Pods
B Switches | Deployed Servers History Faults

= Modules
O +
B Interfaces -
B P ~ Name Switch VRF Preferred | Sync Status
olicies
10.48.37.151 Node-101 management True Synced to Remote NTP Server
= Pod
B Date and Time 10.48.37.151 Mode-103 management rue Synced to Remote NTP Server
4
E Policy default 10.48.37.151 management True Synced to Remaote NTP Server
E NTP Server 10.48.37.151 10.48.37.151 Node=-105 mar Tru lemote NTP Server
& snvp 48.37.15 MNode-1¢ managemen True 1 to Remote NTP Server
B Management Access
48.37.1 ode-2( managemer & Synced to Remote NTP Serve
E ISIS Policy default
. 48.37.15 C ( managemaer Tru Synced to Remote NTP Serve
Switch
1 e- managemen e wced Remote h B
B Interface o ( ( managemer I synced to R e NTP Serve
= Global Show Usage

= Monitoring

= APIC W AIXI0IA CLI W2 AL8 5104 NTP Aol CHEH SHIE AlZH S7I3H8 ol 4
B LIt

APIC - NX-OS CLI

otziel refld' @2 AIZol et CHE ol NTP MEHE EA[ELICH

api c1# show ntpag

nodei d renote refid st t when
pol | reach auth del ay of f set jitter

1 * 10.48.37.151 192.168. 1. 115 2 u 25
64 377 none 0.214 -0.118 0. 025

2 * 10.48.37.151 192.168. 1. 115 2 u 62
64 377 none 0. 207 -0.085 0. 043

3 * 10.48.37.151 192.168. 1. 115 2 u 43
64 377 none 0.109 -0.072 0. 030

api c1# show clock
Time : 17:38:05.814 UTC Wed Cct 02 2019

APIC - HFA|



api c1# bash
adm n@pi cl: ~> date
Wed Oct 2 17:38:45 UTC 2019

29|

NTP MBS X Zdz|acio|Mo| AL x[o 2HIE A FAIEIRA=X] 2 I5tE{T™ 'show ntp peers' BHES
INE=3=1g i}

| eaf 1# show ntp peers

10. 48. 37. 151 Server yes None managenent

| eaf 1# show ntp peer-status
Total peers : 1
* - selected for sync, + - peer node(active),

- peer mode(passive), = - polled in client node
renote | ocal st poll reach delay vrf
*10. 48. 37. 151 0.0.0.0 2 64 377 0.000 nmmnagenent

w BXL= NTP M7 AINIZ S7|5101| AFRE|=X| 042 E X052 2 047|0| M HHE A| AL 5} o}
2rLct.

ol

—

M
I
o

ACI =E7} NTP Mo A4& £ Ue=X| elsied™ O BEoM ME/AIE 3! &=
L|C}.

| eaf 1# show ntp statistics peer ipaddr 10.48.37.151

packets sent: 256
packets received: 256

BGP 242 2B | By

ACI IHE 2|2 MP-BGP(Multi-Protocol BGP), £35] leaf .= =2} splne L E 7+ iBGP VPNV4E AL
5o 2|F EP E{(L30utsOf| Od?;'%')ow 2 MEHEIHE Z2 8 Tetstich £ HlA| iBGP I|o E
E2X|E Ll5t7] I AW Q! L E= leafol| A I{E2|0| CHE Ieaf iEg IEI VPNv4 M= AL
HtIgLCt.

BGP RR(Route Reflector) Z420| giod A 2| X|0{ M BGP QIARHATL MM E[X]| S H BGP
VPNv4 M|A40| MAE|X| ejgucr HE| ZE R0 ZF LE0{= BGP RRE #+ME Am2lo| 5
Lt Ol4 Z 350 O|&5&HE <lsh stLt ol EErLCt.

[F2tA BGP RR Hai2 2 E ACI HE 2|0l M 22l ZAI| g o|MelL|CH BGP RR HAol=
ACI I{E 2l0| Zt AQ|%|°| BGP T2 M|A0| AR 35H= ASNE E&HE|L|C}.

EAl sid K2 E=2
1. BGP RR E&ljoifl ASN X 3tLt o|& o] AnQlo| &[0 /=X & QlgrLCh

ot o= B Pod &2 7t2|ZLICH.
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ol APIC o XXX

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

QuickStart | Dashboard | Controllers | System Settings | Smart Licensing | Faults | Config Zones | Events |

=VAlET SERIngS @ @ @ BGP Route Reflector Policy - BGP Route Reflector % 0 e

= Quota
Policy Faults History
APIC Connectivity Preferences ==

System Alias and Banners o # oo

System Response Time
Global AES Passphrase Encrypt] Name: defauit
BD Enforced Exception List Description: | optional

Fabric Security

Control Plane MTU Autonomous System Number: | 65001 o

Endpoint Controls Route Reflector Nodes: di

Fabric-Wide Settings Pod MNode MNode Mame Description

| i
Port Tracking D 2

201 bdsocl-acil2-spine
System Global GIPo mil Gen TR ebEe s

Date and Time 1 202  bdsol-aci12-spine2

Intersight -

APIC Passphrase

BGP Route Reflector Show Usage Reset m

2.BGP RR HA{o| & & O & ool HSE|=X| HIgrL|cH

Pod Policy Group(ZE &2 O &) ol2oll 7| BGP RR M XM¢&rL|Ct 50| Hlof e 4
20l 7|2 BGP RR H240| Pod Policy 2 & 9| YF Z MEELICI

BGP 2= CI&HE dXo| ZC HX O 8& otzfo] M8 H



],
CIsCo

System

Inventory |
olicies

C» Quick Start
B Pods
= Policy Groups
=
= Profiles
I Switches
= Modules

= Interfaces

= Policies
B Tags

APIC

Tenants Fabric

GICIC,

Fabric Policies | Access Policies

Pod Palicy Group - All

admin e o&’ @ °

Virtual Networking L4-L7 Services Admin Operations Apps
Policy Faults History
—————
O + %K.
Name: Al
Description: |optional
Date Time Policy: |default 1)
Resolved Date Time Policy: default
ISIS Policy: |select a value
Resolved ISIS Policy: default
COOP Group Policy: |select a value
Resolved COOP Group Policy: default
BGP Route Reflector Policy: | default 1%

Pod ZZE0i Pod E3 J&0| H3F

Show Usage

3. Pod Policy Group(Pod &2 18)0| Pod Profile(Pod Z2 &) M E|A}=X| & QIELICH



afra]i
cisco

APIC

Tenants Fabric

System

Virtual Networking

Inventory | Fabric Policies | Access Policles

©0

Policies

C» Quick Start
= Pods
= Policy Groups
= Profiles
B Pod Profile default
B defaut
[ Switches

= Modules

= Interfaces
— GIES
— RENS

L4-L7 Services

Pod Profile - default

Name: default

defal

Description: | optional

Pod Selectors:

» Name

default

QGO0

Admin Operations Apps Integratior
Policy Faults History
—
o X %
+
Type Blocks Palicy Group
ALL ALL All
Show Usage

4. 21210f 23915t0{ HE VPN4 I|o /M2 = BGP ZE2AM[AT A SQIX| &gt

spi nel# show bgp process vrf overlay-1

BGP Process I nformation

BGP Process ID 26660

BGP Protocol Started, reason: configuration

BGP Protocol Tag 65001

BGP Protocol State Runni ng

BGP Menory State K

BGP asf or mat aspl ain

Fabric SOCO SO0 65001: 33554415
Multisite SOO SO0 65001: 16777199
Pod SOO SO0 1: 1

Information for address fam |y VPNv4 Uni cast

Table Id 4

Tabl e state . UP

Tabl e ref count 09

Peers Acti ve- peers Rout es Pat hs
7 6 0 0

Redi stri bution

None
Wait for |1 GP convergence is not configured
Addi ti onal

Is a Route-reflector

Next hop trigger-del ay

in VRF overlay-1

Net wor ks
0

Aggr egat es
0

Pat hs Sel ection route-map interleak_rtmap_gol f_rtmap_path_advertise_all



critical 500 ns
non-critical 5000 ns

Information for address famly VPNv6 Unicast in VRF overlay-1

Table Id : 80000004

Tabl e state o UP

Tabl e refcount 9

Peers Acti ve- peers Rout es Pat hs Net wor ks Aggr egat es
7 6 0 0 0 0

Redi stri bution
None

Wait for |1 GP convergence is not configured
Addi tional Paths Selection route-map interleak_rtmap_golf_rtmap_pat h_advertise_all
I's a Route-reflector

Next hop trigger-del ay
critical 500 ns
non-critical 5000 ns

Wait for |1 GP convergence is not configured
I's a Route-reflector

Next hop trigger-del ay
critical 500 ns
non-critical 5000 ns

ol EAE JAMEH 2= =2 ALQl L E 7HO[ MP-BGP= VPNv4 2 VPNv6 F 24~ If
SHEfLCt IPv4 A2 E|Z = E O] MP-BGPOIAMEH AFEEl L.

AIQl EQ BlZ = 7FO| BGP VPNv4 2! VPNvE MME CHS P2 AL25H0d £A|
ol&LCt.
AA

spi nel# show bgp vpnv4 unicast summary vrf overlay-1

BGP summary information for VRF overlay-1, address fam |y VPNv4 Uni cast
BGP router identifier 10.0.136.65, |ocal AS nunber 65001

BGP tabl e version is 15, VPNv4 Unicast config peers 7, capable peers 6
0 network entries and O paths using 0O bytes of nmenory

BGP attribute entries [0/0], BGP AS path entries [0/0]

BGP comunity entries [0/0], BGP clusterlist entries [0/0]

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ QutQ Up/ Down St at e/ Pf xRcd
10. 0. 136. 64 4 65001 162 156 15 0 0 02:26:00 O
10. 0. 136. 67 4 65001 154 154 15 0 0 02:26:01 0
10. 0. 136. 68 4 65001 152 154 15 0 0 02:26:00 O
10. 0. 136. 69 4 65001 154 154 15 0 0 02:26:01 0
10. 0. 136. 70 4 65001 154 154 15 0 0 02:26:00 O
10. 0. 136. 71 4 65001 154 154 15 0 0 02:26:01 0

spi nel# show bgp vpnvé unicast summary vrf overlay-1

BGP summary information for VRF overlay-1, address famly VPNv6 Uni cast
BGP router identifier 10.0.136.65, |ocal AS nunber 65001

BGP tabl e version is 15, VPNv6 Unicast config peers 7, capable peers 6
0 network entries and O paths using 0 bytes of menory

BGP attribute entries [0/0], BGP AS path entries [0/0]

BGP comunity entries [0/0], BGP clusterlist entries [0/0]

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ QutQ Up/ Down St at e/ Pf xRed
10. 0. 136. 64 4 65001 162 156 15 0 0 02:26:11 0
10. 0. 136. 67 4 65001 155 155 15 0 0 02:26:12 0



10. 0. 136. 68 4 65001 153 155 15 0 0 02:26:11 0
10. 0. 136. 69 4 65001 155 155 15 0 0 02:26:12 0
10. 0. 136. 70 4 65001 155 155 15 0 0 02:26:11 0
10.0.136.71 4 65001 155 155 15 0 0 02:26:12 0

el £330 M 'Up/Down' B 2fIEfLICE BGP MM0| dHEE AlZtE LIEILE XIS AlZHS Lt
Sf{oF & LCt. =3t 0] od|of| M= 'PfxRed' €0l ZF BGP VPNV4/VPNV6 x|ofo CHall 00| E A[ELICE.
Ol ACI HE2|ofl= ot X T El L30uts7t §ieH Q|F BE/HFAV E|Z == ALQl L E 7F
of m#to| gi7| mE LIch.

5. leafoll 21215104 A E VPN4 I|o MM 2 BGP Z2MA 7} A& S01X| &Ql2tLict

| eaf 1# show bgp process vrf overlay-1

BGP Process I nformation

BGP Process ID . 43242

BGP Protocol Started, reason: : configuration
BGP Protocol Tag : 65001

BGP Protocol State : Runni ng

| eaf 1# show bgp vpnv4 unicast summary vrf overlay-1

BGP summary information for VRF overlay-1, address fam |y VPNv4 Uni cast
BGP router identifier 10.0.136.64, |ocal AS nunber 65001

BGP table version is 7, VPNv4 Unicast config peers 2, capable peers 2
0 network entries and O paths using 0O bytes of nmenory

BGP attribute entries [0/0], BGP AS path entries [0/0]

BGP comunity entries [0/0], BGP clusterlist entries [0/0]

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ QutQ Up/ Down St at e/ Pf xRcd

10. 0. 136. 65 4 65001 165 171 7 0 0 02:35:52 0

10. 0. 136. 66 4 65001 167 171 7 0 0 02:35:53 0

¢l BHE EH2 ACI HEZ]of /= 2MQl £ 2 St BGP VPNv4 MM &S HoiELCt
Ol 7t Bz 2 o} 2 B2 2IEE Anhel sof Cht MAS Amsty| 2o ATl ot of

Lt

SNMP

0| Al 0d| A :r £ SNMP2| E3 59 ZIE 2 XS FE He3| arf Zd0| 3LELICH ACI HEE

O| SNMP 7|5 2 SNMP Walk 7|S =& SNMP Trap 7|5t #240| Q&LICt 07| &% &0

M2 SNMP Walk._ UDP ZE 1612 o_:LE“lIA(mgress) SNMP EzZ{{E 5 && H|o{5t= g,

SNMP Trap2 UDP ZE 1620{M =151 SNMP E3 AHZ W&l SNMP EZfE 552 &ofst

Ct= Zeduch

ACl =E9| QIaB|A el ERfZloME L= 22| EPG(CHY L) 5= CHd Q)7 EEfZl 328 5
= O Zedt Ate MS3Hok & Lch ek el28lA SNMP EEH"_% Z220z MEELICH

0| MlMof M= ACI = E(APIC o AQIx)2 o] QT A SNMP EZHE 5 E(SNMP Walk)od| CH3H
MESLICH O] Mol QIS BLIEZ &M o LB &M S54(0f: 2LIER M He| o
LIEHE MZ7|X| S) 22 &2 2 0|2 A SNMP ECHE £ &(SNMP E&)2 I:|'-|-7<| ei&Lct.

O] MMof M= ACIOA X|El= SNMP MIBOY| s M= ChE x| ef&Lch o] &= Cisco CCO

! AFO|E (https://www.cisco.com/c/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/1-
x/mib/list/mib-support.ntml & 3)0{| A = QIg = Q& L|Ct,

EAl sid K2 E=2


/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/mib/list/mib-support.html

1.SNMP ZE & _ S¢lo|E O 8 FHajo| 2+ HE|

£

=x| &ol

otei A3 &lsko] el F2t0|ME O & Mol AR = St 0] 2| SNMP 2EH0[AE 7 74 E[0]

A K| &It
ZC Y — SNMP HM — SZI0|HE I8 HHY

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations

Inventory | Fabric Policies | Access Policies

Policies (BIE]E) [ SNMP Policy - default

C» Quick Start

=

B Modules
= Interfaces Mame: default
B Policies Description: |optional
= Pod
B Date and Time I Admin State

= snve
E default

= Management Ac

Contact

Location:

Client Group Policies

B 'sis Policy default

—

B Interface

(— eles

a Name Description  Client Entries Assoclated Management EPG

1.155.0.153

[ Troubleshooting

ZC Y — SNMP HM — 210|HE O8 HHY



SNMP Client Group Profile - snmpClientGrpProf Q0

Policy History

G

Name: snmpClientGrpProf

Description: |optional

Associated Managergsg} default (Out-of-Band) 2
Client Entries: i
 Name Address
Server01 10.155.0.153

2. SNMP ZE H3 — 5tL} o|¢ 2| HRLIE| HAo| R HE|RAE=X] &gt
ZC YA _ SNMP HM — HRLE| T3

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integration

Inventory | Fabric Policies | Access Policles

Policies OO SNMP Policy - default 0 0
C» Quick Start ;
B Pods
= Switches S
= Modules
= Interface
= Policies

B Pod ~ Name Description

Palicy Faults History

Community Policies: +

[ Date and Time my-secret-SNMP-community
= snmp
E default

B Management Access

Trap Forward Servers: L

E ISIS Policy default
B Switch » IP Address Port

[ Interface
= Global

= Monitoring Show Usage

B Troubleshooting




3. SNMP 2= & _ g2 MEj7 'Al8'e 2 MEE|o] AUEX| &l

System Tenants Fabric

Inventory | [Fabric Policies |

Policies @ @ @ |

Cr Quick Start

B Pods

= Switches

= Modules
> [l Interfaces

= Policies

= Pod
[ Date and Time

B sNvP

B defautt

B Management Access
B 1sis Policy defautt
= Switch
- [ Interface
= Global
. [ Monitoring

. [ Troubleshooting

4. &g HHE —

OOB EPGE= APIC & A%
o4

= mE gz s Bof

o{7]of M=

Virtual Networking

Access Policies

SNMP Policy - default

Name: default

Description: |optiona

L4-L7 Services

Admin

Admin State:

Contact:
Location:

Client Group Policies:

~ Name

I snmpClientGrpProf

OOB EPG7| UDP ZE 1618 &&

Qx| OOB HE| ZEZ Q| i3S
A2 O/FLc

Description

EHolstMA|2. o & ST ChSt Z &L E8F SSH(TCP ZE 22) 0

S0| glo™ SSHE ALE

ol= % SSH, HTTP, HTTPSE 51835

stod ALQ[xlol| 2aQlE

st= Hi7{L &0l

A O A
_I_I:Il-sll=|

LICt. APICOI = AHERL7}E 2t 5
Sz 0| 7|50l M8E[X| &t&L

Operations Apps Integration
Policy Faults History
——

o 1 K.
o +
Client Entries Associated

Management EPG

10.155.0.153 default (Out-of-Ban..

Show Usage

OB #H%f& M3 3steX| &elghLct.

MNo{&fL|Ct. [F2FAM OOB ZEZ E0{2

El A ofoll= SNMPEF Z 3 El 30| otL|Et Hedt B E &E| MH[ATF 2R E[0] UEX

o2 Zealiof gfLct o] 7
Ms| &7IX|
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sifiaifis A\ DI
o o APIC
System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant SEarl:h'.—I common | mgmt | Ecommerce | infra

Qut-of-Band EPG - default

00

Policy Faults History
—
G
Name: default A
Tags:
Configuration Issues:
A Configuration State: a
Class ID: 32770
Qo5 Class: Unspecified
Provided Qut-of-Band
Contracts: 1
008 Contract Tenant = Type oS Class State
snmp-walk-oob-contract ngmt oobb rc-snmp-walk tract Unspecified  formed
Show Usage
L = =hI£E.||.OIh|§I- .'8‘=|-||.

5. 2| BlEdE — O0B AH|2F0o|

# 2| E|-lE — OOB EPG — OOB AH|2f X3

- Q Q C O O

APIC

cisco
System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations
ALL TENANTS | AddTenant | Tenant Search: | common | mgmt | Ecommerce | infra
mgmt : :
g Contract Subject - snmp-walk-oob-subject 0 o
(C» Quick
Policy Faults History
ﬁ mgmt ——
B Application Profiles General Label
B Netw
L
B P Addn o = =
Name: snmp-walk-oob-subject
Description:
.
= Imported
B Fiters Reverse Filter Ports: [/]
.
[ Out-Of-Band Contra
MName Tenant State Action
&8 snmp-walk-o ntr
B snmp-walk-0ob-s snmp-walk-fiter mgmt formed Permit
B Policies
B S
Node Management EPGs
i J 7 Show Usage
B External Management Network Insta.

of2§ TZI0IAS UDP ZE 1618t 5{835H= 20| T4 oblLict ofHl AR E UDP ZE
1612 5183H= TEVH ol Alote FEBLICH Ol 28 HIE0| J|= LEIE AR sHE Al 5
#7t 2 45 gLic of ool BeHe 9lsH UDP ZE 1610] CHMEF S5 TEIE T A

&LCh.



aseo APIC o @ O C O O

System Tenants Fabric Virtual Netwarking L4-L7 Services Admin Operations Apps Integrations

ALLTENANTS | AddTenant | TenantSearch: [EEIEIESEE ' common | mgmt| Ecommerce | infra

I Filter - snmp-walk-filter I O o
Policy Faults History
O X %K.

Mame: snmp-walk-filter
Alias
Description;
Tags:

.
Global Alias:
Entrias +
Name Alias | EtherType |~ ARH IP Match  Stateful Source Port [ Range Destination Port |
Flag | Protocol JOnly -
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Show Usage

2| azlof Lot = ZdX{H CIDR 7|8 MEU! E7|#o| &
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7. A9 %[0l 23215t 1 tcpdump® 48504 SNMP Walk IiZ/(UDP ZE 161)0| #& =|=X| &l
BfLck

SNMP Walk ZI{Z!0| OOB ZE & &3l AL x|0l E0{7t= B2, 0|l Ee8 ZE SNMP 2 OOB
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E|Z == 9| TcpdumpE Linux A 2! Linux YIC|HFO|AE &Lt ek of2l ool k2t Q1]
H| 0| A 'eth0'0ll A THZ! S ﬂ.*xioHOF &*LIE% 0| of|od A SNMP E2}0|HE &= OID
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| eaf 1# ip addr show ethoO
2: eth0: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc ng state UP gl en 1000
link/ether f4:cf:e2:28:fc:ac brd ff:ff:ff:ff:ff:ff
i net 10.48.22.77/24 brd 10. 48. 22. 255 scope gl obal ethO
valid_lft forever preferred_|ft forever
inet6 fe80::f6cf:e2ff:fe28:fcac/64 scope |ink
valid_lft forever preferred_|ft forever

| eaf 1# tcpdump -i eth0 udp port 161

tcpdunp: verbose out put suppressed, use -v or -vv for full protocol decode
listening on ethO, link-type ENIOMB (Ethernet), capture size 65535 bytes
22:18:10.204011 I P 10.155.0. 153. 63392 > 10.48.22.77.snnp: C=ny-snnp-conmuni ty
Get Next Request (28) .is0.0.8802.1.1.2.1.1.1.0



22:18:10. 204558 | P 10.48.22.77.snnmp > 10. 155. 0. 153. 63392: C=ny-snnp- communi ty Get Response(29)
.150.0.8802.1.1.2.1.1.2.0=4
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