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0| 20l A= ACI OOB(Out-of-Band) & INB(In-Band) 22| 2XIE s Zst= EHHIE MEsHLC}
HIE EE

O] £ M| AF 2 & Troubleshooting Cisco Application Centric Infrastructure, Second Edition ZH0{| A
dry st ZdlLct E5| &2l & 30 MH|A - CH L] S CH o] &2| & elu|Ct.

CHe Ui & CH o] #he

ACl THEZ! - Eoi= #E| A2 QI8 F 7tX| SM0| JU&LCt ClHIO|A FHHo| M8 S2|1M &
2| ZEE H|0{8l= OOB(Out-of-Band) E= T4 7St il =EC = B E| HIHE M EH
EPG/BD/VRFE AF23t0{ Z Z H|X'ZZ|&= INB(In-Band). Z2l('mgmt) El'IE 0l OOB EPG7} U K|
ot Z7[2Mo 2 O0B7t e =HE + gigLct M3 E 00B H ol 748t {& & LCt.
APICOIAM OOB QIE{H|O|A = 'ifconfig’ B E2404| A 'oobmgmt'2 ZHE E|H CH LY QIE{H|O|A =
'bond.x' QIE{HO| AR EA|ELICH 047|M CHA L EPGO]| CHaH + M ZH=3F VLANILICE

api c1# ifconfig oobmgmt
oobmgnt : fl ags=4163<UP, BROADCAST, RUNNI NG MULTI CAST> ntu 1500
inet 192.168.4.20 netnmask 255.255.255.0 broadcast 192.168. 4. 255


/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf

inet6 fe80::7269: 5aff:feca: 2986 prefixlen 64 scopeid 0x20
et her 70: 69: 5a: ca: 29: 86 txqueuel en 1000 ( Ethernet)

RX packets 495815 bytes 852703636 (813.2 M B)

RX errors O dropped O overruns 0 frane O

TX packets 432927 bytes 110333594 (105.2 M B)

TX errors O dropped 0 overruns O carrier O collisions O

api c1# ifconfig bond0.300
bond0. 300: fl ags=4163<UP, BROADCAST, RUNNI NG, MULTI CAST> ntu 1496
inet 10.30.30.254 netmask 255.255.255.0 broadcast 10.30. 30. 255
inet6 fe80::25d: 73ff:fecl: 8d9e prefixlen 64 scopeid 0x20
et her 00:5d: 73: c1:8d: 9e txqueuel en 1000 (Ethernet)
RX packets 545 bytes 25298 (24.7 Ki B)
RX errors O dropped O overruns O frane O
TX packets 6996 bytes 535314 (522.7 KiB)
TX errors O dropped O overruns O carrier O collisions O
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Leafol| A OOB QIE{H|O|A &= 'ifconfig' BE E2301| M 'eth0'S £ EA|L|T INBE ME
LIC} AF@ XH= ifconfig' EE = 'show ip interface vrf mgmt:'& AFE 3104 QIE{H|O|A S
Ct. 0{7|M 2 CHA LY VRF01| CHaH MEHE O & L Ct.

S
A
2 M'%l—l

| eaf 101# show interface mgmt 0
mgm 0 is up
admin state is up
Har dwar e: G gabit Et hernet, address: 00fc. baa8.2760 (bia 00fc. baa8. 2760)
Internet Address is 192.168.4.23/24
MIU 1500 bytes, BW 1000000 Kbit, DLY 10 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on ARPA, mediumis broadcast
Port nmode is routed
full -dupl ex, 1000 Md/s
Beacon is turned off
Aut o- Negotiation is turned on
Input flowcontrol is off, output flowcontrol is off
Aut o-ndi x is turned off
Et her Type i s 0x0000
30 seconds input rate 3664 bits/sec, 4 packets/sec
30 seconds output rate 4192 bits/sec, 4 packets/sec
Rx
14114 input packets 8580 uni cast packets 5058 nulticast packets
476 broadcast packets 2494768 bytes
TX
9701 out put packets 9686 uni cast packets 8 multicast packets
7 broadcast packets 1648081 bytes

| eaf 101# show ip interface vrf mgmt:inb
IP Interface Status for VRF "ngmt:inb-vrf"
vl anl6, Interface status: protocol -up/link-up/adm n-up, iod: 4, node: pervasive
| P address: 10.30.30.1, |P subnet: 10.30.30.0/24
secondary | P address: 10.30.30.3, |P subnet: 10.30.30.0/24
| P broadcast address: 255.255.255. 255
IP primary address route-preference: 0, tag: O

'show ip interface vif mgmt:'= CHSY LH 2| BD MEY IPE EX IP FAZE EAIELICE Ol
of & E24lLct.



AT AQ|X|0AME CHS LY 2] IP FAT} 'mgmt:' VRFO| 8 R Z 8l QIE{H0|AZ FIHELICH
2t o] #32 EIZ Ax|o IfHE EE| 1P 3= E+.=.LII:+ T}l A Q| x|0f| M 'show ip
int vif mgmt;' 3& £ = QIgLCt

spi ne201# show ip interface vrf mgmt:inb
IP Interface Status for VRF "ngnt:inb"
1010, Interface status: protocol-up/link-up/adm n-up, iod: 98, nbde: pervasive
| P address: 10.30.30.12, |P subnet: 10.30.30.12/32
| P broadcast address: 255.255.255. 255
I P primary address route-preference: 0, tag: O

System Settings(A|AE M%) of2Hoi| APICO| CHE CH LH o= CHed o] od4d B8 M S MEid
= e ™ol /J&Lct

APICOAM & E Bk 'APIC Connectivity Preferences(APIC @173 &7 M) of| A MEfst gt
2| 248 MHE AASELUCH APICE CH L 2= CH @] & sttt - EIRICt D 7HEE HE 0
M| ECfEE £4E = J&LICH APICHME CHS ZQY 22 AFSEFLICEH

. CIE{H|0|A 0| E0{121 SYUE QEHO|AR L7tz THZ

- APICOIAM 2 4E|T 2 HAAE WERIZE &ote =
SELct.

- APICOH|M &4 E|T HA HESIE gs5t= mZ!2 APIC Connectivity Preferences0d| L2} CH
oF Lf == i |2 MEghLch.

APIC 4 &3 dd
thale APIC ann @ @ © ©

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

J(B[=3
A 1 E QBT 0|AE 53 Of

FIO S

QuickStart | Dashboard | Controllers | System Seitings | Smartlicensing | Faults | ConfigZones | Events | Auditlog | Active Sessions

Fistany Seings APIC Connectivity Preferences 0 o

= Quota
Policy History

L

Interface to use for external connections: inband @

hrase Encryption.

Reflector

af POD Redundancy Pol.

E Port Tracking

E Precision Time Protocol

Bl Date and Time

OOB7} MEHE APIC 2t E! E|O|Z oobmgmt /E{H| 0| A 9] IHIE§! 162 HEELICH ol=
bond0.300 CH L 2tE| QIE{H|O|A M EZ| 322 CH F&LICH &, oobmgmt CH 2| 22| QIE{TH O]
A0 A 22| EEfEof ASELICH



api c1# bash
adm n@pi cl: ~> route -n
Kernel 1P routing table

Desti nati on Gat enay Genmask Fl ags Metric Ref Use | face
0.0.0.0 192.168.4.1 0.0.0.0 uG 16 0 0 oobngnt
0.0.0.0 10.30.30.1 0.0.0.0 uG 32 0 0 bond0. 300

CHE LH(in-band)7t AME4El APIC 2H2RE! 0|2 O|A| oobmgmt QIE{H|0|A HEZ! 16ELCH &2 82l
Z<2 bond0.300 CHSI LK 22| QIE{m|o|A | HIEEIE &lgtL|C} &, bond0.300 CHT LY &2 2l
E{H| O|A 7} Al 22| EEf=lof AL EILIC

adm n@pi cl: ~> route -n
Kernel 1P routing table

Desti nati on Gat enay Genmask Fl ags Metric Ref Use |face
0.0.0.0 10.30.30.1 0.0.0.0 uG 8 0 0 bond0. 300
0.0.0.0 192.168.4.1 0.0.0.0 uG 16 0 0 oobngnt

= O —

o =
ZzEZ YHoiM MEELICEH OHS2 NTPL| o lLct

dsee APIC - Q@ @ O ©
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2|Z 9l AnlQl L= 22| 8743 MAe 0| MAJo| QdsF2 BHX| ok&L|CH o|q8t i &3 Mrde

Inventory | Fabric Policies | Access Policies

Policies

Providers - NTP Server 10.48.37.151 0 o
(C» Quick Start -
Policy Operational Faults History
—
O X W
Host Name/IP Address: 10.48 37.151
Deascription

Preferred. [

Minimum Polling Interval: 4

Maximum Polling Interval: |6
Keys -+

= Key

Management EPG

default (Out-of-Band)
mgmt/default

inb_mgmt (In-Band)
mgmit/default Show Usage

B Tenant Quota

APIC Connectivity Preferences(APIC 214 &3 MH)0| A In-Band(CH LH)E MEHEH Z2E

MEdst CHS
Z0{| X Out-of-Band(Ci Q)& MBSt 3¢, ZEEZ {Z} ofiH QIE{H|O|AE ALSELII?

_I.

- APIC Connectivity Preference(APIC 214 &3 %)= 4 APICH A MEiSt Z2E EZHCC}
P AghLc.
CBlZ EE adicijo|H, Z2EZ ofeo| MEHTF RE X EFLCH
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2 A5t EME A2lg = ULt O] AlLIZ[20MHE AFZRE7E L30ut FolM #El HESZ
O| o ClHto|A0|E HAZEE 4 of 2

. APIC 14 7|2 Mg & QlgtL|ct ol 2 'APIC Connectivity Preferences(APIC @14 &7
MHY)ol ReFEo] Ao, SM2 00B &= CHS LI LIt

. ME83t 7|2 MFO| Wt 24T 23|0l40] SHHEX], QIEIHI0IATE B EIIE K|, Mt QIE

- =2 O
HOo|AE Sl 7|2 HOIEolof B + UeX|, A B=ol =F0| =X FHAELICH

=
Gule| Z Am|Tgo|d Mol A S &lste AE LRI OAR. 8Lt Y5 A0
clold 7= 0l|7|X| &2 SEiZ LIEHE & UX|EF, AEX7 #F st 2t CHE Al
o| Al

ofl i Z8rol AT 4 aLict

CHe o & HAlA

Out-of-Band
Management Access

Fabric Node Managed

Interfaces Node
Connectivity
Group

Supervisor Management

Ports IP Address
Pool with
Gateway,
Mask and IP
Addresses

CH o] 74 &rol
CHd Q| x|y o|Me] B 'mgmt'ElE S HIHE|M &0l || 7He| Z2C7F Y& LIt
e e FAQLCEH

. & 2| EPG.
. Out-of-band Contracts(Contracts)(Contracts(7|2F) Of2H).



. QR HERF QIARHA T2 1t
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ALLTENANTS | AgddTenant | Tenant Search: _I common | infra | mgmt| Ecommerce

Static Node Management Addresses 0 o
ol o
=~ Node ID Name Type EPG IPV4 Address IPV4 Gateway IPVE IPVE
Address Gateway
pod-1/node-1 bdsol-aci37 -apicl Out-0f-Band default 10.48.176.1
1/node-101 S51P1-Leaf101 Out-0O1f-Band default 176.1
pod- 1/node-102 S$1P1-Leaf102 Out-( default 0.48.176
pod-1/node-2 bdsol-aci37 -apic2 Out-0f-Band default 48.176
pod-1/node-201 51P1-Spine201 Cut-Of-Band default 0.48.176
Profil._ pod-1/node-202 S1P1-Spine202 Out-0f-Band default 10.48.176 48.17€
pod-1/node-301 S1P2-Leaf301 Out-0f-Band default 10.48.176.72/2
1/node-302 S51P2-Le O 1 48176
pod-1/node-401 S51P2-Spinad01 Out-0f-Band default 10.48 10.48.176.1
1/node-402 S1P2-Spined02 10.48.176.1
bdsol-aci37 -apic3 Out-0O1-Band default 10.48.176.1

CHed @] EPGE Node Management EPGs & ofzoi] 2{0{oF &tL|C}.
CHY Q| EPG - 7IE %k
il APIC an @ C © ©

System Tenants Fabric irtual Metworking L4-L7 Services Admin Operations Apps Integrations

ALLTENANTS | AddTenant | TenantSearch: [T | common | mgmt | infra | Ecommerce

QOut-of-Band EPG - default 0 o,
Policy Faults History
{EXRNEST
Name: default )
Tags

Configuration Issues:
Configuration State: appled
Class ID

d QoS Class: Unspecified

Provided Out-of-Band
Contracts: +

008 Contract Tenant Type = QoS5 Class State

QOB-default mgmt oobbre-00B-default Linspecified formed

=D €D



CHed 2 EPGOIAM MSElE 22| MHIAE MofstE ASf2 O 2| Al ECol FEE S+ A
LCh.

cHed 9| Ao
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System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations
ALLTENANTS | Add Tenant | Tenant Search: [ RTGRGESE | common | mgmt | infra | Ecommerce

mgmit

Contract Subject - OOB-default 0 o
C» Quick Start
Policy Faults History
B mamt oA
General Label
o+ R

Name: OOB-default

Description:

Reverse Filter Ports: ]

Filters: +
MNama Tenant State Action

default COMMon formed Permit

Show Usage

ClEo R, oF &t HERT QIAHA TE2 00| M1 ZHHE O0B 20| 'Consumed Out-
Of-Band Contract'2 T8 &A= X| = lgrL|Ct.

o|E atg| HESR3 QIAEHA Z2 1}



Iélllgéloll APK\ admin o e e e

Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations
ALL TENANTS | AddTenant | Tenant Search: _ | common | infra | mgmt| Ecommerce

mgmt

System

External Management Network Instance Profile - default 0 o
(> Quick Stan
Policy Faults History
e R
Name: default e
Tags:

Configuration [ssues:
Configuration State: apphied
QoS Class: | Unspecified
rk Instance Profil Consumed Out-of-Band T i
Contracts:
Out-of-Band Tenant Type = oS Class State
Contract

00B-detault mgmit cobbre-008-defaull  Unspecified formed

CHEo =z &olg 52 QlEm oA ¢Efet 70|12 24, O 2|1 Ho|ESolof CHE AZ LT

- oobmgmt QIE{H|O|A 7} 71 S & ENQIX| 2 2I5tE{T APIC CLIO| ‘ifconfig oobmgmt'E =L
Ct. QIE{H O|A Z2{2 7t 'UP' & 'RUNNING'O| 11, 2HIE IP FA7F FEEIRISH, T2l 0| RX
2 TX FH2E0|AM S7t5ta UeEX| &St AAIR. HAZL FEHE B2 SHHE 7/0|2 0] AFE X
1 J=EX[, 22|21 A O|Z0| APICS| 2HIE S/ #el ZEo dZAK|o] J=X| EelgtLct
2| ZEo|= Eth1-1 & Eth1-22t= Bil0[20| XI™E|IH 2|4 stEL0{0l= CHS 2| QIE{H 0]
AE LIEFHLHE oobmgmt 2E|F7} Q&LICH APIC S'Tie| 22|13 CH Q| 2| ZEof CHst x}
MiEt Li82 "THE g HA Fo| 27| IHE2] M" MME HESHAAIL.

api c1# ifconfig oobmgmt

oobngnt : fl ags=4163<UP, BROADCAST, RUNNI NG MULTI CAST> ntu 1500
inet 192.168.4.20 netmask 255.255.255.0 broadcast 192.168. 4. 255
inet6 fe80::7269:5aff:feca: 2986 prefixlen 64 scopeid 0x20

et her 70: 69: 5a: ca: 29: 86 txqueuel en 1000 (Ethernet)

RX packets 295605 bytes 766226440 (730.7 M B)

RX errors O dropped O overruns 0 franme O

TX packets 253310 bytes 38954978 (37.1 M B)

TX errors 0 dropped O overruns O carrier O collisions O

. OOBE &afl HE3 42 & 2l5t24™ ping2 At835t0{ CHMR| ERIE S WAl F
2E E|AEELC.

api c1# ping 192.168.4.1

PI NG 192.168.4.1 (192.168.4.1) 56(84) bytes of data.

64 bytes from 192.168.4.1: icnp_seq=1 ttl =255 tine=0.409 ns
64 bytes from 192.168.4.1: icnp_seq=2 ttl =255 tine=0.393 ns
64 bytes from 192.168.4.1: icnp_seq=3 ttl =255 tine=0.354 ns



APIC2| 7|2 Mol M tracerouteE AtE 5101 2|5 ALSAteto| AZAE FXELICEH traceroute 7t = 2t
et @< ol ClHtolaof 2 lst D(HMAE = Us B) oobmgmt QIE{H| 0| A0 pingS A1
S SAE 1| p.ng; AlStistL|Ct o{tH whakol| A ZHoH7} whAMist=x|of 2t 7| & W EXZ 2X

Traceroute= 15 E{ A|%f35104 TTLO| £7t5H= UDP IHZ!E E%ﬂf grAlo 2 A SEfLICH
EFE{7L TTL 10| 2 & E {2 415104 2t EIS H0|= St B9 TS AMA|stD g AR}
Ol ICMP =& E7} HIAIX|E CtA| H&ELICH 24 &2 & H TTL01IA‘| 3712 UuDP W

M& 5T EHEE ICMP Unreachable/TTL Exceeded IHZ!0| = AIE|X| &2 A E LIEFL
Ct L& 2t & C|HO|A M E ICMP Unreachable/TTL Exceeded MIA|X|7} H| & A5} |0
OJQEE Olz48t 37le| HE EE2 CHRE 2o HEXHI MM B eLIct et 2t EaH ok
St TTL1 mZle o™ izl A XIS D HIAIR|IE & AKFo|AH| CHA| ELHX] ef &L CH.

0

api c1# bash

adm n@pi cl: ~> traceroute 10.55.0.16

traceroute to 10.55.0.16 (10.55.0.16), 30 hops max, 60 byte packets
1 192.168.4.1 (192.168.4.1) 0.368 ns 0.355 ns 0.396 ns

2 * * *

3 * * *

4 10.0.255.221 (10.0.255.221) 6.419 ms 10.0.255.225 (10.0.255.225) 6.447 ms *

5 * * *

6 * * *

7 10.55.0.16 (10.55.0.16) 8.652 ms 8.676 ms 8. 694 ms
2|Z AQ{X|= tepdump BE0H| HMAE = U2, O|= oobmgmt IE{HO|AE Sotst= HAE
FRI5t= Cl AP%% £ Ql&LICH ol oo ME leaf L spine A2|xI0f| AHR El= oobmgmt QIE{T|
Aol 'eth0'E ZX{St T tcpdumpOd| -n' S E ALE 5104 DNS O|& CHA AAEE[= IP FAE K|

FCHS NTP IZ/(UDP ZE 123)0f Ciai AMAH 2= EE{ZELICH O[T o0l M leaf= NTP AMH
2 18.108.148 E & LICt. of2fofl A AHEXt= NTP ZHZ!0| OOB(Out of Band) QIE{HO|AE &
HSEED oM leaf7t MHZRE SEHE AlsteX| &g =+ U&LICH

§E;:j ror o Jek

fabl-| eaf 101# tcpdump -n -i eth0 dst port 123

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode
listening on ethO, link-type ENIOMB (Ethernet), capture size 65535 bytes
16:49: 01. 431624 | P 192.168.4.23.123 > 172.18.108. 14.123: NTPv4, dient, length 48
16:49: 01. 440303 | P 172.18.108. 14. 123 > 192. 168. 4. 23. 123: NTPv4, Server, length 48

I8 E (in-band) 2| AT 28|00 AME Bil0lo] 2 S B|ojo{ 3 &0 Chal AT E 1 Edsl
OF gFL|Ct. o] oflof M= tilojo{ 3 & & 24| sfZARt CHELICEH

CHe Ly &2 Hx|agjjol



EPG (fvAEPg) <-> In-Band EPG

Direct to
Fabric Leaf
Node

Management
functions via
device
connected to
fabric leaf
access port(s)

EPG (12extInstP) <-> In-Band EPG

Management
functions via
device
connected to
an L2 bridged
external
network

Connection

L2 Bridged
External
Network

CHeS L & 2| HloIEfol=2 3 S# HElx| ZHe! e

i
Cisco

System

ALL TENANTS |

mgmit

-
B ¢
=
=
=]
= Ex

| Tenants Fabric Virtual Networking L4-L7 Services Admin
Adc ECEEEE | oo | et

Bridge Domain

Operational Value for Unicast Routing: irue

Custom MAC Address

inb

Unicast Routing: [«

Virtual MAC Address: | Not Cont

Operations Apps

infra | Ecommerce

Summary Operational

Management
functions via
device(s)
connected to
an L3 routed
external
network

EPG (I3extInstP) <-> In-Band EPG

Mgmt Access

Connection

L3 Routed
External
Network

- X-X-X:)

Integrations

Stats

Haalth

0

Faults

History

General L3 Configurations Advanced/Troubleshooting

00:22 BD:F8: 19-FF

Subnets.
~ Gateway Scope Primary
Address
10.30.30.1/24 Agvertised Externally  False

Associated L3 Quts.

~ L3 0ut

inbrmgmi_13out

IP Address  Virtual IP

False

<=

(@]

-+

Subnet Control

*
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CHed LH == B 2| EPG7} I=K]| &HolgtL|ct.
L§ EPG Zi£3} VLANO| VLAN E1} HIE2H 42

7(-I'=A|. 'inb-'2 -‘-'-A|E|L|I:|- |:|.|0=|
ghlct

otz 23 B4kt ZHol CH L EPG O|§2 GUIOiM
TR

= x| 2ol

CHed Ly 22| EPG01| T HE HEst VLANS HAM|A Aol M 5{&38HoF & LICH 'inb 2| EPG 2=
3} VLAN > VLAN = > T 0|9l > AEP > QIE{I|O|A MHA 75 > Z|= QIE{H0|A T2 I}Q > A Q|
A Z2OQ. X[ HMA HRo| TMHE|X| of2 AL ot A3 El4FDF ZH0| T = F04672| ZEHO|
AN Z|ElLct.

4% F0467 - inb EPG

8589935303

ID: 858

igmit/mgmip-default/inb-inbmgmt due to Invalid VLAN Configy
. Either the EpG is not assoc th a domain or the dc

Jescription: Fault d iquration failed for u

2nt Id not present fol

Severity: minor
ted Object; uniftn-mgmt/mgmtp-default/inb-inbmgmt
vc-policyelem-id-0/unifepp/finb-[uni/tn-mgmt/mgmtp-default/inb-inbmgmt]/nwissues

jated From: topology/pod-1/node-101/localfsy

Created: 2
Code: FO467

Type: Config
Cause: configuration-failed
hange Set:
Action: deletion
Domain: Tenant
Life Cycle
t Occurred: 1

ient Status: false

He[X| ZHlo| CH L MEof| CHal f{oilMq A48t ZHIQlat S USR] 2 QIgfLICH ot X[ 2
, 2|8 EPGO|M AH|3H=E CHRY LH 22| EPGO1| Provided Contract(M&E! H|2F)7F [0 UEX]
sto|atL|C}.

CH LY EPG



I:TI!IS.:Z!I: Apl(: admin e a e °

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search _I common | infra | mgmt | Ecommerce

mgmt g
J In-Band EPG - inb_mgmt 0 o
c
Policy Stats Health Faults History
Policy
=
Name: inb_mgmt =
Tags
Encap:
U_Mgr sration |ss
nd EPG I Configuration State; ¢
et Class ID; : 0
(oS Class.  Unspecified

Bridge Domain
Resolved Bridge Domain. inb
Provided Contracts. +

Name Tenant Type QoS Class Malch Type State

default COMIMon

Q|¥ EPG QIAEA Z2mel

dscs APIC - Q@ € O O

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | ananl.‘;ean:h:_l common | infra | mpmt| Ecommerce

External EPG Instance Profile - Inband-0ut Q e

- Operational Stats Health Faults History
General Subject Labels EPG Labels

Provided Contracts | Consumed Contracts | Contract Interfaces Taboo Contracts Inherited Contra }

] +

Name Tenant Type QoS Class State

default Common Contract Un:

ed formed

OOB(Out-of-Band) &AI0t OFEH7H X2 THE
0|2| MEHSH oM SXo 2 Stt=El &
|

MEUD Qlx|st=X

2l O L 2 IPFAE 1™HORE EEE|HLE
U&LICH CHE L R0 MEE FA7F FMHE 0| BD
EOolsrL|Ct E8t 7|2 HOo|EH 0|7 SHIEX| &QlgL|Ct
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ALL TENANTS | AddTenant | Tenant Search _| common | mgmt | infra | Ecommerce

Static Node Management Addresses 0 a
O + W
- Node ID Name Type EPG IPV4 Address IPV4 Gateway IPV6E IPVE
Address Gateway
) B 1 et ault 10.48 [ 4 1 E
pod-1/node-10 inb_m 10.30.30.101/2 10.30.30.1
il 6 1
pod efault 2 10.48.176
C T Tel} O f-Bar it 104817 4 10481761

2E Xo| SHEH FEEIReH {0l A5 E MMoi| Zgfo| gis <, Chs HH=E A9 &
/EE= APIC ZHoi pingE +=&35+04 ACI LH01IH CHed LY @dZ20| 2HtE A 2rSst=X| 2 elste /Y
L|C}.
AIQl . E= ARPOY| SE&HX| i = 40l F =8 QIE{H|0|AE AIESIEE QI 0d| A
ping0ll S & 5tX| f.’g*ﬁl—llif
2T AL X0 AFSE|E QHHE QIE{H O|AE kpm_inbJLICH | AFSH tepdump ZHAE AFE 5H0d

I{Z!0| CHA L CPU RIEH|O|AE OIILEﬂé(egress)oP_' U= K| EQIfL|Ch

fab2-1 eaf 101# tcpdump -n -i kpm_inb dst port 123

tcpdunp: verbose out put suppressed, use -v or -vv for full protocol decode
listening on kpm.nb, |ink-type ENIOMB (Ethernet), capture size 65535 bytes

16: 46: 50. 431647 1P 10.30.30.3.123 > 172.18.108. 14. 123: NTPv4, dient, length 48
16:47:19. 431650 | P 10.30.30.3.123 > 172.18.108. 15. 123: NTPv4, dient, length 48

QI = of| A Z|= SVI7} 'protocol-up/link-up/admin-up'@I x| & QIgfL|C},

fabl-| eaf 101# show ip interface vrf mgmt:inb-vrf
IP Interface Status for VRF "ngmt:inb-vrf"
vl anl6, Interface status: protocol -up/link-up/adm n-up, iod: 4, node: pervasive
| P address: 10.30.30.1, |IP subnet: 10.30.30.0/24 secondary
| P address: 10.30.30.3, |IP subnet: 10.30.30.0/24
| P broadcast address: 255.255.255. 255
IP primary address route-preference: 0, tag: O



o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



