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« ARl LC N9K-X9732C-EX

« 2|Z N9K-X9732C-EX

« IP HIEQIZ(IPN) - Nexus 7000, N7K-SUP2E, N7K-F348XP-25
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vrf context RLEAF
description VRF created for remote-leaf lab

router ospf 1
vrf RLEAF

router-id 172.16.191.191
area 0.0.0.1 nssa

# In this example same IPN router 1is used to connect to RLEAF and SPINE

interface loopbackl191
vrf member RLEAF
ip address 172.16.191.191/32

Spine0i 1A E|= IPNO| A QIE{m| 0| AE ZAE| T ef o] LCt.

Spine-601 & & Spine-501 & &t
interface Ethernet3/38 interface Ethernet3/39
mtu 9150 mtu 9150
Sz ot SR
interface Ethernet3/38.4 interface Ethernet3/39.4
spine6010] CHEF MH 3 spine5010]| CHEH M 33
mtu 9150 mtu 9150
=3t dot1Q4 {3} dot1Q4




vrf HIEH 2|

ip &2 10.10.19.10/24

ipospf EQ|3 ZQIE-E-XOIE
ip router ospf 1 area 0.0.0.1

Z= o gt

vrf HIHH 2|

ip &2 10.10.20.10/24

ipospf EQ|3 XZQIE-E-ZOIE
ip router ospf 1 area 0.0.0.1
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vif ZABIAE 2|=

2HE] ospf 1

vrf 2|
router-id 172.16.191.191
2324 0.0.0.1 nssa

QIE{mH 0]& F 191
vrf HH 2|
ip &4 172.16.191.191/32

MM VRF created for remote-leaf lab

# 0| 0i0i M= S Let IPN 2R E{E AFESt04 LEAF & SPINEO] 22 ¢gfLICt

RLEAFO| @1ZE|= IPNO|AM QIE{H|o|A Y Z
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2|Z-204

RLEAF-2032 =

interface Ethernet3/34
mtu 9150
gﬁ OI_|- St

interface Ethernet3/34.4
rleaf2040i CHet AE 213

mtu 915

interface Ethernet3/35

interface Ethernet3/35.4

mtu 9150

zz ot g

rleaf20301 CHEF A 213

mtu 9150




=3} dot1Q4 =3} dot1Q4
ip access-group 100 in ip access-group 100 in
vrf HIHH 2|= vrif HIHH 2|=
ip &4 10.10.21.10/24 ip &2 10.10.22.10/24
ip ospf HIES{3 = E.-ZQIE| ipospf HHEQ T ZQIE-F-ZQIE
ip router ospf 1 area 0.0.0.1 ip router ospf 1 area 0.0.0.1
ip dhcp 24[0] &4 10.0.0.1 ip dhcp 220 =24 10.0.0.1
ip dhcp &0 &4 10.0.0.2 ip dhcp 20| &4 10.0.0.2
ip dhcp E20] &4 10.0.0.3 ip dhcp E20] &4 10.0.0.3
SRt SR et

S

21 dhep-relay IP7h 323 2[Zof @12 E QIE{H0|A of2fe| APIC THEE] IP FAE F MK
o UEX| EQIELICE Ol ¥4 B|=Z 7 APICOHIMH REEAE Qg 7K E O 2
C}. o] odloflAH= 10.0.0.1, 10.0.0.2, 10.0.0.30| APIC TEP IP =AQILICH = Elu = WANS2
2 DHCP DISCOVERE T&3+04 WAN EHRE{0f A4 E 52| QIEH0|AS| IP FAE THK
SLICh WAN 2IRE{= ™7 2|Z 9| DHCP DISCOVER HIA|X|E PODL| APICZ Eldi|o]Ef L
Ct.

ACI ZAZ| 12014 17| Pod T 2] A% 8 7

1. Fabric(Zi £ 2!) > Inventory(2IHI E 2]) > Pod Fabric Setup Policy(ZE I{E 2] M3 HAM)Z 0|5
oI-L_||:|.
2. 7|Z Zoof cigt oEE MY HAME HeddH 5 H ZEFLc

Z Z7h+), ¥ ID(0] ol ol M ) & A %(Ol o |0'||A‘|'_ 172.17.0.0/20)2 N335t A
=l

74
ZEFLICH o|0x| &ALZ2 C

Fﬁ r|r

&1 17 BIZ TEP & MU 7|2 1= 2 TEP & MEU ZxIX| ofotof BLICH AS
S MEHE 124 0|3t040F BLICE



Inventory | Fabric Policies | Access Policies

Inventory @ = © | Pod Fabric Setup Policy
> C» Quick Start
@ Topology ~ Pod ID TEP Pool Remote 1D
> @ Pod 1 I 1 10.0.0.0/16 1
I Pod Fabric Setup Policy
} e lemSEe - pabric Setup Policy For A POD - Pod 1 (2 ]X]
» Unmanaged Fabric Node
Unreachable Nodes Policy Faults Histary
Disabled Interfaces and [ O+ .
Properties
1D: 1
TEP Pool: 10.0.0.0/16
Remote Pools: AL
« Remote ID Remote Pool
1 11.0.0.0/20

ACI Z1I|22{|0|M 27| Spinedil M IPNS 2 Routed Outside +43

1. Tenant(ElI'lE) > Infra(Q/ Z 2}) > External Routed Networks(2|§ 2t & E UERT)Z O|SE
LICt

2. IRA QEZEEE £21 992 2 MY
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]
r
_ITI_

3. IPNoi| cHet AmQloi| CHsl @|F ol 2t = E OSPFE T g & LCh.
4 EIRE Z2EZZ OSPFE MEFLICH

5. overlay-12 VRFZ AFS & L|CH

O| OO 4 glz = Cral T = = 2lof 4 Z =L}, 2} A "Enable remote leaf with
Multipod(Multipod 2 ¢4 2| & M4s) = MEE|X| et Lt HE|ZE =20 374 4 2|l
E ME83tE 42 ol M2 MEsHoF gLt

Tenant infra @ = © L3 Outside - spine2rleaf 00
C» Quick Start Palicy Stats Faults Histery
—
~ ﬁ Tenant infra
Mair v Networks
> Application Profiles £ Hodle Profiles Natwark
Networking o & %
> [ Bridge Domains . -
roperties
> W VRFs Route Gontrol Enforcement: (] Import
> External Bridged Networks
VRF: overlay-1 -
External Routed Networks @
Resolved VRF: infra/overlay=1
5 Route Maps/Profiles
External Routed Domain: | spin: ~ @
e Set Rules for Route Maps
Route Profile for Interleak: |pelect a value -
> Match Rules for Route Maps
Route Control For Dampening: +
> €D rleaf-wan
« Address Family Type Route Dampening Palicy
I ~ ¢ spinezrieaf I
> Logical Node Profiles
> Networks
> Route Maps/Profiles
> il Dot Tunnels Enable BGP/EIGRP/OSPF: (] BGP
> [ Contracts

OSPF Area ID: 0.0.0.1

> [l Policies 0sPF Area Control: (Z) (@)

> Sernvices B4 Send redistributed LSAs into NSSA area
B Criginate summary LSA
[ Suppress forwarding address in translated LSA

OSPF Area Type: Reqgular area Stub area

OSPF Area Cost: |1 4

Enable remote leaf with Multipod: [
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Tenant infra o= o0

path-501/patep-[eth1/9]2] 04.

MNode Association

Node |

Router ID: 50

Use Router ID as Loopback Address: ]

Loopback Addresses:

Static Routes:

= P Address Next Hop 1P

Page aro Oojects Per Page: 15

External Control Peering: ]

Tenant infra @ = © | Logical Interface Profile - spine501

C» Quick Start
[ Tenantinfra

> Appli

Routed Sub-Interface

jon Profiles

Netw
> [ Bridge Domains
& i) Properties
> External Bridged
External Rout Description:
Route Ma Encap: VI

IPvd Primary / IPv6 Preferred Address:

IPvE DAD:

IPv4 Secondary / IPv6 Additional Addresses:

Logical Node Profiles

o[ e

Logical Interface
I > Bl spinesot
> [ Configured Node:
B spineso Link-Local Address
> [ Logical Interface ND RA Prefix: []
> Configured Node: MAC Address:
> Netwaorks MTU (bytes): | inherit
P Route Maps/Profiles Taraat DSCP

> Dot1Q Tunnels

> Contracts

path-601/patep-[eth2/9]2] 04.

Target: topology/pod-1/paths-50

1/pathep-[eth1/9]
e

IPvE DAD

Faults 1
G L R

No Objects Found

00

Faults History
00
aults History
i
Qe
L

Submit



Tenant infra @ = © | Logical Interface Profile - spine601 o0

C* Quick Start Solicy Faults  History
ﬁ Tenant infra
Routed Sub-Interface OO e Roucdiietaces sV
» Application Profiles —
Networking Faults Histary o v
>

e Domains o 3 %~

=
-
B

Properties
Networks : MTU (pytes) Encap

> Extern:
Target: topology/pod- 1/paths-601/pathep-[eth2/9]

Extern; Networks Description: [opfional

inherit vian-4

> Route Maps/Profiles Encep: [VLAN |~] [4 /
> Se or Route Maps v /
IPv4 Primary / IPv6 Preferred Address: 10,10,19.11/24
> [ Match Rules for Route Mar e
>/ Breafven IPu6 DAD: | disabledt
@ spine2rieaf
IPv4 Secondary / IPv6 Additional Addresses +
Logical Node Profiles
« Address Pv6 DAD
E spine501
Logical Interface
Link-Local Address
Logical Interface ND RA Prefix: []
I > a spine601
Show Usage Close Submit
> Configured Node
» Networks
» Route Maps/Profiles
> Mat10 Tunnals
5t L30ut HIEQZ(QIE EPG)E FA&HLICt
IPNO{| CHE ut IE = S LICE.
Tenant infra @ = © | External Network Instance Profile - rleaf 00
> Bridge Domains
Operational Stats Health Faults Histary
> VRFs —
> External Bridged Networks Genera Contracts Subject Labels EPG Labels
External Routed Networks
O 1 %
> Route Maps/Profiles
= Properties
> Set Rules for Route Maps QoS Class: |Unspecified »
b MatchirdasTonRosiMeps Target DSCP: Unspecified v
> €& deaf-wan Configuration Status: applied
& spine2rieaf Configuration Issues:
Logical Node Profiles Preferred Group Member Include
« B spineson
L30ut Contract Masters:
Logical Interface Profiles +
s E spine501 L30ut Contract Master
“
Configured Nodes
B topoiogyipod-1/node-501
v [ spineso
Logical Interface Profiles
> E spine601
Configured Nodes Subnets sk
E topology/pod-1/node-601 « |P Address Scope Aggregate Route Control Profile Route Summarization
Policy
Networks
0.0.0.0/0 External Subnets for t.
- E rleaf
N Dante ManeDemblac

A1 Ql(node-501 & node-601)01l A IPN C|HFO|AE OSPF L30utg 7 #&Lct IPNS| OSPF7t
SHtE2H TAME AL OSPF QIMA0| 5 5t1 ZE7F metE|ofoF & LICH [F2FA] SpinedllM IPN
C|HO|AZ 9| OSPF WIO|H &l & QIgFLCt.

A TIFO10]| AM:

spine501# show ip ospf neighbors vrf overlay-1

OSPF Process ID default VRF overlay-1

Total number of neighbors: 1

Neighbor ID Pri State Up Time Address Interface
172.16.191.191 1 FULL/ - 00:00:36 10.10.20.10 Eth1/9.9
spine501#



spine601# show ip ospf neighbors vrf overlay-1
OSPF Process ID default VRF overlay-1
Total number of neighbors: 1

Neighbor ID Pri State Up Time Address Interface
172.16.191.191 1 FULL/ - 00:00:39 10.10.19.10 Eth2/9.9
spine601#

IPNOi| A :

SPINE-IPN# show ip ospf neighbors vrf RLEAF
OSPF Process ID 1 VRF RLEAF
Total number of neighbors: 2

Neighbor ID Pri State Up Time Address Interface
172.16.60.60 1 FULL/ - 00:00:06 10.10.19.11 Eth3/38.4
172.16.50.50 1 FULL/ - 00:00:17 10.10.20.11 Eth3/39.4
SPINE-IPN#

O|X| SpineX} IPN Ztofl OSPF H|O|HH{&l0] IS ACI HEZ] 2= QL HE

OSPFE S3 IPNOIA St& TS 2olgt 4+ olaLct

SPINE-IPN# show ip route vrf RLEAF
IP Route Table for VRF "RLEAF"

'*!' denotes best ucast next-hop
'**%' denotes best mcast next-hop
'[x/y]' denotes [preference/metric]
'%' in via output denotes VRF

10.0.0.0/16, ubest/mbest: 2/0
*via 10.10.19.11, Eth3/38.4, [110/20], 00:01:21, ospf-1, nssa type-2
*via 10.10.20.11, Eth3/39.4, [110/20], 00:01:21, ospf-1, nssa type-2
< snip >
SPINE-IPN#

ACI Z1x|1ei[o]M 3EHAH| M E[=Z HA

O| EtAlOM mHE =2 WANE S35l IPNO|| AAEl HH 2= E HME FH|7| &
ClZet HEYXIAZ &sle B27 JUeX| &lghL

AZ4E IPNO| WAN HEXZE Sl ACI Z=
Ct.

<#root>
RLEAF-IPN#

show || dp nei ghbors

o4 A
Y=

2azol Az}

L|C}. LEAFO]



Capability codes:

(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device

(W) WLAN Access Point, (P) Repeater, (S) Station, (0) Other
Device ID Local Intf Hold-time Capability Port ID
switch Eth3/34 120 BR Ethl/54
switch Eth3/35 120 BR Ethl/54
Total entries displayed: 2
RLEAF-IPN#
RLEAF-IPN#

show i p route vrf RLEAF

IP Route Table for VRF "RLEAF"

'*' denotes best ucast next-hop

'**%' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]
'%<string>"' in via output denotes VRF <string>

10.0.0.0/16, ubest/mbest: 2/0
*via 10.10.19.11, Eth3/38.4,
*via 10.10.20.11, Eth3/39.4,

< snip >

°_| 7=1 E| hva o-||
L|Ct.

HZEE IPNS HESI T APIC HER IP =4

<#root>
RLEAF-IPN#

show i p dhcp rel ay

< snip >

Helper addresses are configured on the following interfaces:

Interface ReTay Address VRF Name
Ethernet3/34.4 10.0.0.1

Ethernet3/34.4 10.0.0.2

Ethernet3/34.4 10.0.0.3

Ethernet3/35.4 10.0.0.1

Ethernet3/35.4 10.0.0.2

Ethernet3/35.4 10.0.0.3

RLEAF-IPN#

ACI GUIO| M Inventory(¢!
o|x|= &OI5H|C}.

IHIE 2|) > Fabric Membership(Ii £ 2! ¢

[110/20], 00:01:21, ospf-1, nssa type-2
[110/20], 00:01:21, ospf-1, nssa type-2

7t DHCP E2l|o|2 =R =X| =felF

HHA) 22 0|Sshod AME M &



Inventory @ = ©  Fabric Membership ee0

(e
Serial Number ~Pod  Node D RLTEPPool  MNode Rack Model Role P Supper SSL Status
[} Name Name Model Certifi
laf Trug yes Active
af201 leaf 10.0.232.72/32 True
1 0 0 0.0.0.0 Tru ]
pine Tru ye: At
leaf True
| > [ Fabric Member A e o
T FC 0L NaK-C9 EX 0 T
Disables I
Mz AME 2|2 & 7|E iEEol| SSELICH
1. U HS E J|EC 2 M LeafE AlYEELICEH
2. M2 ZME 2|28 l9A RE% HECE B25tn S5 BB
3. 2HtE Pod ID 2! Node IDE A3 & LICE
4. RLTEP £& MEiFLICE
5. E O|§2 U™FLICH
6. Jeo| ¢4 2=z 2 MEE|RI=X] EolgfL/ct
o =
7. 20lg =L
O + %y
Serial Number ~ Pod Node ID RL TEP Pool Node Rack Model Role P Suppol SSL  Status
D Name Name Model Certifi
FDO22080JDA 1 C 203 1 C rleaf203 select |« | N9K-C93180YC-EX leaf v|0.0.0.0 True nfa

FDO220810B0 1

<>

204 iﬂ} C rleaf204 select |~ | N9K-C93180YC-EX leaf v 0.0.0.0 True nfa

FOX1948GYEA 1 601 0 Splnein“ spine 10.0.232.65/32 True vyes Active

N & B T

ZHHE RL TEP E2 =ist{of gfL|Ct
POOL(RL TEP &) o oA e |

I3t 24
Meiste AiS o2 7 Bz %o

mo ox

OlM £ R0o|"Ad 2|="2 AHEE|1 MEf7} "AM"oF AlHES &Ql8 £ QU&LICH =0
IHEZ| P AT} oF&| Qi&LICE.



Inventory ® = © Fabric Membership

> O» Quick Start

& Topology Serial Number ~ Pod
~ @ prod1 L

> B leaf101 (Node-101) FR020531859 !

> B leaf102 (Node-102) FRO21031WXP !

> MM 1eaf103 (Node-103) FDO22080JDA 1

> B leaf104 (Node-104) I FDO22081080 1

> P leaf201 (Node-201) FOX1948GIEA 1

> B Ieaf202 (Node-202) FOX1949GHHM 4

e E pineSO1(Noda=50.1) SAL1946SWJIM 1

> B spine601 (Node-601)

SALT946SWNS 1

Pod Fabric Setup Policy
SAL1946SWNT 1
I > Fabric Membership
SAL19465WNU 1
> Unmanaged Fabric Nodes
Unreachable Nodes

Disabled Interfaces and Decommissioned Switches

ACI Z1Z|28|0|M 4EHH| LEAFOIA] IPNC 2 B R E

1. Tenant(Ell'ElE) > Infra(@!Z2}) > External Routed Networks(2[5

04 Routed OutsideS MA3gfL|C}.

Create Routed Outside

STEP 1 > |dentity

Define the Routed Outside

Description: | optional

Tags: v

PIM: []

Route Control Enforcement: (] Import

Target DSCP: | Unspecified w

I VRF: | overlay-1 w

External Routed Domain: | rleaf-13 e

Route Profile for Interleak: | select a value v

Route Control For Dampening:

Address Family Type

Nodes and Interfaces Protocol Profiles

Name Description

rleaf-node-profile

2. .-E 203 2! 2040 CHEt RLEAF = E
O|A| Fabricoll M HAMEl ZdX{H Node ID E
U&LICE.

204(Node-204) S AEHE 2

2|Z 203 E T2 It

©0

@ L e
Node ID RL TEP Pool Node Rack Model Role P Suppor SSL Status
Name Name Model Certifi
202 0 leaf202 N9K-C93180YC-EX leaf 10.0.232.68/32 True yes Active
201 a leaf201 N8K-C83108TC-FX leaf 10.0.232.72/32 True yes  Active
203 1 rleaf203 N9K-C93180YC-EX remate leaf 0.0.0.0 True  yes | Discovering
204 1 rleaf204 N9K-C93180YC-EX remote leaf 0.0.0.0 True  yes | Discovering
601 0 spine601 N9K-C9504 spine 10.0.232.65/32 True yes  Active
501 a spine501 N3K-C8504 spine 10.0.232.66/32 True  yes  Active
101 Q leaf101 NSK-C9372PX-E leaf 10.0.232.64/32 True yes  Active
102 [} leaf102 NIK-CI372PX-E leaf 10.0.232.73/32 True yes  Active
104 0 leaf104 N9K-C9372PX-E leaf 10.0.8.64/32 True yes Active
103 a leaf103 N3K-C9372PX-E leaf 10.0.232.69/32 True yes  Active
El OutSide 74
et EE HEXHIZ)Z o|Sst

1. Identity

Consumer Label:
enter names separated by comma

Oecp
OSPF Area ID: |1

OSPF Area @
Eoniel. [ send redistributed LSAs into NSSA area
[ Originate summary LSA
[] suppress forwarding address in translated LSA

OSPF Area Type: IEEEICE] Regular area Stub area
OSPF Area Cost: | 1 =
Enable Remote
Leaf: O
- Route Dampening Palicy
Address Family Type
DSCP Nodes
Unspecified 203, 204
Previous

Z2Ug M
ECt2 2500 2

I -203(Node-203)

2. External EP

G Ni

00

o/



Create Routed Outside
Select Node (2 I

Select Node and Configure Static Routes

Node ID: | rleaf203 (Node-203) ~

Router ID: 1 203.203.203.203

Use Router ID as Loopback Address:
External Control Peering:

Loopback Addresses: o

Static Routes: 4

IP Address Next Hop IP

|.OI-

El

ZlZ 204 E X2



Create Routed Outside
Select Node (2 T¥]

Select Node and Configure Static Routes

Node ID: | rleaf204 (Node-204) v

Router ID: | 204.204.204.204 .

Use Router ID as Loopback Address:
External Control Peering:
Loopback Addresses: 4L

Static Routes: n

IP Address Next Hop IP

L E-203 & ==-2040i CHEl 2= QIE{H|O|A T2 EES MMEHL|CEH

% £ 11: RLEAF203 EE = RLEAF2047F SEL|X| U222 Node EELCHR S5 0iA Node-
203(Node-203)0|L} rleaf-204(Node-204)E & 4 ei&LIch kM olOlX|of EAIE Chz
Node & Path ZE0| ZE2EE £5o2 ¢ladgtLc}.

node-20301| CHE QIE{m|O|A Z2E S HMEELICH EAE 2 = J F2 HEE 3522 ¢
245t |C}
—H .

Node: topology/pod-1/node-203

Path: topology/pod-1/paths-203/pathep-[ethl/54]



Select Routed Sub-Interface

Specify the Interface

Node: topology/pod-1/node-203 v
Ex: topology/pod-1/node-1

Path: topology/pod-1/paths-203/pathep-[eth| v
Ex: topology/pod-1/paths-101/pathep-[eth1/23]

Description: optional

Integer Value
IPv4 Primary / IPv6 Preferred Address: 10.10.22.11/24

address/mask

IPv6 DAD: disabled

IPv4 Secondary / IPv6 Additional

Addresses:
Address

MAC Address: |00:22:BD:F8:19:FF
MTU (bytes): inherit

Link-local Address:

node-20401 CHt QIE{HO|A Z2 LS MEELICH EAE CHE &

=gt

Node: topology/pod-1/node-204

Path: topology/pod-1/paths-204/pathep-[ethl/54]

2 [

IPv6 DAD



Select Routed Sub-Interface

Specify the Interface

0

Node:

Path:

N

topology/pod-1/node-203
Ex: topology/pod-1/node-1

topology/pod-1/paths-203/pathep-[eth| v
Ex: topology/pod- 1/paths-101/pathep-[eth1/23]

Description:

Encap:

IPv4 Primary / IPv6 Preferred Address:

IPvé DAD:

IPv4 Secondary / IPv6 Additional
Addresses:

MAC Address:
MTU (bytes):

Link-local Address:

optional

Integer Value

10.10.22.11/24

address/mask
enabled

disabled

Address

00:22:BD:F8:19:FF

inherit

L30ut 2|§ HER{I(RF EPG)E M derLICt.

Create Routed Outside

STEP 2 > External EPG Networks
Configure External EPG Networks
Create Route O

Profiles:

External EPG Networks
Name QoS Class

I rleaf-13out Unspecified

ACI Z1x| g0 M 5EHA mEE] o|F

Description Target DSCP

Unspecified

= o474 x{=H

0474 o_|AHA-|

o o

IPv6 DAD

1. Identity 2. External EPG Networks

L]
+

Subnet

0.0.0.0/0

1. Tenant(Ell'ElE) > Infra(21 Z 2}) > Policies("a &) > Protocol(Z 2 £ &) > Fabric Ext Connection

o474

Policy(M{E2] 2|F 174

5101 Intersite/Intersite ProfileS

=) > Fabric External Connection Policy(ZHE 2! Q| 0173 M) Z 0|5

ke



2. IPN(WAN 2FE{)of ©

2IRE Z2oele

F7bgfuct,

214 El RLEAF203 &

3. 0| Z< 2125 10.10.22.0/24 % 10.10.21.0/24 4 L|C}.

Tenant infra
Cr Quick Start

G =0

| RLEAF2042| 2|F LHIERIZ & A&

Intrasite/Intersite Profile - Fabric Ext Connection Policy rleaf

otof =

o0

Policy Faults History
- Bl Tenantinfra
& K
> & Application Profiles o=
> B Networking Properties
Fabric ID: 1
> Contracts
Name: rleafl
b Policies
Community: |extended:as2-nnd:5:16
~ [ Protocol X exten0ad 252-MA B 16
> [ Route M -
oute Maps Pod Peering Profile
> [ BFD
Peering Type: ESVINNEEL Route Reflector
> [ BGP
Password:
> [l osPF
Confirm Password:
> [l EIGRP
s B 1GMP Sncop ! Pod Connection Profile
> IGMP Interface +
> Custom QOS ~ Pod D MultiPod Dataplane TEP Intersite Dataplane TEP
> [ End Point Retention
> [ DHCP
> B ND Interface
> [ ND RA Prefix
> Route Tag Fabric External Routing Profile
> [ L4-L7 Policy Based Redirect +
> L4-L7 Redirect Health Groups Name Subnet
> [ Data Plane Policing PR— RIRERGE ]
+ [B Fabric Ext Connection Policies ;
rleaf204 10.10.21.0/24
I B Fabric Ext Connection Policy rleaf

ACI Zix|Teio|M 6THAH ACI THEZ] £ =

O CHS ¥4 leaf= APIC TEP E0M HEE] |P FAE 7S LICH

Inventory

Inventory @ = © | Fabric Membership e0
» C» Quick Start O + .
@ Topology Serial Number ~ Pod Node ID RL TEP Pool Node Rack Model Role [ Suppor SSL Status
. @ fod 1 =] Name Name Model Certifi
Pod Fabric Setup Policy FDO20331BFQ il 202 0 leaf202 NSK-C93180YC-EX leaf 10.0.232.68/32 True yes  Active
I 5 Fabric Membership FDO2103TWXP 1 2m 0 leaf201 NIK-CI3108TC-FX leaf 10.0.232.72/32 True  yes  Active
> [ Unmanaged Fabric Nodes FDO22080JDA 1 203 11 rleaf203 NEK-C93180YC-EX  remote leaf 11.0.3.128/32 True  yes Inactive
Unreachable Nodes FDO22081080 1 204 " rleaf204 NOK-CO3180YC-EX  remote leaf 11.0.7.128/32 True  yes  Inactive

274 227

F 2HA1 AFERZF = kx| EHA] Z|CF2IL|CH oA 2473 |eaf-203 &
ol S5 &[0

=2 O O
S S olg & Qe

I leaf-2047} ACI THE 2]

Inventory ® = o Fabric Membership ©0
> O» Quick Start 0 * %~
& Topology Serial Number ~ Pod  Node ID RL TEP Pool Node Rack Model Role P Suppor SSL Status
(] Name Name Model Certifi
> @ pPod 1
FDO20331BFQ 1 202 (o] leaf202 NIK-C93180YC-EX leaf 10.0.232.68/32 True yes Active
Pod Fabric Setup Palicy
I = [y s FDO21031WXP 1 201 ] leaf201 NOK-C93108TC-FX  leaf 10.0.232.72/32 True yes  Active
» [ Unmanaged Fabric Nodes FDO22080JDA 1 203 1 rleal203 NIK-C93180YC-EX  remote leaf 11.0.3.128/32 True  yes  Active
Unreachable Nodes FDO220810B0 1 204 n rleaf204 NOK-C93180YC-EX  remote leaf 11.0.7.128/32 True  yes Active
Disabled Interfaces and Decommissioned Switches FOX1948G9IEA 1 601 ] spine601 N9IK-C9504 spine 10.0.232.65/32 True yes  Active



<#root>
apic3#

acidiag fnvread

ID Pod ID Name Serial Number IP Address Role State LastU
101 1 Teaf101 SAL1946SWIM 10.0.232.64/32 Teaf active 0
102 1 Teaf102 SAL1946SWNS 10.0.232.73/32 Teaf active 0
103 1 Teafl103 SAL1946SWNU 10.0.232.69/32 Teaf active 0
104 1 Teaf104 SAL1946SWNT 10.0.8.64/32 Teaf active 0
201 1 Teaf201 FD021031WXP 10.0.232.72/32 Teaf active 0
202 1 Teaf202 FD020331BFQ 10.0.232.68/32 Teaf active 0
203 1 rl eaf 203 FDO22080JDA 172.17.3.128/ 32 | eaf active 0
204 1 rl eaf 204 FDO220810B0 172.17.7.128/ 32 | eaf active 0
501 1 spine501 FOX1949GHHM 10.0.232.66/32 spine active 0
601 1 spine601 FOX1948G9EA 10.0.232.65/32 spine active 0

Total 10 nodes

apic3#

Olx| 2174 B 2} IPN ZHo| OSPF W|0[L{AlS 5RIgr 4 QiaLic

2[Z 20301 A:

<#root>
rleaf203#

show i p ospf neighbors vrf overlay-1

OSPF Process ID default VRF overlay-1
Total number of neighbors: 1

Neighbor ID Pri State Up Time Address Interface
172.16.191.191 1 FULL/ - 00:24:57 10.10.22.10 Ethl/54.6
rleaf203#

rleaf203#

show i p route vrf overlay-1

IP Route Table for VRF "overlay-1"

'*' denotes best ucast next-hop

'**%' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]
'%<string>' in via output denotes VRF <string>



10.0.0.0/16, ubest/mbest: 1/0

*via 10.10.22.10, ethl/54.6, [110/20], 00:30:24, ospf-default, nssa type-2
10.0.0.1/32, ubest/mbest: 1/0

*via 10.10.22.10, ethl/54.6, [110/20], 00:30:24, ospf-default, nssa type-2

< snip >

2| 20401 A:

<#root>
rleaf204#

show i p ospf neighbors vrf overlay-1

OSPF Process ID default VRF overlay-1
Total number of neighbors: 1

Neighbor ID Pri State Up Time Address Interface
172.16.191.191 1 FULL/ - 00:25:36 10.10.21.10 Ethl/54.6
rleaf204#

rleaf204#

show ip route vrf overlay-1

IP Route Table for VRF "overlay-1"

'*' denotes best ucast next-hop

**!' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]
'%<string>' in via output denotes VRF <string>

10.0.0.0/16, ubest/mbest: 1/0

*via 10.10.21.10, ethl/54.6, [110/20], 00:31:37, ospf-default, nssa type-2
10.0.0.1/32, ubest/mbest: 1/0

*via 10.10.21.10, ethl/54.6, [110/20], 00:31:37, ospf-default, nssa type-2

< snip >

IPNO| A:

<tfroot>
RLEAF-IPN#

show i p ospf nei ghbors vrf RLEAF

OSPF Process ID 1 VRF RLEAF
Total number of neighbors: 4

Neighbor ID Pri State Up Time Address Interface
172.16.204.204 1 FULL/ - 00:26:03 10.10.21.11 Eth3/34.4
172.16.203.203 1 FULL/ - 00:26:03 10.10.22.11 Eth3/35.4

RLEAF-IPN#



ACI Zx|Zaefo|M 7EA| 4 2= of CHEF QoS ZI|22]|0]4

ACI ZIHE 2] 221A(QoS BIY)E IPN LH2| DSCP Zt2 2 EF &l oF gfLICt o] 27 AIE 2 &F5
o4 ACI IHE 22 L3 EE| =0 CHet DSCP Z2HA H|2 B4EF Maio =2 &35} sf{of g L|Ct. o]
Iago|MHME AF830{ ACI QOS Bl 2! 7|2 E2HAE IPNL| DSCP Ztofl oi&E gfLct.

O30 20| Tenant(EHI'E1E) > Infra(@IZ 2}) > Policies(Z3%H) > DSCP class-cos translation policy
for L3 traffic(L3 E2iZloi| CHEF DSCP Z2HA-Z A HHE Ao =2 o|SELICH

DSCP class-cos translation policy for L3 traffic 00
Policy History
(G}
Properties
Translation Policy State: = Disabled Enabled |
User Level 1: |CS0 v
User Level 2: |CS1 v
User Level 3: |CS2 v
Control Plane Traffic: |CS3 v
Policy Plane Traffic: |CS4 v
Span Traffic: |CS5 ~
Traceroute Traffic: | CS6 v

ACI Z1I|22y|0| M 8EHAH|(MEE AL, ¥4 BIZ 2 vPC(Virtual Port-Channel) A 25 08 MY

A 2= AL{X[7t ACI HE R0l ST X2 = 4 E|Z = vPC Explicit Protection Group2 &&&
= A& LICt Fabric(THE 2l) > Access Policies(4 M| A 23%H) > Switch Policies(A 9 x| 23%H) >
Policies(’=33) > Virtual Port Channel Default(7t & ZE R 7|2ZH)E 0|55t BAIX VPC
Protection Group(+)2 -HMELICt O|O|X| ZZ2 ME OHE IP F4 XY #MHE 20{ &LIC.



VPC Explicit Protection Group - VPC Protection Group Rleaf-Vpc

Properties
Name: rleaf-vpc

~
v

Logical Pair ID: | 234

VPC Domain Policy: |default v |

Virtual IP: 11.0.3.130/32

Switch Pairs:  « Node ID Peer IP
203 11.0.3.129/32
204 11.0.7.129/32
T
<#root>
rleaf203#

show systeminternal epm vpc

Local TEP I P o 172.17.3.128
Peer TEP | P v 172.17.7.129
vPC configured : Yes

vPC VI P o 172.17.3.130
MCT Tink status : Up

Local vPC version bitmap : Ox7

Peer vPC version bitmap : Ox7
Negotiated vPC version : 3

Peer advertisement received : Yes

Tunnel to vPC peer : Up

VPC# 343

if : port-channell, if index : 0x16000000

local vPC state : MCEC_STATE_UP, peer vPC state : MCEC_STATE_UP
current link state : LOCAL_UP_PEER_UP

vPC fast conv : Off

rleaf203#

Policy
——

Faults

O

A5

(2 [

History

%~



Remote Leaf Data-Plane Tunnel End Point(RL-DP-PTEP) - O| IP A= 2 ¢|x|oi & & TEP
Z0{A Zf Remote Leaf 22{X[ol| ¥FELICE 7 2[= =E7} vPC =H[Qle] YR T} ot B H
4 2|Z L EO| VXLAN IHZ!2 O| TEPE 4AA IP FAE ALEFLICEH

Remote Leaf vPC Tunnel End Point(RL-vPC) - HZ3 2|x|0f| & Z & TEP E0|M ¥4 2| = =E9|
vPC ol &S E OHLIFHAE IP FALICEH HE 2| ALQ[X[7} vPC EHIQlo| URQI B F H

A 2lZ AR AAME BE VXLAN IHZIE O] TEP A0 M HIZE/LICE

<{froot>
rleaf203#

show ip int vrf overlay-1

IP Interface Status for VRF "overlay-1"
ethl/54.6, Interface status: protocol-up/Tink-up/admin-up, iod: 64, mode: external
IP address: 10.10.22.11, IP subnet: 10.10.22.0/24
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: 0
100, Interface status: protocol-up/Tink-up/admin-up, iod: 4, mode: ptep
IP address: 172.17.3.128, IP subnet: 172.17.3.128/32
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: 0
lol, Interface status: protocol-up/Tink-up/admin-up, iod: 65, mode: unspecified
IP address: 172.16.203.203, IP subnet: 172.16.203.203/32
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: 0

o2, Interface status: protocol -up/link-up/adm n-up, iod: 72, node: vpc

| P address: 172.17.3.130, |P subnet: 172.17.3.130/32

| P broadcast address: 255.255.255. 255

IP primary address route-preference: 1, tag: O

103, Interface status: protocol -up/link-up/adm n-up, iod: 75, node: dp-ptep

| P address: 172.17.3.129, |P subnet: 172.17.3.129/32

| P broadcast address: 255.255.255. 255



IP primary address route-preference: 1, tag: 0

101023, Interface status: protocol-up/link-up/admin-up, iod: 66, mode: ftep
IP address: 172.17.0.32, IP subnet: 172.17.0.32/32
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: 0O

rleaf203#

<{froot>
rleaf204#

show ip int vrf overlay-1

IP Interface Status for VRF "overlay-1"
ethl/54.6, Interface status: protocol-up/Tink-up/admin-up, iod: 64, mode: external
IP address: 10.10.21.11, IP subnet: 10.10.21.0/24
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: 0
100, Interface status: protocol-up/Tink-up/admin-up, iod: 4, mode: ptep
IP address: 172.17.7.128, IP subnet: 172.17.7.128/32
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: 0
Tlol, Interface status: protocol-up/Tink-up/admin-up, iod: 65, mode: unspecified
IP address: 172.16.204.204, IP subnet: 172.16.204.204/32
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: 0

Il 02, Interface status: protocol -up/link-up/adm n-up, iod: 71, node: dp-ptep

| P address: 172.17.7.129, |P subnet: 172.17.7.129/32

| P broadcast address: 255.255.255. 255

IP primary address route-preference: 1, tag: O

109, Interface status: protocol-up/link-up/adm n-up, iod: 81, node: vpc

| P address: 172.17.3.130, |P subnet: 172.17.3.130/32

| P broadcast address: 255.255.255. 255

IP primary address route-preference: 1, tag: O

101023, Interface status: protocol-up/Tink-up/admin-up, iod: 66, mode: ftep



IP address: 172.17.0.32, IP subnet: 172.17.0.32/32
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: 0O

rleaf204#

ALl TEP AE

RL-UCAST(Remote leaf Unicast Tunnel End Point) - &2 2|=
ASoZ S8TdEls ZZ TEP E9 LIFHAE IP 4 BEL! | RLEAF =

Eof HEE A=EZQIENM ACI F PodE MEE|= 2 I1Zle =xx|et &A
RL-Ucast-TEP FAZ & |1 AAE RL-DP-TEP EE £ RL-vPCZ TS ELICH [MEtAM ACI F
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DC Podo| 2 E ALQI2 ECiEE 45+, 0|8 YU =ststn, ERE 12 E= 13 X3E o™
3t CI2 2B 2 CHA| &S50 2|18 SMX|Z MEE £ U&L|ct

Remote leaf Ynicast-Multicast Tunnel End Point(RL-MCAST-HREP) - Remote leaf A2{x|7} 14
ElE ZE AL A SoR S8 ElE 2L TEP £9| E CHE OLIFHAE IP T4 BEQILICH ¥
A ElZ L=of AZE A= ZQIE oM BUM(Layer 2 Broadcast, Unknown Unicast &£ Multicast)
EfiZo| MHE| RLEAF = E0{M IZ!E VXLANS 2 2= 35t 10 ciA 1t 874 RL-Mcast-TEP
FAR ME50 AAE RL-DP-TEP EE&= RL-vPCE M&ELICH ACI Pod2| ALtQI2 BUM Eef
2 FAlstD THEE] LHo M HME e = JU&LICH

<{froot>

spine501#

show ip int vrf overlay-1

< snip >

1012, Interface status: protocol-up/link-up/adm n-up, iod: 88, node: rl-ntast-hrep
| P address: 10.0.0.37, |P subnet: 10.0.0.37/32
| P broadcast address: 255.255.255. 255
IP primary address route-preference: 1, tag: 0
1013, Interface status: protocol-up/link-up/adm n-up, iod: 91, node: rl-ucast
| P address: 10.0.0.36, |IP subnet: 10.0.0.36/32

| P broadcast address: 255.255.255. 255



IP primary address route-preference: 1, tag: 0

spine501#

<#root>
spine601#

show ip int vrf overlay-1

< snip >

I 0ll, Interface status: protocol-up/link-up/adm n-up, iod: 76, node: rl-ntast-hrep
| P address: 10.0.0.37, |P subnet: 10.0.0.37/32
| P broadcast address: 255.255.255. 255
IP primary address route-preference: 1, tag: O
1012, Interface status: protocol-up/link-up/adm n-up, iod: 79, node: rl-ucast
| P address: 10.0.0.36, |IP subnet: 10.0.0.36/32
| P broadcast address: 255.255.255. 255

IP primary address route-preference: 1, tag: O

spine601#

217 B|Z 22 THs MEY
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FO467 Fault delegate: Configuration failed for uni/tn-infra/out-rl-infra.l13out/instP-ipnInstP node 203

topology/pod-1/node-203/Tocal/svc-policyelem-id-0/uni/epp/rtd-[uni/tn-infra/out-r1-infra.13out/instP-ip
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» https://lwww.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-
centric-infrastructure/white-paper-c11-740861.html
« 7|2 X L E M - Cisco Systems
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