O] E Mol A& ACI(Application Centric Infrastructure) B Z3& AI&35t0{ HEHAERI DI 3t F
VRF(Virtual Route Forwarder) +2| S412 AdHstT F4d5t= Lol CHa MdBELICH
HTO| EH|HE E= S HIHUE Q| VRFO| M EL|LCt.

1ol 82 2[0] 2.2(1) HHEMM BHIAEEIRFELICH O] ZIAe] AT BIA2 O|F HTof et
7

HEAE - ACI GUIOIM VRFZ ZE{%E O|= EIHIE Lio| QIARAQILICE
BD - E2[X| =HI2!

EEZX|



Tenant-X Tenant-Y

i

y
VRF-X | VRF-Y
"Consumed
Contract
Contract Y
Subnet:
Y " 192.168.10.1/24

¥
A
EPG-X is provider EPG-Y is consumer The subnet for consumer EPG

can be under
either EPG or BD

Y

Py VM with IP: VM with IP:
ubnet:

10.10.10.10 2.168.10.
10.10.10.1/24 ISETeE1E10

The subnet for provider EPG must be
under EPG.

AMUX A=EZQOIE OE 7F S Al - Tenant-X2| EPG-X 2! Tenant-Y2| At X} EPG-Y:

1. BD(Bridge Domain)7} Ot'=l EPG Of2HollAM EPG-XO| CHEt 37 AMEUE FEELICE ol
AFARF EPGRILICE.
. EPG EE&= BD O}2Hoi|l A EPG-YOf CHEF 37 A

2 Hulg

3.518E EEH‘*'OH CH&H Tenant-XOIlAM 228 Ak AAIEHLICH,
4. EPG-X0| MZ2E CHE AH ¥ FI+etL|Ct.

5. s H|2F2 Tenant-X0l|A Tenant-Y2 L{ = HL|C}.

6. Tenant-YOI| M 7t X2 A S AH[E H S CIE{H O|A R EPG-YOi =7+ LCH
&1 S HHOE(F HYUEI 25 HMAE = U)ol H LS HEof AFE
2lol LHELHZ1/7t 7| B AHE HAHE = U&LCt

ok

T UM, 0 B

M EFA:

EPG of2{oll M EPG-XOf CHEt 3] MEUIE FEELICH



CREATE EPG SUBNET O3

Specify the Subnet |dentity

Default Gateway IP: | 10.10.10.1/24 | 255.255.255.0
Address Mask
Scope: Shared Subnet
[ Public Subnet
["] Private Subnet

Description: | optional

Subnet Control: [] Querier IP
L3 Qut for Route Profile: B3
Route Profile: e

SUBMIT CANCEL

N
AL

Z2 52 518517| 9I5H Shared(2R) 2 EAIEI=x| 2 QIgtLcH

EPG EE= BD Of2Ho|l A EPG-YOi CHEE 28 MEUIE FAIsL|C}.
CREATE SUBNET O3

Specify the Subnet Identity

Gateway IP: | 192.168.10.1/24 | 255.255.255.0
Address Mask
Scope: [V] Shared Subnet
("] Public Subnet

["] Private Subnet

Description: | opticnal

Subnet Control: [~] Querier IP
L3 Qut for Route Profile: w
Route Profile: =

SUBMIT CANCEL




BE &2 5185t7| I8l Shared(S7)2 EA|Z|l=X| #lgfL|Ct O] oilol A= BD of2foil EPG-

TEE
Yol gt MEUo] e E[i&LIct

&2 EcHEof chall Tenant-XOl M A2k S M8 LICH.

CREATE CONTRACT (i %

Specify ldentity Of Contract

Mame: | global-con |

Scope:  Global 25
Qo5 Class:  Unspecified w
Description:
s
MName Description
global-con-subj

SUBMIT CAMNCEL




CREATE CONTRACT SUBIECT OL:

Specify ldentity Of Subject

Name: | global-con-subj

Description:
Apply Both Directions:
Reverse Filter Ports:

Filter Chain

+: [X| FILTERS L4-L7 SERVICE GRAPH

Name Service Graph: w
common/default

PRIORITY

"o | o

OH
O

HYE

o

1 e 718 2Bz EefEo| s{&FELICH

E]l),ll

_

2 H

: M= 0| Apply Both Directions(¥'& & M &
I7FR|2, & EPG & 5tLI0IA] ECHES AlZHE

moI' T_I-’u

0=
0x

8t Hot2 EPG-XOll MIBE Hoto 2 FobefLch.

ADD PROVIDED CONTRACT O3

Select a contract
Contract: |Tenant-xfgrnbal-mn |V| @
Qo5: | Unspecified b
LS contracts i
[ acrions |

LABELS
CONSUMER PROVIDER CONSUMER SURJECT  PROVIDER SUBJECT

= TENANT NAME I PROVIGED | CONSUMED QS CLASS

= Contract Type: Contract

Tenantx ghabal-con Contraet Provided Unspecfiod formed

SHE H2FE Tenant-X0ll M Tenant-Y2 LHE HLI|C}.




Tenant Tenant-X

I Cuick Start

B A& Tenant Tenant-X

=- Application Profiles
=& Appx
B B Application EPGs
B (%) EPG EPGX

Il Contracts
Il Stetic Bindings (Paths)
Il Stztic Bindings (Leaves)
Il Stetic EndPoint
Il Subnets
Il Comazins (VMs and Bare-Metals)
Il Management IP Address Pools
Il L4-L7 Service Parameters
Il L4-L7 Service Parameters

BN Bl Networking
Il L4-L7 Service Parameters
B B Security Policies
B Contracts .
B8 (] global-con Create Contract

EH Bl Taboo Contra
BN M imported Contraee

ER i Filters
BN Bl Troubleshoot Policies

EH B Monitoring Policies
B L4-L7 Services

Export Contract

EXPORT CONTRACT

Choose a contract and a tenant to export

MName: | global-export-con

Description:

Global Contract:  global-con

il

Tenant: | Tenant=Y

&

SUBMIT CANCEL

1: SYEEIEEo
(@]

A= F VRF 2t2| VRF 7t 2t &
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1
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of
of

LHELHZ /7t M2



Security Policies - Imported Contracts Qi
[t
" ) :
= [ acmons |
= NAME TENANT IMPORTED CONTRACT NAME IMPORTED COMTRACT TYPE DESCRIFTION

[ sty Pobcins hba-export-con Tenart obsk-con Cortract

Submit(M&)2 + 2 Tenant-Y(El'1E-Y) 2| Imported Contracts(7F&2 #|2f) of2oi] H[efo| &
AlELICH.

Tenant-YOI M 7t H S AH|E H2F QE{H O|AZ EPG-YO| F7+EFLLCE.

Il Quick Start
B A& Tenant Tenant-Y

= Il 2pplication Profiles
B & Ay
B M 2pplication EPGs
B (5 ErG EPG-Y

-

Add Taboo Contract

Add Provided Contract

Add Consumed Contract

Add Consumed Contract Interface

Il Management IP Address Pools
Il L4-L7 Service Parameters
Il L4-L7 Service Parameters
i Networking
Il L4-L7 Service Parameters
i Security Policies
Il Troubleshoot Policies
EX M Monitoring Policies
ERMM L4-L7 Services

ADD CONSUMED CONTRACT INTERFACE@E]

Select a contract interface

Contract Interface:  Tenant-Y/global-export-con b @

QoS: | Unspecified 2e

SUBMIT CAMCEL




L) Contracts i

[SIF] [ _acrons_ |

LABELS
CONSUMER PROVIDER CONSUMER SUBJECT PROVIDER SUBJECT

— TENANT NAME CONTRACT HAME COMTRACT TYPE PROVIDED | CONSUMED QO CLASS. STATE

= Contract Type: Contract Interface

Tenant¥ ghobah-exportcan Contract Intesface Corsumed Unspecificd formed

T80| SH 2 HSst=X| FlstedH o] MM S E AL,

IP ZZ & VRF(Virtual Route Forwarder) Ztoll LIE LHZIL|CH HEIAE Zto| AZ27 FH Z X
= |ct
= .

FH
=

<ffroot>

calo2-leaf2# show ip route vrf Tenant-X:Context-X
IP Route Table for VRF "Tenant-X:Context-X"

'*' denotes best ucast next-hop
'*%' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

'%<string>' in via output denotes VRF <string>

10.10.10.0/24, ubest/mbest: 1/0, attached, direct, pervasive
*via 192.168.120.64%overlay-1, [1/0], 00:14:59, static
10.10.10.1/32, ubest/mbest: 1/0, attached

*via 10.10.10.1, vlan34, [1/0], 00:15:06, Tocal

192. 168. 10. 0/ 24, ubest/nbest: 1/0, attached, direct, pervasive

*via 192.168.120. 64%verlay-1, [1/0], 00:14:59, static

calo2-leaf2# show ip route vrf Tenant-Y:Context-Y
IP Route Table for VRF "Tenant-Y:Context-Y"
'*' denotes best ucast next-hop

'*%' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]



'%<string>' in via output denotes VRF <string>

10. 10. 10. 0/ 24, ubest/nbest: 1/0, attached, direct, pervasive

*via 192.168. 120. 64%verlay-1, [1/0], 00:15:17, static

192.168.10.0/24, ubest/mbest: 1/0, attached, direct, pervasive
*via 192.168.120.64%overlay-1, [1/0], 00:15:17, static
192.168.10.1/32, ubest/mbest: 1/0, attached

*via 192.168.10.1, vlan38, [1/0], 00:15:17, local
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