EX 3t =904 ACI Packet Forwarding Deep Dive.
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Ol EMe| HE = Ch3 st U AZEQ o HHE 7[82 2 FfLct.

« EXSIEQI0{E At25tE 2712 ALQl AQ|x|2t 2712| E|Z AL|XI2 FMEIACI THEE

« Z Leaf AQ|x|0of Q1AL|= Y33 2707t = ESXi EAE

« BIRE| A& 2 5H= Nexus 5000 CIHFO|A QLT

o 7| ™ol AF&E|= APIC(Application Policy Infrastructure Controller)
Ol EMo| HEE E ¥ g B0 CIHIO|AE ECIZ M EI&LICE o] 2Aof ALSE E% C [}
olA= Z7|3HE(7|2) ZHx[asolMeE AI&*EI%%L—IEL A HELZI 25 52 82, 2
HHo{o| MMl HES 0|2l SKIsHAIZ| HHELICH
AlLtE|R
SUst EPG/S et 2= EP 271 - AR [E =&Y
EEZX

EP1 EP2
EPG1 EPG1

0050.56a5.fccc 0050.56a5.6794

192.168.20.2/24 192.168.20.3/24
o| EZEX|0|M EP10|MH EP2EL| 5 F2 L2 E50|H AA EBEO0| E0{2 = leafollH 2EHE
AQE|ofof ELICE B0]0]2(L2) EE0IM 7HE HA &Qlg ArE2 A7} ZH2 =4I
=X| ¥ x|E &2l5t= mac T4 E|0|EQIL|C}.
<#root>
leaf4#

show nac address-table | grep fccc

30 0050. 56a5. fccc

dynamic -
po3

leaf4#



show nac address-table | grep 6794

30 0050. 56a5. 6794
dynamic - F F

po4

=3t VLANE Ql5t7| 2/s EP CllO|E{HIO| A & QIE = Q& LT

<{froot>
leaf4#

show endpoi nt nmac 0050. 56a5. f ccc

Legend:

0 - peer-attached H - vtep a - locally-aged S - static

V - vpc-attached p - peer-aged L - local M - span

s - static-arp B - bounce

e Fomm - Fom - Fommmmmm - Fomm - +
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info

e Fomm - Fom - Fommmmmm - Fomm - +

30

vl an- 2268 0050. 56a5. fccc

LV po3
Joey-Tenant:Joey-Internal vlan-2268 192.168.20.2 LV po3

calo2-leaf4# show endpoint mac 0050.56a5.6794

Legend:
0 - peer-attached H - vtep a - locally-aged S - static
V - vpc-attached p - peer-aged L - local M - span
s - static-arp B - bounce
e Fomm - Fom - Fommmmmm - Fomm - +
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info
e Fomm - Fom - Fommmmmm - Fomm - +
30 vl an- 2268 0050. 56a5. 6794
LV po4
Joey-Tenant:Joey-Internal vlan-2268 192.168.20.3 LV po4

UX|EH FE AZES oo O EE A &= UA&LICH

FD_VLAN 30 &x|= &

&
z

<ttroot>

leaf4#



show vl an extended | grep 2268

30 enet CE vl an- 2268

ag|ln %% StEQ|0{E #3504 VLAN 300| VLAN 22680 M mjd ZH=312 O Z &= x| &0l

module-1#

show systeminternal eltnt info vlian 30

vl an_id: 30
hw_vlan_id: 22
vl an_t ype: FD_VLAN
bd_vlan: 28
access_encap_t ype: 802. 1q
access_encap: 2268
fabric_encap_type: VXLAN - fabric_encap: 11960
sclass: 32778 - scope: 11
untagged: 0
acess_encap_hex: 0x8dc ::: fabric_enc_hex: 0x2eb8
pd_vlan_ft_mask: 0x8
fd_Tearn_disable: 0
gos_class_id: 0 - gos_pap_id: 0
qgq_met_ptr: 25 - ipmc_index: 0
ingressBdAcTLabel: 0 ::: ingBdAclLbTMask: 0
egressBdAcTLabel: 0 ::: egrBdAclLbTMask: 0
gos_map_idx: 0 - gos_map_pri: 0
gos_map_dscp: 0 - gos_map_tc: 0
vlan_ft_mask: 0xe30
hw_bd_idx: 0 - hw_epg_idx: 11267
intf_count: 2 :: glbl_scp_if_cnt: 2

<SNIPPED>

EP7H 2ZEIofol M St&E XS 2o =3 SES047} 0|43 EPQI L2 HEE X
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2SS 4E5E
Abstraction Layer)O| %
AlstE JLCt.

58 = Ack. M st=HoiolE
| 2
AE

StEQ0{e| A X E Q|0 & EH Rl HAL(Hardware
LICt HALS| YR = AZEQo{ Z2a2Y QES Bhot StERE +

A= ZQIEN Lt L2 StER 0 HEE 2™ HALL| L2 B0 XIHE mac TAE &olgt
+ 2laLct
<#root>
Teaf4#
vsh |c
module-1#
show platforminternal hal ep |2 nac 0050. 56a5. fccc
LEGEND:
BDId BD Id BD Name: BD Name
T: EP Type (P1: Physical V1: Virtual Xr: Remote EP Mac: Mac
L2 IfId: L2 Interface L2 IfName: L2 IfName
FDId: FD Id FD Name: FD Name
S Class: S Class Age Intvl: Age Interval
P A: Packet Action (F: Forward, T: Trap to CPU,
L: Log & Forward, D: Drop, N: None)
S T: Static Ep S E: Secure EP
L D: Learn Disable B ND Bind Notify
E N D: Epg Notify Disable B E: Bounce Enabl
IDL: IVx1an Dont Learn SPI: Source Polic
DPI: Dest Policy Incomplete SPA: Source Polic
DPA: Dest Policy Applied DSS: Dest Shared
IL: Is Local VUB: Vnid Use Bd
SO: SA Only
L2 EP Count: 1
B E ISD

BD EP L2 L2 FD S Age LNNBDPP
BdId Name T Mac IfId Ifname FDId Name Class Intvl DDDELITI
1c BD-28

00: 50: 56: ab:fc: cc

16000002

Po3

le

FD- 30

800a

29f FOOO0O1000000001O00



module-1# show platform internal hal ep 12 mac 0050.56a5.6794

B E ISD

BD EP L2 L2 FD S Age PSSLNNBDPP

BdId Name T Mac IfId Ifname FDId Name Class Intv ATEDDDELTITI
1c BD-28 P1

00: 50: 56: a5: 67: 94
16000003
Po4
le

FD- 30

800a

29f F0OOO0O1000000001O00

O|XM| st=90{E HAR 22 ELAME +3stof WZ!0| oC|= o|Salof st=X| LotE &Lt

ol 2f
=0

<#froot>
leaf4#

vsh_|lc

module-1#

debug platforminternal tah elamasic 0O

module-1(DBG-TAH-elam)# trigger reset
module-1(DBG-TAH-eTam)#

trigger init in-select 6 out-select O
module-1(DBG-TAH-eTam-insel6)#
set outer |12 src_mac 0050.56a5.fccc dst_nac 0050. 56a5. 6794

module-1(DBG-TAH-elam-insel6)# start
module-1(DBG-TAH-eTam-insel6)# stat
ELAM STATUS

Asic 0 Slice 0 Status Armed

Asic 0 Slice 1 Status Triggered

module-1(DBG-TAH-eTam-insel6)#
report | grep ovec

sug_elam_out_sidebnd_no_spare_vec.ovector_idx:



0Ox9E

E&LICH [F2HA Leafd= Asic 0 £2H0[A 104 =Z 2|
ELAMO| F7tE|HM ER{E#E0 01 S8 ZETH A
HAE= zo/mZlol ME oo st S 21X ZE QIH
£ ME3dtod BEE[= ZEE &2 =+ U&LICH

ot &LICH MME2 StES040]
l Z=7HE|A & LICH ovector_idx. O €I
QlLICt. ovector idx7} 2o o] BEES

o 1o

>

<#root>
module-1(DBG-TAH-eTam-insel6)#

show platforminternal hal |2 port gpd

Legend
IfId: Interface Id IfName: Interface Name
IP: Is PC Mbr IfId: Interface Id
Uc PC Cfg: UcPcCfg Idx Uc PC MbrId: Uc Pc Mbr Id
As: Asic AP: Asic Port
S1: Slice Sp: STice Port
Ss: S1lice Srcld Ovec: Ovector (slice | srcid)
L S: Local Slot Reprogram:
L3: Is L3
P: PifTable XTa Idx: XTate Idx
RP: Rw PifTable Ovx Idx: OXlate Idx
IP: If Profile Table N L3: Num. of L3 Ifs
RS: Rw SrcId Table NI L3: Num. of Infra L3 Ifs
DP: DPort Table Vif Tid: Vif Tid
SP: SrcPortState Table RwV Tid: Rwvif Tid
RSP: RwSrcPortstate Table Ing Lb1: Ingress Acl Label
ucC: UCPcCfg Egr Lb1: Egress Acl Label
UM: UCPcMbr Reprogram:
PROF ID: Lport Profile Id
VS: VifStateTable HI: LportProfile Hw Install

RV: Rw VifTable
Num. of Sandboxes: 1

Sandbox_ID: 0, BMP: 0x0
Port Count: 8

Uc Uc | Reprogram |

I PC Pc L | RIRD R UUX | L Xla Ovx N NI Vif
IfId Ifname P Cfg MbrID As AP ST Sp Ss Ovec S | PP P S P Sp Sp CM L | 3 Idx Idx L3 L3 Tid
1a004000 Eth1/5 10 1d 0 d O c 1818 1 00000OO0O O OCOO OO O O O -
1a005000 Ethl/6 10 b 0 e 0d lala 1 0000O0OO0O O OCOO OO O O 0 -
1a006000 Ethl/7 026 5 0 f 0 e Iclc 1 000000 O 0OOO OO O O O D-256
1a007000 Eth1/8 02 7 0 100 f l1lele 1 000000 O OOO OO O O O D-84
1a01e000 Eth1/31 10 2d 0 371 € 1c9c 1 000000 O OOO OO O O O -

1a01f 000 Eth1/ 32
10 3d 0 381 f 1e
9e

1 000000 O OCGOO OO O O O - - 0 0 01 O 0



1a030000 Eth1l/49 02 1 0 491 2038b8 1 000000 O 0OOO 18 6 2 2 D-24d
1a031000 Ethl/50 03 3 0 291 0 0 80 1 000000 O OOO 19 7 2 2 D-350
A QR e

HZ 0| QUIEAH| 0| A Ethernet 1/3204| A TS |o{of BTt A ZEEHLICH PO40i| A
o

<ffroot>

leaf4# show port-channel summary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-Tinks not met
F - Configuration failed

Group Port- Type Protocol Member Ports

Channel

1 Pol(SU) Eth LACP Ethl/5(P)

2 Po2(SU) Eth LACP Ethl/6(P)

3 Po3(SU) Eth LACP Ethl/31(P)

4 Po4( SU) Eth LACP Et h1/ 32(P)

of. 2t M T2l 0] QIE{H|O|A 1/320{| A CHA S AE R MEHE|LICE
MZ CIE EPG/SY 2|=Zof /= EP 27} - EIREEl 13!

EEEX|

Leaf 104 Leaf 105

EP1 EP2
EPGH EPG2
192.168.20.2/24 192.168.21.2/24



o| ool M= ST vPC 2= #oi U= EP10IAM EP222| IHZ! S ES FHMHELICI F EP=ECIE
E CI2 EPGO] & L|Ct.

34k 75 BIX] S0k & US EP CIOIE{HIOIAE ZAHSH04 EPE SHARIER| SHolsts 2Lt

leafa#

show endpoint ip 192.168. 20. 2

Legend:

0 - peer-attached H - vtep a - locally-aged S - static

V - vpc-attached p - peer-aged L - local M - span

s - static-arp B - bounce

e o o fomm o - +
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info

e o o fomm o - +

30 vl an- 2268 0050. 56a5. fccc LV po3

Joey- Tenant : Joey- I nt er nal vl an- 2268 192.168.20.2 LV po3

calo2-leaf4#

show endpoint ip 192.168.21.2

Legend:

0 - peer-attached H - vtep a - locally-aged S - static

V - vpc-attached p - peer-aged L - local M - span

s - static-arp B - bounce

L e e e e e L L L EEE Lt Fommm - L +
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info

L e e e e e L L L EEE Lt Fommm - L +

8 vl an- 2200 0050. 56a5. 0c11 LV po4

Joey- Tenant : Joey- | nt er nal vl an- 2200 192.168.21.2 LV po4

EPE &3 IPHEE &1 Qo2 SHEQ{MM EP &4 HEE 2 £ Qlo{of & LCt.

<#root>
Teaf4#
vsh_lc
module-1#

show platforminternal hal ep |3 al

LEGEND:

VrfName: Vrf Name T: Type (P1: Ph
EP IP: Endpoint IP

S Class: S Class Age Intvl: Age Interval

S T: Static Ep S E: Secure EP



L D: Learn Disable B N D: Bind Notify
E N D: Epg Notify Disable B E: Bounce Enabl
IDL: IVxlan Dont Learn SPI: Source Polic
DPI: Dest Policy Incomplete SPA: Source Polic
DPA: Dest Policy Applied DSS: Dest Shared
IL: Is Local VUB: Vnid Use Bd
SO: SA Only EP NH L3IfName: EP Next Hop
NHT: Next Hop Type (L2: L2 Entry L3: L3 Next Hop) BD Name: L2 NH BD Nam
EP Mac: EP Mac L3 IfName: L3 NH If Nam
L2 IfName: L2 If Name FD Name: L2 Entry FD
IP: L3 NH IP

L3 EP Count: 12

B E ISDSDD V EP-NH

vrf EP S Age SSLNNBDPPPPSIUSIL3
Name T 1IP Class IntvI TEDDDELIIAASLBO IfName
common*rewall P1 10.6.112.1 1 0 100000110000100 -
common*rewall P1 10.6.114.1 1 0 100000110000100 -
common*rewall P1 10.6.114.129 1 0 100000110000100 -
common*efault P1 100.100.101.1 1 0 100000110000100 -
Joey-T*ternal P1 192.168.1.1 1 0 100000110000100 -
Joey-T*ternal Xr 192.168.1.100 8013 128 000100000000O010O0 -
Joey-T*ernal2 P1 192.168.3.1 1 0 100000110000100 -
Joey-T*ternal P1 192.168.20.1 1 0 100000110000100 -
Joey-T*ternal Pl 192.168.20.2 800a O 0000O0OOO0OO0OO0OOOO21O00O0 -
Joey-T*ternal P1 192.168.21.1 1 0 100000110000100 -
Joey-T*ternal Pl 192.168.21.2 800c O 0000O0OOOO0OOOOO21O00O0 -
Joey-T*ternal P1 2001:0:0:100::1 1 0 100000110000100 -

HAL Layer3(I3) E|O
SXX|7} Po4oll EXHSIEZ THZI2 P

Apie Ziuiot,

ELAMS A&l
oll2k

=a

<tfroot>

leaf4#

vsh |c

2 xH

moduTle-1# debug platform internal tah elam asic 0
module-1(DBG-TAH-eTam)#

trigger init

module-1(DBG-TAH-eTam-insel6)#

in-select 6 out-select 0

2o 30iM & &8t EPO CHEH VLAN/ZE
49

AMHE .”
oL1L=
e

2=

MEst7| 2oi of< xhed

ZEO0i|M ™E =[o{oF FrLIct.



set outer ipv4d src_ip 192.168.20.2 dst_ip 192.168.21.2

module-1(DBG-TAH-elam-insel6)# start
module-1(DBG-TAH-eTam-insel6)# stat
ELAM STATUS

Asic 0 Slice 0 Status Armed
Asic 0 Slice 1 Status Armed

module-1(DBG-TAH-eTam-insel6)# stat
ELAM STATUS

Asic 0 Slice 0 Status Armed

Asic 0 Slice 1 Status Triggered

module-1(DBG-TAH-eTam-insel6)#
report | grep ovec
sug_elam_out_sidebnd_no_spare_vec.ovector_idx:

0Ox9E

F&Uch a2 S E2[HF D, "ovector_idx"7F Ox9EEHE A& &
A& miZl0| MEE[o{ok St A E21M QlE{mo|A lHAL|CH T2
ZEE AmE7&LCH

<#root>

module-1(DBG-TAH-eTam-insel6)#

show platforminternal hal [2 port gpd

Legend
IfId: Interface Id IfName:
IP: Is PC Mbr IfId:
Uc PC Cfg: UcPcCfg Idx Uc PC MbrId:
As: Asic AP:
S1: Slice Sp:
Ss: S1lice Srcld Ovec:
L S: Local Slot Reprogram:
L3: Is L3
P: PifTable X1a Idx:
RP: Rw PifTable Ovx Idx:
IP: If Profile Table N L3:
RS: Rw SrcId Table NI L3:
DP: DPort Table Vif Tid:
SP: SrcPortState Table RwV Tid:
RSP: RwSrcPortstate Table Ing Lb1:
ucC: UCPcCfg Egr Lb1:
UM: UCPcMbr Reprogram:
PROF ID: Lport Profile Id

VS: VifStateTable HI:
RV: Rw VifTable
Num. of Sandboxes: 1

L|C}. ovector =

|
e QHATE JUE

—

Interface Name

Interface Id

Uc Pc Mbr Id

Asic Port

STice Port

Ovector (slice | srcid)

XTate Idx

OXlate Idx

Num. of L3 Ifs

Num. of Infra L3 Ifs
Vif Tid

RwVif Tid

Ingress Acl Label
Egress Acl Label

LportProfile Hw Install



Sandbox_ID: 0, BMP: 0x0
Port Count: 8

Uc Uc | Reprogram |

I PC Pc L | RIRD R UUX | L XlaOvx N NI Vif
IfId Ifname P Cfg MbrID As AP S1 Sp Ss Ovec S | PP P S P Sp Sp CM L | 3 Idx Idx L3 L3 Tid
1a004000 Eth1/5 10 1d 0 d 0O c 1818 1 000000 O OOO OO O O O -
1a005000 Ethl/6 10 b 0O e 0 d lala 1 000000 O OOO OO O O 0 -
1a006000 Ethl/7 0 26 5 0 f 0 e 1clc 1 000000 O 0OOO OO O O O D-256
1a007000 Eth1/8 02f 7 0 100 f 1lele 1 000000 O 0OOO OO O O O D-199
1a01e000 Eth1/31 10 2d 0 371 e 1c¢9c 1 000000 O OOO OO O O O -
1a01f 000 Et hl1/32 10 3d 0 381 f 1e 9e 1 000000 O OOO 00 0 0 0 -
1a030000 Eth1/49 02 1 0 491 2038b8 1 000000 O OO0 16 4 2 2 D-24d
1a031000 Eth1/50 03 3 0 291 0 0 80 1 O0O0OO0O0O0OO0O O OOO 15 3 2 2 D-350

1/32H ZTEZ ELjof & 74 Zed|, ¢Le?

<#froot>

leaf4# show port-channel summary
Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-Tinks not met
F - Configuration failed

Group Port- Type Protocol Member Ports
Channel

1 Pol(SU) Eth LACP Ethl/5(P)

2 Po2(SU) Eth LACP Ethl/6(P)

3 Po3(SU) Eth LACP Ethl/31(P)

4 Po4( SU) Eth LACP Et hl/ 32(P)

Hl, & LCt.
MEZ CIE EPG/Different Leaf2| EP 27 - 2t &=l THZ!

EEZX|



Leaf 104

EP1 EP2
EPG1 EPG2
192.168.1.100/24

192.168.20.2/24

ZIEEg FXELICE 07| EP12 EX vPC #of /1 EP2E
9. EP= CIE BDE AI83tE CHE EPGO| Y &LICH

A

0| odlol M= EP10| A EP2E 2| TH
2174 Generation 1 vPC 2| 404 @

CHAL EP7} S48l 28
<#root>
leaf4#
show endpoint ip 192.168.20.2
Legend:
0 - peer-attached H - vtep a - locally-aged S - static
V - vpc-attached p - peer-aged L - Tocal M - span
s - static-arp B - bounce
o Fommmmmmm - Fommmmm e Fommmmm - Fommmmmmmmmm - +
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info
o Fommmmmmm - Fommmmm e Fommmmm - Fommmmmmmmmm - +
30 vl an- 2268 0050. 56a5. fccc LV po3
Joey- Tenant : Joey- | nt er nal vl an- 2268 192.168. 20.2 LV po3
calo2-leaf4#
show endpoint ip 192.168. 1. 100
Legend:
0 - peer-attached H - vtep a - locally-aged S - static
V - vpc-attached p - peer-aged L - Tocal M - span
s - static-arp B - bounce
o Fommmmmmm - Fommmmm e Fommmmm - Fommmmmmmmmm - +
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info
o Fommmmmmm - Fommmmm e Fommmmm - Fommmmmmmmmm - +
192. 168. 1. 100 tunnel 2

Joey- Tenant : Joey- | nt er nal



O|M| st=flo{7t Z= O et LIS

<#root>

Teafa#
vsh_lc
module-1#
show platforminternal hal ep |3 al

LEGEND:
VrfName: Vrf Name T: Type (P1: Ph
EP IP: Endpoint IP

S Class: S Class Age Intvl: Age Interval
S T: Static Ep S E: Secure EP

L D: Learn Disable B N D: Bind Notify
E N D: Epg Notify Disable B E: Bounce Enabl
IDL: IVxlan Dont Learn SPI: Source Polic
DPI: Dest Policy Incomplete SPA: Source Polic
DPA: Dest Policy Applied DSS: Dest Shared
IL: Is Local VUB: Vnid Use Bd
SO: SA Only EP NH L3IfName: EP Next Hop
NHT: Next Hop Type (L2: L2 Entry L3: L3 Next Hop) BD Name: L2 NH BD Nam
EP Mac: EP Mac L3 IfName: L3 NH If Nam
L2 IfName: L2 If Name FD Name: L2 Entry FD
IP: L3 NH IP

L3 EP Count: 12

B E ISDSDD Vv EP-NH

Vrf EP S Age SSLNNBDPPPPSIUSIL3
Name T IP Class Intvl TEDDDELITIAASL BO IfName
common*rewall P1 10.6.112.1 1 0 100000110000100 -
common*rewall P1 10.6.114.1 1 0 100000110000100 -
common*rewall P1 10.6.114.129 1 0 100000110000100 -
common*efault P1 100.100.101.1 1 0 100000110000100 -
Joey-T*ternal P1 192.168.1.1 1 0 100000110000100 -
Joey-T*ternal Xr 192.168.1.100 8013 128 0001000000000 12O0 -
Joey-T*ernal2 P1 192.168.3.1 1 0 100000110000100 -
Joey-T*ternal P1 192.168.20.1 1 0 100000110000100 -
Joey-T*ternal Pl 192.168.20.2 800a O 000OO0OO0OOO0OOOOO0OO0O121O0O0 -
Joey-T*ternal P1 192.168.21.1 1 0 100000110000100 -
Joey-T*ternal P1 192.168.21.2 800c O 0000000000001 00O0 -
Joey-T*ternal P1 2001:0:0:100::1 1 0 100000110000100 -

stEfo{= E{'d 201 EP7} QICt A

ZHErLch B 29| Cie 2 FULmt?



<#root>
module-1#

show system i nterna

IfInfo:
interface:
Tunnel 2
ifindex:
402718722
iod: 66
Mod: 0
Tunnel Index: 0
Tunnel Encap: ivxTan
Tunnel Dst ip str:
192. 168. 120. 67
Tunnel ept: Ox1
[SDK Info]:
tunnl_name:
vrf_id: 2
hwencapidx: 0
mac_proxy: 0
vb6_proxy: 0
ipv4_address: 0xc0a87843
[SDB INFO]:
iod: 66
pc_if_index: 0
fab_if_index: 0
sv_if: 0
src_idx: 0
int_vlan: 0
encap_vlan: 0
mod_port_status: 0x41620003
v6_tb1_id: 0x80000002
va_tb1_id: 0x2
router_mac:00.00.00.00.00.00
unnumbered: 0
trunk_id: 0
tunnel_mod: 0
tunnel_port: 0
tep_ip: 0xc0a87843
ip_if_mode: 0
sdk_vrf_id: 2
mtu: 9366
is_fex_fabric: 0

L

eltnc info interface tunnel 2

state:
Port:
Tunnel Dst ip:

:: Tunnel VPC Peer:

if_index:
encaptype:
v4_proxy:
ip_addr_type:

ipmtu_id:

up

0
0xc0a87843
0

0x18010002
1
0
0

H&fol vPC |F ol 222 e IPE ¥4 2|Z 2| vPC 7tHe IPO{0F B LICH 27 LeafE
T ChEE Flguoh

50|
= -

ot



show systeminternal epm vpc

Local TEP IP : 192.168.160.95
Peer TEP IP : 192.168.160.93
vPC configured : Yes

vPC VI P :192.168. 120. 67
MCT Tink status : Up

Local vPC version bitmap : Ox7

Peer vPC version bitmap : Ox7

Negotiated vPC version : 3

Peer advertisement received : Yes

Tunnel to vPC peer : Up

ol

o
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FLICE. h2tA 2424 vPC W ollA CHY EPE &f&Ri&LICt O|X ELAMOYM &l
tT IiZlS SHEEA MY S=X| #Qlgtuct

Jok T
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<tfroot>

module-1# debug platform internal tah elam asic O
module-1(DBG-TAH-eTam)#

trigger init in-select 6 out-select 0

module-1(DBG-TAH-eTam-insel6)#

set outer ipv4d src_ip 192.168.20.2 dst_ip 192.168.1.100

module-1(DBG-TAH-eTam-insel6)# start
module-1(DBG-TAH-eTam-insel6)# stat
ELAM STATUS

Asic 0 Slice 0 Status Armed

Asic 0 Slice 1 Status Triggered

O|AN| EX Hardware2| ¥4 CH& o= 2] =& EXNE &l
&LICH ovector_idxe 0|1 ZH 1 encap_idxe= CHSIF ZH&LICH.

ol
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s el
-Io
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<#root>

module-1(DBG-TAH-eTam-insel6)#

report | grep ovec
sug_elam_out_sidebnd_no_spare_vec.ovector_idx:

0xB8

module-1(DBG-TAH-eTam-insel6)#

15
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report | grep encap

encap_12_idx: 0x0
encap_pcid: 0x0
encap_idx:

sug_lurw_vec.
sug_lurw_vec.
sug_lurw_vec.

0x6

sug_lurw_vec.encap_vld: 0x1

EX st=Ho{oll M= mZlo

| M E|o{oF 5t SMHX[ ZE

g 75 4 aLich olFolE Yk

o =
&LICt. 047X 8B0| OHEE|l= ZE

O Z encap idxE =QI5t1 CHA idx7t S2HIE E'ERIX| = QIR
g =Holg 4+ sl
<#root>
module-1(DBG-TAH-eTam-insel6)#
show platforminternal hal |2 port gpd
Legend
IfId Interface Id IfName: Interface Name
IP: Is PC Mbr IfId: Interface Id
Uc PC Cfg UcPcCfg Idx Uc PC MbrId: Uc Pc Mbr Id
As: Asic AP: Asic Port
S1: Slice Sp: STice Port
Ss: Slice SrcId Ovec: Ovector (slice | srcid)
L S: Local Slot Reprogram:
L3: Is L3

P: PifTable X1a Idx: Xlate Idx

RP: Rw PifTable Ovx Idx: OXTate Idx

IP: If Profile Table N L3: Num. of L3 Ifs

RS: Rw SrcId Table NI L3: Num. of Infra L3 Ifs

DP: DPort Table Vif Tid: Vif Tid

SP: SrcPortState Table RwV Tid: Rwvif Tid

RSP: RwSrcPortstate Table Ing Lb1: Ingress Acl Label

uC: UCPcCfg Egr Lb1: Egress Acl Label

UM: UCPcMbr Reprogram:
PROF ID: Lport Profile Id

VS: VifStateTable HI: LportProfile Hw Install

RV: Rw VifTable
Num. of Sandboxes: 1
Sandbox_ID: 0, BMP: 0x0

Port Count: 8
Uc Uc | Reprogram |
I PC Pc L | RIRD R UUX | L Xla Ovx N NI Vif

IfId Ifname P Cfg MbrID As AP S1 Sp Ss Ovec S | PP P S P Sp Sp CM L | 3 Idx Idx L3 L3 Tid
1a004000 Ethl1/5 10 1d 0 d 0O c 1818 1 000000 O OOO OO O O O -
1a005000 Ethl/6 10 b 0O e 0 d lala 1 000000 O OOO OO O O0 0 -
1a006000 Ethl/7 0 26 5 0 f 0 e 1clc 1 000000 O 0OOO OO O 0 0 D-256
1a007000 Ethl/8 0 2f 7 0 100 f lele 1 000000 O 0OOO OO O O O D-19
1a01e000 Ethl/31 10 2d 0 371 e 1c¢9c 1 000000 O OOO OO O O O -
1a01f000 Ethl/32 10 3d 0 331 f 1le9e 1 000000 O OOO OO O O O -



1a030000 Et hl/49 02 1 0 491 20 38 b8 1 000000 O OO0O 16 4 2 2 D24d

1a031000 Eth1/50 03 3 0 291 0 0 8 1 000000 0 000 15 3 2 2 D-350
A 2|l QIEm 0|4 Eth1/492] AnfQle = ME St oF Bt MZfot X[t =3t 7|71 SHHE X 0
G Y = U&LI?

A E{ ol CHE st=flo1 HEE & QlsHol ELICE Ol HAL BEE A™stod of s +AE &
AAI=|L|EI-

<#root>
module-1(DBG-TAH-eTam-insel6)#

show platforminternal hal tunnel rtep pi

Non-Sandbox Mode

LEGEND:

Tun Ifid: Tunnel Ifid IfName: Tunnel If Name
Lid: Logical Id ET: Encap Type V: Vxlan I: IV
Vrfld: Vrf Id Vrf Name: Vrf Name

IP: Tunnel's IP

Hw Enc: Hw Encap Idx IVP: Is VPC Peer

IL: Is Local P4: Proxy for v4
P6: Proxy for V6 PM: Proxy for Mac
II: Is Ingress Only IC: Is Copy Service
C OBd: Copy Service Outer Bd U D: Use DF

NBT: Next Base Type E: ECMP N: Next-Hop NB Id: Next Base Id

NH cnt: Next Hop Count Vrfld: vrf Id

Vrf Name: Vrf Name IP: IP Address

Mac: Mac L3 IfId: L3 IfId
L3IfName: L3 If Name L2 IfId: L2 IfId

L2IfName: L2 If Name
Num. of Sandboxes: 1

Sandbox_ID: 0, BMP: 0x0
Remote Tep Count: 15

I N N I
E vrf Hw VIPPPITIUC UBB NH |
IfId Ifname T Lid VrfId Name IP Enc PL46MICOBdDT Id Cnt |

18010002 Tunnel 2
I 3005 2 overlay-1
192. 168. 120. 67

0 00000001 OE?2 2 2 overlay-1 0.0.0.0 0d:0d:0d:0d:0d:00 1a030001 Et



0| £342 Cisco/l A2 Z=H

Ifld - E{'&of &&=

IP - CHANO] IPQILICH. ELTMCS}

L3 Ifid - A9|%|7} M3 Cfato2 =

IE{H[O|A ID

7tX| 7t RI1E MSELICH

U x|sHoF BfLICH.

flgstE ol AHS

A= Bllo]od 3 QUE{H| O] ARfL|Ct

IfldE LA =M Elam0|M 72 =37} Eid SAX| UX|st=%| &g = AU&LIch
<#root>
module-1(DBG-TAH-eTam-insel9)#
show platforminternal hal tunnel rtep apd
Non-Sandbox Mode

LEGEND:
ifId: Interface Id IP: IP address
HwVrfId: Hardware Vrf Id SrcTepIdx: Source Tep Index
BDXlate: Egress BDXlate DstInfoldx: Destination info index
RwEncapIdx: Rw Encap Index ECMPIdx: ECMP Index
Num: Number of hops ECMPMbrIdx: ECMP member Index

L2 Index: L2 Index RwDmacIdx: Rw Dmax Index

Num. of Sandboxes: 1

Sandbox_ID: 0, BMP: 0x0

Remote Tep Count: 15

ifId IpP HwVrfId BDXlate SrcTepIdx DstInfoldx RwEncapIdx ECMPIdx ECMPMbrIdx Num L21
18010002

192. 168. 120. 67

2 1 3a%a 3005

6

0 0 2 1a030000 0O <---- RwEncapIdx is 6! Same as the "encap_idx

0| E{'2 2| RwEncapldx(Re-Write Encap Index)=

1a0

= elam0il EA|E|Q&LICE.
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MHX{ OSPF &Elf & 2t & E|o|E2 = elghLct
<tfroot>
leaf6#

show i p ospf neighbors vrf jr:sb

OSPF Process ID default VRF jr:sb
Total number of neighbors: 2

Neighbor ID Pri State Up Time Address Interface
27.27.27.1 1 FULL/BDR 00: 22: 39 10.10.27.1 VI an28 <---- Leafb
27.27.27.3 1 FULL/ DROTHER 00: 22: 37 10.10.27.3 VI an28 <----  N5K
<#root>
Teaf6#

show ip route vrf jr:sb 100.100. 100. 100

IP Route Table for VRF "jr:sb"
'*' denotes best ucast next-hop



'*%' denotes best mcast next-hop
'[x/y]' denotes [preference/metric]
in via output denotes VRF <string>

'%<string>"'
100. 100. 100. 100/ 32, ubest/nbest: 1/0
*via 10.10.27.3, vlan28, [110/5], 00:16:58, ospf-default, intra
10.27.322 EA|EICtE WS LT U&LICH AE2 EX|BH S
FOIE|AT SHIE QIE{H oA

2t E! B 0|20 5Ke| Ct= =0] 10.
| &Holst 2 QIS 92

E2fo47t FSIIx] oE A

HX] stEfo{<] 2l
2 Z2IeYEINH

<#root>
leafo#
vsh_lc

module-1#
show forwar di ng adj acency

adjacency count 20

IPv4 adjacency information
interface

next-hop

10.10.27.1
10.10.27.3 8c60. 4f 02. 88fc VI an28

0022.bdf8.19ff Vl1an28

MAC &4

<tfroot>

ACI-5548-B#
show i nterface vlan 3117
V1an311l7 1is up, line protocol is up
Hardware is EtherSVI, address is

8c60. 4f 02. 88f c

Internet Address is 10.10.27.3/29
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec

X ESE0|= VRFH| 2Z & "hw_vrf_idx"7}
ELich AQlg SroEziLICH

RS g =

m

rewrite info
Tunnel3
port-channel 5

J&LICH O] QA E StESo Z2aeiTE



<#root>
module-1#
show system i nterna

VRF-TABLE: jr:sb

eltnc info vrf jr:

vrf_type:
overlay_index:
scope:
v4_table_id:
intf_count:
VRF Intf:

vnid_hex:
vrf_intf_list:

hw_vrf _idx:

4612

:: nb_egr_outer_bd:
sb_egr_outer_bd:

vrf_bd_Tlist:

sb_egr_outer_bd:

[SDK Info]:
vrf_name:
vrf_id:
vrf_vnid:
tornbinfrahwbd:
ingressBdAclLabel:
egressBdAcl1Label:
sg_label:
sp_incomplete:

[SDB INFO]:

v4 table

vrf type:
vrf did:
vnid:

internal infra vlan:
external router mac:00:22:bd:f8:19:ff

v6 table

vrf type:

vrf id:

vnid:

internal infra vlan:
external router mac:00:22:bd:f8:19:ff

<#root>

module-1#

show pl atforminterna

hal

tenant
0

5

0x5

5
Vlanll

0x208001

28,16,11,9,

jr:sb

2129921

R uvo o

1
5

2129921

0

1
5

2129921

0

| 3 routes

head

context_id:
vnid:
sclass:

v6_table_id:

intrn_vlan_id:
:: src_plcy_incomp:
ingress_policy:

V1an28,V1anl6,V1an9,Vlanll, Toopback2,

sdk_vrf_id:

hw_vrf_idx:
is_infra:

:::  torsbinfrahwbd:
::: ingBdAcTLbTMask:
:: egrBdAclLb1Mask:

sclass:
sclassprio:

6

2129921
16386
0x80000005
0

0

Ox1

sto|5t
i ——



BNE:
SF :

Logical ID

: Sup-Copy
: Src Policy Inc
: Route Type

Bind Notify Enable
Static Flag

: Route ID
: Src Sup-Redirect
: Dst Policy Inc

Forwarding

: Sclass Notify Enable
SH :

Src Hit

module-1# show platform internal hal 13 routes

Physical ID

: Dst Sup-Redirect
DR : Default Route

HR : Host Routes

NB
TD
LE
EP
ID

Logical ID

: Sup-Copy

: Src Policy Inc

: Route Type

: Bind Notify Enable
: Static Flag

: Route ID
: Src Sup-Redirect
: Dst Policy Inc

Forwarding

: Sclass Notify Enable
: Src Hit

BE : Bounce Enable
DH: Dest Hit
PID: Physical ID

: Dst Sup-Redirect
DR : Default Route

HR : Host Routes

BE : Bounce Enable
DH: Dest Hit

VRF

Prefi x/Len

| RT| RID |

NB Hw

| PID |

FPID/ | TBI

|TRO|Ifindex|CLSS|CLP| AI

LID

| Type| PID |

FPID/| HIT |[N]|

NB-ID |

|SHIDH| Flags |
[-==]-=---- [-========- |-=--- |

-ID:Next-Base ID H
D :TTL Disable N
:Learn Enable
:Ext Prefixes D
L :Ivxlan DoNotLearn D
-ID:Next-Base ID H
D :TTL Disable N
:Learn Enable
:Ext Prefixes D
L :Ivxlan DoNotLearn D
—————————————————— Trie
| TID | IDX |B]
—————————————————— DLEFT
PID | FPID/| HIT |N| NB
| TID | IDX |B]
—————————————————— TCAM
PID | TCAM | HIT |N| NB
| ID | IDX |B]



module-1#

show platforminternal hal |13 routes | egrep 100.100.100. 100

|
4612

100. 100. 100. 100/ 32

| uC| ed| 4a04| TRIE] 10/ 5/ O] 6010]|A]| 7567 |
802e
| 186al| 1/ 2| 101 O] 0l fl 3| 0] Ol Olspi,dpi

L

Ol E82 ClE & 2ol Uit HEE MSELICE 4612& jrisb VRFL| hw_vrf_idx&ILICH Next
Hop2 &2l5t7| 2Isi TCAM2| "NB Hw Idx"7} CH2 E|o|E£0il CHall A2 ElLICt

<#root>
module-1#

show platforminternal hal |3 nexthops

Non-Sandbox Mode

LEGEND:

NHOP ID : Nhop Identifier (Hex) CONS : H/W S/W info Consistency
TYPE : Nexthop Type ACTN : Nexthop Action

Vrf : L3 Vrf of the Nhop L3 INTF : L3 interface index (Hex)

L2 INTF : L2 interface index (Hex) BDID Or RwVRF : Bridge Domain Id Or Rewrite Vrfid (He
INFR : ACI Infra valid PVRF : Preserve VRF

LRN : Learn Enabled VRFR : VRF Rewrite

PID : Physical ID FPID : FP of this nexthop

TLID : Tile Id within FP HIT IDX : Location of this Nhop (Hex)
Mac Entry:

TYP : Type INTF : Interface related Info (Hex)

LRN : Learn Info DL : Destination Local

MLD : Unused VNB : Vnid use BD

DFL : Default Entry VLD : MacKey Valid

FT : FID Type FV : FID valid

FID : FID value (Hex) Mac : L2 MAC Address

L2 Ifabric Info:

CLSS : Source Class CLP : Source Class Priority

EPG : EndPoint Group BNE : Bind Notification Enabled

SNE : Source Address Notification Enabled CNE : Source class Notification Enabled
DL : iVxlan DL SPI : Source Policy Incomplete

DPI : Dest Policy Incomplete

IP Address : IP address

Sandbox_ID: O Asic Bitmap: 0x0
Summary info for 31 L3 Nexthop objects

CTA BDID I P V L S SR Mac Entry--------
NHOP 0 Y C L3 L2 or NVLR L HITIT L MVD V|-mmmmmmmmmmmm Mac
1D NPT INTF INTF RWVRF F R R F FP I IDX|Y INTF RDLNFL|FF FID

(Hex) S ENVFF  (H) () () RFNRPID IDD (W)IP (H) NLDBLD|TV (H Ma



i T e e e e B e e e R et e e e S e e S e e e R e bl

moduTe-1#

show platforminternal hal |3 nexthops | grep 802e
7567 NI F 5 901001c

16000004
1c0000 2 90

802e

0 2200000111 1214

8c: 60:4f:02:88:fc
00

2co0d

000000

10.10.27.3

047| A= "NB Hw Idx"S 7Hx{Q "HIT IDX"0fl BHEBLICE Ol= Next Hop MAC/IPOI| i3t =
2 HEo{ELICt Ol= Broadcom on Generation 1 ACI Leaf Switch®| A "I3 defip show" 2! "I3 egress
show"& 2 Qlst= 74t Z&Lct.

L
ol

}h:

oo

=2
=

ol

27t 2 = UXO0|, Zoll= HaEst HE7 Uk
L2 LHE: 0x16000004 —> EZE ®H'A 59| ifiIndex

S|E IDX: hal I3 Z22| Nb Hw Idx0|M #+S &= I=A
MAC: 8c:60:4f:02:88:fc —> 5K0| A Ct& & SVIS| MAC
EPG: L3 EPG 'H¥

IP &2~:10.10.27.3 —> 5KO|AM SVIC| C}& & IP

oll2f
= A

<tfroot>

Teaf6# pwd
/var/sysmgr/tmp_logs

Teaf6# cat elam_report.txt | grep ip.da

sug_pr_lu_vec_l 3v.ip.da: 0x0000000000000000064646464

Teaf6# cat elam_report.txt | grep ip.sa

sug_pr_lu_vec_l 3v.ip.sa: 0x00000000000000000C0A8140A



Teaf6# cat elam_report.txt | grep adj

sug_l urw vec. dst _addr. adj: 0x8C604F0288FC
sug_Turw_vec.dst_addr.adj.padfield: 0x04F0288FC

sug_lurw_vec.dst_addr.adj.idx: 0x2318

sug_lurw_vec.adj_vld: 0x0
Teaf6# cat elam_report.txt | grep macdarsTt.hit_idx
i dx: O0x802E

sug_fpc_| ookup_vec.fplu_vec.rslt.macdarslt. hit_idx

1 EP —> &4 EP BE = SVI - AL}l &9l
EZZX|

2/7

2/6

BD SVI
192.168.20.1

EP1
EPG1
10.100.17.11

== K=1
= =/

ME Lot ol ofl 2
b QoA BlZo| AnQl ZEAIZ Ij

Spined| M THX =

(o]

=z
0| of|ofl M= EP10{l A SVI(Remote BD Switched Virtual Interface) =2
70| HIE LeafZ ™S LT E Spine Forwardln
Cto 7F- &L ct

(=) AN
Zlg HEF

1X| IPo{| CHEF COOP(Council of Oracles Protocol) &

elgrLct. mjZlo| =



£ 2|5l Spine Proxy2 M&E|7| W& LCh

<#root>
calol-spinel#

show coop internal info ip-db | grep -A 10 192.168.20.1

IP address : 192.168.20.1
Vrf : 2129921
Flags : O
EP vrf vnid : 2129921
EP IP : 192.168.20.1
Publisher Id : 10.0.224.88
Record timestamp : 11 04 2016 16:41:16 422062712
PubTish timestamp : 11 04 2016 16:41:16 424633605
Seq No: 0
Remote publish timestamp: 01 01 1970 00:00:00 0
URIB Tunnel Info
Num tunnels : 1
Tunnel address :

10. 0. 224. 88

<---- REMOTE LEAF
Tunnel ref count : 1

leafod| i TEP FA7I UE=X| Eolect

<ttroot>
spinel#

acidiag fnvread | grep 10.0.224.88

105
1 calol-leafs FD020160TPS 10.0.224.88/32 leaf

IZI0| ZE 2 TE 6O ALIIQIORZ E0iQ= Zde &

2 M= = U&LIch

<#root>

spinel#

vsh

Cisco iNX-0S Debug Shell

This shell should only be used for internal commands and exists
for Tegacy reasons. User should use ibash infrastructure as this
will be deprecated.

active

0

I ooz 1 E 20 @1ZA5tT ZE gj|o|o}



calol-spinel# attach module 2
Attaching to module 2 ...

To exit type 'exit', to abort type 'S$.
No directory, logging in with HOME=/
Bad terminal type: "xterm-256color". Will assume vt100.

Cisco iNX-0S Debug Shell

This shell should only be used for internal commands and exists
for legacy reasons. User should use ibash infrastructure as this
will be deprecated.

Loading parse tree (LC). Please be patient...

module-2#

module-2#

show platforminternal hal |2 port gpd

Legend
IfId: Interface Id IfName: Interface Name
IP: Is PC Mbr IfId: Interface Id
Uc PC Cfg: UcPcCfg Idx Uc PC MbrId: Uc Pc Mbr Id
As: Asic AP: Asic Port
S1: Slice Sp: Slice Port
Ss: Slice SrcId Ovec: Ovector (slice | srcid)
L S: Local Slot Reprogram:
L3: Is L3
P: PifTable X1a Idx: Xlate Idx
RP: Rw PifTable Ovx Idx: OXTate Idx
IP: If Profile Table N L3: Num. of L3 Ifs
RS: Rw SrcId Table NI L3: Num. of Infra L3 Ifs
DP: DPort Table Vif Tid: Vif Tid
SP: SrcPortState Table RwV Tid: Rwvif Tid
RSP: RwSrcPortstate Table Ing Lbl: Ingress Acl Label
ucC: UCPcCfg Egr Lb1: Egress Acl Label
UM: UCPcMbr Reprogram:
PROF ID: Lport Profile Id
VS: VifStateTable HI: LportProfile Hw Install

RV: Rw VifTable
Num. of Sandboxes: 1

Sandbox_ID: 0, BMP: 0x0
Port Count: 7

Uc Uc I Reprogram |

I PC Pc L | RIRD R UUX | L XlaOvx N NI Vif
IfId Ifname P Cfg MbrID As AP S1 Sp Ss Ovec S | PPP S P Sp Sp CM L | 3 Idx Idx L3 L3 Tid
1f5 SpInBndMgmt O 9de 1la 0 000 0O 0 000000 O OOO OO O O O D-2d4
1a080000 Eth2/1 0 9a 1c 0 110 102020 1 000000 O O0OO 1b b 1 1 D-f3
1a081000 Eth2/2 09 22 0 d 0O c 1818 1 000000 O 000 1c c¢c 1 1 D-lee
1a084000 Eth2/5 0 9¢ 1le 0 3d1 1428a8 1 000000 O O0OO 11 1 1 1 D-19a
1a085000
Eth2/ 6

0 9f 24
0
39



1020a0 1 000000 O 00O 1e e 1 1 D-8 D-184 100
1a086000 Eth2/7 0 a0 26 0 351 c 1898 1 000000 O O
1a088000 Eth2/9 0 a2 20 1 d 0O c 1818 1 000000 O O

Ethernet 2/62 ASIC 0 SLICE 10l /= Leaf 601 @1Z2E|= QIE{H O|AIL|C}.

O|X| o{& ASICHIM ELAME A-AEX| & == J&LICt ASIC 0.

<#root>
module-2#

debug platforminternal tah elamasic 0O

module-2(DBG-TAH-elam)# trigger reset
module-2 (DBG-TAH-eTam)#

trigger init in-select 13 out-select O
module-2 (DBG-TAH-elam-insel113)#
set inner ipv4 src_ip 10.100.17.11 dst_ip 192.168.20.1

module-2 (DBG-TAH-elam-insel1l3)# start
stat

module-2 (DBG-TAH-elam-insel1l3)# stat
ELAM STATUS

Asic 0 Slice 0 Status Armed
Asic 0 Slice 1 Status Armed

module-2 (DBG-TAH-elam-insel1l3)# stat
ELAM STATUS

Asic 0 STice 0 Status Triggered <---- Packet triggered from FM

Asic 0 Slice 1 Status Triggered <---- Packet triggered from Front Panel

ELAME 24 HE{ Molg a8 £ Q&L

<#root>
Front Panel ELAM drove

sug_el am out _si debnd_no_spare_vec. ovector _i dx: 0xB8

Oxb82 ZEOi| o{EH DHEELIZ? A E Z3|5t7] fIsH FM(F
AMdEg g Rlenz LIF ZE IHEE Sof tie FME &2 + A&LICH

<{froot>

module-2#

abric Module)2 £ ELHo} 8tCt=



show platforminternal hal 12 internal-port p

Num. of Sandboxes: 1

Legend:

IfId: Interface Id IfName: Interface Name
As: Asic AP: Asic Port

S1: Slice SP: Slice Port

Ss: Slice SrcIld Ovec: Ovector
UcPcCfgId: Uc Pc Cfgld Lb Mbrid: LB MbrId

Sandbox_ID: 0, BMP: 0x0
Internal Port Count: 32

UcPc Lb
IfId IfName As AP ST SP Ss Ovec CfgId MbrId
7d - 0 210 203838 0O 4
7e - 0 291 0 0 8 O 8
7f - 1 210 203838 O C
80 - 1 291 0 0 80 O 10
81 - 2 210 203838 O 14
82 - 2 291 0 0 80 O 18
83 - 3 210 203838 O 1c
84 - 3291 0 0 8 O 20
95 - 0 190 183030 O 3
96 - 0 49
1

20 38 b8 0 7

97 - 1 190 183030 O b
98 - 1 491 2038hb8 O f
99 - 2 190 183030 O 13
9a - 2 491 2038b8 O 17
9% - 3 190 183030 O 1b
9c - 3 491 2038Db8 O 1f
ad - 0 250 244040 O 1
ae - 0 411 1830b0 O 6
af - 1 250 244040 O 9
b0 - 1 411 1830 b0 O e
bl - 2 250 244040 O 11
b2 - 2 411 1830 b0 O 16
b3 - 3 250 244040 O 19
b4 - 3 411 1830b0 O le
dd - 0 150 142828 0 2
de - 0 4d1 2440 cO0 O 5
df - 1 150 142828 O a
el - 1 4d1 2440 cO0 O d
el - 2 150 14 2828 O 12
e2 - 2 4d1 2440 cO0 O 15
e3 - 3 150 142828 O la
e4 - 3 4d1 2440cO O 1d

ASICO / Ovec B8E At&73}104 Mbrld 0x72 7tXZLICH. &2t0|lA= 525HK| f&LICt

Ol Mbrld= FM2| 2IE{H|0|A0f DHE El= USDL| QIE{H| 0| A ILIEE. O] Mbrld= 16%!+=0|0H & Z!



USD QIE{Ho|A St ZE 72 ZHASH04 O FMQIX| = Qlgh &~ l&LICH
<#root>
module-2#

show platforminternal usd port info | grep -A3 "Int 7"

(if the interface has multiple digits, will be "Int##" with no space)

Port 73.0 (Int 7) : Admin UP Link UP
Renot e sl ot 22. asi c0

slice:1 slice port:32 1cl srcid:56 gbl srcid:184
asic mr1:0xd07c010, mac mr1:0x12c84010, mac:16, chan:0
speed 106G serdes: 0x328 0x329 0x32a 0x32b

"SR'2 08 7IESR 51 FM HAHYS 12 7
£7bslok BLICH Ol W20l FM 2322 T

o

222 5t7| Eoi o470l Ltet = HEHoll 12
Tlofor 2f S o|OetCt.

Alpine0ll A2} OF2H7FX|Z Quter IP FAZ AFEE|E &AM IP7
Ct. Ol 3 <o2{™ LS DST IP CH3H O HHE L grepE Al&sHoF &

<#root>

module-2(DBG-TAH-eTam-insel7)#

show forwarding route synthetic vrf all | grep 192.168.20.1
SYNTH-88

1.203.211. 185/ 32

0x208001

192.168.20.1

Ol= 1.203.211.1857F 2| &4 IPYUS H0o{ZEC} 0| HIE O 2, 2B/ £8t 2|2 FM U
oM "QIE DST IP"E O|He 2 MHE £ Qo REIE FMES XS A|7ok gL,

INEE! 2 E ELAM

<ttroot>

nodul e- 23( DBG TAH-el am i nsel 7)# trigger reset



nodul e- 23(DBG TAH-el am)# trigger init in-select 13 out-select 0O

nodul e- 23(DBG TAH el am i nsel 13)# set outer ipv4 dst_ip 1.203.211.185 <----- DST IP IS THE SYNTHETIC ||

nodul e- 23(DBG TAH- el am i nsel 13)# set inner ipv4 src_ip 10.100.17.11 dst_ip 192.168.20.1

module-23(DBG-TAH-elam-insel13)# start
stat

module-23(DBG-TAH-elam-insel13)# stat
ELAM STATUS

Asic 0 STice 0 Status Armed
Asic 0 STice 1 Status Armed
Asic 0 STice 2 Status Armed
Asic 0 STice 3 Status Armed
Asic 0 STice 4 Status Armed
Asic 0 STice 5 Status Armed

module-23(DBG-TAH-elam-insel13)# stat
ELAM STATUS

Asic 0 Slice 0 Status Armed
Asic 0 Slice 1 Status Armed

Asic 0 Slice 2 Status Triggered <---- Triggered on SLICE 2

Asic 0 Slice 3 Status Armed
Asic 0 Slice 4 Status Armed
Asic 0 Slice 5 Status Armed

=22 ™A E1ME HESHK|2H E2[HE o] THZ! Q| ovector_idxE ATHE ZI&LICEH
lac_elam_out_sidebnd_no_spare_vec.ovector_idx: 0x20 <----- OF2ff BZ0| AF& El Ovector Q1= A

O QIE{HO| A0 I HE{TL U= K| O{EH & =+ USTR2? FMOIAM TS S A LICH

** {1 CSCvfZ 21542796 X, "| no-more"2t 74 2 & FM BH@ 2 FI7IELICH OZX| o™ &
& Elolg MER|TL 5|5 H20lM EAEX| &2 4+ Qlct
<#root>
module-23(DBG-TAH-elam-insel13)#
show platforminternal hal |12 port gpd | no-nore
Legend
IfId: Interface Id IfName: Interface Name
IP: Is PC Mbr IfId: Interface Id
Uc PC Cfg: UcPcCfg Idx Uc PC MbriId: Uc Pc Mbr Id
As: Asic AP: Asic Port
S1: Slice Sp: S1lice Port
Ss: STice Srcld Ovec: Ovector (slice | srcid)
L S: Local Slot Reprogram:
L3: Is L3
P: PifTable X1a Idx: Xlate Idx
RP: Rw PifTable Ovx Idx: OXTate Idx
IP: If Profile Table N L3: Num. of L3 Ifs
RS: Rw SrcId Table NI L3: Num. of Infra L3 Ifs

DP: DPort Table Vif Tid: Vif Tid


https://tools.cisco.com/bugsearch/bug/CSCvf42796
https://techzone.cisco.com/#

SP: SrcPortState Table RwV Tid:

RSP: RwSrcPortstate Table Ing Lb1:

ucC: UCPcCfg Egr Lb1:

UM: UCPcMbr Reprogram:
PROF ID: Lport Profile Id

VS: VifStateTable HI:

RV: Rw VifTable
Num. of Sandboxes: 1

Sandbox_ID: 1, BMP: 0Ox1
Port Count: 8

Rwvif Tid
Ingress Acl Label
Egress Acl Label

LportProfile Hw Install

Uc Uc | Reprogram |

I PC Pc L | RIRD R UUX | L XlaOvx N NI Vif
IfId Ifname P Cfg MbrID As AP S1 Sp Ss Ovec S | PP P S P Sp Sp CM L | 3 Idx Idx L3 L3 Tid
ae fcO-1¢c1:0-01 0 3 0 11 0 10 20 20 1 000000 O OOO 00 0 0 0 -
af fc0-1c1:0-1 1 0 4 0 3d2 ¢ 1898 1 000000 O OOO OO O O O -
b0 fc0-1cl1:1-0 1 0 13 0 d 0O c 1818 1 000000 O OOO OO O O O -
bl fc0-1cl:1-1 1 0 14 0 392 8 109 1 000000 O OOO OO O O O -
b2 fc0-1cl:2-0 1 0 23 0 5d3 14288 1 000000 O OOO OO O O O -
b3 fc0-1cl:2-11 0 24 0 221 8 1050 1 000000 O OOO OO O O 0 -
b4 fc0-1c1:3-0 1 0 33 0 513 8 10d0 1 000000 O OOO OO O O O -

0| HIE{= ASIC 0/SLICE 00l M LC1(& % 22| 2t9l k=, 02 7|ete 2 shofl i E LIch 242y
LCOIM A™E|l= ELAMOIM & == 1% 0] 0| £2+0|A MM EE|HELICH

<#froot>

module-2# debug platform internal tah elam asic 0O
module-2(DBG-TAH-elam)# trigger reset
module-2(DBG-TAH-elam)# trigger init in-select 13 out-select O

module-2(DBG-TAH-elam-insel13)# set inner 1ipv4 src_ip 10.100.17.11 dst_ip 192.168.20.1

module-2 (DBG-TAH-eTlam-insel1l3)# start
stat

module-2 (DBG-TAH-elam-insel1l3)# stat
ELAM STATUS

Asic 0 Slice 0 Status Armed
Asic 0 Slice 1 Status Armed

module-2 (DBG-TAH-elam-insel1l3)# stat
ELAM STATUS

Asic 0 Slice 0 Status Triggered <---- Packet triggered fromFM

Asic 0 STice 1 Status Triggered <---- Packet triggered from Front Panel

0| ELAM2| ovector= sug_elam_out_sidebnd_no_spare_vec.ovector_idx &I L|C}. "hal 12 port

gpd"ollM &1 Q= 0x982 LCo| 2HHE QlE{m| 0|20 OHEELICH



<tfroot>

Uc Uc | Reprogram |

I PC Pc L | RIRD R UUX | L Xla Ovx N NI Vif
IfId Ifname P Cfg MbrID As AP S1 Sp Ss Ovec S | PP PSP Sp Sp CM L | 3 Idx Idx L3 L3 Tid
1f5 SpInBndMgmt 0 9de 1la 0 0 00O O O 0 000000 O 0OOO OO O O O D-2d4
1a080000 Eth2/1 0 9a 1c 0 11 0 10 20 20 1 000000 O OOO 1b b 1 1 D-f3
12081000 Eth2/2 0 9 22 0 d 0 c 18 18 1 000000 O OOO 1lc @ 1 1 D-lee
1a084000 Eth2/5 0 9e le 0 3d1 14 28 a8 1 000000 O OOO 11 1 1 1 D-19a
1a085000 Eth2/6 0 9f 24 0 391 10 20 a0 1 000000 O OOO 1le e 1 1 D-87
12086000
Et h2/ 7

0 a0 26 0 351 c 18
98
1 000000 O OOO 1d d 1 1 D-1d0 D-357 100 O 00 1 0

12088000 Eth2/9 0 a2 20 1 d 0 c 18 18 1 000000 O 0OOO OO O O O D-3ea

Ethernet 2/72 Leaf 50 @12k QIE{H O|AILICE

L =
S

Z 7 AILFE|2: "hal internal-port pi" £2301 1= OvectorE 7}
o

Hm
M
!

N



Both are ASIC 3, Slice 1

1/29 1/30

EP 1 EP 2
EPG1 EPG1
192.85.1.2 192.85.2.67

=2l

"show platform internal hal 12 internal-port pi" El| 0|2 01| Ovector7t 1= WIS £ & st= & 7HX| Al
L2l 7t Q&LICh olgh AlLt2l20MHE FMoM Sole e Tzl AXE Z2tsl22 ClE EE
21 mZlo| o M m{d T EE MEASH=X] =Ql5HoF B LIC

¢ EEZX|E S EclEo| F&Es 25| O E #EULIZSA 2t H8). 282

NOK-X9732C-EXQIL|C}.

<{froot>

@module-1# debug platform internal tah elam asic 3

@moduTle-1(DBG-eTam)# trigger reset

@moduTle-1(DBG-eTam)# trigg init in-select 13 out-select 0
@moduTle-1(DBG-eTam-insel1l3)# set inner ipv4 src_ip 192.85.1.2 dst_ip 192.85.2.67
@module-1(DBG-elam-insell13)# star

@module-1(DBG-elam-insell3)# stat

ELAM STATUS

Asic 3 STice 0 Status Armed
Asic 3 STice 1 Status Triggered

@module-1(DBG-eTam-inse113)# report | grep ovector

sug_elam_out_sidebnd_no_spare_vec.ovector_idx: OxAOQ <<<<<<<<<<<<<<<<< how we look for this in the

@moduTle-1# show platform internal hal 12 internal-port pi



No sandboxes exist
Num. of Sandboxes: 1

Legend:

IfId: Interface Id IfName: Interface Name
As: Asic AP: Asic Port

S1: Slice SP: S1lice Port

Ss: S1lice Srcld Ovec: Ovector
UcPcCfgId: Uc Pc Cfgld Lb Mbrid: LB MbrId

Sandbox_ID: 0, BMP: 0x0
Internal Port Count: 24

UcPc Lb
IfId IfName As AP ST SP Ss Ovec CfgId MbrId
7d - 0 210 203838 O 4
7e - 0 291 0 0 8 O 8
7f - 1 210 203838 O C
80 - 1 291 0 0 8 O 10
81 - 2 210 203838 O 14
82 - 2 291 0 0 8 O 18
83 - 3 210 203838 O 1c
84 - 3291 0 0 8 O 20
ad - 0 250 244040 O 1
ae - 0 411 18 30 b0 O 6
af - 1 250 244040 O 9
b0 - 1 411 1830 b0 O e
bl - 2 250 2440140 O 11
b2 - 2 411 18 30b0 O 16
b3 - 3 250 244040 O 19
b4 - 3 411 1830b0 O le
dd - 0 150 14 28 28 O 2
de - 0 4d1 2440 cO O 5
df - 1 150 14 2828 O a
el - 1 4d1 2440 cO0 O d
el - 2 150 14 2828 O 12
e2 - 2 4d1 2440 cO0 O 15
e3 - 3 150 142828 O la
e4 - 3 4d1 2440 cO0 O 1d <<<<<<< we cant find an entry that

@module-1# show platform internal hal 12 port gpd
Legend:

<snip>

Sandbox_ID: 0, BMP: 0x0
Port Count: 6

Uc Uc | Reprogram |
I PC Pc L | RIRD R UUX | L XlaOvx N NI Vif
IfId Ifname P Cfg MbrID As AP S1 Sp Ss Ovec S | PP P S P Sp Sp CM L | 3 Idx Idx L3 L3 Tid
1f5 SpInBndMgmt O 9de 1la 0 000 0O 0O 000000 O OOO OO O O O D-2d4
1a000000 Ethl/1 0 1b 1c 0 110 102020 1 000000 O OOO 11 1 1 1 D-13b
1a01c000 Ethl/29 0 37 1le 3 3d1 1428a8 1 000000 O OOO 18 8 1 1 D-3f2

1a01d000

Et h1/ 30



038 20

a0

1 000000 O OOO
1a01e000 Eth1l/31 0 39
1a01f000 Eth1/32 0 3a

22
24

3 391 10 20

1

5

3
3

5
351
311

1 1 D-36e
c 18 98
8 10 90

1/302 EZZX|, ASIC 3, £2}0|A 10] o AS =

D-362
1 00
1 00

100
0
0

0
0

0
0
0

0 O
0 O

00
0
0

0
0

0
0

2

1
1

v O O

2| 1020{ @1ZA%|= phys QUE{H O|AQIL|CH
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