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Create Subnet (<]

I - |/ 1€ 4
Name
Route Control
Route control is used for filtering external routes advertised out of the fabric, allowed into the fabric, or leaked to other VRFs within the fabric.
[_ Export Route Control Subnet Aggregate Route Summarization Policy
[ shared Route Contral Subnet
Ri G | Profil 4L
B Dire n

External EPG Classification

External EPG classification is used to identify the external networks associated with this external EPG for policy enforcement (contracis).
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HX{ ZZ7} Border Leaf 2| %[0l = VRFL| 2t RE! Ef|0|E0i ®/0{0F & L|Ct. o & E0{ 0| HH

2 VRF tz:tz-VRF_12| BGP B2 & Ho0{&L|C}.

<ffroot>
Leaf101#

show ip route bgp vrf tz:tz-VRF_1

IP Route Table for VRF "tz:tz-VRF_1"

*' denotes best ucast next-hop

'*%' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]
'%<string>' in via output denotes VRF <string>

172.16.1.0/ 24
, ubest/mbest: 1/0

*via 10.10.1.2

%tz:tz-VRF_1, [20/0], 00:00:04, bgp-65002, external, tag 65003
Leafl01#

ciH 427t VRF 2t E|o|S0ofl AX[=[n MY AHo| MEE + U5 S HAUFLICH

M

=
1T

ML

27} 29 E Ho|Zol Yo ERE HMS Jto2 ET 2| $HS AHHLICH ACIIA
2871 EXEPG W B M slo] HZELI

rr ox

EXEPGOIM MEL 2/ E AE57| lsH 2F EPG QIARAE LIEHLHE 3extinstP 22401 CH
oil APICE #{2|E =+ UA&LICH siE ot 214 13extSubnet2 a1 ExEPGO| T HE MELS
LIGfLICH o & EH CHEt Z &L

<tfroot>

noquery -c¢ | 3extlnstP -f '"I3ext.InstP.dn*"[ tenant nane ].*[ |3out nane ]"' -x rsp-subtree=children rsp-



<{froot>
APIC#

noquery -c¢ | 3extlnstP -f '"I3ext.InstP.dn*"tz.*l3out"' -x rsp-subtree=children rsp-subtree-class=l 3ext Sut

Total Objects shown: 1

# 13ext.InstP

name : tz- EXEPG_1

!I-- cut for brevity --1!

configSt : applied

descr :

dn : uni/tn-tz/out-13out/instP-tz-ExEPG_1
!I-- cut for brevity --1!

floodOnEncap : disabled
isSharedSrvMsiteEPg : no

TcOwn : Tlocal

matchT : AtleastOne

mcast : no

modTs : 2025-09-10T00:36:49.239+00:00
monPo1Dn : uni/tn-common/monepg-default
nameAlias :

pcEnfPref : unenforced

pcTag : 32771

pcTagAllocSrc : idmanager
prefGrMemb : exclude

prio : unspecified

rn : instP-tz-ExEPG_1
scope : 3047430

status : modified
targetDscp : unspecified
triggerSt : triggerable
txId : 1152921504612318828
uid : 15374

userdom : :all:

# 13ext.Subnet

ip: 172.16.1.0/ 24

!I-- cut for brevity --1!

dn : uni/tn-tz/out-13out/instP-tz-ExEPG_1/extsubnet-[172.16.1.0/24]
extMngdBy :

TcOwn : Tlocal

modTs : 2025-09-10T01:05:13.249+00:00

monPo1Dn : uni/tn-common/monepg-default

!I-- cut for brevity --1!

rn : extsubnet-[172.16.1.0/24]

scope : inport-security

status :
uid : 15374



userdom : :all:

APIC#

I3extSubnet E2HA0 CHEH o{FE E23¢ BitE|X| oto ™ Q| EPGO| AHEUIO| F+ 4 E|0{ /UK| &F
S LEPHLICH MEYE 7 M36HR| gt of ACIHIM pcTagE 41 EBfE MEUlol| @448 4 Q
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MEH0 Export Route Control 22427t X|IHE|AR& LICEH
* import-rtctrl

MEY0 Import Route Control Z22H27F X|I'H =R & LICEH.

. B35 ot

MEUYlol| 37 B2 Mof Zei27t XIEER{&LICH

LU Ao HH ZZMAE HZE QY CIHIO|AZRE HFAIE £4IE I 22 E
E3lH, Ol 5 A= HAL L3 2T E|0o|E0 Z2ZaeHUELICH HAL L3 BZE&
2|z AQx|9| st=9o] ZIT Eo|E(ASIC)H| ZZaeiUE Al Bllojo 3 ZZE LIEFLIC.
Oltst Z2Z=CIREY ZZEZ U 2t & HO|E HlttolM oM T MY Aol A ELICH

u
40
om
|H
HU
Hm

O i

<{froot>

<-- When the prefix is not configured under the External EPG, a classification of Oxf is seen -->
Leafl01#

vsh_lc -c '"show platforminternal hal I3 routes vrf tz:tz-VRF_1' | egrep "Prefix/Len|172.16.1.0" | cut -

VRF | Prefix/Len | RT|CLSS| Flags

4675| 172.16.1.0/ 24| Ud f|spi, dpi

Leafl01#

<-- When the prefix is configured under the External EPG, a classification of the pcTag in hexadecimal
Leafl01#



vsh_lc -c 'show platforminternal hal |3 routes vrf tz:tz-VRF_1'" | egrep "Prefix/Len|172.16.1.0"

VRF | Prefix/Len | RT|CLSS| Flags

4675| 172.16.1.0/ 24| UC 8003| spi, dpi

Leafl01#

Leafl01#
vsh_lc -c

dec 0x8003

32771
Leaf101#

7 ChS EXEPGOIM 2|F EPG8 2|F MEUIZ A& 5104 A‘lb"'*'g TA5HHE HA g2|t
(policy-mgr)2t= W& Z2MATF H5F At-pcTag OHE E|O|EE O] MEH &= &
ACllo|E'LICE Policy Manager= THE 2| 52 &S 4] HA oﬂlAEEﬂOlA._ AEI g S SHHAM
A2 Bl M HolE ACI HEZ] MAoM A& 7tsEt ?_‘ULl:LEﬂOlA:'O B4t gLt

HTEE QE HELg Jeto 2 EpfE 2R/ 2 MY A0l SHHE pcTagE X8 35to{ Latd

AL kBt O EE|7IO|M 012 Y HIESR T SEE EEF L
<#root>

Leaf1l01#

vsh -c¢ 'show systeminternal policy-mgr prefix' | egrep "tz:tz-VRF_1"

3047430 36 0x80000024 Up tz:tz-VRF_1l ::/0 15 True True False False
3047430 36 0x24 Up tz:tz-VRF_1 0.0.0.0/0 15 True True False False

3047430 36 0x24 Up tz:tz-VRF_1 172.16.1.0/24 32771 True True Fal se Fal se

Leaf1l01#

Ol M5 At 172.16.1.0/240] HO|HAM ACI 2 2|Z AQ|x|of ¥2{X|1 l2o0{ ACIO|M pcTag
otzHel MFALE BERFES 32771

7| ef

dA XY A2 HEE! LY EPG(ExEPG ZE Ztol Alef HAME AldstE 7|8 T2 MA LI

Q% EPG2| VRF VNID(H?]) & pcTagE AtE5t0{ & A EPGEL CHA EPG 7Hol| M8 E 4l 7%
2 Molstn HABE &+ U&LICH 7|[EX2Z zoning-rule2 A2 il A2 A E 2= AQ|x|0]

Z2ap|UE S5 AR JHSE FAloR WeE LI

mEZIM A eko| Mx|xl= Xl Deddlior & et = LICH 7[2XH2 2 VRF= Policy

cut -



Control Enforcement DirectionO| ingress2 AHE! 4 EfZ2 FMHELICH o] MM X[HE H|efof Ci
8t QA X|H R0l AA EEQIET} QE BT A X0 MXIZI=E AHEL

Ssegment: 3047430

Policy Control Enforcement Preference: Enforced . 20 !I:I

’
Policy Control Enforcement Direction: "m Egress

Ol Aol E2HT0] L30utol M S0121, WOt K| 7210| SHZ L3Outoll HAEIE ZH

leafoll AX|ELICI. O leaf= IHEE/0] E0{2= ECfEIQ| AA |eaf HE S &LICH

<#root>
Leaf101#
show zoni ng-rul e scope 3047430 | egrep "Rule|---]32771"
+--—==--== +-——----- +--===--- Fommm - Rt Fo—m +--———=-== ittt ===
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name |
+--—==--== +-——----- +--===--- Fommm - Rt Fo—m +--———=-== ittt ===
| 4441 | 49153 | 32771 | 5 | bi-dir | enabled | 3047430 | tz:Contract |
| 4500 | 32771 | 49153 | 5 | uni-dir-ignore | enabled | 3047430 | tz:Contract |
+--—==--== +-——----- +--===--- Fommm - Rt Fo—m +--———=-== ittt ===
Leaf1l01#
st 4=
EHA 2tRE2 i22/0] 5tLt2| L3Outt| A CHE L3Oute £ SH&E 9| ZEE FI1FHCEME
A3 HEQT 0l e ¥ & Al HLICH EUN B2ES SH2 7 TS o EPGO]
B ol MELI0] 441 ME 0| EAIE|0fof BLCH

=ubnots

P dudidross Soope -

172361.0/24 External Subnets bor the Extemal EPG
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Subnets
IF Address Scope

172161.0/24 Export Route Control Subnet

XYoo 2, ZEE XSz Z2MAE 22 6t2{H ARt LHE L= L3out 7F2| H|2f O] 74 &
ofoF B LICH.

MEU! Q|F EPG 2/ 2| irMel =X

pcTag 15

0|0l = o] EMoIM EXEPG MELIO| HAM Al E 2|8l 2HIE pcTagdiMH MELIE ER/5tE O
E&0| Eictn dBMELICH ol 2/l SRE o= QF EPG ECi12 QF MEUIZ 74t
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| . Leafi01 Leaf102 |
I (" vre: tz-VRF_1 |
I'| [ L3out: tz-L3out 1 L3out: tz-L3out_1 |
| EXEPG: 1z-EXEPG_1 EXEPG: tz-EXEPG_2 |
[ pcTag: 16386 peTag: 16387 |

|
|

|
| |
o

0.0.0.0/0 0.0.0.0/0
L pcTag: 15 : pcTag: 15
172.16.0.0116 172.16.0.0116

Neighbor
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172.16.1.0/24

5
\ \’ 0‘/.

(2]

3] () l
——==========1 ARl--------] M- ====== X
Leaf101 Leaf102 |
VRF: Z-VRF_1 VRF: Z-VRF 2 | [ vRF: z-vRF 3 IR
| L3out: tz-L3out_1 | BD: 1z-BD_1 | L3out: tz-L3out_2 | |
EXEPG: 1z-EXEPG_1 EPG: 1z-EPG_1 EXEPG: 1z-EXEPG_2 |
pcTag: 16386 pcTag: 16387 pcTag: 16388 |
|
- = |
_ J

172.16.1.024

EXEPG: 1z-EXEPG_1
pcTag: 6386

L 172.16.1.0/24

172.16.1.0/24

ok Y

e
Meighbor

EPG: 1z-EPG_1
pcTag: 6387

Endpoints
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pcTag: 16388

\
|
|
|

EXEPG: tz-EXEPG_2 |
|
|
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Route Control EnforcementE & A3la{oF g LIC}H L30ut £ E 7HA| 2| QIHIRE:

Tenants(EI'dE) > [ tenant name ] > Networking(HIE2Z) > L3outs > [ L3out name ]2 £ O|S &
L[CF.

Route Control Enforcement: o import

VRF: | VRF1 i

O] &2 MENS BIREl Z2 E 3 of2fol ZE 2 AAEtLICEH

<#root>
Border Leaf#

show i p bgp neighbors vrf tz:tz-VRF1 | egrep route-nap

Outbound route-map configured is exp-13out-ExEPG-peer-2981888, handle obtained

I nbound route-nmap configured is inp-I3out-EXEPG peer-2981888, handl e obt ai ned

Border Leaf#

show rout e- map i np- 1| 3out - EXEPG- peer - 2981888

route-map imp-13out-EXEPG-peer-2981888,
permt

, sequence 15801
Match clauses:

ip address prefix-lists: |Pv4-peer49155-2981888-exc-ext-inferred-inmport-dst
ipv6 address prefix-lists: IPv6-deny-all
Set clauses:

Border Leaf#

show i p prefix-list |Pv4-peer49155-2981888-exc-ext-inferred-inmport-dst



ip prefix-Tist IPv4-peer49155-2981888-exc-ext-inferred-import-dst: 1 entries
seq 1 permit 172.16.1.0/24
Border Leaf#

7I2MoE 0| 7IMR7| B2 U2 EE E0{2E UFAE 51 ELICt ol S22 +Hstc{™

Tenants(EII'EdE) > [ tenant name | > Networking(4E2/Z) > L3outs(L3out) > [ L3out name | >
Route map for import and export route control( 32 )2 Z o|s & L|C}.

718 7tM27| B2 HME MEst AL LEXH JEo e 7|0 ol0IZE AtEstol M B= HES B
=1=|u

Create Route map for import and export route contral %]

Tos Wipich Fratic AMD Roasding Podcy Wyich R

Contexts

Context(ZAEIAE) MMM M Associated Matched Rule(@1ZAE Ux| F2)S MAHgL|CH.



Create Route Control Context

Order; 0
Hame: |tz
Description:

Assaciated Matched
Rughz:

Fuse Mama

iz

+

Sat Rule:

Match Rules AlM0{ A Match Prefix2 A3 204 |0

5t
=

E
=



Create Match Route Destination Rule

¥ 1720600024

Description

Aggregate: [ ]

HAMS MEEH P2 W 7hxi2 7| hedo] Tofl mat MZElof et HEA WEIYS

<#root>
Border Leaf#

show rout e- map i np- | 3out - EXEPG- peer - 2981888

route-map imp-T3out-EXEPG-peer-2981888,
deny

, sequence 8001

Match clauses:

ip address prefix-1lists: IPv4-peer49155-2981888-exc-ext-in-default-import2tz0tz-dst
ipv6 address prefix-lists: IPv6-deny-all

Set clauses:

Border Leaf#
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