- KHEE HEt X
- A X OIE{H[O|A T X[ ALE
o AEHSEZ

- BPA &M[A

- 2% EM 0w

. 7|8 272 ME
- EHQIHEER T
- AI2XE e

- NEgXFF7H

. AP 2R 2&~K

- AF2 X AR

- NS 39l oga @

. AF2KF J= AHA
- M8XOE ™
- ASXIF MK

| A~ i
. OHM|A A4RH AHA]
- A A £
. E4EH ARR

« XA OE

. A xt/&l_l- s
- MA KA OE MY
. Adxd XH_I' 2 THE
- HAH A OE AA|

- EXM XA OE

c S KA D2 A




- CH3IEE CLI
- OIHEZ S7(8t
- C|H}O[A ZHM
., HHOA EM
., HHOA _I?I_7|
. HHOA EA—I E7|
- X AT H|W
- HHQd CldHtOo|A ZAm[ado|M =S¢
. 7|E} 89
- CSV LHELH7|
. 22 = KA FT}
. KEAEd-o|E
- Rh&F A7
- A EAN/ESZ]7]
- SCP CH C|HIO|A
- SCP-From-C|H}O|A
- NDFC C|H}O|A £
- KpAE FTL
. Oof|All 5|I-x-|
- o =2 Y2
- vManage C|H}O[|A 22|
o E2|A} Hu|zs oM
- BPA OHE2[7[0|M
- MH|A MIE]
. QFAI XEA{7|
- Ex| g2l Xt
- OS Yol S
C ZENA HZE
- =2 Hu|ago|Md HES
. EM 7-|A|:7|
- YFEZ




- EEZX S8 ZZIHM MY

- MH|A EEZEX|
- HESIZ EEEX|

- A& xO]

- C|HIO|A EF A5}
- MHIA ZIEIEO
- o) gt2|xt

- AJEIE 2L

- Ansible EIZ 2!

- Ao ogoM HEgojgdiAa 2l W

x4
(=)

- AAEHY
- 0S ¥ag0|l=
- Cl/CD-CT

= —
dzmuze s

. HHo4 Ol 22
O == e

. 2= dlole el

- BPA ZEHA AR} OIE{H|O|A ZE

. AMOd gl =0 7|=
. 2O o|7t-|

. KRHE= ?_"EEEj Ol XL 2HiE

- 7|2 o EE2[FH[0|4d M

- 2 ofo|2 MHE H|O|E

. ofzlg MastLch

. X294 Ol 7HAH X+o4
il B — B = = R B =

- BPA OZ 2|7{0|A0 29I
- BPA O ZZ|Z|0|M 202
- ZEE MEAE EH7]

. AA

L DZ2I NS AMHE A

T oL o
API 7| 215

= Rapiic (oIS

. EHE|RE AE

o At-g’-gxt -El'E|
N INE-VI
. AP 2R 2&~K
- A2 XE AR
. 2 o Mk g

E7‘<7

MM

4

]l
i
2

T &

|
e
o

2
2 .
o

Q
9 I
i

7
=

(o]
s
(o]
ATl
k)

F

=

. 9394 Arx||
. ME BHg



. ZAEEH AMF
- NSO AH
==Y
[ 2 =
- SMTP A%
. K _?-I__l Ad X4
. H |:|I|:|I_-|§ AM XA
. E|FE]
- CH3HEE CL
- Mask Sensitive Info
MEX XM M Ft
| O|E{ AN
- HEQID EEZX| HES
- HELI3 E%EXI .E:*!; U
dESS EERX 23 25
. C|HFO|A x| S7|5t
. HEQI3 HIZE miE|
- HEQ(T "HES! AX
- B 22|
o H]. :|:7t
. EH71 A&l
. Ej3 AMX
- ZAEE{ 00| - S7|5t
. MH|A FIEFZ2 3 22|
o Ajl:l A HH=
. MH|A 3=
>~ =3
© T
- AR 57158
- E 5715
3 O:|'-_—HE:| |:|I|:_:|
- Ansible A%
. HlZ a2l 33
- O|HE X2|7]
HHo{ Ol = 2]

° _lﬂa

o ;MH

. olxA
=0
BHQd AHm[T2fo|M -2
., HHOA 7|§
B EHAI- X:lxl-_/lx_
- CHA E24a0l
. HHoH 7;.||é|_|-
574 A4%d
. Hlxl—l* O ZE[Fo][M =
- Form Builder & T2 724 %o
erAared]
. OFAI _I?I_7|

. OFAl m{X|
o L

r

.|:||

>|




- File to Grid 2! File to Storage 744
. HE A

L
- A =R
- SATIKR 7| A LHE L]
. QFAI AR
. BHEFQ] oAl
- Device Manager OHZ Z2[7[ 0| &Y
- C|H}O|A &Fed
. C|HFO|A F7}
- ClHO|A M8 HE 7
- C|HIO[A AMK|
- C|HEOIA 7tX{2 7|

- ClHio|A HESI CIREL

Hiod 7|2 H7

, HHOA EIH _bll_jl

. EM |:||I'|_

. AmagolM =2
. A 59

Y.

. x|:7=l S04 I X!

- A B A

- ®X3E
- HX 38 F7
- ClHo|A O 8 %
. 71E|284 04 HHQd RFoq
. HH OA A _bll_j
== B
- ZuagojMd S Zhed
- 2LEMNE HEE 27|
- 32 ANHE7|
S RIFEE QAEA NE K 27|
- HUME HE 2]
- 0S ¢ao|= ofE 2|7 ol4d &t
- fu|apjo|M HE 7| of Z 2|7 04 EHed
- NED =0l
- I EZ 82 TR NY
- Y E2T]
- Ho|El 93 E2 BT
- I E= F7t
- I EZRE FOOE K27
- 048 QIFEZ ALK
. FI2CIoHo| ATJRIE AISH
- QIIEE QAHA H7|
- EEEX MY
- A T AL
- MHIA EEZX|




- HEQI3 EEZX]

- A& Zfo| &
- A EE ZEYH RO FTL
CANE gl 22 Hi 2

|7(|' I:|=|2|. EX."

|X|- 7<7|. al J\JSI

oazsa%%@ﬁfmg
o?géﬂ
So2 FAM =7}
. 5"|_u. J8oMEIZEI 2 Al 2 e
- SD-WAN #& Atei|& vManage ZAEEE] F7}
. 0:|L‘.H|_=_:| I:IIE_:l Xrod
S EERE
. xt7=| =04 E|'E|
DB o{RHE 15
. OfEHE]| MM 7| ME
e =
- 749l prE(x A
- M S
SIE 2 A4

o F F=ad
E g

=
- Script Runner 8& T =724 &f
oA EHZa
. Ul M= 7 t|
- I EE I MH|A FEIET0 MEE FF
. AAER] &Y
- Schedules(2%d) &4
- Y™ FIH S HE
- 24| sHZE
- ELK Kibana CHA| 2. £ HA|A
- Kibana 444 2! Kibana ZE M &
o F|HfL} C|A ZH{H
. 7 |:||:[_|: EIE:|EI
- KQL(Kibana Query Language) 2! Lucene

. 7 |:||:|__|: 74 AH

2

ﬂ%

. Kibana CHA| 2 E0{| M 22| EHAd
- Kibana Search 2! Kibana Filters £ %




HZELIA ZZ2MHA XS5 HE

BPA(HIZLIA T2 N A RFE35HE CX(TLZ ZBE]) 7|8to| HE| EIHIOI HE®IT Rts5 & 27A
Efo|M &R Mo 2 CtYst AlaT THQI HEED L EAF QI HEEF{0|AM =S EHLCH
BPAOI|= CtZ0| Z & ELICt.

- e R o= MH|A S el 2+ @ AAER[0|M

« ITSM(IT Service Management) #4Z & EI oF SgH(odl: QIHIEE|, IPAM(IP Address
Management) §), AtEf S| 7H 0t 242 Z2MA L Xt5E & HEXZ/4EHE A58 ST

+ Cisco NSO(Network Services Orchestrator), Cisco Digital Network Architecture Controller %!
vManage®} Z2 ZHEEC{2to| AIRAHIRE §%

« Cisco DCNM(Data Center Network Manager) 2! Ansible

« BPA && AtE{|(of: OSs 180l=, MH[A Z2H|XM'E, oto|1eo|M )& 2I8 ZiE| 0|43
£l of Z 271|044 2|00

 Method of Procedure AtS3HE 93t HEE ZEAMA HES

M,

g Qg =

* East-West S& 2 I8 o{=HE(0d]: IPAM, ITSM, 2IHEE])
- ESIES Soll U E ME|A L I EZE AISSH7| 28 38 SF AP
1

A8 dBMoME CHE E 50 it HEE MSELCH

BPA AlZEt517]
- BPA MZX4 Ol 'E|'E|
CtoFet BPA O Z2[7[0]M &4




fjo
A

O 22 7ls

rir
rlo

A-EXL

- HFEH HERZ 9| 7[E 7ol ChEh X4
E E2{oi| cHet

« NSO, Cisco Catalyst Center, vManage S2| =H|Q! Z1

e et X

o

N
IS Bt HEOAM 25t AH 2 SELICH

Cisco BPAE C

« 38: HX 135
« Firefox: H{71 135
o Atmt2|: & 18.3.1

TX| AbE

A& Rt QIE{m| 0| A
AlLt2|20ME of EA12| o|O|x|7t A

OISHE 7| fIEt At E 20 XS ELIct L&
Gt x| T + U&LICH

o MBAME

Rl U8 R} QIEIHIOIA)E K317 e

LIch. U= oHE I 0lME va.0 ZRIUHT o} B & USIQiK|EH
A LI

AJCCSIE|O-IA
= v4.0 O|H UIE

BPA U|7|' V4OO'I|A-| T ANE
CtE v4.0 O|™ o Z2[71|0|M2 04T15] 7|E

AlEfst7|
of 4|0l A= oHZ2I7olM AA A0l CHEt HEE KIZotn fS2iA 0l L T T4d 2400 of
8t IIQE MSEhLCt.
BPA Al A
BPA ZE0f HM|AStE{™
E X UEI IPFAE L7
=3 HWE S 2ELicH

1. HE} KXo EAE O]
2. A|AE] 22X AR XLOl Al 2 -8 BPA AHE XL O]

3. 21¢lg F+ELICt. BPA & H|O|X|7F R A[ELICH
Assets Ol Z2|70[40| A™AE|o| ZE M ZAEEEH{0A ErElst= AHato|

&Lt



N 20 BPA ZHo| ZEE OfZalF01M L S0l CHE AAAS 2Astol ofsh RloEILICH AR
X7t EE oiEEl7lold = 22 & 7 9 G2 BPA #EIXIoH E2lstMAI2.

2% ol 2% B Mol M ChE o Z 2|70l & S ol AMAE = U&LICH

mo

o A ALERL ElAaA OE, AR OE L HERE HEISHT| et 88 2SS ZEEL
Ct.

- OHZZIH 0|M: OS(2Y AMAl) Yaziol=, ClHIO|A & A5 MH|A FIEf2 9 Z 2 HES
3 XHatE grelst7| {8t ofE 2|7 olMME ZEHELICEH

c DA ET: AE FE L HIEZE Holote Ol 20| =l CIRQ =7 & &L

ﬂIIO

-

h Expand or Collapse Navigation

Hlrol YR OHEEIH 012 BHA ZRHOIMEI AHSE 4 2o M R0l M LedM i ofE el
olMg MHFLICL DE WA A ohZ /A0 B0l FAZS ofo|Zm SHAER EAIEL

MEX= BPA OEE|FO|M 2

M % Mol 4= Switch-to-Classic(2EiAIS 2 &) oto|Z2 2 M
EiSto] A ZHE X AR

P Q&L

ol Nl



oz Mgt

| By

M
[n ¥

4] ool

rH

M 22 T O|X|2 CtA| TEHStEd™H 7|

P

ZEHo|M SLet oto|2E MEfErLICH

HES|3 RH&tE #ElstEdH™ stut ol el =Rl ZHEE {2 BPAE F 48l ofF & LICH BPAE 04
Cisco =H|2l ZAE E24(0: Cisco Catalyst Center, vManage, Cisco Crosswork, NSO, Cisco Nexus

Dashboard Fabric Controller(NDFC) S)& X|#5t0H, EFAF & X[2 4S5t NSO E= AnsibleZt 2

2 ZEEHE MEF + J&LICH

ZE S TAlol CHEt ALME LSS HESE AN MM BESHAAL.

o
n>l'

BPAE v4.00{ A4 RBAC(Role-Based Access Control)E X| & LICH. RBAC ZE0|A &2 AFS X}
Y = JUs HEt (o )2 AssteLc HMA Kool F< &Elxt= D2 ol
e FHSHHLE AKX I EO| CHEE HEHE 7HE M HE S BHE = J&LCH

A RHE ShLE Ol ol ALB R DB Ol 48 4 2O ZH ALK IER st Ol4tol g B e
& BLICh o2 ST 20| ASKIoIH S ANA Mere B e

N &1 RBACE v4.0 EEOIM 7|2Mo2 MBE|S A OHE 2|7 0|0l CHaH M K| HEIL]
Ct. v4.0 0| BPA 88 EE 242 04715 GBAC(Group Based Access Control) & AFS &L
Cl. GBAC YAMAE= EciA! ZEo| A BH2|3HOoF oI-L_lL—_I_(j_E ol 5k 2t g ’E."ZF_)



A el

ol Mol ME 22 215 Wele AHZ 5ol ASRHE Balste Welg CHELICH OHE Wole 9f
g o1& 32 RH: AD(Active Directory), LDAP(Open Lightweight Directory Access Protocol),
TACACS(Terminal Access Controller Access-Control System) S)7F Z235lH 0] EA 2] H{of &
StX| f&LIC 24 Q152 BPAL| LHE 218 MHIAE AIE5tH 72X 2 AL 7HsELICH Al
Xt HM|AE User Management O Z 2|7{|0| M2 S35H BPAO AF2AHE F7t5t0d &H2|8FLict.

AER7F 2a0lsied™ OHE 215 S A & otLtEZ BPAE FHdgsfioF Z Lt

- 2HEAUB(ZIEY)
- LDAP/AD
- TACACS

] _ _
cisco Business Process Automation

T .

Jﬁ. Lser Management » m__ | |aers

=) Resource Groups

- Roles
5"'| Agaet Groups
C‘ ) - 2% User Groups

- 2
m Admin 5 & Access Policies

A-SXE B E| - AHERE

BPA ZHO| A AEXIE F7tstE{H



vatjis - "
1l.'lliilﬂ Business Process Automation

. ity
T T M
& B shisasge
o S ~
- @ A
L ¥ b

[P nagec] By 1® Addreun [T Produ & 1 smity Loftwere Type Loc stsn =
G~ - il - ey - Dl RO T - i - ey O L] [ et
-0 -Cww-upload-0d NED-ES -0 7 - ke - rapw- 0% cisoo-1ianos
-0 7 - gkl - et -017 RO o~ 7 - kel - ey - et - 0211 o CiBn-
et - D011 NI 55 ety ol AR e
- 15t NSO-8% w173 o CisCD-
drenr - -0 [.z=+3 13 AR ] 1] L0 2

AER}

L
cllsclo Business Process Automation

= Users
G All v | Search
Username Email First Name Last Name Source Groups Action
admin, workflow-admin
admin
admin, svcacct
admin
service-manager
device-manager
1 Items per page 10 o

M ALB R S5

1. Settings(A&’H) > User Management(AH& At #2[) > Users(AHS AHE MEIEFLICEH Users(AtHE
Kb HO|X|7F B4XH AL At S 21t & 7H EAIFELICH
2. Add User(At& &t F=7HE ZEIFLICH M AFS XL F ol FRILCH



New User

First Name *

Last Name *

Confirm Password *

M AHE R}

o

(=N

=
E—A

LICH AHEXH 2

tLE ol&f o] AHE R}

)

2
|_
ol

Foi| toh2}).

-l 048

Al v

Group List

admin

workflow-admin

group001

group002

group003

group004

ltems per page 10

xt

Cancel

3]

fLICH AF2 X7} BPA ZEO| £7HELICH.

M3

5. Submit(XME)E S =I5t0{ ArSXHE



x|
=

AERL

e

1. Users(AFEAt) HO|X[0| A HH5t= AFEAFS| Action(E Fo") 04| X More Options(F7t =
O|Z > Edit(HE)E MEIELICE AFS AL HE Fo| FRILICH
Edit User
| corcas J[ ]
AER =S AE5I0] s&lleh He HE ALY
2. LRE Ate 2 #HZA5t 1 Submit(ME)2 E2lgLICtH

AE R AL

A-EXHE AfK|stEdH

M) ot



O|X| BPA v4.0 ZEHEZ2 AI2A Q&2 RBACS X|etL|Ct &2 AFZXH7E £

nn . .
cII sclo Business Process Automation

Users

Add User

@ Al

Username Email First Name Last Name Source Groups Action

Search

admin, workflow-admin
admin

admin, svcacct

admin

service-manager

device-manager D

Edit

0
! -

Change Password

AS R A &

1. Users(AFE A} H O|X|0l| M ¢35t AFE RHC| Action(EF d) &0f| A More Options(F 7+ M) ot
O|Z > Delete(2M)E MEHEFLICEH =FQl Eo| ARt

Confirm Deletion

FTE YOU SUre you wani debste “demdd” usery

DD

02
It}
1
20
rir
E
ror

-



0
AL
Mok
X
O
AL

I 2|k M| AARIof CHEE HAM|A HEHO| /= EEIRF A8

& Aba ZrEIxt 88 T2 3 gt HEHE HElstes 9E

HEST Sux SI:’A OfZ2|70[MHE AMEs0{ HELIZE &ElteE A
=

27| T8 BPAOH CHE 217] T8 HMA HEHO| 2l gt

i l I i . I i
c|| Eﬂlﬂ Business Process Automation

N

e Jﬁ User Management »

A Users
= R G
) Resource Groups 5
L= ‘ " Holes ‘

— .
(=) Asset Groups a User Groups

. P ' —a
s Admin
m A L Access Policies

AR el - 9

BPAE ZA| A& 758 E 7HK| AE S MISHRICH #ERIE FIH Hg e EE = U&LICH A
g2 peldted™ 21% &AM o0l A Settings > User Management > RolesE MEASHL|C}H 238 o
OlX|l= A& S5 &M EAIELICH



Roles
=

MoK
[ e glian [ [LETETT— Aithan
o Terawin Creass Sub Teasv Mansgs Teaar Massge
L, Supor Admin Lowioment of Terart e i
Frosihaning Contioliers - hlanags 5 e L blanage L fioup bianage Rokck 3 L
Tanant decdmin Hickal . S I 4 i
s _ Fabas 1 o (L ) B ey W i S o i e 0 i s VR BB A it
hearac Dpator polaRall opnine
Worgy A smmee dirmges Show Hrsmm o Merager App Shoe
Pl Gy Ligse | Gt bty i o
i S T e rnr Py B g Morag Pubcus, Sho e
r—— Freerad Fubas, Shoe Poboy Massgoment ReportOoe ot G
v b hisraeciny Showlicke Dawvic tion Apg ML
e etk Ve riacha hisraecing ShowHice Duwvics Aciiation Apo Ma
SrvraTHedn Fakd blarogeman: ASD b 0w St
Dwrdon Aciaios Ramd Only Loes P
L T T e
Davica Acvscs Operio B
. Sruiea sy Bbiugprrmeal Fars Tergbates Farwal B
11 Heul T

(¢]
AT
ok

2=
==

-

M & =74
BPA Z &M M A2 F7t5t24H

|I|01IA-I Add Role(H& F7h & =g LICE dg dd Fo| ERILCH

: Roles(%‘ga*)
[m] =I<> OIE=|oI-|__||:_|.

ol &
i 3|-E MK 2= 0| #0l2te MEHSH|C}

Create Role

Role name
A New Role L)

Description

Groups Permissions
All w
User Groups Permission List
admin Manage Assels
svecacct Perform View Config for Assets

service-manager

device-manager

workflow-admin

opearator

SWIM

10

Removing Existing Assets

Push NSO CDB Config to Assets

Perform Controller Enabled Device Actions

View Asset Groups

Manage Assets Groups

Create Dynamic Asset Groups

Show/Hide OS Upgrade Policies App

View OS5 Upgrade Policies



4. 0| dgto| =& =
5. Submit(ME)2 2 E—!Ef
g =™
BPA ZEHO|AM dE e &1
Roles
<

acan Ao | Bela

o4&t Atoq 1Id K|
i — T B R |

1. Roles(3 &) H O X[04| A

(A
> Edit(%

o

Edit Role

Role name *

requestor

Tenant :Platform Tenant

Global
Description

Groups

User Groups
admin

sveacct
service-manager
device-manager
workflow-admin

operator

PN
=

(o]
AL
ok
e

=
)2 MEdEHL

e ydiam Taragr Prurhai
o TaLam ww St Taran g Teraris, Warage
Ly w [ et B ﬁ
a5 13 ol oty " | L Hunn e ! g1
o ¥ P Wi By -
b P r s Mg Mar age
s s e
a3 wo Py Wlwraager ¥ o o
da Dwvice fect A
..
u [ i v i
B Piinirg Na el 1 il 1}
' s e g
215t= 248t o| Action(EHYd) 2oy ; = 2
2 t A1 More Opt =
Tore B[ 2| Action(& &) &0 ore Options =
45F I K| A oiz=
Ch g & Fo| H&LcH.
Permissions
arch Ul search
Service Permission
AuthService View Tenants
AuthService Create Sub Tenants
AuthService Manage Tenants
AuthService Show Tenant Manager App
AuthService Show User Manager App
AuthService Show Resource Manager App
: foms perpage | 10 AuthService Show User Group Manager App

StLt Ol o ALE H

st

— =

AuthService Show Role Manager App

AuthService Show Policy Manager App

AuthService Show Subscription Manager App

1 2 3 15 Next

Items per page

10

M) oto|Z



2. ZQ3tHIOIEE +
3. Submit(M&)2 2 'g*l—l P
g AK|
gt e AFK|ste{H
Holes
[ J
iE AN Y
= & 9| Action(Z ) &0i| A More Options(
b 2l Fol ZAIELICH

1. Roles(23g) H|O| X[l A ¥5
> Delete(AF M) & MENERILIC

Confirm Deletion

Are you sure you want delete "A New Role" role?

I &44) oto|2



BPA L EHO0|M 5L O] 0| A& E LHE LHE{™

Ro

od
L

ok

LHE'_LH7| PN gL

- H

1. Roles(¥ &) HO| X0l LHE & o3&t
2. More Options(F7} &) 002 > Ex

= M=EfLch
Xpo
7| Foldeln HEUWZIE

ort Role (O=|o|' LHEL
o35t

<lof MEHEH g o] E AIELICE

N AT BPA 4T HEIRF A LHE LIS SJ5H Mt

A
(| T HA

Export Roles

Follawing Rolis will be exported

3. Export(LHELHZE &

o %I- 7|.x;|07|

H7)& MEfErLICE g LHE LY

2/gfL|ct JSON mo| 2 2 =L CH.



BPA ZEO|M 38t 7tx{22{H

foles
Agd Frda

1. More Options(F 7} &44) 0t 0|2 > Import Roles(

ol HEILICH

Select file to import: (REIGED

o 72 7|

2. Import File(Tt 7tXK427))2
|7 EAIEL|CH

==
=

odst 7

Import Roles

st 7HA

2
=

S

CANCEL



Import Roles

Robes being importod:

od5t 71X 7|
3. Import(7tX27))& Z2IstL|ct od8t 9l &g HEte
Ct.
2o 2 2= Ul HE
& At 1
&t M2 Hod

2t2|XH= Classic 2! Portal Ul 2 50| CH

........

pal
OH
ol
2

rol

I GrEED

| HIAIRIZE EAIEL

= Jo)
= =

|0
Hu
:

Al
Al



Sadich 10 Classe

™
curity
[1e L]
ta Carvimr
R
=t Eaarch
Fanaged Product Safreane
werTyps  |Ip &ddress Locatien By Deecrigticn Produc Famiky TV Snffemme Version  Acfion
i . W= - - 5
n&d- 185 W 48PS FOS-NE 18.2.7
WE-GIEEh-
-1 -KE TED
nen- 185 e 4805 KoG-ME CRLF R
- 185 g
WS-G50~
neo-185  tem S K- E 1657

g uiz ©

o

Z=d=Z MEolo|E2 7IZE UIolAM Z=-H UIZ 0|8 E =& U&LICH

= Q@O O

= =

Form Builder Device Manager OS Upgrade
E E
dden Config Templates Config Valickator Wiori fhomers:

b2 F o

=HUIE ™E

H

2$H& At 2

TElRls 2™ Uiz HEE o s HEtp Foig = &L



GG
Al - Scarch

Ui Groups

adnin

mEaest

HEVICE - T IR

VA £ A T

warkflow=admin

opEEin

ZHUIZEF Mg

ZR Ul CiEr HEEF MS S

O| HIg gstELct.

Femissions

ks

AT

AummSoriice

(ot

Sonales et (ks L

Sl o Fersd LD

1 s peT pags

wpo  Ip Address Lagaz rtoes
oAl UIZ T™E AL

2E Al 3

ZEXHE 7|2 Uiz HEE

| All » | Sk

Mansgad Prisduct Sortware
By Do ripdiom Product Family  Type Saodiware Worzion
s~ 185 il -E-"Fm- W5 - KE 18.57
neg- 185 Teest .::i_;dm Ho5-%E IG.1E.00
na- 185 i lng
ne- 185 Teesi 'ﬁ;ﬁj&iﬂ- HO5-%E k-
g of

T e WEtE RoiE = U&LICH

B tom



Al = Ssan: a3 - " =
Lanr Groups S =TT
sEmn A maraee Sewiich iy Clesa LN
S B S H] AT Fet W S Fro
senfoo-managar 1 0a™5 Dl Dol L
de=mce-morager
wnklnw sEne
DosCTabcr

TCME por pags L%

7|2 UIZ Bt A&t

7|& ulof cHet Hetet MiS st 2 Ho|X|= 7|&E UIZ 2lC|ElME| 2391 Al t2|X}7t oFl
ALEXtol|H Z=-HE TE oto|Z0 | EAIE|X] ek&LICH

@0 ©

O

]

L
r Device Manager OS5 Upgrade
nplates Config Validator Workflows

Hel
e
c
HU
Al
o
>
ol
e
oo



Lisicr Groupes
wimin

EAACEICT

dovics -manasger

A0 e - adiin

2o{E e o

I]IO

Classic &! Portal Ul H8tE2 25 788 Foll&= Z2[Xt7t ofl AFE XE7} Classic EE = Portal UIS
ME3to 2018 £ i Lct

You don't have permissions to access this page.

AN 7

INS= XN R

BPA A8} IEE Aitlol MBsHe VIS8 Hig o2 ABKE CHyt 180 Y & it
Jl5e MTECH 2t ASR TES TEO| BRI £HE £ UL B EE 2BY £ 9iE B
2 Folste & YFELIC

o] 74| 7|2 ALERt 21 && NS ELICH BPA EEIRtE FIHAIEA 282 UHED #E
o

—

==, I 2e|X}
2Rt HESZ 2%t

otzh oflol= F dgn HAAE ALE At OFO| Lt ‘;?A'QI—IEP Histed AL AL HAE2 O AASKE O
O Ar&Rtoi|AH| &&ted ACL(Access Control List)od| CHEE 47| & HMAE MSELICH 2= WA
M EEIRF FEg2 MA = HBMAE NS ELICH

—

E_
=
=



Role — Load Balancer Manager Role — Firewall User
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sl Business Process Automation
CISCO

N Assots T Filters .~
Core
o
Campus
i Data Center
Securih
& SD-WaN
Total Domain
Filters Al »  Search
¢ Controlier Type ~ Managed Product Product Software Software
NSO Name ControllerType Ip Address Location By Description Family Type Version Action
Ansible WS-
NSO nso-85 Aggregate C3650- 105-XE 16.3.7
¢ Controller ID o~ 48PS
WS-
neo-148 NSO nso-85  test C3650-  IOS-XE  16.12.5b
nso-80 48PS
nso-85
ansible-57 NSO nso-85 test
NSO-Mock-33-1 WS
NSO-Mock-33-001 NSO nso-85  test C3650-  I0S-XE  16.9.7
48PS
E Asset Group P WS-
m NSO nso-85 rtest C2960CX- 105 15.2(6)E2
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AEXHE Asset List '7H0{ M Ping, View Config, Connect S ZH2 CHFst C|HFO|A ZQ{(F, C|Ht
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M A MofELICH §H 5fHE s + gl ALSXt= BPA #E[Xtol| A E2fsHoF &rLct.

ClHFO|AOIA 2 S Ast= YHolsE F 7HX|7F A&LICH

cli cisco-staros

. Bt ol stLto| ClHtO|A: $I5H= CIHFO|A Qd0f Yl More Options(Z7F S4d) ofo|2 S A=t
FLICH AFZ THS B ST 87 SECHE 2= 0| EAIFUC

- CIE X ol $HE S5 AL Rt= 042 C|HIO|AMM BEtE ZUE ™Y = U&LICH
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Hot= ClHrO|A o EQIEHS Actions(C]|
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N 21 22 sode Toel HEE oM XIHEILICH o2 S0i, AHO|EE HEE (o]

Cisco NSO)& C|HIO|A &F EHE HEED] HEfet S7|5t6t= & d(0dl: Sync From 2! Sync
To)2 X|¥etH, I HtCHo| B = OtEF7HX|LICH AHO|EE|A ZHEE2(0: Ansible)= Of
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Business Process Automation

cisco .,
NN Assets Y Filters A
Core
2 O 3 O 2 oo
Data Center
Security
SD-WAN
Total Domain
Filters Clear All ¢ E Al + | Search
#Cnnlroller Type ~ M. d Prod - i N
NSO Name ControllerType Ip Address Location By Descripti | Device Actions Ping n
Ansible
NSO nso-85 Acorend Export CSV Connect
Controller ID ~
4 Controber Add Assets Fetch Host Keys
nso-146 NSO nso-85 test
nso-80
nso-85 Update Assets Check Sync
ansible-57 NSO nso-85 test
NSO-Mock-33-1 Remove Assets Compare Config
NSO-Mock-33-001 NSO nso-85 test
Show / Hide Columns View Config
@Assel Group ~
m i ) NSO nso-85 rtest CZ900CX= " 1US Sync From
Search Asset Group ADC-1
(o] = _I
CHel HEEE
|
o
inqQ2 HE 48l C|HO|A 44 H A Sk AlZF AXo|| AF2EIL|C}

Business Process Automation

i
5co

Com
o
Campus
- Dats Canter
Secunt
@ SO-wiAN
Totad Darnan
Filers
£ Controller Type ~
NSO Naime ControllerTyps  Ip Address
Ansibie
NS0
L} Controdier ID ~
nso- 146 NSO
naa - BO
nso-BS
ansible-57 NSO
NSO-Mock-33-1
NSO-Mock-33-001 NSO
(® Asset Group ~
NSO

Ping Status

Device Mame  Controller

nao-85
Mdystn Ad o

Result

PING 56(84)
bytes of data.

64 bytes from iemp_neqel

ttl=28) time=1.73 ms
bk ping statisvica ---
1 packets transmitted, 1 received, 8%
packet loss, time dms

rtt min/avg/max/migy =
L.73M1.730/1.TR0/0. 000 ms



.||I|s.||l- Business Process Automation

~ Oors Connect Status
Campus
- Data Center
Securlty
o SD-WAN
Device Name Controller Result  Info
Tota Doma
nso-85 true (admin) Connected to
Filters
{3 Contraller Type ~
NSO Name ControllerType  Ip Address
Ansible
NSO
3 Controller ID ~
nso-146 NSO
nso-80
nso-85
ansible-57 NSO
NS0-Mock-33-1
NSO-Mock-33-001 NSO
(W Asset Group ~
NSO
o474 At H
I_:I = O E

SAE F| 7K 7|

Fetch Host Keys(2AE 7| 7K 7]) 242 NSO HAEE2{7} MEist C|HIO|AMAM BAE 7|
HE HAM35tod 2 d|o|E{H|o|A 0| KA SIEE K|A|EL|C}.

o

Fetch Host Keys

Davice Name  Controller Raesult Infa
nso-65 unchanged -
SAE 7| 71X 7|
S7|3t =2l

Check Sync(S 713 & Ql) 2Fed2 NSO CDB(Z x| 12i[0|4d | O|E{H|0|A) 2| C|HtO|A ZHX| 22O
Mol CldtolA Am|zaeolMut S7IstEAE X & gLt



Infao

Check Sync
Result

iMm-Symic

Davice Name Controller
NEo-65

T80 HlwgfLch S50

S7|5t =el
T4 Hlw
T H|D 2212 NSO CDBL| 71442 AMEHSH C|HFO|AOA] A3t FOl
AE MEHSET Device Actions(C|HHO|A ZQd) > Compare Config(Z4I|12|0|4 HIw)E

M C|H}O|
MEHSFL|CE.

Compare Config

ios=xr=-122 (NSO-176)

devices {
device ios-xr-122 {

config {
interface {
MgmtEth 0/0/CPUOSD {
description mgmt;

}

GigabitEthernet 0/0/0/0 {
description testl23;

}

GigabitEthernet 0/0/0/2 {
description GigabitEthernet0/0/0/2;

mtu 1500;

}

preconfigure {
GigabitEthernet 0/0/0/3 {
description "\ "demo interface\"™";

T8 Hlw



T8 E7|

View Config(Z1Z|12f|0|Md 27()= MEHEE S5tLt O]&fof ClHto|A Q| AI|aE|olMdE EAIRLICH F
Z0iM E 0|4 2| C|HIO|AE MEHSIE{H View Config(ZZ| 280 E7() ZoiM C|HFO|A OIS

ZEELICH

View Config

nso=-65)

devices device
config
ios:tailfned police cirmoda
igs :version 15 2
ios:service config
no ios:service pad
ios:service timestamps debug datetime msec localtime
105 :s5arvice timestamps log datetime msec localtime
ios:service password-encryption
iz :service password-recovery
ios:service sequence-numbers
igs:hostname cisco
105 anable secret 2

ies:elock timezone EST 18 @

ne ios:cable admission-control preempt pricrity-voice
ne ios:cable gos permission create

no los:cable gos permissilon updatae

no loz:cable gos sermlesion modems

no ies:ip Source-route

I Am|aeoldat S
=1L

Sync From X242 NSO CDB2| Z4I|712/|0|4d & EHE ClHtolA0lM M 5
= ML,

7|8tgfLIct. O|= Cisco CNC(Crosswork Network Controller) Z1E & 210



=ync From

Dewvice Nama Controllar Hasult (3] =]

rso-65 (it

Sync To 242 NSO CDBO| H’éi._ Au|agolde A Sl ClHiolAet S7I3tef LI xH0]H
O| &4 ZAx|H CDBL| &ENQt YUXISH=S C|HtO|A Zx|a 8y 0[S Jol|o|ERFLICH

sync lo
Device Name  Controller Result Info
nso=-55 true
nso-65 brig
S7|8 CHe
CHat& CLl
CH3H& CLI(Command Line Interface)= A& A+ 2123, 3] Direct-To-DeviceOll M #2|5t= BHE(A:

device show) 3! CIHFO|A 4|38 0|4dof Argﬂucr NBTHE 2] BuE ,
Ol& B HMAST, AAIZH ALTROIM M AFE S XS 5tod Hestn CHsts B Ee 75



Direct-To-Device0il CH&t QIE{RE|E CLI 7|5 0i| HM|ASHE{H

1. Assets(X+{H) H 0| X| 2| Managed By (2 2IXt) @0 M Direct-to-Device7t J{= C|HIO|AE ZH M
ot
2. A8 7ts

ol

P SMoilM ClHto|A & MEfEL|Ct

r

alrali Business Process Automation

cISCo
N Assels 5 A
= Edit
o Core
SD-WAN View Config
i Data Center
Security "
& Campus Ping
- - Connect
Filters Clear All - { All:10.10 ! X | Direct-To-Device x | Clear All Al v 10105522 Dis ¢ Device
L3 Controller Type A Managed  Product Product  Software | ——
. . Name ControllerType  Ip Address Location By Description Family Type nteractive CL
Direct-To-Device
=0 test.-?g- DII‘E.CT—TD- D|re.ct-Tc- test cisco-ios CIsco- 16.3.7 H
Ansible device Device Device 108 .
13 Controlier ID ~ 1 Items per page 10 -
Direct-To-Device
nso=-85
NS0-37
ansible-156
NSO-166
(@ Asset Group -~
=

5t= C|HFO|A 9| Action(Z®d) &0l M More Options(F 7} &) 0FO|Z > Interactive CLI(CH
g CLHE MEELICtH CHEte CLl ool EAIELICH

i m
CIsco

Business Process Automation

Interactive CLI

all:oa_device_d2d % | Direct-To-Device X | Chear Al

- |
(9]

Hame Description 1P Address Software Typs  UeerCredentisl  Useman B Pt

o

test_desc [

CH3HE CLI T



Interactive CLI

User Credential Username * Password *

cisco o - ()

execute

P

CH3tS CLI At B
4. AR Ol HIZHEE URELICH

~ o HEgst HHAE sl ClHEo| Ao CHEH O|Fol| 248t XIZ4 0| 24 Azt SO 7|4 FH
LICH A2 Ated| Fof [}2t 8743 44 "EXPIRES_INTERACTIVE_CLI"E £7%45l04 AI2 X}
C|HFO|A A}Zd SHo| HE 7|7t =X&F 4 &Lt

-1 O O —

5. show EE = config B2 235t 1 executeE S =2IgFLICt TI™ 2 20| ZAIFE LICH

& Execution of Device command is in progress
b+
Interactive CLI
8,
User Credential Usemame * Password *
cisco (] /]
-
execute
» show running-config In Progress

Show EE= Config EH



Interactive CL|

User Credential
Lisername * Password * G

adrmn EREEEEAEE

» show running -config

show running-config

|Command: show running-config

| Running Eﬂﬂfiﬂuﬂitiﬂﬁ last done at: Fri Dec 15 13:@5:38 282
ITime: Hon Dec 18 89:55:23 2823

CHE}3 CLI X4 &9

6. T MY AEIS AEI0|= 5 M2 T of0|Z S MEBLICH MHO| SR EIH B 4
et gte o WHEELI,

7. 33 £212 2EiM B Yol Al HMES SHELIL

8. 521 SEE HAE Tz X{Es2H CI22E ofo =13
o CIOIEI= ZoLOILIAIR Yial DLAZELIC Bag s ol AlZtol i 22 Zals

F9 Cishe 82 @ 4 laLich Mol 2R EIH A8 20| £ AL

Szt sy ojafe 22S ClutolA BEIRLS] 71 UIE SoAEF AMAE % QleLic
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clsco=losxr-B7 clsco=losxr-86 cdt-mock-device-18004 %

AYE ClHiolA& B

10. Device Ol 0|2 & MEHSI0{ AME!l device HEIO| ME HEof HMAEFLICE

Interactive CLI

User Credential Username * Password *

CISCO O weann Q

> interface GigabitEthernet1/0/3
description sample_data

configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
adminclircy78(config)#interface GigabitEthernet1/e/3
adminclircy78(config-if)#description sample data

adminclircy78(config-if)#end

adminclircy78#

CHSHE CLI A2 B

MEHM O 2 ofeoll EAIE CHE Zdx|ago|lM HEE AStod ClHto|A AT|ado|MdeE o
dlo|EgfL|Ct.

la

A0 Au|agold HE HEES A e Folstok ELICH ZE #HE A2 ClHtola A

I|ag|o|A0] ZHElEL|Ct.



Interactive CLI

User Credential Username * Password *

cisco @ e &

IIiIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
execute
P

» show running-config Completed

> show version Completed

» show clock Completed

» interface GigabitEthernet1/0/3
description sample_data

configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
adminclircy78(config)#interface GigabitEtherneti/e/3
adminclircy78(config-if)#description sample data

adminclircy78(config-if)#end
adminclircy788

CH3tE CLI Bt=2

12. MEdXMOo 2 && Alg| 2 7o et 24 B "EXPIRES_INTERACTIVE_CLI"E £=7435}t0q C|
HHO|A W SHOIEE 7|ZHIIBMO R 24 A7t /K| £ AIS22 AA)E =HELICE Of
=7 5t QUE{ZE|E CLIE AFR 57| Q& AFEAF TSt X 0|1 £ 282l QIE{H|0|A 7} BHE

01X BHE e oA ddstm 2ol &H HHLE + A&LICH

A AL 7]

o

ol
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N 2o Hmasold W Waol AL RIBFEILICH &% g

=I5t oIHEE| 7|50| 2E ZHEEE ofolME] ZIIEIMALICH OB S5 HEEE L Clbfol
A0 M MEEE ClHOlA SR of ChEH YR M5, AZE o] MEHM 2, AZEY 0] HH 59| A
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Sync Inventory Status

Device Name Controller Result

ios xr 13 Direct-To-Device true

vl Business Process Automation
cisco .

Sync Inventory Status

<
T Campus
e Data Center
Security
o SD-WAN
Device Name  Controller Result
Tot Do
nso-85 true
Filt
e nso-85 true
L} Controller Type ~
NSO Name ControllerType Ip Address
Ansible
NSO
I3 Controller ID ~
nso-146 NSO
nso-B0
nso-85
ansible-57 NSO
NSO-Mock-33-1
NSO-Mock-33-001 NSO
(®) Asset Group ~
=] NSO

Cisco FMC(Secure Firewall Management Center)2| QIHIE 2| S 7|3} x|

r

Clsbol 744

CIHFO|A AM 7|5 Cisco CDP(Discovery Protocol)& A& & 4= Q= Cisco 10S(Internetworking
Operating System) 831t ZH2 A|LI2[20 M 2tEEl 7|5l 217 ClHO|AE AMEELICH BPA A

=
oM 432 = pingst 1 SLet XP—". &Y Sl °”A1|é§* = UE ClHro| AR HME C|HFO|

A0| ZAutol| ZAELICH AHERE HY ’é*oﬂ EANE MF HEE 210 HAME CldtolAof CHER Al
5 2 & BME + &LCh 2/ 0] 7|S2 Ciscol EIHP |& MZEZoMEF X[ 2HELICH

=

0%
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Discover Device(C|HIO|A Z4AH) Z4Z =



1. Asset Manager@| A& 7ts8t S4M0i|M C|HO|A S MEHEFLICE

alaln
¢||s¢|° Business Process Automation

Assets Y Filters v

[ ‘allios_device_d2d x |[ Direct-To-Device x | Clear Al (\’/\ Al v | i

I - J

Name Managed By 1P Address Description Product Family Software Type Location Action

ios_device_d2d Direct-To-Device test_desc E

2

2. Assets(AHAH) T 0| X[ Q| #45H= C|HFO|A Q| Action(EFYd) 404 A More Options(F 7t &) o}0|
= > Discover Device(C|HIO|A ZHAN)E MEASHL|CY,

N a1 REZ Qoll Zhol Qo ClHIO|A ZA SMS AR E 4 giaLicH

_|

AHE Clbol A S=0| MEID, 0 SR0|i= BPA MB{OIA ping® = L= CIbHOIATH EAIEL
Ch LI4E 2 ClHtolAE ClHtolA ID, IP F4, &, HTM 22 gl BEE MBELIC

Discover Device

4 devices were discovered

Device ID IP Address Platform Version

cdt-mock-device-10502 Cisco 3725, Capabilties Cisco 10S Software, 3700 Software (C3725-ADVENTER
cdt-mock-device-10503 Cisco 3725, Capabilities Cisco 10S Software, 3700 Software (C3725-ADVENTER
cdt-mock-device-10504 Cisco 3725, Capabilies Cisco 10S Software, 3700 Software (C3725-ADVENTER
cdt-mock-device-10506 Cisco 3725, Capabilities Eisco IOS Software, 3700 Software (C3725-ADVENTER

ADD DEVICE TO INVENTORY

ClutolA QIHIE [ F7}

3. CIHFO|AE stLt of&f MEist 1 QIHIE Eof ClutolA FI7HE =T LICH

1=
14

__I.L

0x
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Assets
Filters
¥ Controller Type ~
NSO Name ControllerType Ip Address Loc
Direct-To-Device
Ansible NSO
a Controller ID ~ NSO
NSO
nso-175
:1‘*2 :]éu NSO
Direct-To-Device
37 NSO
RH&H o] 74| T2 O] BFe:

1. 5tLt ol of C|HtO|AE MEY %F
TLI:LEHOIH)E AMENSL|CH AMEHSE
|A=| I:l_lll 24 xl-0| O=|EIL_||:|.
2. Yag MEist D HHQd T 2 M AN AASA X[H
2 T LICE o] C|HIO|AE SA|of| AdEfE
Backup Configuration
ted Devices: |
Policy Narme * L abred
JE W
Target Repo Max. Retention count
20 1.

3. Submit(M&)2 2

A
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AAEH

| 2

LICH.

218t L|C}. Asset Manager &
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HE Bhor= E2|7He = U&SLICE C
T
Managed Product Check Sync
tion By De plic
Compare Config
nso-85 Export CSV
View Config
Add Assets
nso-85 test
Sync From
Update Assets
0-85 test
Sync To
Remove Assets
rrrrrr 85 t
Backup Config
Show / Hide Columns
nso-85 rtest CZ96UCX=- 1US Sync Inventory

MEfSt ClHtO|A 2| &Y

Compress Ercrypdt

Iz

EFA|

More Options(F 7t & M) 002 > Backup Config(24d 74
2 E C|Hto|A 7} LFEEl Backup Configuration(Z4 1| 2124

o4
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View backups device(2d C|HIO|A E7|) 2 = El W] 7|52 E AlgfLCt. MEfEH ClHLO]
A 0| 8] 7|2 2 2{% More Options(F 7t S44) 0t0|Z2 > View Backups(Hd 27()E ME4FL]
Ct. Backups(2Hd) B of2oll AHS 7ts 8 8] 7|82 E A= MIE HE ool ¥t

-'|'-c'|" Business Process Automation

Trial

v ¢ Compare Config

O Core View Config
e Campus Sync From
RS Data Center
Security
& SD-WAN
Sync To

otal Domain
Backup Config
All »+ Search
r Type A Managed Product Software
Name ControllerType Ip Address Location By Description Product Family Type Sync Inventory
s NSO nso-85 testing 10S-XE 16.3.7
rib ~
NSO nso-85 test 10S-XE 16.12.5b
46
0
5 NSO nso-85 test
e-57
Mock-33-001 NSO nso-85 test 10S-XE 16.9.7
Mock-33-1
NSO nso-85 rtest 10s 15.2(6)E2
np N
NSO nso-85 I0s 15.2(6)E2
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Backup Configuration

! Last configuration change at 14:49:54 UTC

version 16.9

nd Service pac

service timestasps debug datetime msec
service timestamps log datetime msec
reload

platfora issu

ng platfora pu
form bfd

plat debug-trace 1

1186

25=A5R-503.2

boot -STart-marker

t systes

boot -end-marker

inition Mgmt-intf
address-family Ipvd

exit-addresd-tamily

HHOA
=

=4

Backup Configuration(Z1I| Z12{|0| A EH)

interface-module sequence

bootflash:asro@@rspi-universalk?.16.89.985.5PA.

Tee Dec 12 2023 by adaln

B 12345

nt-keapalive disable-kerngl-core

oM CHe SMS AR 4 UaLt

dHod ZHm|aeylo|4M & MY
S At siod ZAm|azfojMe ERE =0l SAHELICEH
CeEC BIAE FAloZ 8] Hu|Jgo|M CIeEE
=5 sl 74 = B2 AIEHELICE

N T8 Hl

Ol Atladofl M el Z4m| 2 @0|44 Clbtol Ao

Ol AHu|ag|o|MHat H|m&h|c}.




Compare With Current Config
Condroller Name : N50-170

Device Mame - brr-as-11

Bhunsing Conllg vi Backup Config (1271872023, 5:35:43 Pu)
o Ballding corflgeration. ..
Corrant candigeration | J4BL byrar i
& UTC Tus Dec 13 2633 By adels .I Last conflgurarlon change at 54 UPC Tus Dwc 13 38X by

change 4t 14

x cendigecarios

24K &2t Hlw

Compare with Current Config(81AH 7+ A1} H|1) &
XY I Tcio|4d 2t H| W LS
=3 gy 7 S EUS AlRFELIC
gHd ClHto|A Zm|aeo|lMd ¢
Restore(S )& 225104 S ¢ S LT 0|M ZEMAE AZELICH € E S AFEE
SH ZZMAE AlEStD AFEA7H[FA 53] HO|XIZ Z|C[=ME

Are you sure you want to restore to this backed-up configuration?
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Fil O i
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-, Mame - Search in Name

..l

I ) ) Action
Dgvice Achons i

Export CSV

Add Assets

| Update Assets - -

| Remove Assels

showy [ Hede Columns
P

7|t 249

BPA= More Options(F7t &M) O O|Z0{| M Rtat S5 LHWELHZ|, A& =7t AO[0|E EE= A7,
R ZE G AER XH S F7F Ao EE 2 YE MBS ELCH

N 2Dy stele B HE= S8M AR £ giaLDh

CSV LHE 7|



I:::_::I Mame <«  Searchinl

Loc: Den Export CSV \ Acti

Export SV

Add Assels i

Update Assets >

250 Remove Assets y

24 _
show [ Hide Columns

234, ..
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Devices Synchronization successful
Devices from NSO_226 synchronized successfully

Devices Synchronization successful
Devices from NSO42 synchronized successfully

Report generated
: 5d23374c42

Devices Synchronization successful
Devices from NSO_179 synchronized successfully
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MNotifications Mark All as Read

Get Service Provisioning Parameters
User Task created of workflow NSO

Service Provisioning Sample WF
21 hours ago

View Form

Unclaim Task

Get Service Provisioning Parameters
User Task created of workflow NSO
Service Provisioning Sample WF

21 hours ago

Claim and View Form

@ View Dry Run
User Task created of workflow NSO
Service Provisioning Sample WF
22 hours ago

Claim and View Form

@ Get Upgrade Parameters
User Task created of workflow 10S
Software Upgrade Main WF

a day ago
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"service_schema": {
"telemetry:telemetry": {
"containsMultipleServicePath": false,
"containsWhenStatement": true,
"subscription": {

"mandatory": true,

"isCustomElement": false,

"sort_order": 3,

"interface-id": {

"deps": [

"/telemetry:telemetry/subscription/source-interface"

1,

"evaluated_when_entry": false,

"mandatory": true,

"isCustomElement": false,

"sort_order": 4,

"when": true,

"data-type": "String",

"namespace": "/telemetry:telemetry/subscription/interface-id",
"Tabel": "interface-id",

"nodeType": "Leaf"

1,

"source-interface": {
"isCustomElement": false,
"sort_order": 3,

"options": [

"HundredGigE",

"Bundle-Ether",

"FortyGigE",

"GigabitEthernet",

"TenGigE"

1,

"data-type": "enumeration",

"namespace": "/telemetry:telemetry/subscription/source-interface",
"Tabel": "source-interface",

"nodeType": "Leaf"

1,

"destination-id": {

"mandatory": true,
"isCustomElement": false,
"sort_order": 2,

"id": {

"deps": [
"/telemetry:telemetry",
"/telemetry:telemetry/destination-group"

1,

"key": true,

"Teafref": "/telemetry:telemetry/destination-group/name",

"mandatory": true,

"isCustomElement": false,

"sort_order": 0,

"data-type": "String",

"namespace": "/telemetry:telemetry/subscription/destination-id/id",
"Tabel": "id",
"nodeType": "Leaf"
1,
nkeysll: [
ll_idll
1,

"namespace": "/telemetry:telemetry/subscription/destination-id",



"Tabel": "destination-id",
"nodeType": "List"

1,

"sensor-group-id": {

"mandatory": true,

"isCustomElement": false,

"sort_order": 1,

"interval": {
"isCustomElement": false,
"sort_order": 1,

"default": "30000",

"maxRange": 4294967295,

"minRange": O,

"data-type": "int32",

"namespace":

"/telemetry:telemetry/subscription/sensor-group-id/interval",

"Tabel": "dinterval",

"nodeType": "Leaf"

1,

"sensor-group": {

"deps": [
"/telemetry:telemetry",
"/telemetry:telemetry/sensor-group"

1,

"key": true,

"lTeafref": "/telemetry:telemetry/sensor-group/name",

"mandatory": true,

"isCustomElement": false,

"sort_order": 0,

"options": [

"oc-platform”,
"cisco-platform",
"oc-bgp",
"cisco-bgp-ipv4",
"cisco-bgp-ipve",
"oc-bundle",
"cisco-bundle",
"cisco-isis",
"oc-bgp-rib",
"cisco-bgp-rib",
"cisco-qos",
"oc-mpls",
"oc-acl",
"cisco-11dp"

1,

"data-type": "enumeration",

"namespace":

"/telemetry:telemetry/subscription/sensor-group-id/sensor-group",

"Tabel": "sensor-group",

"nodeType": "Leaf"

1,

"keys": [

"sensor-group"

1,

"namespace": "/telemetry:telemetry/subscription/sensor-group-id",

"label": "sensor-group-id",

"nodeType": "List"

1,
"subscription-group-name": {

"key": true,

"mandatory": true,

"isCustomElement": false,



"sort_order": 0,
"data-type": "String",

"namespace":
"/telemetry:telemetry/subscription/subscription-group-name",
"Tabel": "subscription-group-name",
"nodeType": "Leaf"

1,

"keys": [
"subscription-group-name"

1,

"namespace": "/telemetry:telemetry/subscription",

"Tabel": "subscription",

"nodeType": "List"
3,
"sensor-group": {
"mandatory": true,
"isCustomElement": false,
"sort_order": 2,
"name": {
"key": true,
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"options": [
"oc-platform",
"cisco-platform",
"oc-bgp",
"cisco-bgp-ipv4",
"cisco-bgp-ipv6",
"oc-bundle",
"cisco-bundle",
"cisco-isis",
"oc-bgp-rib",
"cisco-bgp-rib",
"cisco-qos",
"oc-mpls",
"oc-acl",
"cisco-1T1dp"
1,
"data-type": "enumeration",
"namespace": "/telemetry:telemetry/sensor-group/name",
"Tabel™: "name",
"nodeType": "Leaf"
1,
"keys": [
"name"
1,
"namespace": "/telemetry:telemetry/sensor-group",
"label": "sensor-group",
"nodeType": "List"

1,

"destination-group": {
"mandatory": true,
"isCustomElement": false,
"sort_order": 1,
"address-family": {

"mandatory": true,

"isCustomElement": false,

"sort_order": 2,

"protocol": {
"isCustomElement": false,
"sort_order": 3,



"options": [

"grpc”,

"tep”,

"udp”
] )
"default": "tcp",
"data-type": "enumeration",
"namespace":
"/telemetry:telemetry/destination-group/address-family/protocol”,
"Tabel": "protocol",

"nodeType": "Leaf"

1,

"encoding": {
"isCustomElement": false,
"sort_order": 2,
"options": [

"gpb",
"json",
"self-describing-gpb"
1,
"default": "self-describing-gpb",
"data-type": "enumeration",
"namespace": "/telemetry:telemetry/destination-group/address-family/encoding",
"Tabel": "encoding",
"nodeType": "Leaf"
1,
"port": {
"key": true,
"mandatory": true,
"isCustomETement": false,
"sort_order": 1,
"maxRange": 65535,
"minRange": 1,
"data-type": "int32",
"namespace":
"/telemetry:telemetry/destination-group/address-family/port",
"Tabel": "port",
"nodeType": "Leaf"
1,
"ip": {
"key": true,
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"data-type": "ipv4",
"namespace": "/telemetry:telemetry/destination-group/address-family/ip",
"Tabel": "ip",
"nodeType": "Leaf"
1,
"keys": [
"ip",
"port"
1,
"namespace": "/telemetry:telemetry/destination-group/address-family",

"label": "address-family",
"nodeType": "List"

}!

"vrf": {
"isCustomElement": false,
"sort_order": 1,
"default": "default",
"data-type": "String",



"namespace": "/telemetry:telemetry/destination-group/vrf",
"label": "vrf",
"nodeType": "Leaf"

1,
"name": {
"key": true,
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"data-type": "String",
"namespace": "/telemetry:telemetry/destination-group/name",
"Tabel"™: "name",
"nodeType": "Leaf"
1,
"keys": [
"name"
1,
"namespace": "/telemetry:telemetry/destination-group",
"label": "destination-group",
"nodeType": "List"
3,
"device": {
"deps": [
"/ncs:devices/device"”
1,
"key": true,
"leafref": "/ncs:devices/device/name",
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"data-type": "String",
"namespace": "/telemetry:telemetry/device",
"label": "device",
"nodeType": "Leaf"
3,
"keys": [
"device"
1,
"service-point": "/telemetry:telemetry",
"Tabel": "telemetry:telemetry",
"nodeType": "service"

JSON ZBZ229| of

1. service_schema.telemetry:telemetry.subscription.keys

« 221} L]: "subscription-group-name"
2. service_schema.telemetry:telemetry.subscription.interface-id.deps

« ZEIX: "/telemetry:telemetry/subscription/source-interface"
3. service_schema.telemetry:telemetry.subscription.source-interface.options

« 21} LH&: "HundredGigE", "Bundle-Ether", "FortyGigE", "GigabitEthernet", "TenGigE"



4. service_schema.telemetry:telemetry.subscription.source-interface.options[0]

o Z LHE: "8 7|3 (HundredGigE)"

5. service_schema.telemetry:telemetry.subscription.subscription-group-name.key

o Z LS &
of 2:
{
"_id": "5d336e66259cd02c05b14567",
"createdBy": {
"name": "admin",
"firstName": "admin",
"lastName": "admin",
"id": "6fea3c84-20c7-4a40-b3a5-5a861a4ffh86"
1,

"formName": "TMO_Settings",
"tabName": "TMO_Settings",
"tabId": "5d336df75ff94c2c00facec3",

"data": {

"database": {
"host": "localhost",

"pOr‘t": II8080||,
"username": "admin",
"password": "admin"

}l

"usecases": [

{
"usecase": "VNF",

"dispTlayName": "Basic VNF Check",

"canSchedule": true,
"emailBody": ""

{
"usecase": "ESC",
"dispTayName": "Hello ESC Use Case",

"emailBody": "HHHHHEEEEE"

JSONPath2| 0f:

1. data.usecases[x].usecase

. 7E='-T'—I- LH%. IIVNFH’ "ESC"
2. data.usecases[x].displayName

« 74
=

o LH8: "Basic VNF Check(7|&2 VNF ZAl)", "Hello ESC Use Case(Hello ESC

=t
=

=
[=)



AI- Eil)"
3. data.database.host

« A1} LHE: "localhost"
4. data.usecases[0].usecase

- A LHE: "VNF"
5. data.usecases|[1].usecase

o ZA1} LHE: "Esc"

of 3

"success": true,
"response": {
"jsonrpc": "2.0",
"result": {
"current_position": 1,
"total_number_of_results": 6,
"number_of_results": 6,
"number_of_elements_per_result": 3,
"results": [

[
"arista-dcs",
"arista-dcs",
"5.2.4"

1,

[
"cisco-ios",
"cisco-ios",
"6.10"

1,

[
"cisco-iosxr",
"cisco-ios-xr",
"7.7"

1,

[
"cisco-nx",
"cisco-nx",
"5.7.6"

1,

[
"cisco-staros",
"cisco-staros",
"5.10.4"

1,

[
"juniper-junos",
"junos",
"4.1.3"

]

"id": 2



JSON BZ229| of:

1. response.result.results[0]

« A1l LHE: "arista-dcs", "arista-dcs", "5.2.4"
2. response.result.results[0].[0]

- A LHE: "arista-dcs"
3. response.result.results[0].[2]

- At LH8:“5.2.4”
4. response.result.results[5]

« Z1 L& "juniper-junos”, "junos", "4.1.3"
5. response.result.results[5].[0]

« 221} LI8: "juniper-junos"
6. response.result.results[5].[1]

« A1 LHE: "junos"
7. response.result.total_number_of_results

- 20t LHE: 6

o 4:
[

{
"name": "A11",
"defaultPreference": true,
"1sa": false,
"default": false

3,

{
"name": '"nsol79",
"defaultPreference": false,
"1sa": false,
"default": true

3,

{
"name": '"nso226",
"defaultPreference": false,
"1sa": false,
"default": false

3,

{

"name": "nsol65",
"defaultPreference": false,



"1sa": false,
"default": false

1,

{
"name": "USER_NSO",
"defaultPreference": false,
"Tsa": false,
"default": false

}

JSON £ of:

1. O|§: 2 E O|§S LIggLCh

o At LIE:"EF", "ns0179", "ns0226", "ns0165", "USER_NSO"
2. [0].name

. A g e
3.[1].012:

« A1 LIE: "nso179"

04l 5:
[
{
"id": "6fea3c84-20c7-4a40-b3a5-5a861a4ffb86",
"username": "admin",
"email_address": "admin@bizapps.cisco.com",
"first_name": "admin",
"Tast_name": "admin",
"created_at": "2019-07-15T08:39:36.000Z",
"local_user": true,
"groups": [
{
"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"
1,
{
"id": "edfb066f-93b1-43e2-8ed1-5118f9651311",
"group": "workflow-admin"
}
1
1,
{
"id": "21512d4a-5e0a-4f0e-8de6-55c344d25aba",
"username": "demo",
"email_address": "demo@bizapps.cisco.com",
"first_name": "demo",
"last_name": "demo",

"created_at": "2019-07-15T08:39:36.000Z2",
"local_user": true,



"groups": [
{
"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"

"id": "0224419d-8168-4ddf-9212-5811e4b6d913",
"username": "svcuser",

"email_address": "svcuser@bizapps.cisco.com",
"first_name": "Service",
"last_name": "User",

"created_at": "2019-07-15T08:39:37.000Z2",
"local_user": true,

"groups": [

{
"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"

3,

{
"id": "f7557a5e-0d75-4357-bcab-2a74680f2890
"group": "svcacct"

}

"id\": "7100d085-3067-46c0-8f0b-945162f5e011",
"username": "bpaadmin",
"email_address": "bpaadmin@bizapps.cisco.com",
"first_name": "bpa",
"Tast_name": "admin",
"created_at": "2019-07-15T08:39:37.000Z",
"local_user": true,
"groups": [
{
"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"

"id": "9ebfd385-f7c9-40f7-aa50-8c27d88a5c93",
"username": "svcmgr",
"email_address": "svcmgr@bizapps.cisco.com",
"first_name": "Service",
"last_name": "Manager",
"created_at": "2019-07-15T08:39:37.000Z2",
"local_user": true,
"groups": [
{
"id": "340d0431-52c0-4f43-9214-2a6db989b865",
"group": "service-manager"

"id": "3bebeca7-bf5c-48d6-98fc-65208be59589",
"username": "devmgr",

"email_address": "devmgr@bizapps.cisco.com",
"first_name": "Device",

"last_name": "Manager",



"created_at": "2019-07-15T08:39:37.000Z",
"local_user": true,

"groups": [
{
"id": "cc5b9f7e-12dc-46ec-b31c-529d7671d073",
"group": "device-manager"
}
1
1,
{
"id": "dcab8603-e763-4d5c-958b-d57e4bc7eel2",
"username": "demouser",
"email_address": "demouser@bizapps.cisco.com",
"first_name": "demo",
"last_name": "user",
"created_at": "2019-07-15T08:39:37.000Z2",
"local_user": true,
"groups": []
}

JSON £ of:

1. groups[x].group

« 21 LHL: "admin", "workflow-admin", "admin", "admin",
manager", "device-manager"

2. [0].last_name:
« Ao LS "EelR
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[7] Backupid i Policy Name } ScheduleT... i Label i StartTime i Duration f Actions

D a87043e0-13ed-11ed-b116-254. Default-DB On Demand sanity-test 202. 08/04/22, 5:34:57 PM 37s © -~ @
’—| 4885cc00-13e5-11ed-9487-a54.. Test-BnR Recurring 08/04/22, 4:35:00 PM 37s © @
m aa9d57b0-13da-11ed-ac10-79f8. Test-BnR Recurring 08/04/22, 3:19:00 PM 2s © - @
m ©¢53b6cb0-1290-11ed-b470-f1d0. Test-BnR On Demand UAT-08-02-20. 08/02/22, 11:57:31 PM 38s © - @
D 5727b600-1274-11ed-8ddd-276... Test-BnR Recurring UAT-test-001 2.. 08/02/22, 8:34:00 PM 3s @ @
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Device Name : ios-xr-120 Controller Name : NSO-176

Running Config vs Backup Config (30/05/2023, 12:58:58) ~

1-Wed Jul 5 09:43:12.245 UTC
- Building configuration...

2
3 11 105 XR Configuration 6.0.1 1 11105 XR Configuration 6.0.1

4 11 Last configuration change at Wed May 10 10:10:32 2023 by cisco 2 11 Last configuration change at Wed May 10 10:10:32 2023 by cisco
501 30

6 hostname 105_XR_116 4 hostname TOS_XR_116

7 logging hostnameprefix 4.3.2.1 5 logging hostnameprefix 4.3.2.1

8 cdp 6 cdp

9 line default 7 line default

10 transport input ssh 8  transport input ssh

LS 9 1

12 interface MgmtEth/0/CPUO/O 10 interface MgmtEtho/0/CPUO/O

13 cdp 11 cdp

14 ipv4 address 12 ipv4 address

51 131

16 interface GigabitEthernet0/0/0/0 14 interface GigabitEthernet0/0/0/0
17 cdp 15 cdp

18 ipv4 address 16 ipv4 address -
19 1 17t

20 interface GigabitEthernet//0/1 18 interface GigabitEthernet0/0/0/1
21 cdp 19 | cdp

22 ipv4 address 20 ipva address

23 1 21 1

24 interface GigabitEthernet//0/2 22 interface GigabitEthernet/0/e/2
25 | shutdown 23 shutdown

6 ! 24 1

27 router static 25 router static

28 address-family ipvd unicast 26 address-family ipv4 unicast

29 27

30 ! 28 |t

31t 29 1

32 ssh server v2 30 ssh server v2

33 end 31 end|

34-
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Add Auth Group

Auth Group name *

default-map: Remote authentication parameters for users not in umap

remote-user

remote-auth

remote-secondary-password

ClutolA AFR R Ol
ste #7 ofE

ot 97 27 HlHE

3. 215 O&8 F7t otedH M S & g

H £~%42 NSO 2! Direct-to-Device ZAE E2{0f| A 2F X[ HEILICE.

. Credentials(At 3 &&) B2 MEdELICE
El

PN
LICF.

=

-
gl
g'l_l
K o
e
A
o
o
T
o
x
1

9'|1
r
ful
m
o
>
[
5
0)
o
[
S
o
ol
IJ
iE
=l

~ (=)
sEE M

Wo| MREAIE E +=H8t1 SaveE ZEIFLICH




Edit Auth Group

Choice - rematellser
rematelame

Specify device user name *

Cholce - remotesuth
remaotePasswond

Specify the remote Password

remoteSecondaryPassword

Cancel [ Lpdate ] m

umap MIEALE

4. et 32t ® & oLt ol¢ol 2 E &2dst0d umaps F7HEfLICH

EELC2 S50{ A Remote Name(¥HZ 0|8)S MENELICH
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device-group *
test|

~
B Selected(6) B Selected(30)

Search Q Search Q
Device Name B Device Group Name
10.105.52.44 07e541id03ed5
DCLF_0 00615f81686cd
DCLF_1 Obdegbd1edde
DCLF_2 1049500287659
DCLF_3 123
Juniper_34_Netconf_NED 18583867848
- . v
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@ selected(1) @ selected(29)

Device Name

(<]

Device Group Name
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07e54ffd03eds
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_ Il Home / Device Manager / Configuration Backup Jobs
=Wl o - s @@ O O
cisco Business Process Automation

Configuration Backup Jobs
Device Manager Credentials Device Groups Configuration Backup Jobs Configuration Restore Jobs

Controller Type Controller Instance Status From Date To Date
DNAG, CNC, NSO, DCNM ~  CNC-211, DCNM-67, DCNM-... ~ COMPLETED, RUNNING, FAIL... ¥ 5/21/2023 B x  6/5/2023 B X @ AutoRefresh
4 csv ¥ Excel Qa v O

Device i controlle... i policy Name i scheduleN.. { Schedule.. : Label i startDate... { purati. ! Status i Actions
ClOS8kv-18.f...  DNAC-R3 DNAG Backup De.. On Demand 06/05/23, 2:55:3... 175 SKIPPED @ -
ios-xr-121 NSO-176 NSO Backup Defa On Demand 06/05/23, 12:27: s COMPLETED @ -~
cisco-iosxr-n...  CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:4... FAILED [
cisco-iosxr-0  CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:3... FAILED [
cisco-iosxr-2...  CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:3... FAILED o
cisco-iosxr-1...  CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:3... FAILED o
br-cisco-iosx... ~ CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:0...  21s SKIPPED @ -+
cisco-ios-1 CNC-211 CNC Backup Defa On Demand UAT0602 06/02/23, 7:54:0. FAILED (]
N93H_157 DCNM-67 DCNM Backup De... On Demand device check 70 06/02/23, 7:01:1...  15s SKIPPED @
N93H_154 DCNM-67 DCNM Backup De... On Demand device check 70 06/02/23, 7:01:1...  29s SKIPPED @ -
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Backup Configuration

Il I05 XR Configuration 6.0.1

!! Last configuration change at Wed Jul 5 04:36:30 2023 by cisco
hostname I0S XR_121

telnet vrf default ipvd server max-servers 1
aaa authorization exec default local none
aaa authentication login default local
cdp

line default

transport input ssh

(]

interface MgmtEth0/0/CPU0/0

description testl234

cdp

ipvd4 addreas

!

interface GigabitEthernet0/0/0/0
description testl2l

cdp

ipv4 address

1

interface GigabitEthernet0/0/0/1
description test

cdp

rr
Io
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Compare With Current Config

Device Name : ios-xr-121

Running Config vs Backup Config (05/06/2023, 12:27:53)

1
2

w

30
31

~Wed Jul 5 09:48:31.963 UTC
-Building configuration...
11 I0S XR Configuration 6.0.1
!l Last configuration change at Wed Jul 5 04:36:30 2023 by cisco
'
hostname I0S_XR_121
telnet vrf default ipv4 server max-servers 1
aaa authorization exec default local none
aaa authentication login default local
cdp
line default
transport input ssh
'
interface MgmtEthe/0/CPUO/0
description test1234
cdp
ipv4 address

interface GigabitEthernet0/0/0/0
description test123

cdp

ipv4 address

interface GigabitEthernet0/0/0/1
description test

cdp

ipv4 address

interface GigabitEtherneto/0/0/2
description test
shutdown

Controller Name : NSO-176

ra
La

Restore ~

1 1 I0S XR Configuration 6.0.1

2 !'! Last configuration change at Wed Jul 5 04:36:30 2023 by cisco

3

4 hostname I0S_XR_121

5 telnet vrf default ipv4 server max-servers 1

6 aaa authorization exec default local none

7 aaa authentication login default local

8 cdp

9 line default

10 transport input ssh

11 !

12 interface MgmtEth@/0/CPUO/@

13 description test1234

14 cdp

15  ipv4 address

16 !

17 interface GigabitEthernet0/0/0/0

18  description testl123

19  cdp

20 ipv4 address

21 !

22 interface GigabitEthernet0/0/0/1

23 description test

24 cdp

25  ipv4 address

26 !

27 interface GigabitEthernet0/0/0/2

28 description test

29 shutdown
— —_ =
= CHE i 2| agj|of4nt Hlm&hL|ch.
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View Error X

Prechecks Execution Failed

eRz o S YIBZI BXIE B OF M HE

HL

7| oto|Zo| EAIELIC

lll ||I Home / Device Manager / Configuration Restore Jobs . .
cisco Business Process Automation admin admin 9 o Q 9

Configuration Restore Jobs

Device Manager Credentials Device Groups Configuration Backup Jobs Configuration Restore Jobs

il

Controller Type Controller Instance From Date To Date
NSO, DCNM ¥ DCNM-67, DCNM-Nexus, nso... ¥  5/21/2023 B x 6/5/2023 [al

Device Name : ios-xr-121 ° ° ° ° 100%

Start Time: 06/05/23, 9:47:12

x

AM PreChecks Restore ConfigDiff PostChecks
+ csv ¥ Excel Q v O (20 v
| Device % Controller Instance  ControllerT... ¢ Policy Name ¢ Initiated By ¢ StartTime } Status  Actions
[J  iosxr-121 NSO-176 NSO NSO Backup Default Po...  admin 06/05/23, 12:30:35 PM RUNNING # 2B
| ] iosxr-121 NSO-176 NSO NSO Backup Default Po...  admin 06/05/23, 12:28:20 PM RUNNING # 2
fos-xr-121 NSO-PT-179 NSO NSO Backup Default Po...  admin 06/05/23, 9:47:12 AM COMPLETED
bnr_nexus_145 NSO-176 NSO UATintern3005 admin 05/31/23, 2:14:39 PM RUNNING
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Home / Workflows /

Tasks / 16861574~ 13ed-11ed-b:

a50-16a7ciBe3813

admin admin o O e

cisco. Business Process Automation
Task List
Overview Tasks Defined Workflows Workflow Instances
Debug View Incident List
Auto Refresh ) From Date B ToDate [a)
+ csv + Excel Q T O [20 v
Task i Type ! Started ! Ended ! Duration ! Status Owner i Assignee { Groups i Acti.
End noneEndEvent 08/04/22, 08/04/22, 05 0:00 Completed
Update serviceTask 08/04/22, 05 0:0¢ Completed
ConfigD...  serviceTask 08/04/22, 05: 08/04/22, 05 0:00 Completed
Vi userT: 08/04/22, 05:. 2:13 Completed
Execute. serviceTask 08/04/22, 05:. 08/04/22, 05:.... 0:00 Completed
ConfigD... serviceTask 2, 05: 08/04/22, 05:... 0 Completed
Postche.. serviceTask 08/04/ 05: 08/04/22, 05 0:00 Completed
HIAEE QUARA
a2le X7t obX|9t ofO|22 KA E= oiEElF|olMe| I3 2= QARA HO|X|2Z AHSKIE
AIZFEILICEH 0|2 S5l MA8AtE I EZ M ME HEZ =2Irt28 & &Lt

=)

= =
View Config Diff
Device Name : ios-xr-121 Controller Name : NSO-176
Running Config vs Backup Config (Mon Jun 05 2023 06:57:53 GMT+0000 (UTC))
24 interface GigabitEthernet0/0/0/1 22
25 description test 23
26 cdp 24
27 ipv4 address 25
28 ! 26
29 interface GigabitEthernet0/0/0/2 27
30 description test 28
31 shutdown 29
32 ! 30
33 router static 31
34  address-family ipv4 unicast 32
35 33
36 ! 34
37 ! 35
38 ssh server v2 36
39 end 37
40 -
41 -RP/0/0/CPUQ: I0S_XR_121#
S A | HO =] X | P
St MM 2 =X F
=2He O_I il o E: I. k=2 |. Xtod St | -i
_I-I:ITE-EE Jﬁdé7 on —||=|Ec:>0'|A
[ A EH=|.E| |.2 |. XFoA | =HI:I-=|.2 Xto4 Ol
OlT‘_‘E |_-|—|° d*ox —||=|0‘|°o°|_—||=|=-<

interface GigabitEthernet0/0/0/1

description

cdp

ipv4 address
'

test

interface GigabitEthernet0/0/0/2

description
shutdown
!

router static

test

address-family ipv4 unicast

!
!
ssh server v2
end
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Os Upgrade

Active Completed Pending
4 osv + Exce v 020 ~
Device Name i Cument Step i Current Step... ! Custom Payl... i Device Type i Created By i Started... i Comple... i Region i Market Actions
01000f0 1< < Page0of0 > >
2 =22 TtMES E.Elsl-l__“:'.
LT o= = 15 .
Create Order
@ seiect Device(s) Order Parameters
Select Region Select Market Device Type
:elnlNSO . Caifomia oc v NSC-5504
oSy + Excel Qa v o2 ~
Device Name
T
010000 K ¢ PageQof0 > I
X2 AHAA
Tl oo

3. NSO, Region, Market, Device Type and DeV|ce
4. Custom CR Number(AFHE A}

|HCRmi)
Lt LISof of|&F&fict. 2 RES ME

5. F& Xds gL

S

£ MEELICH Next(CHS)E
Zest AR

=4t I—IEP

AlZtE M Z of|<f

=gk

VAl

Fo: HE e S A oY SMH0| JUs AEX X|HE A2 A8 + A&LCh Yazeo]
E Z2 MA= (B Hof stLtel ClHEo|4) EE= ER(8F Boil 042] 7He| C|HtOolA) A7 E
2 oy A&
Os Upgrade
Active Completed Pending
From Date m ToDate [a]
+ csv + Excel Q Y O |20
Device Name i Current Step i Current Step Status i Custom Payload i Device Type i Created By ! Startedon Actions
Post-Check a2 108 dmin admi 4120120 ? ? Q} [%
3.0.2.11 Post-Check e =00
3.0.2.1 Post-Check -] IC E‘iz
| Post-Check a niB
< >
Ttodofd 1< < Pagelof1 > »
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2 QoA H7|
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4 HAYFFE7

MNEXE ™A 2T EZRQ RS = + USLICH MEHS C|uto|Aof CHE OS YaB0|E7H HE
Moz 2= T|™ C|HFO|A 7| Completed(2t 2 E) B0 EAIE LICH.

o0

Template Id: 105-Validation-Tmpl Device Mame: 3021 Commands Evaluation Result @

Rules Evaluation Result @

show version

asolE ool aeEle 2 F AlL|= CIHO|A S| OS Upgrade Summary 7HR & E24™ View

Summary(2<f 27[) oto|22 ZF=IgfLct,
3.0.2.1
Post-Check 3/31/20, 11:01 AM (] ~

Commands Evaluation Result : @

Rules Evaluation Result : @

Template Id: 10S-Validation-Tmpl Device Name: 3.0.2.1

show version

Upgrade Device 3/31/20, 11:00 AM Q v
Backup Config 3131120, 11:00 AM Q “
Download Image 33120, 11:00 AM 0 v
Pre-Check 3/31/20, 11:00 AM Q v
Validate Device 3131720, 10:59 AM Q v
ol A Y ==
View Device List(C|HIO|A S5 £7]) otO|22 MEf5t0] C|HtO|A S8/ =Qlst1 Eye(=) 0t0|
=2 MEHS04 Evaluation Results(B7+ Z21t) 2 Task List(3fd S 5)& =l



QAZS CIREESIE{H A CH2ELE ol0|22 MEfgLCH
Process Instance ID:655c1cc7-731e-11ea-b904-0242ac160005
Overview Tasks Defined Workflows Workflow Instances
oo
From Date ®  ToDate a
4 osv + Excel a v
[[] Task i Type i Started i Ended i Duration i Status i Owner i Assignee i Groups H Actio...
D. Upgrade Com... noneEndEvent 03/31/20, 12:38 PM 03/31/20, 12:38 PM 0:00 Completed ~
O Moify Status senviceTask 03/31/20,12:38 PM  03/31/20, 1238PM  0:10 Completed
O Next one exclusiveGateway 03/31/20,12:38 PM  03/31/20, 12:38PM  0:00 Completed
[} » NoDeviceTyp.. calActivity 03/31/20, 1238 PM  03/31/20, 12:38PM  0:00 Completed °©
O multiinstanceBody 03/31/20,12:38 PM  03/31/20, 1238PM  0:00 Completed
O Check Device ... exclusiveGateway 03/31/20,1238 PM  03/31/20,12:38PM  0:00 Completed
O Process in Par...  exclusiveGateway 03/31/20,12:38 PM  03/31/20,1238PM  0:00 Completed
O Get Template ... scriptTask 03/31/20,12:38PM  03/31/20,12:38PM  0:00 Completed
O ValidateData scriptTask 03/31/20, 12:38 PM 03/31/20, 12:38 PM 0:00 Compileted
O exclusiveGateway 03/31/20,12:38PM  03/31/20,12:38PM  0:00 Completed v

1t0130f13 14 < Page1of1 > >

Variable String : deviceType
4 osv + Excel

Value

< I
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Overview Tasks Defined Workflows Workflow Instances
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Os Upgrade

e oo m

From Date ® ToDate

+cs 4 a T 20
Device Name ! Current Step :  Current Ste... : Custom Pay... : Custom Pay... i Device Type ! Create... ! sur. = ! Compl.. ! Region i Market i Actions
Oto0of0 1K < Page0of0 > »
Lett B2 QAEHEE Al K|, CtA| A2 £ SKIFLICH X|IHE Emt EE= AlZtof of 2FEl =2
E C|HFO|A T} Pending(EF &) ®{oll ZAIELICEH

Au|aefo|M AS 7| o Z 2|7 o]M =

Config Validator O Z 2/71|0|ME AFE S AL XE7H NSO AMH{2| NED(Network Element

Drivers)o| CHall Z1x[2 20| B sh = QU&LICH AFEXt= O] Y E ALE5t0{ NEDE A1EH
st TJoi cHek HEE A->sto =t olgh = QUEGLICH 8 EHRFt B2 AFSA7E TACSH 3
o

1
#e A= A5 EDME UHEL == &L

NED QI

to

NEDE AEstz{H S BHE -5t A|
1. & H 0| X|0{| M Config Validatorg & 2!&fLIC}. Config Validator I O|X|7} & A|EL|Ct.

Config Validator

Select Controller

Upload Config NSO-6578 ~  Select NED v -

Commands
ip vrf ccs-auto-02
description ccs-auto-02.com
rd 20057:800294
route-target export 20057:800200
route-target import 20057:800200
route-target export 13979:103104

E

'd I
i Reset | Validate Config
\_ J

T8 ALY

2. EEC2 S50|AM NSO > NEDE MEELICH 0|22t NSO HE I oMz BZo| Al-tx|o
Siie HHo| | & 8HX|(0dl: Cisco-ios, Cisco-iosxr §) & Ql5t= NEDRIL|CH. B0l LIFE| K|



o TAC X|20f 2o|5t0{ 2 x| NEDZE &HAHEHL|CE

N AT LSATF NSO Aol A B AI3HE[T LSA £ 7} NSOO!| CHal AMEHE! 42 RFS === &}
S5o=2 MR RFS = EX ZI@stL|C}.

Select NSO Select RES Node
NSO 226 - jun_32 -
NSO MH

* ip vces-auto-02

« A% ccs-auto-02.com

* rd 20057:800294

« ZAZ-CH4A LHELHZ]| 20057:800200
« route-target 7tX{ 27| 20057:800200
o« AE2-CHA LHELHZ] 13979:103104

M

M

at

I
M
[e]

| Crel

_ =

OK

B E= 0|3 ZEHS HHado| MEtMS Habst= O S8t

—_

o

5. Upload Config(Z1Z|12i[0|M YEE)E S 2504 ZI|Td oM IS YEE=FLICE of2{st
ot txt EAIQIL|CH,

6. WS AMSed™ Validate ConfigE E&I8HLIC}.
7. ¥otE B2 Export(LHE2LH7|)E 22l6tod £ AN E LHEHLICH THU2 csv HASE LY
HUELCH

HAE B0l M BPAE X|IHE BP0l OiE A5 S st 32 EAIELICHL

Workflows OHZZ|70| M2 A Sl QIARA AJEI Q] AT AL, 7 & 2 3 & Zrdoi| CH
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1. & HO[X|HMH KT EZ2 S T2
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Tasks
All Task @) My Tasks @) Group Tasks @ Unclaimed Task @)
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Manage Credentials Adapter Library

Build Your own Adapter About Adapter Generator Path Query

Overview

This document explains how BPA's Adapter Builder framework works at a high level. It also atternpts to explain how an Admin can configure a new Adapter and interact with an extemal syster

Adapter Builder can be used for the following types of integrations w.r.t. BPA
1. Northbound integrations: Example: Data entry systems, Inventory management systems etc
2. Southbound integrations: Example: Underlying controllers like DNAC, vManage, Meraki etc
3. East-West integrations: Example: Ticketing systems like Service-Now & Remedy, Git etc.

Supported Versions

BPA: 3.1 and all the newer versions

What problem is the Adapter Builder solving?

Every customer of BPA has felt the need to integrate it with one or more external systems (mentioned above). A classic example is 1o integrate BPA

progressing. Let's look at a simple illustration:

Milestones in BPA for a Service order | Status of a Change record in SNOW — [ Submit a service order after performing data entry | Create a new change record in SNOW (Status = New) Workflow performs basic validations on the devices | Change the state to Assess Display Dry-Run results
and seek Approval to continue | Change the state to Authorize Provide approval via BPA or SNOW portal | Change the state to Scheduled Push config changes to the device once we are inside the change implementation window | Change the state to Implement Allow user to review the Pre &

Post check diff report | Change the state to Review User reviews the report and confirms that the service provisioning is successful | Change the state to Closed
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Account,Order [@].Product [8].Description

s service order with a ticketing system like Service-Now (SNOW) so that a ticket/change record keeps track of how the service provisioning is
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Colour": “Purple”,

"Width": 308,
- “Height": 200,
"Depth": 210,
“weight": 0.75
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Home / Commit Manager

cisco Business Process Automation admin admin o o e
1

Commit Manager
Commit Queue Rollbacks

) X Select NSO Commit Queue
Action v Global Options v o143 .

Completed -

D OO
Item ID i When I Status i Tag i Rollback Data ¢ Actions
. 1581918799723 02/17/20, 11:23 AM completed © ~
1581916655634 02/17/20, 10:47 AM completed @
D 1581916590166 02/17/20, 10:46 AM completed °©
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Commit Queue Rollbacks

Select NSO
Rollback ¥ Preview Rollback &%
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3 csv ¥ Excel Qa ¥ o
NR(Rollback ID) ¢ File No. i Created By i Label ! Comment ¢ Created Date i Actions
O o rollback10095 admin servicecenter- servicecenter- 2020-04-29 10:35:52 B ~
1 rollback10094 admin servicecenter- servicecenter- 2020-04-29 10:34:52 B
O 2 rollback10093 admin 2020-04-28 19:34:43 B
3 rollback10092 admin 2020-04-28 12:34:24 B
O - rollback10091 admin 2020-04-28 12:30:27 B
5 rollback10090 admin 2020-04-28 12:24:26 B
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Are you sure you want to selectively rollback till NR - 1 7

Preview Rollback
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View format X

Preview Rollback 9 .
Cli v

devices |{

device {
config {

ios:logging {

host {
+ ipvé {
+ }
}
}
}
}
}
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NR(Rollback ID) i File No. i Created By i Label i Comment i CreatedDate PoAct
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| 2 rollback10093 admin 2020-04-28 19:34:43 B
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. 4 rollback10091 admin 2020-04-28 12:30:27 B
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Add Script
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"devicelList":[
{
"deviceName":"iosxrl",
"templateId":"migration-template",
"variablesMap": {
"port_type":"TenGigE",
"port_number":"0/2"
}
}
]
}
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{
"create": [
{
"prefix-set-service:prefix-set-service":[
{
"name":"pre-test",
"prefix-set": [
1
}
1
}
1,
"delete": [
1
}
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"create": [
{
"prefix-set-service:prefix-set-service":[
{
"name":"pre-test",
"prefix-set": [
]
}
]
}
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"delete": [
]
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"deviceName":"11.1.1.1",
"templateId":"test2735",
"commandList": [
{
"command" :"show version",
"isConf‘igMode" false,
goToStepOnPass" N
"goToStepOnFail":""
"passExpr":"",
"rules": [
]
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]
}
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"address":"100.1.4.5",

"admin-state":"

unlocked",

"authgroup":"default",
"description":""

"latitude":"",
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"category":'"nso.device.added",
"severity error",
"user": "adm1 n",
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"payload":{

"title":"New device added",

"description":"10.1.1.1 managed successfully at NSO1"
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"toaster":true

"_options":{
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Form Builder

/7 N\ From Date To Date
(\ Upload /) Tags 7/29/2022 B x  8/5/2022 A x

iy, CSV i1, Excel e Y i, [20 v
Form Name i Service i TagName i Created At i Updated At i Actions
test-single /golden:golden 08/04/22, 11:42 PM 08/04/22, 11:42 PM /‘ |—EI i
ServiceProvWorkflowParams /ncs:services/logging_serv... 08/04/22, 11:16 PM 08/04/22, 11:16 PM /‘ |—|:| i
DeviceCreationFailed 08/04/22, 11:16 PM 08/04/22, 11:16 PM /‘ |—EI i
Generic_form 08/04/22,11:16 PM 08/04/22, 11:42 PM /‘ |—|:I i
NSOCallFailed 08/04/22, 11:16 PM 08/04/22, 11:16 PM /‘ |—EI i
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OS Upgrade
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From Date To Date
Tags ~ 7/29/2022 B x 8/5/2022 B x
¥ csv ¥ Excel a v
Template 3 Commands 5 Description 5 Tag Name 5 Created At = 5 Updated At 3 Actions

S =
DeviceActivation 1 DeviceActivation 08/04/22,11:16 PM 08/04/22,11:16 PM /7 0
P
10S-Downloadimage-T... 1 Template to Download |... 08/04/22, 11:16 PM 08/04/22, 11:16 PM /7 u
o =
10S-Validation-Tmpl 1 10S Validation template ... 08/04/22,11:16 PM 08/04/22,11:16 PM /7 B
P
10S-Upgradelmage-Tmpl 5 Upgrade Image steps 08/04/22,11:16 PM 08/04/22, 11:16 PM /7 B
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.=
|:| test65-existing-partial nso-65 partial_config LOZaPdl | |E|
i [o XV | |E|
test65-existing-partialto80 nso-80 partial_config
=
test65-existing-full nso-65 full_config ©O-/710 |E|
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Seri... : Onboard ... : Statu... : Devi... : Cont... : Com... : Com... : Devi... : c : c : Actions
[} Ds7573DB Waiti iti "seri i s > ¢
. aiting Waiting Unsupport.. vManage-... 0% N/A {"serialNoC... ~ 08/0... admi... =
/o
" - s : 72 »r ¥
8FB8752F Waiting Waiting Unsupport.. vManage-... 0% N/A {"serialNoC... ~ 08/0... admi... -
/o
>
Waiting DNAC Acc... DNAC-242 0% N/A {"serialNoC... ~ 08/0... admi... /7 > i
A
>
DNAC Acc... DNAC-242 0% N/A {"serialNoC... ~ 08/0... admi... /7 > i
A

FJC25251... Waiting
Waiting Waiting
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Service Catalog

Service Categories E g Orders
m ( Upload ) ( Upload Zip ) From Date To Date
7/29/2022 B x 8/5/2022 B x

+ csv ¥ Excel Qa v O
Name : Description ! Tags ! Modified Date i Actions
S =
service-item-1 none 08/05/22, 06:17 PM 7 1
. =
service-item-2 none 08/05/22, 06:17 PM 7 1
Tto2of 2 1K < Page1of1 > >l

MH|A FIEFZ2 O
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Pre Post Check

Active Completed Pending

From Date To Date
7/29/2022 8 X 8/5/2022 B X
+ csv ¥ Excel a v
Device Name ¢ Current Step i Current Step Status ¢ Custom Payload ¢ Device Type i CreatedBy  Actions
3.0.2.3 Analytics-Report Networ... 0 {"CR number... 10S admin admin = n i lz"
4 >
Tto1of1 1< < Page1of1 > »i
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cisco  Business Process Automation admin admin o O e
12
Generated Reports
Report Templates Schedules & Favorites Generated Reports
From Date To Date
Report ~ Status v 7/29/2022 ) x 8/5/2022 B x
+ csv ¥ Excel Qa v 0
Report Name ‘ Execution ID ‘ Filter(s) ‘ Status 3 Created Date ‘ Actions
. fo3n 2
Pre post check Reports 62ed21a7c6c04f0035d8ee...  Status (Active, Pending, Co...  Success 08/05/22, 07:26 PM -
OS Upgrade Reports 62ed218ecf25230029155... Status (Active, Pending, Co...  Success 08/05/22, 07:26 PM 104 1

1to2o0f2 Ik < Page1of1 5 »|



N oatmouwm

alvaln
cisco

Executions
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ZIE{= Execution(&/H) &0

Home / Scripts / executions
Business Process Automation

From Date To Date Select Status
7/29/2022 B x 8/5/2022 B x Al
¥ csv ¥ Excel
Key ! Execution Id i Version i Type
AnsibleScript.yml bc807d60-5b27 1 Ansible
Addition.p: 92d690f1-e3fe- 1 Python
AlSH
= O

222 Y MHIA IR ZT0 M8

MERI7I I ZE F= AH|A FHEFZ 0 A
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i started

08/05/22, 02:02

i Ended

08/05/22
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02:02 ..

¢ Duration

0 min 7 secs

admin admin o O e
12

a v 0
i status {oAct..
Completed 104
Completed 104
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Home / Workflows

Business Process Automation

Hmim
cisco

Defined Workflows

Overview Tasks Defined Workflows Workflow Instances

V¥ csv ¥ Excel

admin admin o O e
i

W Latest Tags -

afo o a @ o

[] Key - { Name ¢ Version i Tags ¢ Resource i Status ¢ LastModified i Actions
service v v v v v v v
S =
|:| serviceprovisioning NSO Service Provis... 1 serviceprovisioning... Deployed ! 4 ¢ > ] 1
N —
D serviceprovisioning NSO Service Provis... 2 serviceprovisioning... Deployed ! I'd ¢ > ] 1
Tto2of 2 1< < Page1of1 > >
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Defined Workflows
Overview Tasks Defined Workflows Workflow Instances
+ csv ¥ Excel Qa v O
[] Key { Name i oVer.. = Tags ¢ Resource Status ¢ Last Modified ¢ Actions
o =
D ios-osupgrade-up... 10S Software Upgr... 2 ios-osupgrade-up... Deployed ! / * > u 1
N —
D serviceprovisioning NSO Service Provi... 2 serviceprovisionin... Deployed ! / * > [ ] !
o =
[:] base-migration Base Migration WF 1 base-migration-w... Deployed ! /’ * > [ ] 1
N —
D iosxr-osupgrade-... 10S-XR Software ... 1 iosxr-osupgrade-... Deployed u / * > § !
o =
D complianceCheck GCT Compliance S... 1 complianceCheck-... Deployed ! /’ * > u 1
o Il X429
=2 =2— o=
At Ol = t il ol 1
PSS === =E X WO[X|O§7|7
_ Ml Home / Workflows
= sinin . . d dmi
cisco  Business Process Automation admin admin o O 9
13
Workflow Instances
Overview Tasks Defined Workflows Workflow Instances
From Date Select Process Instance Type
Auto Refresh: M 8/3/2022 B x ToDate ©  Running -
¥ csv ¥ Excel Qa v 0
[] mstanc.. i Name { Busines.. ! Version { star. = ! Ended i Duration { status i Actions
|:| 2daf3057-14... 10S Software ... ios-osupgrad... 1 08/05/22, 09:.. 0 min 14 secs ACTIVE ! LLINN I O
D 23426764-1.. NSO Service ... serviceprovisi... 1 08/05/22, 09:.. 0 min 31 secs ACTIVE ! n = o
D 2849a2b6-1... OSUpgrade M... osupgrade-m... 1 08/05/22, 09:... 0 min 23 secs ACTIVE ! I moe
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32

Service Catalog

Service Categories Orders

Add < Upload >< Upload Zip > From Date To Date

7/29/2022 B x 8/5/2022 B x
bow 4 e Joa @0

Name v E Description E Tags E Modified Date E Actions
item| Y Y Y Y

PO
service-itemCategorized none 08/04/22, 09:03 AM /7 B

. =
service-itemCategorized_1 none 08/04/22, 08:59 AM /7 B
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Service Catalog

Service Categories Service Items

From Date To Date
7129/2022 B x  8/5/2022 B x
+ csv ¥ Excel Qa v 0

Orderld i service = i Date i status i user

2 service-item-1 08/05/22, 10:24 PM admin

1 service-item-1 08/05/22, 10:15 PM admin

5 service-item-2 08/05/22, 10:57 PM user005

4 service-item-2 08/05/22, 10:56 PM user005

8 service-item-2 08/05/22, 10:50 PM admin
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Home / Admin / Service Catalog
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Service Catalog

Service Categories Service Items

From Date To Date
7/29/2022 B x 8/5/2022 B x
+ csv ¥ Excel Qa v 0

Order Id i service = { Date i Sstatus i user

2 service-item-1 08/05/22, 10:24 PM admin

1 service-item-1 08/05/22, 10:15 PM admin

5 service-item-2 08/05/22, 10:57 PM user005

4 service-item-2 08/05/22, 10:56 PM user005

3 service-item-2 08/05/22, 10:50 PM admin
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187
Scheduler
Schedules
s N From Date
Add ‘\ Import /‘ 11/30/2022 B x ToDate o)
4 csv + Excel a v o [20+]
Name { G i Sched... i StartDate... ! EndDate  © LastTri.. | NextTr.. ! Create.. i status i Actions
PeriodicProbe Recurring 12/16/22, 5:00:0. admin Active 0 'd [ ]
—
Scheudulerkafka One Time 12/14/22, 6:44:0 12/14/22, 6: admin Inactive 0 4 ]
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X
Schedule Executions
Schedule Name: PeriodicProbe
Total Executions Count: 3
From Date To Date
Evacuiion Datails: 11/30/2022 o= 12/15/2022 5 ox
+ csv + Exce Q, T O |20 w
Execution Date : Topic Name : Topic Message
12/15/22, 5:16:00 PM periodic-probe -topic deviceld”: "nexus-00 “controllerMame
! I i tro i}
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Topic Message *
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Ingest &

Ingest Pipelines

Data ©
Index Management
Index Lifecycle Policies
Snapshot and Restore
Rollup Jobs
Transforms

Remote Clusters

Alerts and Insights ©
Rules and Connectors
Reporting

Machine Learning Jobs

Kibana ©

Index Patterns
Saved Objects
Tags

Search Sessions
Spaces

Advanced Settings

Stack ©
License Management

Upgrade Assistant

EAE=E

HFE Y

Stack Management

Welcome home

»

Enterprise Search Observability

Create search experiences with a
refined set of APIs and tools.

Consolidate your logs, metrics,
application traces, and system
availability with purpose-built UIs,

Get started by adding integrations

To start working with your data, use one of our many ingest options. Collect
data from an app or service, or upload a file. If you're not ready to use your
own data, add a sample data set.

Add integrations

B Try sample data 4y Upload a file

Lt ZH 0| K|

712 #

Advanced Settings

Tie breaker fields

A comma-separated list of fields to use for tie-breaking between documents that have the same
timestamp value. From this list the first field that is present and sortable in the current index pattern

is used.

Default columns

Columns displayed by default in the Discover app. If empty, a summary of the document will be

displayed.

fields

Maximum number of fields rendered in the document column

Modify columns when changing index patterns

Remove columns that are not available in the new index pattern.

Number of rows
The number of rows to show in the table

Default: 568

Read fields from _source

When enabled will load documents directly from *_source:

Search on page load

Controls whether a search is executed when Discover first loads. This setting does not have an

effect when loading a saved search.

Show multi-fields

Prevent, collect, detect, and respond
to threats for unified protection
across your infrastructure.

+=(=ICH 10,0007H)E HEstE{HCIS2

This is soon going to be deprecated.
When disabled, will retrieve fields via the new Fields AP! in the high-level search service.

Security Analytics

1 LA

Stack Management(A B £H2[) > Advanced Settings(Z

context:tieBreakerFields

doc

defaultColumns

discover:maxDocFieldsDisplayed

200

discover:modifyColumnsOnSwitch

@ o

discover:sampleSize
10000

Reset to default

discover:searchFieldsFromSource
X Off

discover:searchOnPageLoad
@ o

discover:showMultiFields
o5t

Explore, visualize, and analyze your
data using a powerful suite of
analytical tools and applications.
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= . Stack Management  Index patterns

& LR Index patterns

Ingest Create and manage the index patterns that help you retrieve your data from Elasticsearch.

Ingest Pipelines

pata Q Search.
Index Management

Index Lifecycle Policies

Pattern 1

Snapshot and Restore

Rollup Jobs bpalogs* Default

Transforms

Remote Clusters Rows per page: 10 v :

Alerts and Insights
Rules and Connectors
Reporting

Machine Learning Jobs

Kibana

Index Patterns

Saved Objects
Tags

Search Sessions
Spaces

Advanced Settinas

BPA £2119| Q= A TiE

@ elastic

= . Stack Management Saved objects

Dat
|Za M t Saved objects C Refresh  ch Import  y Export 4 objects
ndex Management

Index Lifecycle Policies

Manage and share your saved objects. To edit the underlying data of an object, go to its associated
Snapshot and Restore

application.
Rollup Jobs
Transforms
Remote Clusters
Q Search. Type v Tags v

Alerts and Insights Type  Title Tags Actions
Rules and Connectors .

Advanced Settings [7.16.2] D D
Reporting
Machine Learning Jobs &  dashboard

2 bpalogs*

Kibana palog

Index Patterns @  searchView

Saved Objects

Tags Rows per page: 50
Search Sessions
Spaces

Advanced Settings

Stack
License Management

Upgrade Assistant
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Enterprise Search Observability Security Analytics

Create search experiences with a
refined set of APIs and 100ls.

Consol

ingi i v
) EmerpriseSearch Get started by adding integrations - /
Overview To start working with your data, use one of our many ingest options. Collect
P— data from an app or service, or upload a file. If you're not ready to use your
PR Search own data, add a sample data set \
Workplace Search
B Try sample data by Upload a file
dl Observability
T i
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= . Discover Options New Open Share Inspect [ save
[~ Search [l C Refresh
©  @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X | message: "[Capability Name: 'ping]" x |+ Add filter
bpalogs* eos €= 29 hits
Q Search field names R
> docker.name: /d2d-agent-service message: [OnDEBUG:root:[Timestamp: 2623-84-19T15:40:55.987013Z] [User ID: admin] [Device Name: [' 11 [IP Address: [* I
Filter by type (0 o [Capability Name: ping] [Log Message: ' ~~Fetching Device Details--- —----—'] @timestamp: Apr 19, 2623 @ 21:10:55.988 @version: 1
docker.hostname: B787b64cT868 docker.id: 0767b64ct868525488108bed638766724baf717e660891684aa5dcebbdcbatba  docker.inage: containers.cisco.con/bpa/d2d-agent:4.8.1-567
V Available fields 15 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: uZEtmocBGhOF5-fpC3p2 _index: bpalogs-2023.84.19 _score: 8 _type: _doc
Popular
). index > docker.name: /d2d-agent-Service message: [OnDEBUG:root:[Timestamp: 2023-84-19T15:40:55.924724Z] [User ID: admin] [Device Name: [' 1 [IP Address: [* 1
R [Capability Name: ping] [Log Message: ' ping device use '] @tinestamp: Apr 19, 2623 @ 21:10:55.925 @version: 1
@t
docker.hostname: B787b64cT868 docker.id: 0767b64ct868525488108bed638766724baf717e660891684aa5dcebbdcbatba docker.inage: containers.cisco.con/bpa/d2d-agent:4.0.1-567
D CEEEEEENTTD host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: uSEtmocBdhOF5-fpC3p2 _index: bpalogs-2823.04.19 _score: 8 _type: _doc
t dockerimage
0 GEEEiETD > docker.name: /d2d-agent-service message: [OnDEBUG:root:[Timestamp: 2623-84-19T15:40:55.9249997] [User ID: admin] [Device Name: [' 11 [IP Address: [* n

t message

€ id
# _score

1) _type

¢ @version
¢ dockerid
€ host

t show

BPA £1: ping1

[Capability Name: ping] [Log Message: 'Payload: [{'hierarchyIds’

22',

['1ab-34"], *_id’

* deviceType’

'643918decbed56012fa2733d"
“osType' : "cisco-ios’,

“hostname’ : "10.185.52.34",

‘1ab-34",

‘deviceldentifier’

‘description’: ‘', ‘address’: “port’ ‘cisco-ios’, ‘credential’ ‘protocol : ‘ssh’, ‘deviceRole’: '

‘adminState’

v':ey]']

‘latitude’: ', ‘longitude’: '*, 'additionalAttributes’

@timestamp: Apr 19, 2623 @ 21:10:55.925 @version: 1

{ hostname" : }, ‘controllerId': ‘Direct-To-Device', ‘controllerType’

docker .hostname: 8707b64cf868 docker.id: B707b64cf868525488108bed638766724baf71fe66b891684aa5dcebbdcbalba

‘Direct-To-Device',

docker.name: /d2d-agent-service message: [@mINFO:root:[Timestamp: 2023-84-19T15:48:56.580880Z] 11 [IP Address: [ 1
[Log Message: ‘User group details: ['ebbbl24f-fdbd-46c2-9d78-b6557357c533", *9b8dad2b-4beB-48c9-89e7-e296780e2b10", ' 7671e782-a394-47ed-82b0-c3%ebbad5629" ,
' c359cc3e-838-4397-bect-ebaf19a86a88", ' 9868e24b-75dd-4599-b78d-T3dbb259251F ' ]* ] @timestamp: Apr 19, 2623 @ 21:18:56.637 @version: 1 8707b64c 868

docker.id: 8787b64cf868525488100bed638766724baf71fe66h891684aa5dcebbdcbalba docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-507 This is NOT

services stream: _id: xZEtmocBdh9F5-fpDnor

[User ID: admin] [Device Name: [*
[Capability Name: ping]

docker . hostname :

host: show:

stderr tags: _grokparsefailure _index: bpalogs-2623.04.19 _score: 8 _type: _doc



elastic
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© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'ping]" x |+ Add filter
bpalogs* eos €= 29 hits
Q Search field names > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-84-26T14:48:16.205603Z] [User ID: admin] [Device Name: [’ *11 [IP Address: [ n
[Capability Name: ping] [Log Message: 'device action details: {'id': 'd87b7282-bbfc-4778-9668-9730c0ad8abd’, 'resource_type': 'device-manager-act-ctrl’, ‘action’: 'ping’,
Filter by type 0 2 “created_at': '2023-64-06T21:38:43.5987' }'] @timestamp: Apr 26, 2623 @ 2:10:16.207 @version: 1 docker.hostname: 724848bfc7af
© Avaitabie fetds = docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT
services stream: stderr tags: _grokparsefailure _id: pLwCvocBdhOF5-fpBSzD _index: bpalogs-2623.04.26 _score: 8 _type: _doc
Popular
¢ _index > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2623-04-26T14:40:16.216972Z'] [User ID: 'admin’] [Device Name: ‘[’ 1'] [IP Address
) @timestamp iE 1'] [Capability Name: 'ping’] [Log Message: 'API response: {'status’: 'success’, 'message’: 'Successfully fetched device from inventory’, 'body’: {'hierarchylds’
) dockerostname ['1ab-34"], "_id': '643918decbcd56012a2733d", "hostname’: ' ", ‘deviceldentifier’: ' ", ‘description’: ', ‘address’: ' Y, tport’: 22°,
“deviceType': ‘cisco-ios’, ‘osType': ‘cisco-ios’, 'credential': ‘lab-34', ‘protocol’: 'ssh’, ‘deviceRole’: '', 'adminState’: ', ‘latitude’: '*, ‘longitude’: '’
t) dockerimage ‘additionalAttributes’: { hostname’: '10.165.52.34'}, ‘controllerTd': 'Direct-To-Device', 'controllerType’: 'Direct-To-Device', '__v': 6}}'] Gtimestamp: Apr 26, 2623 @
t docker.name
) message > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2623-04-26T14:40:18.564136Z'] [User ID: 'admin’] [Device Name: ‘[’ “1'1 [1P Address
ie *1'] [Capability Name: 'ping'] [Log Message: 'Device Ping Response: 'PING 56(84) bytes of data.\n64 bytes from : dcmp_seq=1
€ id tt1=226 time=270 ms\n64 bytes from : iomp_seq=2 tt1=226 time=269 ms\n64 bytes from : iomp_seq=3 tt1=226 time=270 ms\n\n--- ping statistics ---
# _score \n3 packets transmitted, 3 received, 8% packet loss, time 2003ms\nrtt min/avg/max/mdev = 269.248/269.567/269.747/0.264 ms\n'*] @timestamp: Apr 26, 2023 @ 20:10:18.505 @version: 1
B tvpe docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518
t| @version > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2623-84-26T14:48:18.584698Z'] [User ID: 'admin’ ] [Device Name: ‘[ 11 [IP Address
¢ dockerid iE *1'] [Capability Name: 'ping’] [Log Message: 'Response: [{ hostName': , "deviceName': * ", ‘controllerId': 'Direct-To-Device', 'result’:
B host [{'name’: 'result’, ‘value': 'PING 56(84) bytes of data.\n64 bytes from icmp_seq=1 tt1=226 time=276 ms\n64 bytes from
) show icmp_seq=2 tt1=226 time=269 ms\n64 bytes from icmp_seq=3 tt1=226 time=276 ms\n\n--- ping statistics ---\n3 packets transmitted, 3 received, 8% packet
o loss, time 2003ms\nrtt min/avg/max/mdev = 269.248/269.567/269.747/6.204 ms\n'}]}]'] @timestamp: Apr 26, 2023 @ 20:18:18.505 @version: 1 docker.hostname: 724848bfc7af

BPA Z11: ping1

= @ oscoer v Options New Open Share Inspect [ Save

[ v Search KaL C Refresh
® | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X | message: "[Capability Name: ‘view-configl” x =+ Add filter
bpalogs* v vos ¢= 21 hits

Q search field names > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: 2023-84-19T15:41:33.8413932] [User ID: admin] [Device Name: [ 11 [IP Address: [ N
[Capability Name: view-config] [Log Message: '-- --

--Fetching Device Details------ -- ------'] Otimestamp: Apr 19, 2023 @ 21:11:33.842 @version: 1

Filter by type 0 v docker .hostname: 6767b64cf868 docker.id: 0767b64cf868525488100bed638766724baf71fe66b891684aa5dcebbdcbalba docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-507
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: MZEtmocBdhOF5-fpnduk _index: bpalogs-2023.04.19 _score: @ _type: _doc
v Available fields 15
el > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: 2623-84-19T15:41:33.8431852] [User ID: admin] [Device Name: [ 11 [IP Address: [ N
¢ _index [Capability Name: view-config] [Log Message ] Gtimestamp: Apr 19, 2023 0 21:11:33.843 Gversion: 1
© @timestamp docker .hostname: 8707b64cf868 docker.id: 8767b64cf868525488100bed638766724baf71fe66b891684aa5dcebbdcbalba docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-507
1) dockerhostname host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: MSEtmocBdhOF5-fpn3uk _index: bpalogs-2023.04.19 _score: @ _type: _doc
O GERiiTD > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: 2023-84-19T15:41:33.843397Z] [User ID: admin] [Device Name: [ 1] [IP Address: [ 1
¢ docker.name [Capability Name: view-config] [Log Message: 'Payload: [{'hierarchylds': ['lab-34'], '_id': '643918decbcd56012fa2733d", 'hostname': , 'deviceldentifier
t message , 'description , 'address , 'port': '22', 'deviceType': 'cisco-ios’, 'osType': 'cisco-ios’, 'credential lab-34', 'protocol’: 'ssh’,
"deviceRole': '*, 'adminState': ', ‘latitude’: ‘', 'longitude’: ', 'additionalAttributes': {hostname '}, ‘controllerld': 'Direct-To-Device', 'controllerType':
0 "Direct-To-Device’, '__v': 8}]'] @timestamp: Apr 19, 2623 © 21:11:33.843 @version: 1 docker.hostname: 8767b64cf868
# _score
Dtype > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-84-19T15:41:34.3993422] [User ID: admin] [Device Name: [' 1] [IP Address: [ 1
i [Capability Name: view-config] [Log Message: 'User group details: ['ebbb124f-fdb8-40c2-9d78-b6557357¢533", 'ObBdad2b-4bed-48c9-89e7-62967802b18", '76716782-a394-47ed-82b0-

0 @version . -4397-bec6-ebaf19a86a88", '9868e24b-75dd-4590-b780-3bb259251F"]"] @timestamp: Apr 19, 2023 @ 21:11:34.400 @version: 1 docker.hostname: 8767b64cf868
i) dockerid docker.id: 8787b64cf868525488 d 724baf71e66b89 1ba docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-507 host: show: This is NOT
€ host services stream: stderr tags: _grokparsefailure _id: PpEtmocBdhOF5-fpoXvG _index: bpalogs-2623.04.19 _score: 8 _type: _doc
¢ show

> docker.name: /d2d-agent-service message: [@mINFO:root:[Timestamp: 2023-84-19T15:41:35.855591Z] [User ID: admin] [Device Name: [' *1 1 [IP Address: [ ‘11
€ stream P . s S .

BPA 21: 74 27|

elastic
= @ oscoer v Options New Open Share Inspect (3 Save
[+~ Search [l C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'view-config]" x | + Add filter
bpalogs* eos ¢ 21 hits
Q Search field names [Capability Name: view-config] [Log Message: ‘controller details: {'id': '26e9b568-e47e-4213-9026-2a95979560c3", “type': 'device-manager-act-ctrl’, 'keys': {'id’: 'device-manager-
act-ctrl’, ‘subType': 'device-manager-act-ctrl’, ‘dsiplayName’: Activity control’, ‘elementType': 'app-menu’}, 'name’: 'Direct-To-Device'}'] Gtimestamp: Apr 26, 2023 @
Filter by type 0 2 20:12:8.820 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0absr69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-
B agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: 97wDvocBdhOFS-fpvS7P _index: bpalogs-2623.64.26 _score: 8 _type: _doc

7 Available fields 15

o > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2623-84-26T14:42:09.511203Z] [User ID: admin] [Device Name: [ |1 [1P Address: [' n

€ _index [Capability Name: view-config] [Log Message: ‘device action permission to user: False'] @timestamp: Apr 26, 2623 © 20:12:69.696 @version: 1 docker.hostname: 724848bfc7af

& @timestamp docker.id: 724848bfc7af93bb0aBb5T691d21acT79dc872ee71818309214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-518 host: show: This is NOT

) dockerhostname services stream: stderr tags: _grokparsefailure _id: -7wDvocBdhOF5-fpwS6j _index: bpalogs-2623.04.26 _score: 8 _type: _doc

docker.image

> docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: '2023-84-26T14:42:09.713276Z'] [User ID: ‘admin’] [Device Name: '[* 1'] [1P Address

¢ dockername T 1'] [Capability Name: 'view-config'] [Log Message: ‘API response ip: {'status': 'success’, ‘message’: 'Successfully fetched device from inventory’, 'body’
t message {*hierarchyIds': ['lab-34'], '_id': '643918decbcd56@12fa2733d’, 'hostname’ . "deviceldentifier': ' , “description’: '*, 'address': )

‘port’: "2, ‘deviceType': ‘cisco-ios’, ‘osType’: 'cisco-ios’, ‘Credential’: 'lab-34", 'protocol': 'ssh’, 'deviceRole': ‘', ‘adminState’: '*, ‘latitude’: **, 'longitude’: '’
- ‘additionalAttributes’: {’hostname’ “controllerId': ‘Direct-To-Device’, ‘controllerType': ‘Direct-To-Device’, '__v': 8}}'] @timestamp: Apr 26, 2623 @
# score
D type > docker.name: /d2d-agent-service message: [@nDEBUG:root:([Timestamp: '2023-84-26T14:42:17.6927262° ] [User ID: 'admin’] [Device Name: '[* 1'1 [1P Address

T 1'] [Capability Name: 'view-config'] [Log Message: ‘Response: [{controllerId': ‘Direct-To-Device', 'deviceldentifier': * ", “hostname’: * .
JEEE “serialNumber’ : **, ‘result': * \n\nCurrent configuration : 21344 bytes\n!\n! Last configuration change at 11:43:47 GHT Wed Apr 26 2623 by cisco\n!\nversion
cccied 16.12\nservice nagle\nno service pad\nservice tcp-keepalives-in\nservice tcp-keepalives-out\nservice timestamps debug datetime msec localtime show-timezone\nservice timestamps log
€ host datetine msec localtime show-timezone\nservice password-encryption\nservice compress-config\nservice call-home\nno platform punt-keepalive disable-kernel-core\n!\nhostname
t show

stream



BPAE: 74 27|

@ oscoer - Options New Open Share Inspect [3) save
B v~ Search KaL C Refresh
® | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: “[Capability Name: 'discover-device’]" x | + Add filter
bpalogs* wes ¢= 28 hits
Q Search field names > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: 2023-04-19T15:42:00.283207Z] [User ID: admin] [Device Name: [ 1] [IP Address: [ 11

[Capability Name: discover-device] [Log Message ---Fetching Device Details-- [

--='] @timestamp: Apr 19, 2623 @ 21:12:60.284 @version:

Filter by type 0 v docker .hostname: 6767b64cf868 docker.id: 0767b64cf868525488100bed638766724baf71fe66b891684aa5dcebbdcbalba docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-507
host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: CpEumocBdhOF5-fpBoHU _index: bpalogs-2023.64.19 _score: @ _type: _doc
v Available fields 15
R > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: 2023-4-19T15:42:00.2851212] [User ID: admin] [Device Name: [ 11 [IP Address: [ N
¢ _index [Capability Name: discover-device] [Log Message: 'Payload: [{'hierarchyIds': ['lab-34'], '_id': '643918decbcd56612fa2733d", 'hostname . 'deviceldentifier
© @tmestamp , 'description’: '*, 'address , port': '22', 'deviceType': 'cisco-ios’, ‘osType': ‘cisco-ios’, 'credential': 'lab-34', ‘protocol’: ‘ssh’,
deviceRole': ', ‘adminState': ‘', ‘latitude’: '', 'longitude’': ‘', ‘additionalAttributes': {'hostname }, “controllerd': 'Direct-To-Device', 'controllerType
t docker.hostname
Direct-To-Device', '__v': 0}]'] @timestamp: Apr 19, 2023 @ 21:12:60.285 @version: 1 docker.hostname: 8707b64cf868
¢t docker.image
¢ docker.name > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: 2023-84-19T15:42:00.284886Z] [User ID: admin] [Device Name: [ 1] [1P Address: [ N
BT [Capability Name: discover-device] [Log Message: ---discover device use case--- e ] @timestamp: Apr 19, 2023 @ 21:12:00.285 @version: 1
docker .hostname: 8767b64cf868 docker.id: 6767b64cf868525488100bed638766724baf717e66b891684aaSdcebbdcbalba docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-567
€ id host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: DZEumocBdhOFS-fpBoHU _index: bpalogs-2023.04.19 _score: 6 _type: _doc
# _score
- > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-04-19T15:42:00.9560262] [User ID: admin] [Device Name: [' 1] [IP Address: [ 1
_type
[Capability Name: discover-device] [Log Message: 'User group details: [’ebbb124f-fdb8-48c2-9d78-b6557357¢533", *9b8dac2b-4bed-4 7- 6e2b10", '7071¢; 4-47ed-82b0-
t @version
(e . -4397-bec6-ebaf19a86a88", '9868e24b-75dd-4599-b78d-f3dbb259251F " ]"] Gtimestamp: Apr 19, 2623 @ 21:12:60.963 Gversion: 1 docker.hostname: 8767b64cf868
¢ dockerid docker.id: 8707b64cf868525488 d 724baf71fe66b89 ba docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-587 host: show: This is NOT
€ host services stream: stderr tags: _grokparsefailure _id: FZEumocBdhOF5-fpCYF6 _index: bpalogs-2623.04.19 _score: 8 _type: _doc
¢ show
> docker.name: /d2d-agent-service messag [BmINFO:root:[Timestamp: 2023-84-19T15:42:61.791938Z] [User ID: admin] [Device Name 11 [IP Address: [* 1
¢ stream . o .

BPA 2 1: EFAH &b x|

elastic

= @ oscoer v Options New Open Share Inspect (3 Save

[+~ Search KaL C Refresh

®  @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X || message: “[Capability Name: ‘discover-device'l” X |+ Add filter

bpalogs* eos €= 28 hits

Q Search field names [Capability Name: discover-device] [Log Message: ‘controller details: {'id': '26e9b568-ed7e-4213-9d26-2a95979568c3, "type': 'device-manager-act-ctrl’, ‘keys': {'id': 'device-
manager-act-ctrl’, ‘subType': 'device-manager-act-ctrl’, 'dsiplayName': ‘Activity control', 'elementType’: ‘app-menu’}, ‘name’: ‘Direct-To-Device'}'] @timestamp: Apr 26, 2023 @

Filter by type 0 2 20:13:69.909 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0absr69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-

© Available fieids 5 agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: tLwEvocBdhOFS-fprONC _index: bpalogs-2623.64.26 _score: 8 _type: _doc

s > docker.name: /d2d-agent-service message: [6mINFO:root:[Timestamp: 2023-84-26T14:43:10.4887582] [User ID: admin] [Device Name: [ 11 [IP Address: [* n

¢ _index [Capability Name: discover-device] [Log Message: 'device action permission to user: False'] @timestamp: Apr 26, 2023 @ 20:13:10.489 Gversion: 1 docker.hostname: 724848bfc7af

© @timestamp docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT

) dockerhostname services stream: stderr tags: _grokparsefailure _id: vbwEvocBdhOF5-fpriPe _index: bpalogs-2623.04.26 _score: 8 _type: _doc

O CEEEHTEED > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2823-84-26T14:43:22.206578Z° ] [User ID: 'admin’] [Device Name: ‘[’ '1'] [IP Address

¢ docker.name iE *1'] [Capability Name: 'discover-device'] [Log Message: 'Response for device: [{'id’: 1, 'isSelected': False, 'Device ID': 'NCCM52', 'IP address’

¢ message ', "Platform’: 'cisco WS-C3756X-48P, Capabilities’, 'Version': 'Cisco I0S Software, C3750E Software (C3750E-UNIVERSALKI-M), Version 12.2(58)SE2, RELEASE SOFTWARE
(fe1)*, "level': 1)]'] @timestamp: Apr 26, 2623 @ 28:13:22.267 @version: 1 docker.hostname: 724848bfc7af

0 docker.id: 724848bfc7af93bb0aBb5691d21acT79dc872ee71818389214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.6.1-518 host: show: This is NOT

# _score

D _type > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: '2023-84-26T14:43:22.2071552'] [User ID: ‘admin’] [Device Name: '[' "1'1 [1P Address
iE *1'] [Capability Name: 'discover-device'] [Log Message: 'Response: {'controllerId': 'Direct-To-Device', 'deviceldentifier’ *, “hostname’ :

JEEED , “serialNumber’: ", ‘result’: {'body’: [{'id': 1, 'isSelected’: False, ‘Device ID': 'NCCM52', 'IP address’ , "Platform’: ‘cisco WS-C3750X-48P,

1) dockerid Capabilities’, 'Version': ‘Cisco I0S Software, C3756E Software (C3750E-UNIVERSALK9-M), Version 12.2(58)SE2, RELEASE SOFTWARE (fc1)', ‘level': 1}], 'msg’: 'success’, 'status’

t host “success’}}'] Gtimestamp: Apr 26, 2023 © 20:13:22.207 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBhST60d1d21acf70dc8726671818309214a7449746F195

t show

€ stream

BPA 21: & x|



elastic

= @ oscoer v Options New Open Share Inspect (3 Save
[+ Search KaL C Refresh
® | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: “[Capability Name: ‘connect]" x | + Add filter

bpalogs* v eos €= 29 hits

['10.105.52.34"]"] [Capability Name: 'connect ] [Log Message: '-------- -- ] Gtimestamp: Apr 26, 2023 0 20:15:37.237
docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBa@h569d1d21act79dc872ee71818309214a74497467195 docker .image: containers.cisco.com/bpa/d2d-agent :4.0.1-510

---Fetching Device Details-------

Q Search field names

oversion: 1
Filter by type [0 9 host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: PrwGvocBdhOF5-fp6zbK _index: bpalogs-2023.84.26 _score: @ _type: _doc
v Available fields 15 > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-64-26T14:45:37.2382267'] [User ID: ‘admin’] [Device Name: '[ 1'] (1P Address
popular [ 1'] [Capability Name: 'connect'] [Log Message ---device connection-check use case--- ---'] Otimestamp: Apr 26, 2023 ¢
1) _index 20:15:37.239 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0a@bSf69d1d21act79dc872ee71818309214a7449746195 docker.image: containers.cisco.com/bpa/d2d-
Blcteston agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: QLwGvocBAhOFS-fpbzbk _index: bpalogs-2023.04.26 _score: 8 _type: _doc
0 SRR > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2623-84-26T14:45:37.2384532°] [User ID: 'admin’] [Device Name: °[ 1'] [IP Address
¢ dockerimage [ 1'] [Capability Name: ‘connect'] [Log Message: 'Payload: [{'hierarchylds': ['lab-34'], '_id': '643918decbcd56612fa2733d", hostname .
¢ docker.name. deviceIdentifier , 'description , 'address , 'port': '22', 'deviceType': 'cisco-ios’, 'osType': 'cisco-ios’, 'credential lab-34',
¢ message protocol ssh’, 'deviceRole , ‘adminState , 'latitude , 'longitude , 'additionalAttributes {"hostname }, ‘controllerId': 'Direct-To-Device',
“controllerType' : ‘Direct-To-Device', '__v': 8}]'] @timestamp: Apr 26, 2623 @ 20:15:37.239 @version: 1 docker.hostname: 724848bfc7af
t _id
7) score > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-04-26T14:45:37.660039Z] [User ID: admin] [Device Name: [' 11 [IP Address: [ 1
[Capability Name: connect] [Log Message: 'User group details: ['ebbb124f-fdb8-48c2-9d78-b6557357¢533", *9bBdad2b-4bed-48c9-897-e296780e2b10" , ' 7071e782-a394-47ed-82b0-
. -type Y -4397-bec6-ebaf19a86a88" , '9868e24b-75dd-4590-b780-3dbb259251F ]"] @timestamp: Apr 26, 2023 @ 20:15:37.660 @version: 1 docker.hostname: 724848bfc7af
) @version docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746F195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host: show: This is NOT
¢ dockerid services stream: stderr tags: _grokparsefailure _id: SbwGvocBdhOF5-fp7TZq _index: bpalogs-2623.04.26 _score: 8 _type: _doc
t host
> docker.name: /d2d-agent-service message: [@mINFO:root:[Timestamp: 2023-84-26T14:45:38.678741Z] [User ID: admin] [Device Name 1 [IP Address: [ 1
0 show [Capability Name: connect] [Log Message: 'device action details: {'id': 'c62elbfa-edf7-4baa-a216-7a586b93c6ed’, 'resource_type': 'device-manager-act-ctrl’, ‘action’: ‘comnect’,
¢ stream “rreated at': 'DA23_AA-ART?1-3R-43 KAG7'\'1 @fimestamn: Anr 76 2002 A 7A-15-3 ARA Bversinn: 1 docker hostname® 7)ARARKEeTaf
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elastic
= @ oscoer v Options New Open Share Inspect (3 Save
[+~ Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: ‘connect]” x | + Add filter
bpalogs* eos €= 29 hits
QU Search field names docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.9.1-518
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: KrwHvocBAhOF5-fpBTFQ _index: bpalogs-2023.84.26 _score: 8 _type: _doc
Filter by type 0 ~
> docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: '2023-84-26T14:45:47.4464372'] [User ID: ‘admin’] [Device Name: ‘[’ “1'] [1P Address
Eghvatable fieids) i 8 “1'] [Capability Name: ‘connect’] [Log Message: 'SSH session with device is Successfully established'] Otimestamp: Apr 26, 2023 @ 20:15:47.447
. @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbS69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510
¢ _index host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: TbwHvocBAhOF5-fpFDcF _index: bpalogs-2023.84.26 _score: @ _type: _doc
© @timestamp
> docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-26T14:45:47.4474307'] [User ID: ‘admin’] [Device Name: ‘[ 1'] [1P Address
1) dockechostname 1 1'] [Capability Name: ‘connect’] [Log Message: 'SSH session for 16.105.52.34 device is closed'] @timestamp: Apr 26, 2623 @ 26:15:47.448 @version: 1
0 CEEETEE docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbRadb5f69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510
¢ docker.name host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: VrwHvocBAhOF5-fpFDcF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
¢ message
> docker.name: /d2d-agent-service message: [6mDEBUG:root:([Timestamp: '2623-04-26T14:45:47.4476442'] [User ID: 'admin’] [Device Name: ‘[ “1'1 [1P Address
g id ie 1'] [Capability Name: ‘connect’] [Log Message: 'Connection to is Successfull'] @timestamp: Apr 26, 2623 @ 26:15:47.448 @version: 1
# _score docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518
1) _type host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: V7wHvocBAhOF5-fpFDcF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
¢ @version
N > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2623-04-26T14:45:47.447807Z'] [User ID: 'admin’] [Device Name: ‘[’ “1'1 [1P Address
1) dockerid is 1'] [Capability Name: "connect'] [Log Message: 'Response: [{’deviceName': ' , “controllerId’: ‘Direct-To-Device', ‘hostName’ ", result’
€ host [{'name': 'result’, ‘value': 'true’}, {'name’: 'info’, 'value': 'Connection to is Successfull'}]}]'] @timestamp: Apr 26, 2023 @ 20:15:47.448 @version: 1
€ show docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518
2 stream host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: WLwHvocBAhOF5-fpFDcF _index: bpalogs-2023.84.26 _score: 8 _type: _doc

BPA 2. 44

= @ oiscoer v Options New Open Share Inspect (3 Save
B v Search (OBl  C Refresh
@ | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: "[Capability Name: ‘execute-commands']* x |+ Add filter
bpalogs* v eos €= 10 hits
QU Search field names > docker.name: /d2d-agent-service message: [AnDEBUG:root:[Timestamp: '2623-84-21713:09:36.4534932'] [User I0: ‘admin’] [Device Name ] [IP Address: **] [Capability
Name: * execute-commands' ] [Commands: *['show clock’, ‘show version']'][Log Message is use ] Gtinestamp: Apr 21,
Filter by type [0 v 2023 © 18:39:36.454 @version: 1 docker.hostname: eSe314chS13a docker.id: eSe314ch513abdd2a123c18553c7d30ac115fe9211 37a963789ad!
docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-508 host: 172.22.8.1 show: This is NOT services stream: stderr tags: _grokparsefailure _1d: FKPvo4cBdh9F5-fpOYFx
v Available fields 15
_index: bpalogs-2623.04.21 _score: @ _type: _doc
Popular
t _index > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2023-84-21T13:09:36.4538222'] [User ID: 'admin'] [Device Name: ' '] [IP Address: ''] [Capability
® @timestamp Name: ' execute-commands' ] [Commands: '['show clock', ‘show version']'][Log Message: 'Payload: {deviceldentifier , ‘commands': ['show clock', 'show version']}']
1) dockechastname Gtinestamp: Apr 21, 2023 © 18:39:36.454 @version: 1 docker.hostname: e5e314cbS13a docker.id: eSe314ch513abdd2a123¢18553¢7d38ac115Fe92111d2468dafc37a%63789ad5
docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-508 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: FaPvodcBAnoFs-fpOYFx

¢ docker.image
_index: bpalogs-2623.04.21 _score: 6 _type: _doc
t docker.name

BT > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-21T13:09:36.5001822'] [User I0: ‘admin’] [Device Name ] [IP Address ]
[Capability Name: ‘execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ‘Commands: ['show clock', 'show version']'] @timestamp: Apr 21, 2023 © 18:39:36.501

) Jd Gversion: 1 docker.hostname: eSe314cbS13a docker.id: eSe314chS13abdd2a123c18553c7d38ac115Fe92111d2468dafc37a063f89ad5 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-508

# _score host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: LoPvodcBAhOF5-fpO¥Fx _index: bpalogs-2023.04.21 _score: 6 _type: _doc

€ type

e > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-21T13:09:43.8076622'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address 1
[Capability Name: 'execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ‘Result Payload: controllerld: Direct-To-Device, commandResults: [{'command": 'show

e clock’, ‘executionStartTime': 1682082576, 'executionEndTime': 168282583, 'cmdOutPut: 'show clock \n*12:62:23.785 GMT Fri Apr 21 2623 \n', 'result': True}, {'command’: 'show

€ host version’, ‘executionStartTime': 1682882576, 'executionEndTime': 1682082583, ‘cmdOutPut’: 'show version \nCisco I0S XE Software, Version 16.12.85b\nCisco 10S Software [Gibraltar],

€ show Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version 16.12.5b, RELEASE SOFTWARE (fc3)\nTechnical Support: http://www.cisco.com/techsupport\nCopyright (c) 1986-2621 by

stream



@ oscoer o Options New Open Share Inspect [3) save

B v Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: ‘execute-commands” x |+ Add filter
bpalogs* eoe €= 10 hits

QU search field names

> docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2623-04-26T14:49:68.9718352'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address: * 1
Filter by type 0 ~ [Capability Name: ‘execute-commands'] [Commands: '['show clock’, 'show version']'][Log Message: 'Payload: {'deviceldentifier': ' ", “commands’: ["show clock’, 'show
version']}'] @timestamp: Apr 26, 2023 @ 20:19:09.046 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBbST69d1d21act79dc872ee71818309214a74497467195
 Available fields 15 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-510 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: cbwkvocBdh9F5-fpJzin
Popular _index: bpalogs-2623.04.26 _score: 8 _type: _doc
t _index
Blginestan > docker.name: /d2d-agent-service message: [OnDEBUG:root:[Timestamp: '2623-04-26T14:49:69.094697Z'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address: * B
[Capability Name: ‘execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ‘Commands: ['show clock’, 'show version']'] @timestamp: Apr 26, 2623 @ 20:19:69.895
1) dockerostname @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510
t dockerimage host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: i7wKvocBdhOF5-fpJzin _index: bpalogs-2623.84.26 _score: @ _type: _doc
t docker.name
B > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2623-84-26T14:49:16.1857992'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address: * B
[Capability Name: ‘execute-commands'] [Commands: '['show clock’, *show version']'][Log Message: '{'executionStartTime': 1682520549, ‘cmdOutPut’: '{\'show clock\': \'%13:42:08.899
0 id GMT Wed Apr 26 2023\, \"show version\': \'Cisco I0S XE Software, Version 16.12.85b\\nCisco I0S Software [Gibraltar], Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK-M), Version
# _score 16.12.5b, RELEASE SOFTWARE (fc3)\\nTechnical Support: http://wiw.cisco.com/techsupport\\nCopyright (c) 1986-2621 by Cisco Systems, Inc.\\nCompiled Thu 25-Mar-21 13:09 by
D). type mepre\\n\\n\\nCisco I0S-XE software, Copyright (c) 2885-2621 by cisco Systems, Inc.\\nAll rights reserved. Certain components of Cisco I0S-XE software are\\nlicensed under the GNU
i) @version > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2023-84-26T14:49:16.1862712'] [User ID: 'admin’] [Device Name: ' 1 [IP Address: ' 1
¢ dockerid [Capability Name: 'execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: 'Response: controllerId: Direct-To-Device, commandResults: [{'command’: 'show
) host clock’, ‘executionStartTime': 1682520549, 'executionEndTime': 1682520556, 'cmdOutPut’: 'show clock \n*13:42:68.896 GMT Wed Apr 26 2023 \n', 'result’: True}, { command’: 'show
) show version’, ‘executionStartTime': 1682520549, 'executionEndTime’: 1682520556, 'cmdOutPut’: ‘show version \nCisco I0S XE Software, Version 16.12.85b\nCisco 10S Software [Gibraltar],
e Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version 16.12.5b, RELEASE SOFTWARE (fc3)\nTechnical Support: http://www.cisco.com/techsupport\nCopyright (c) 1986-2621 by
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elastic
= @ oiscoer v Options New Open Share Inspect (3 Save
B~ Search [CBl  C Refresh

® | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X || message: “[Capability Name: ‘preview-template’]" |+ Add filter

bpalogs* v eos €= 20 hits

Q Search field names > docker.name: /d2d-agent-service message: [@nDEBUG:root:[Timestamp: '2023-84-26T14:51:12.6276392' ] [User ID ] [Device Name: '[ 1'] [1P Address
[ 1'] [Capability Name: 'preview-template'] [Log Message: '------ -Preview template use case-------- - -] @timestamp: Apr 26, 2023

Filter by type 0 v 20:21:12.629 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb@adbsf69d1d21acf79dc872ee71818309214a7449746F195 docker.image: containers.cisco.con/bpa/d2d-
agent:4.0.1-510 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: BLwMvocBdhOFS-fpCkQf _index: bpalogs-2623.84.26 _score: @ _type: _doc

v Available fields 15

opaiar > docker.name: /d2d-agent-service message: [OnDEBUG:root:[Timestamp: '2023-04-26T14:51:12.6272682' ] [User ID ] [Device Name: '[ 1'] [1P Address

t _index [ '] [Capability Name: 'preview-template'] [Log Message: 'Payload: {'templateName test-template’, 'version': 1, 'templateld 635e955a-e047-11ed-alde-

© @timestamp 6242ac160003", "osType': 'cisco-ios’, 'devices': ['10.105.52.34"], 'variables': {'interface_name': 'GigabitEthernet1/6/7', 'description_name': 'test_vishal262620'},
additionalAttributes’: {'composite’: False, 'containingTemplates’ : None, 'deviceInfo': [{'hostName , ‘deviceld , "deviceIpAddress

¢ docker.hostname
}1}}'] @timestamp: Apr 26, 2023 @ 20:21:12.629 @version: 1 docker.hostname: 724848bfc7af
¢ docker.image

¢ dockername > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: '2023-84-26T14:51:12.6376542'] [User ID ] [Device Name: '[ 1'] [IP Address

¢ message [ ]'] [Capability Name: 'preview-template'] [Log Message: 'Raw template content: 'interface {{interface_name}}\ndescription {{description_name}}''] @timestamp: Apr
26, 2023 © 20:21:12.645 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBb5769d1d21act79dc872ee71818309214a7449746195

€ -id docker.image: containers.cisco.com/bpa/d2d-agent:4.6.1-518 host: 172.22.0.1 show: This is NOT services stream: stderr tags: _grokparsefailure _id: DrwMvocBdhoFS-fpCkQf

# _score _index: bpalogs-223.04.26 _score: 6 _type: _doc

. -type > docker.name: /d2d-agent-service message: [GnDEBUG:root:[Timestamp: '2823-84-26T14:51:12.6378642'] [User 1D: ] [Device Name: [ 1'] [IP Address

i) @version 8 1'] [Capability Name: 'preview-template'] [Log Message: 'Got 'interface {{interface_name}}\ndescription {{description_name}}" to be substituted with

¢ dockerid {'interface_name': ‘GigabitEthernet1/6/7°, 'description_name’ 262026')'] @timestamp: Apr 26, 2023 © 20:21:12.645 @version: 1 docker.hostname: 724848bfc7af

) host docker.id: 724848bfc7af93bbBadh5f69d1d21act79dc872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT

) show services Stream: stderr tags: _grokparsefailure _id: D7wMvocBdhOF5-fpCkQf _index: bpalogs-2623.04.26 _score: 8 _type: _doc

€ stream > dnekar nama- /HOA_anant SarARa massana:  [ARERIG-ront-[Timectamn: '2A23_G4-2AT14-K1-19 6414997°1 Misar Tn- * 1 INevira Name 191 170 address
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elastic

= @ oiscoer v Options New Open Share Inspect (3 Save
[ v Search KaL C Refresh
@ | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: "[Capability Name: ‘preview-template’]” x | + Add filter

bpalogs* v eos €= 20 hits

QOCKEr.1Mmage: CONTAlNers.C1SCo.CoM/Dpa/aza-agent:4.u. =51y NOST: 1/2.22.6.1 SNOW: INIS 1S NUI SErVICeS STream: STOBr™ Tags: _QrOKparserallure _10: ELWMVOCHGNSFd-TPUKUT
Search field names
Q _index: bpalogs-2623.04.26 _score: @ _type: _doc

Filter by type 0 4 > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2023-84-26T14:51:12.6522182'] [User ID ] [Device Name: ‘[ 1'] [IP Address
© Avallable flelds s [ 1'] (Capability Name: 'preview-template'] [Log Message: 'API response ip: {'status': 'success’, 'message’: 'Successfully fetched device from inventory’, body
{'hierarchyIds’: ['1ab-34'], '_id': '643918decbcd56012fa2733d’, 'hostname , "deviceldentifier , 'description’: ', 'address
I port': '22', 'deviceType': 'cisco-ios', 'osType': 'cisco-ios', 'credential': 'lab-34', 'protocol’: 'ssh’, 'deviceRole , 'adminState , 'latitude , 'longitude
e additionalAttributes': {'hostname': '10.105.52.34'}, 'controllerId': 'Direct-To-Device', 'controllerType': 'Direct-To-Device', '__v': @}}'] Otimestamp: Apr 26, 2023 @
) @timestamp
1) dockerhostname > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-26T14:51:12.6792662'] [User ID ] [Device Name: '[ 1'] [IP Address
[ ]'] [Capability Name: 'preview-template'] [Log Message: 'API response pass: {'status success', 'message Successfully fetched device from inventory', 'body
DCEEL) {"hierarchyIds': ['1ab-34'], '_id': '643918decbcd56012fa2733d’, 'hostname . "deviceIdentifier , "description , "address ,
t | docker.name port': '22', 'deviceType': 'cisco-ios', 'osType': 'cisco-ios', 'credential': 'lab-34", 'protocol': 'ssh’, 'deviceRole , ‘adminState , 'latitude , 'longitude
« message ‘additionalAttributes’: {'hostname controllerId': 'Direct-To-Device', 'controllerType': 'Direct-To-Device', '__v': 0}}'] Otimestamp: Apr 26, 2023 ©
€ id > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-26T14:51:43.3916632'] [User ID: ' '] [Device Name: [ 1'] [IP Address
# _score iE 1'] [Capability Name: ‘preview-template’] [Log Message: 'i , j: MultiResult: [Result: "napalm_configure’]'] @timestamp: Apr 26, 2623 @ 20:21:43.396
D 1ype @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbS69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-510
D gersion host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: PLuMvocBAhOF5-fpgkw8 _index: bpalogs-2023.04.26 _score: 6 _type: _doc
i) docker.d > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2623-84-26T14:51:43.396569Z'] [User ID: '] [Device Name: '[ 1" [IP Address
€ host iE 1'] [Capability Name: ‘preview-template’] [Log Message: ' [92mINFO: Host Diff : +description test_vishal262620 [6m'] @timestamp: Apr 26, 2623 €
) show 20:21:43.397 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0absr69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-
D) stream agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: PbwMvocBdhOFS-fpgkws _index: bpalogs-2023.64.26 _score: 8 _type: _doc
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elastic

@ oscoer - Options New Open Share Inspect [3) save
B v~ Search KaL C Refresh
® | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: “[Capability Name: 'execute-template’]* x | + Add filter
bpalogs* v eos ¢= 30 hits
> docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2023-04-24706:21:50.8279012'] [User ID: ] [Device Name: '[ 1] [IP Address: '[ 11

QU Search field names
[Capability Name: 'execute-template'] [Log Message: '--

--Execute template use case--------

- ----'] Otimestamp: Apr 24, 2023 @ 11:51:50.828 @version: 1
Filter by type 0 o docker.hostname: eSe314cb513a docker.id: e5e314cb513ab4d2a123c18553¢7d30ac15e92111d2468dafc37a963f89ad5 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-508

host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: s7PssYcBdh9F5-fp_F9I _index: bpalogs-2023.84.24 _score: @ _type: _doc
v Available fields 15
— > docker.name: /d2d-agent-service message: [AnDEBUG:root:[Timestamp: '2023-04-24T06:21:50.8280762'] [User I0: '] [Device Name: ‘[ 1'] [IP Address: '[ I
e [Capability Name: execute-template' ] [Log Message: 'Payload: {'templateName': 'test-template’, 'version': 1, 'templateld': '635e955a-e047-11ed-alde-8242ac160003", 'osType
) oteiamy cisco-ios', 'devices': [ ], ‘variables': {'interface_nane , ‘description_name’: ‘GigabitEthernet1/8/7'), 'additionalAttributes': {'composite
False, 'containingTemplates': None, 'deviceInfo': [{'hostName , 'deviceld , 'deviceIpAddress , ‘variables': {'interface_name

t docker.hostna
ockerhostname description_name’: 'GigabitEthernet1/6/7'}}]}}'] Otimestamp: Apr 24, 2023 ¢ 11:51:50.828 @version: 1 docker.hostname: eSe314cb513a

¢ docker.image
1 dockername docker.name: /d2d-agent-service message: [BnDEBUG:root:[Timestamp: '2623-04-24T06:21:50.8285842" ] [User ID: ''] [Device Name: '[ 1'] [IP Address: '[ 1
[Capability Name: ‘execute-template’] [Log Message: ‘Render : Req 'interface {{interface_name}}\ndescription {{description_name}}''] @timestamp: Apr 24, 2623 @ 11:51:50.829

t message
Oversion: 1 docker.hostname: eSe314ch513a docker.id: eSe314ch513abdd2a123¢18553¢7d30ac15Fe92111d2468dafc37a963789ad5 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-508
t id host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: trPssYcBdh9F5-fp_F9I _index: bpalogs-2623.84.24 _score: @ _type: _doc
# _score
> docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2623-84-24T06:21:50.8286672'] [User ID: '] [Device Name: '[ 1] [1P Address 1]
t _type

[Capability Name: 'execute-template’] [Log Message: ‘Render : Payload 'interface {{interface_name}}\ndescription {{description_name}} '] @timestamp: Apr 24, 2023 @ 11:51:50.829
@version: 1 docker.hostname: eSe314cbS13a docker.id: eSe314chS13abdd2a123c18553c7d38ac115Fe92111d2468dafc37a963f89ad5 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-508

@version

¢ dockerid host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: t7PssYcBdh9F5-fp_F9I _index: bpalogs-2623.84.24 _score: 8 _type: _doc
t host

N > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2023-84-24T86:21:59.669906Z'] [User ID: '] [Device Name: ‘[ 1'] [IP Address: '[* 1]
t) show

[Capability Name: 'execute-template’ ]

[Log Message: 'Result Payload [{'deviceld’ ', ‘status’: 'FAILURE', 'description’: "configure terminal\nEnter configuration

t stream

BPA £21: GCT 7{4!

= @ oscoer v Options New Open Share Inspect (3 Save
[+~ Search [l C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: ‘execute-template’]" x | + Add filter

bpalogs* sea ¢= 30 hits

QU search field names

> docker.name: /d2d-agent-service message: [@nDEBUG:root:([Timestamp: '2023-84-26T14:51:50.1586752° ] [User ID: 1 [Device Name: '[* 1] [IP Address
Filter by type 0 ~ 1S 1'] [Capability Name: 'execute-template'] [Log Message: ‘Payload: {'templateName': 'test-template’, 'version': 1, ‘templateld’: '635e955a-e047-11ed-alde-
0242ac160083", “osType': 'cisco-ios’, ‘devices': [° ], ‘variables': {'interface_name': 'GigabitEthernet1/8/7', 'description name': ' b
& LTE S = ‘additionalAttributes’: { composite’: False, 'containingTemplates’: None, 'deviceInfo’: [{ hostName': ' | deviceld': *, “deviceIpAddress’
Popular ‘variables': {'interface name': 'GigabitEthernet1/8/7", 'description name’: ° }}1}}'] @tinestamp: Apr 26, 2623 @ 20:21:59.159 @version: 1
¢ _index
) @rimestomp > docker.name: /d2d-agent-service message: [BnDEBUG:root:[Timestamp: '2823-84-26T14:51:50.1592272'] [User ID: ° ] [Device Name: '[* 1'] [1P Address
T ‘1] [Capability Name: ‘execute-template'] [Log Message: 'Render: Req 'interface {{interface_name}}\ndescription {{description_name}}’’] Gtimestamp: Apr 26, 2623 @
O GG 20:21:59.150 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb@adb5f60d]d21act79dc872ee71818309214a7449746£195 docker.image: containers.cisco.com/bpa/d2d-
+ dockerimage agent:4.8.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: KowMvocBdhOF5-fpve7o _index: bpalogs-2023.04.26 _score: 8 _type: _doc
t docker.name
T message > docker.name: /d2d-agent-service message: [@nDEBUG:root:[Timestamp: '2623-84-26T14:51:50.159333" ] [User ID: ‘] [Device Name: '[* “1'] [IP Address
T 1] [Capability Name: ‘execute-template'] [Log Message: ‘Render: Payload 'interface {{interface name}}\ndescription {{description nane}}'*] @timestamp: Apr 26,
t id 2623 @ 20:21:59.159 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBbST69d1021acT79dc8726e71818389214a74497467195
# _score docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-518  host show: This is NOT services stream: stderr tags: grokparsefailure _id: KruMvocBAndFS-fpve7o
D type _index: bpalogs-2623.84.26 _score: @ _type: _doc
t @version > docker.name: /d2d-agent-service message: [@nDEBUG:root:[Timestamp: '2023-84-26T14:52:07.347196Z"] [User ID: ] [Device Name: '[* 1'] [1P Address
€ dockeria T 1'] [Capability Name: ‘execute-template’] [Log Message: 'Response: [{ deviceld': ' “status’: 'SUCCESS', 'description’: 'configure terminal\nEnter
M et configuration commands, one per line. End with CNTL/Z.\ntwentynine(config)#interface GigabitEthernet1/0/7\ntwentynine(config-if)#description \ntwentynine(config-
S if)#end\ntwentynine#', 'controllerId’: 'Direct-To-Device'}]'] @timestamp: Apr 26, 2023 @ 20:22:07.348 @version: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bb8aBbST69d1d21acT79d0872¢671818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-518 host: show: This is NOT

stream



BPA 21: GCT 7{4!

@ oo -

Options New Open Share Inspect [ Save

[B) v~ "[UserID: 'admin’]" and "[Device Name: '10.105.52.347" KaL C Refresh

© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X || message: "[Capability Name: ‘execute-commands’" X |+ Add filter

bpalogs* eoe €= 10 hits

Q Search field names Document

Filter by type [0 o > docker.name: /d2d-agent-service message: [@nDEBUG:root:[Timestamp: '2623-84-21713:09:36.4534932'] [User ID: 'admin’] [Device Name: '10.105.52.34'] [IP Address: '] [Capability
Name: ' execute-commands’ ] [Commands: *['show clock’, ‘show version']'][Log Message: ° ds use ‘] @timestamp: Apr 21,

v Available fields 15 2623 © 18:39:36.454 Oversion: 1 docker.hostname: e5e314cb513a docker.id: e5e314ch513abdd2a123c18553c7d30act157e92111d2468dafc37a9638%ad5

popular docker.image: containers. cisco.con/bpa/d2d-agent:4.8.1-588 host show: This is NOT services Stream: stderr tags: grokparsefailure _id: FKPvo4cBAnoFS-fpOYFx

0 _index: bpalogs-2023.04.21 _score: 18.342 _type: _doc

8 @timestamp > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '223-84-26T14:49:08.959612Z'] [User ID: 'admin’ ] [Device Name: ' 1 [IP Address 1

¢ docker.hostname [Capability Name: ‘execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ' ut ds use B

t dockerimage Gtimestamp: Apr 26, 2023 @ 20:19:08.972 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBb5T69d1d21acf790c872ee71816309214a7449746195

R docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: Z7wKvocBdhoF5-fpJzim

t message

_id

# _score

t _type

@version

dockerid
t host

t) show

stream

_index: bpalogs-2023.84.26 _score: 17.63 _type: _doc

> docker.name: /d2d-agent-service message: [OnDEBUG:root:[Timestamp: '2623-84-21713:09:36.560182Z" ] [User ID: 'admin’ ] [Device Name: ' ] [IP Address: ' 1
[Capability Name: ‘execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ‘Commands: ['show clock', 'show version']'] @timestamp: Apr 21, 2023 @ 18:39:36.501
@version: 1 docker.hostname: e5e314cb513a docker.id: eSe314ch513abdd2a123c18553c7d36ac115Fe92111d2468dafc37a963f89ad5 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-568
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: LoPvodcBAhOF5-fpOVFx _index: bpalogs-2023.84.21 _score: 17.547 _type: _doc

> docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-64-26T14:49:09.6946972'] [User ID: admin’] [Device Name: ° ] [IP Address: ' 1

[Capability Name: ‘execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ‘Commands: ['show clock’, 'show version']'] @timestamp: Apr 26, 2623 @ 20:19:69.895
@version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbS69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: i7wKvocBdh9F5-fpJzin _index: bpalogs-2023.84.26 _score: 17.28 _type: _doc
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elastic

@ oo -

[+ Search

© | @timestamp: Apr 26, 2023 @ 20:15:47.447 X

bpalogs*

Q Ssearch field names

Filter by type 0 v
v Available fields 15
Popular

¢ _index

 @timestamp
¢ dockerhostname
¢ dockerimage
¢ dockername

t message

t id
# _score
t _type

@version

docker.id
t host
t show

t stream

EX 7|ztol ZE C|HIO|A LR 208 7| 8l

Options New Open Share Inspect [ Save

KaL C Refresh

docker.name: d2d-agent-service X |+ Add filter

9 hits
docker.id: 724848bfc7af93bbeadbsf69d1d21acf79dc872ee71818309214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent :4.0.1-510 host: message:  [@mDEBUG:root
[Timestamp: '2023-04-26714:45:47.446437Z" ] [User ID: admin'] [Device Name: '[ 1'] [1P Address: '[ ]'] [Capability Name: 'connect'] [Log Message: 'SSH
session with device is Successfully established'] show: This is NOT services stream: stderr tags: _grokparsefailure _id: TbwHvocBAh9F5-fpFDCF _index: bpalogs-

2023.04.26 _score: 0 _type: _doc

docker.name: /d2d-agent-service @timestamp: Apr 26, 2023 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af

docker.id: 724848bfc7af93bb@aBb5f69d1d21acf79dc872ee71818309214a74497461195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-510 host

message: [OMDEBUG:netmiko:write_channel: b'\n' ‘show: This is NOT services stream: stderr tags: _grokparsefailure _id: TrwHvocBdhOFS-fpFOCF _index: bpalogs-2023.84.26
_score: 0 _type: _doc

docker.name: /d2d-agent-service Otimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af

docker.id: 724848bfc7af93bbBadb5T69d1d21acf79dc872ee71818389214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host:

message: [BmDEBUG:netmiko:read_channel: show: This is NOT services stream: stderr tags: _grokparsefailure _id: T7wHvocBdh9F5-fpFDcF _index: bpalogs-2623.04.26 _score: @
_type: _doc

> docker.name: /d2d-agent-service Otimestamp: Apr 26, 2023 @ 20:15:47.447 Oversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host: message: twentynine#

show: This is NOT services stream: stderr tags: _grokparsefailure _id: ULwHvocBAhOFS-fpFDCF _index: bpalogs-2023.84.26 _score: 6 _type: _doc

> docker.name: /d2d-agent-service Gtimestamp: Apr 26, 2023 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBadh5f69d1d21ac79dc872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: message: (empty)
show: This is NOT services stream: stderr tags: _grokparsefailure _id: UbwHvocBAhOFS-fpFDCF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
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elastic

= @ oscoer v Options New Open Share Inspect (3 Save
[+~ Search (Bl C Refresh
© | @timestamp: Apr 26, 2023 @ 20:15:47.447 X || docker.name: d2d-agent-service X |+ Add filter

bpalogs* eos €= 9 hits

> docker.name: /d2d-agent-service @timestamp: Apr 26, 2023 @ 2:15:47.447 @version: 1 docker.hostname: 724848bfc7af
QU search field names

docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: message: (empty)
Filter by type [0 o show: This is NOT services stream: stderr tags: _grokparsefailure _id: UbwHvocBAhOFS-fpFDCF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
v Available fields 15 > docker.name: /d2d-agent-service @timestamp: Apr 26, 2023 @ 2:15:47.447 @version: 1 docker.hostname: 724848bfc7af
pout docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host:
opular
index message: [BMDEBUG:netmiko:Pattern found: ([>#]) show: This is NOT services stream: stderr tags: _grokparsefailure _id: UrwHvocBdhOF5-fpFDCF _index: bpalogs-2023.84.26
10 _type: _d
) @timestamp <2C0re) SRipeg) -doc
0 erasilisi > docker.name: /d2d-agent-service @timestamp: Apr 26, 2023 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
¢ dockerimage docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker .image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: message: (empty)
¢ docker.name show: This is NOT services stream: stderr tags: _grokparsefailure _id: U7wHvocBAhOFS-fpFDCF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
¢ message
> docker.name: /d2d-agent-service Gtimestamp: Apr 26, 2623 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af
€ id docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker .image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: message: twentynine#
# _score show: This is NOT services stream: stderr tags: _grokparsefailure _id: VLwHvocBdhOFS-fpFDCF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
€ type

> docker.name: /d2d-agent-service Otimestamp: Apr 26, 2623 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af

) @version 724848bfc7af93bbBaBb5769d1d2 1acf79dc872ee71818309214a7449746F195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-518 host:

docker.id:

t dockerid message: [BmDEBUG:netmiko:write_channel: b'exit\n' show: This is NOT services stream: stderr tags: _grokparsefailure _id: VbwHvocBdh9F5-fpFDcF _index: bpalogs-2623.84.26
t host _score: © _type: _doc

t show

t stream

Ed 7|ztol 2E ClHtO|A LIF 238 27| 2lsll EEE HMEE + U&LICH

= @ oscoer v Options New Open Share Inspect [3) save

[ v connect KaL G Refresh

© | @timestamp: Apr 26, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X | + Add filter

bpalogs* v vos €= 26 hits
WTIMeSTAMp: AP Zb, 023 © I5154I10.445 GVErSION: | GOCKET.NOSTNAMe: /Z4¥4BDTC/aT GOCKEr.10: /Z4B4DTC/ATYSDDYAUDOTOYAIOZIACT /Y0CK/ZE€] 16 1830YZ148/44Y/40T 195
Search field names
Q docker .image: containers.cisco.con/bpa/d2d-agent:4.0.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: 3budvYcBdhoFS-fpx_UU

_index: bpalogs-2623.84.26 _score: 5.238 _type: _doc

Filter by type 0 v
> docker.name: /d2d-agent-service message: WARNING: Retrying (Retry(total=1, connect=None, read=None, redirect=None, status=None)) after connection broken by
 Available fields 15
ConnectTineoutError (<pip. _vendor.ur11ib3.connection.HTTPSConnection object at 8x7fb@89436a60>, ‘Connection to pypi.org timed out. (connect timeout=15)')': /simple/pip/
Popular Otimestamp: Apr 26, 2023 @ 18:51:18.167 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0adb5f69d1d21acf79dc872ee71818309214a74497461195
B docker . image: containers.cisco.con/bpa/d2d-agent:4.0.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: LbuSvYcBdhOF5-fpufad
) @timestamp _index: bpalogs-2023.84.26 _score: 5.238 _type: _doc

dockerhostname
> docker.name: /d2d-agent-service message: WARNING: Retrying (Retry(total=8, connect=None, read=None, redirect=None, status=None)) after connection broken by
¢ dockerimage
2 ConnectTimeoutError (<pip._vendor.url1ib3.connection.HTTPSConnection object at @x7fbe894368ed>, 'Connection to pypi.org timed out. (connect timeout=15)")": /simple/pip/

t] docker.name Gtimestamp: Apr 26, 2023 © 18:52:22.275 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBbST69d1d21act79dc872ee71818309214a7449746195

« message docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: f7uévYcBAh9F5-fptPYo
_index: bpalogs-2623.04.26 _score: 5.238 _type: _doc

id

# _score > docker.name: /d2d-agent-service message: W: Failed to fetch http://deb.debian.org/debian/dists/bullseye-updates/InRelease Unable to connect to deb.debian.org:http

D 1ype Gtimestamp: Apr 26, 2023 © 18:47:08.648 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBb5F69d1d21act79dc872ee71818389214a74497467195

docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: 1rulvYcBdh9F5-fp6_QI
_index: bpalogs-2623.84.26 _score: 5.868 _type: _doc

bversion

t dockerid

¢ host > docker.name: /d2d-agent-service message: W: Failed to fetch http://deb.debian.org/debian-security/dists/bullseye-security/InRelease Unable to connect to deb.debian.org:http
@ show Otimestamp: Apr 26, 2623 @ 18:47:08.648 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBb5r69d1d21acf79dc872ee71818389214a74497467195

2 stream docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: 1bulvYcBdh9F5-fp6_QI
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elastic
= @ oostooard  dashboard | Full screen  Share  Clone & Edit
B~ Search Lucene B v Last 15 minutes Show dates | [NCRTLTY

®  +Add filter

searchView
12495698 documents

> may zo, suss @ 10:1/:Z  DACKUD-TeSTOre-SErvice SErvice 1S nOT avallapie. WAlting TOT 19 SECONS... - - containers. c1sco. com/opas 1ngest
1.250 er:3.2.3-513

> May 26, 1 [2023-65-26T10:47:14.533Z] [INFO]: [BPA] [cisco-bpa-platform/my-auth] [ServerName: bpa-ns] [PodName: auth-service-ms-pod] [session-id: ] - - containers. cisco.con/bpa/auth
4.537 [correlation-id: ] DB :: postgresdb:54328kong with user kong connected successfully 3.2.3-505

> May 26, 2023 @ 16:17:1 Error: getaddrinfo ENOTFOUND kafka2 - - containers. cisco.con/bpa/core
4.094 3.2.3-512

> May 26, 1 at GetAddrInfoReghrap.onlookup [as oncomplete] (dns.js:71:26) - - containers. cisco.con/bpa/core
4.094 3.2.3-512

> May 26, 2023 © 16:17:1 at GetAddrInfoReqirap.callbackTrampoline (internal/async_hooks.js:138:17) { - - containers. cisco.con/bpa/core
4 pas 29 s

Rows per page: 50 1 of 200 >
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@ elastic

= @ oiscover  searchView v Options New Open Share Inspect [3) save

[B) v Search Lucene C Refresh

®  +Add filter

bpalogs* v °* = 12,496,626 hits C Reset search

QU search field names @timestamp message timestamp fevel
> Apr 12, 2023 © @  [2023-04-11T19:01:45.399Z] [DEBUG]: [BPA)

Filter by type O N 0:31:45.460 e I ion-id: ] relation-id

v Selected fields 5

> Apr 12, 2023 @ @ %3168
0:31:46.725 tor

706.724| FAIL | rdkafka; ﬁ\ cer \ thrd:ssl krk 212/bootstrap]: ssl://kafka:9212/bootstrap: Failed
kafka:9212': Name does not re (after 153ns in state ONEC , 15 identical error(s) suppressed)

> Apr 12, 2623 @ 8 "GET / HTTP/1.1° 200 11778 "-" "Go-http-client/1.1 Apr 12, 20300 -
0:31:48.910 0:31:48.000
/ Available field: 23
vailable fields > Apr 12, 2023 0 8 “GET /nginx_status HTTP/1.1" 268 102 "-" "NGINX-Prometheus-Exporter/ve.18.8" "~
0:31:51,913
Popular
¢ _index
¢ dockerhostname > Apr 12, 2623 @ 0 %3]1681239712.572|FAIL | rokafk d:ss1://kafka:9212/bootstrap] : ssl://kafka:9212/bootstrap: Connect
0:31:52,573 to ipva#l fail sed (after 1ns in state CONNECT)

t docker.name

) t.Sdate > Apr 12, 2023 © @ BROKER_ID=9
:31:53.791
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https://www.elastic.co/guide/en/beats/packetbeat/current/kibana-queries-filters.html
https://www.elastic.co/guide/en/beats/packetbeat/current/kibana-queries-filters.html
https://www.elastic.co/guide/en/kibana/master/kuery-query.html
https://www.elastic.co/guide/en/kibana/8.6/discover.html

FLICH NSO AEHOI A ALZ 7H5 8 RE MulA0] ThE S718t 43 £ 2F HAIXIZH EAIEL
=

Ho
pal

/2 oH: ZE0[ NSO M2t S&lE & gi& Lt

OII
2
=
I
>
0ok
|0
HU
o
ol
Q'I_l
hvd
0x
Jok
rok
=
I

HZ=H: Admin(& 2l) > Settings(&%) > NSO MM 4 MH
A 0| HO|O|EE|=XK] & QlEhLCt.

= A/ oll: Service Manageroi| A ==igt H43 At 2 PHIE|X| k&L Ct

£EM:

- Service ManagerOil M &gt 2 & 813 AL 2 Service Manager UI0{| A Commit(7{2))& 2
215049 NSO ME{oil 7{8!5HoF & L|Ct.
. H473 AEHE 2 QI5t T Commit Dry-Run(E2+0| A8 7{8)2 Ab&6t04 ZE 5t Commit(H
2h)E E=6tod MEELICH
2 #x) 2790 Madolg MBELICH Commit(42) F2YsHx| 241 210t 3
B HE A E CHA| =~5HofF & LC.

rr

_E_X.H/XI-OH: 0424 E-II%EI AI%H% 0424 Z.;_ 247 |. Ab3} /-!Ol K-|7';.|| 7E=|jl_|.§ true® I:||_|-§|_|-'3=I|'|__||_—_|._

[ Jy —

1. ZZMAHES S8
2. Edit(=d) o}o|E 2 M
3. HIE3loi Chall S+ 7|

2 trueR 7HFEH 7|2 8 £33 21

BPA & Al



https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-reference-data-management-v5-0.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-reference-data-management-v5-0.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-asset-attribute-normalization-v5-1.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-backup-and-restore-v5-1.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-certificate-manager-v5-0.html
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https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-cnr-v5-1.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-cross-launch-v5-0.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-launch-page-preference-v5-1.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-multitenancy-v5-0.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-subscription-management-v5-1.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-ci-cd-ct-v5-0.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-cnc-v5-0.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-cnc-v5-0.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-device-activation-v5-0.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-golden-config-template-v5-0.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-golden-config-ng-v5-1.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-os-upgrade-v5-1.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-os-upgrade-v5-1.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-process-template-app-v5-0.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-service-catalog-v5-0.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-service-catalog-next-gen-v5-1.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-service-center-app-v5-0.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-service-center-app-v5-0.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-create-a-custom-mfe-v5-0.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-create-a-custom-mfe-v5-0.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-create-a-custom-mfe-v5-0.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-asset-credentials-v5-1.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-mongodb-upgrade-v5-1.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-mongodb-upgrade-v5-1.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-notifications-migration-v5-0.html
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https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-dynamic-elements-v5-1.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-dynamic-elements-v5-1.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-dynamic-elements-v5-0.html
https://www.cisco.com/c/ko_kr/support/docs/bpa/reference/bpa-user-guide-distribute-tf-v5-1.html
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