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_ Cisco NX-OS Software TACACS+ or
@Al RADIUS Remote Aut High CVE-2023-20168
)Critical CVE Published Last Updated
'High Cisco NX-0S Software OSPFv3 Denial CVE-2022-20823 Aug 24,2022, 9:30 PM(1 year ago) Aug 24,2022, 9:30 PM(1 year ago)
)Medium of Service Vul High  CVE-2022-20823
Olow Version
Cisco NX-OS Software NX-API 0
Command Injection Vul High  CVE-2022-20650
Last Updated ~ View Security Advisory
®Al Cisco NX-OS Software MPLS OAM Summary Affected Assets (2
- Denial of Service V High CVE-2021-1588 A
D <30 Days
‘21 7:3 gavs Cisco NX-0S Software Cisco Fabric
)61~ ays
’QOD v Services Over | High CVE-2022-20624 A vulnerability in the OSPF version 3 (0SPFv3) feature of Cisco NX-0S Software could allow
090 Days

nauthenticated, remote attacker to cause a denial of service (DoS) condition on an
Cisco NX-OS Software CLI Comman d affected device.

Injection Vuln Medium CVE-2023-20050
Clear All

Cisco 10x for 10S XE Software

Privilege Escalatio Critical ~ CVE-2020-3227 This vulnerability is due to incomplete input validation of ific OSPFv3 packets. An

. athrkw could exploit this vu lnpra'nlny by ;Pnd\r\u a ml cious ospm link-state

Cisco 10x for I0S XE Software advertisen S C cessful exploit could allow the attacke

Command Injection V' Medium CVE-2021-1384 to ¢ e multiple times, ng the affected
dev

Cisco 10x Application Hosting CVE-2022-20677,CVE

Environment Vulnera Medium 20718,CVE-2022-207
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Advisory

Cisco NX-OS Software TACACS+ or
RADIUS Remote Aut

Cisco NX-OS Software OSPFv3 Denial

of Service Vul

Cisco NX-0S Software NX-API

Command Injection Vul

Cisco NX-0S Software MPLS OAM

Denial of Service V

Cisco NX-0S Software Cisco Fabric

Services Over |

Cisco NX-0S Software CLI Command

Injection Vulner

Cisco 10x for 10S XE Software

Privilege Escalatio

Cisco |Ox for 10S XE Software

Command Injection V

Cisco 10x Application Hosting
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Software Images

Security Advisories

Priority Bugs

Image Distribution Server

Security Advisories are determined by matching the OS Type and SW version of the devices

X

View Security Advisory

Control
D

NDFC

NDFC

ller

High
Impact  CVE i N . -
isco NX-OS Software OSPFv3 Denial of Service Vulnerability
High CVE-2023-20168
Published Last Updated
CVE-2022-20823 Aug 24,2022, 9:30 PM(1 year ago) Aug 24,2022, 9:30 PM(1 year ago)
High CVE-2022-20823
Version
1.0
High CVE-2022-20650
Summary Affected Assets (2)
High CVE-2021-1588 —
Below is the list of assets known to be affected by this security advisory. Expand to view the details.
High CVE-2022-20624
2 Total Assets Al v | Search
P
Medium CVE-2023-20050
Asset Name Serial Number Model Name Version Role Address
CNXS-N93180-2 N9K-C93180YC-FX  9.3(7) super
Critical  CVE-2020-3227 spine
CNXS-N93600CD- NOK-CO3600CD- g1 porer
2 GX
Medium  CVE-2021-1384

CVE-2022-20677,CVE
Medium 20718,CVE-2022-207
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Advisories

Items per page

10

Last Updated : Dec 20, 2023, 1:17:06 PM Sync Status : Completed (%)

Security Advisories 214 Total Al v | Search .
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Impacts A Advisory Impact  CVE Softwares Versions Updated  Version Assets
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Software Images

Security Advisories

Priority Bugs

Filters

Severity

Clear All

M= Ha

=M

Image Distribution Server

Advisories

Insights

Priority bugs are determined by matching the product Id and SW version of the devices

Priority Bugs 73 Total

Bug ID

CSCwh39932

CSCwd31302

CSCwi43066

CSCwi40943

CSCwi52972

CSCwi15483

CSCwi23447

CSCwi26553

CSCwh99413

CSCwi23471

Severity

6

Summary
N9300 fails to establish OSPF adjacency in non-vp

CIAM: Vulnerabiltios in rpm 4.14.2 CVE-2021-3593
boc Update N9K SFlow documentation for tah sampl
132 route s not getting installed in the RIB on
Mulicast traffc o rwarding issues for random f

Interface UP without cable, only QSFP interted

Nexus 9504 unable to upgrade correctly from 9.3(7

Web Ul on 17.9.4 performance/response is slow

Consale Logging for some XPATH isco-10S-XE-instal

Evaluation of all for HTTP/2 Rapid Reset Attack v

Priority Bugs(2M =< H{1) HO|X|oll M AL

= Priority Bugs(® M= 2 1) &S

2|

—

g LICH.

Last Updated : Dec 20, 2023, 1:17:06 PM Sync Status : Gompleted C)

Al v
Product Versions
NIK-C93360YC-FX2:10.2(5)
N9K-C93360YC-FX2:10.2(5)
N9K-C9364C-GX:9.3(10),N9K-C93180YC-FX:9.3(10)
N9K-C9364C-GX:9.3(10),NIK-C93180YC-FX:9.3(10)
N9K-C9364C-GX:9.3(10),NIK-C9I3180YC-FX:9.3(10)
N9K-C93180YC-FX:9.3(7)
N9K-C93180YC-FX:9.3(7)
C9300-24T:17.9.4,C9300-24UX:17.9.4
C9300-24T:17.9.4,C9300-24UX:17.9.4

C9300-24T:17.9.4,C9300-24UX:17.9.4
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Priority Bugs
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Priority bugs are determined by matching the product Id and SW versio

Priority Bugs 73 Total
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Bug ID
Severity ~
CSCwh39932
[OF)
)Sev 1 CSCwd31302
OSev2
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CSCwi23447
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Sev 6
CSCwh39932 : N9300 fails to establish OSPF adjacency in non-vpc vlan with orphan
port connected L3 device

y Bug
Severlty S , Summary Affected Assets (2)
s N9300 fails to establish OSPF adjacency in  pug Severity
R CIAM: Vulnerabilities in rpm 4.14.2 CVE-2( ~ Sev
DOC: Update N9K SFlow documentation fc ~ Description:
3 Symptom:
3 /32 route is not getting installed in the RIB OSPF stuck In exstart state.
Conditions:
Itica - ssues for ra
2 Multicast traffic forwarding issues for randc "o han port connected L3 device establishing 0SPF adjacency in non-vpc vlan carried on
L2 trunk between vpc peers.
3 Interface UP without cable, only QSFP inte
Workaround:
Nexus 9504 unable to upgrade correctly fri
2 N/A
6 Web Ul on 17.9.4 performance/response is ~ Further Problem Description:
. Console Logging for some XPATH isco-10¢
R Evaluation of all for HTTP/2 Rapid Reset At
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Software Images Image Distribution Server Advisories Insights

Security Advisories ?) Priority bugs are determined by matching the product Id and SW versio
Priority Bugs
Priority Bugs 73 Total
Filters
Bug ID Severity Summary
Saverhty ~ csowha9sz2 6 N9300 fails to establish OSPF adjacency in
@an CIAM: Vuinerabili 4.14.2 CVE-2(
Osev1 cscwd31zoz 2 SIS [
Osev2 -
DOC: Update NSK SFlow documentation fc
Osev3 CSCwid3066 3 . . !
Oseva p . - -
32 route is not getting installed in the RIB
Osevs CSCwid0943 3 /32 route is not getting i !
Osevé Multicast traffic forwarding issues for randc

CSCwi52972 2

CSCwi15483 3 Interface UP without cable, only QSFP inter

Clear All

Nexus 9504 unable to upgrade correctly fri

CSCwi23447 2
CSCwi26553 6 Web Ul on 17.9.4 performance/response i¢
. isco-10¢
CSowhesals 4 Console Logging for some XPATH isco-10¢
CSCwiz3471 2 Evaluation of all for HTTP/2 Rapid Reset At
OdSFS Hi= |- A J
Affected Assets(8F= B = X At
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Software Images Image Distribution Server Advisories Insights

Security Advisories %) Priority bugs are determined by matching the product Id and SW versio

Priority Bugs
Priority Bugs 73 Total

Filters
Bug ID

Severity Summary

Severity ..
Csowha9932 6 N9300 fails to establish OSPF adjacency in

OF]

CIAM: Vulnerabilities in rpm 4.14.2 GVE-2C

Sev 6 £
CSCwh39932 : N9300 fails to establish OSPF adjacency in non-vpc vlan with orphan
port connected L3 device

View Priority Bugs

Summary Affected Assets (2)

Below is the list of assets known to be affected by this security advisory. Expand to view the details

2 Total Assets Al Search
Asset Name Serial Number Model Name Version Role IP Address  Controller ID
CNXS-N93360YC-2 IN9K-C93360YC-FX2  10.2(5)  border NDFC-151
CNXS-N93360YC-1 IN9K-C93360YC-FX2  10.2(5)  border NDFC-151
1 Items per page 10 v

Sev 6 &3
CSCwh39932 : N9300 fails to establish OSPF adjacency in non-vpc vlan with orphan
port connected L3 device

View Priority Bugs

Summary Affected Assets (2)

Below is the list of assets known to be affected by this security advisory. Expand to view the details.

CSCwd31302 2 . 2 Total Assets Al Search
. DOC: Update N9K SFlow documentation fc
CSCwia3066 3 i Asset Name Serial Number  Model Name Version Role  IP Address Controller ID
N 132 route is not getting installed in the RIB
CSCwid0943 3 . geting CNXS-N93360YC-2 NO9K-C93360YC-FX2 10.2(5) border NDFC-151
. Multicast traffic forwarding issues for randc
csowis2972 2 o ot CNXS-Ng3360YC-1 NOK-C93360YC-FX2  10.2(5)  border NDFC-151
Clear Al CSCwi15483 3 Interface UP without cable, only QSFP inter ; tems perpage 10 <
4 I iy
CSOwWiZa447 2 Nexus 9504 unable to upgrade correctly fro
CSCwi26553 6 Web Ul on 17.9.4 performance/response i¢
- isco-10¢
Csowneoara o Console Logging for some XPATH isco-10¢
CSowi23471 5 Evaluation of all for HTTP/2 Rapid Reset At
M =2 Ha 27
=% Hd 27
O A _,_A0| |:|.|j E7| 2l3- Z Al I:|-|j 74 AH e OlE
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Assets Y Filters A
Core
Campus W Ansible W ANSIBLE-156
Data Center M NSO W NSO-183
Security
SD-WAN
Total Domain Controller Type Controller
Al v arch
Name ControllerType Ip Address Location Managed By Product Description Product Family Software Type Software Version Action
ASRIK-12 NSO NSO-183 ASRIK 10S-XR 76.2
ASRIK-13 NSO NSO-183 ASR9K-13 ASRIK 10S-XR 7.6.2
ASRIK-154 NSO NSO-183 ASRIK 10S-XR 7.6.2
ASRIK-155 NSO NSO-183 ASRIK 10S-XR 7.7.2
asr9k-154 NSO NSO-183 ASRIK 10S-XR 7.6.2 :

REAF
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LICH.

Assets

CI9k-CP-T2.fra-lab.net

IP Address:

Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled

All:CI9k-CP-T2.Fra-Lab.Net x Clear All

Name ControllerType  Location  Ip Address

Produict Description

Al ~

CI9-CP-T2.fra-lab.net

DNAC Cisco 10S Software [Cupertino],

Advisory Impact__CVE

OF Advisories& &
2l VersionO| Z &

Product Description: Cisco 10S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.9.2,
RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.comjtechsupport Copyright (c) 1986-2022 by Cisco

ASR X

Last Updated  Version

Cisco 10S XE Software for ASR 1000 Series Aggrega High

CVE-2023-20187 8monthsago 10

1

ltems perpage 10



Assets

CI9k-CP-T2.fra-lab.net

Data Center W NOFC
1P Address:
1 Core r g Product Description: Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CATIK_IOSXE), Version 17.9.2,
So-wan ﬁ:)_ o RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1886-2022 by Cisco
Campu B Direct-To- Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled
Total Domain Controlier Type
All:CI9k-CP-T2. Fra-Lab.Net x | Clear All < I EOX
Name ControllerType  Location  Ip Address Product Description Priorty B
urity Advisories rority Bugs
Cl9-CP-T2fra-lab.net  DNAC

ot

AH& XH= Advisories, Impact, CVE, Last Updated, Version

£ Ql&LICH HO|X| OHZ|7|E A

M =2 Ha

Assets

Data Center

Total

Domain

All:CI9k-CP-T2.Fra-Lab.Net x | Clear All
Name ControllerType Location Ip Address
CI9k-CP-T2.fra-lab.net DNAC
AMEHS |.A -|| oS R o

Priority Bugs 3+

A&LICH o] ol dol= K2 ID

Assets

Data Center
core
SD-WAN
Security
Camput

Total Domain
All:.CI9k-CP-T2.Fra-Lak.Net X  Clear All
Name ControllerType  Location Ip Address

CI9k-CP-T2.fra-lab.net DNAC

Rofoz M =2 HI ?
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1=

20f ] A RHE
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Cisco 10S Software [Cupertino],

Impact v  Critical X

Last
Advisory Impact |CVE Updated Version
Muttiple Vulnerabilties in Gisco 105 XE
Muttiple Vuinerabiites in Cisco CVE-2023.20198,CVE-2023 6 months
Software Critical ” 26
20273 ag0
1 lems per page 10

Qio| Zt2 7|HtS 2 AdvisoriesES ZdAHEt
5l m|0|X| ALO|E O|S & 4= Q&LLCt.

CI9k-CP-T2.fra-lab.net

W NDFC
B DNAC 1P Address:
Ansible
o Product Description: Cisco 10S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.9.2,
Manage RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1986-2022 by Cisco
B Drect-To Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled

Controller Type

Product Description

SecutyAaviones

Cisco 108 Software [Cupertino),

Al v | Search
| Bug ID Severity Summary I
CSONBI7SS 4 CCO flow does not support forward slash in the pa
M9l ua
AEE Rpoto] e F= ZE U HIo0l| HH LS £

ZEELCH

ClI9k-CP-T2.fra-lab.net

W NDFC
W ONAC IP Address:
::‘:P Product Description: Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.9.2,
Manage RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1986-2022 by Cisco
W Direct-To-|

Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled

Controller Type

Product Description

Cisco I0S Software [Cupertino],

X
Bug ID Severity Summary
CSCwe10941 6 9800 add SNMP OIDs
CSCwe10951 s 9800: align certain 10S-XE{IODs with the same OID

1 items perpage 10
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3 X
Cl9k-CP-T1.fra-lab.net
IP Address:
Product Description: Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.9.2,
RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1986-2022 by Cisco
Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled
Summary Backups Advisories EOX
End of SW Maintenance End of Security Support
Mar 30,2025 Sep 30,2026
Last Date of Support
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Policy Status

o=} Assets

¥y Service Catalog [

¢, OS Upgrade 4 ‘s, Software Conformance
— . * ¥

(¢ Configuration Templates* [ ‘e, Upgrade Jobs

@) Ansible Templates [ "

-+ Software Image Management

£ i ~y
®¢ Service Center [ *s» Upgrade Policy

8. Service Topology [ ‘S, Settings

Config Validator [
Backup & Restore
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Software Images mage Distribution Server Advisories Insights
Filters 24 Total Device Models Al v | Search @)
Suggestions " Device Model Product Family Software Type  Curent Releases Selected Release Assets  Suggest Acti
i :I‘\] WS- C3850-48P-E ?i:.cu Catalyst 3850 Series Ethemet Stackable Swi - - , ves
Oves N9K-C9300v Data Center Switches NX-0S 9.3(9) 7 No
WS-C2960S-48FPD-L Cisco Catalyst 2960-X/XR Series Switches 108 15.0(2)SE 1 Yes
WS-C3750%-48PF-S Cisco Catalyst 3750 Series Switches 108 15.2(4)E1 1 Yes
©9300-24T Cisco Catalyst 9300 Series Switches 10S-XE 17.9.2 1 Yes
©9800-CL-K9 Cisco Catalyst 9800 Wireless Cantrollers for Cloud 10S-XE 17.9.2 1 Ves
€9300-24UX Cisco Catalyst 9300 Series Switches 10S-XE 17.9.2 1 Yes
N9K-C364C-GX Data Center Switches NX-0S 92.3(10) 1 Yes
©9500-24Y4C Gisco Catalyst 9500 Series Switches 10S-XE 17.9.2 1 Yes
C9500-48Y4C Cisco Catalyst 9500 Series Switches 10S-XE 17.5.1 1 Yes
1 Next Items per pagy 10
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Insights B2 CtS 1+ Z&LICt.
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Software Images Image Distribution Server Advisories Insights
Filters 29 Total Device Models Al v O
Suggestions ~ . ) (
Device Model Product Family Software Type  Current Releases Selected Release Assets  Sugge! Export to CSV
Al i 5 i i
ONu WS-C3850-48P-E Cisco Catalyst 3850 Series Ethernet Stackable Swi |0S-XE 16.12.6 1 No
Yes
C9500-48Y4C Cisco Catalyst 9500 Series Switches 10S-XE 17.51 1 No
Clear Al N9K-C93180YC-EX Data Center Switches NX-0S 10.2(2) 2 No
N9K-C9500v N9K NX-0S 9.3(5) 1 No
WS-C4500X-32 Cisco Catalyst 4500-X Series Switches 10S-XE 03.11.02.E 1 No
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Software Images
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Software Images image Distribution Server
Filters.
Suggestions ~
®
ONe

Oes

Clear Al

Image Distribution Server

Advisories

24 Total Device Models

Device Model

ASR1001-X

C€9300-48U

N9K-C93600CD-GX

C9500-40X

WS-C4500X-32

C9300-48P

N9K-C93180YC-EX

N9K-C93180YC-FX

WS-C3750X-48PF-L

ASR1002-X

Al Mg AZEQ o HAH 27

Advisories sights

24 Total Device Models

Devica Madel

ASR1001-X

©9300-480

NIK-CO3600CD-GX

C9500-40X

WS-G4500%-32

C9300-48P
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WS-G3750X-48PF-L
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Insights

Product Family

Cisco ASR 1000 Series Aggregation Services Routers

Cisco Catalyst 9300 Series Switches

Data Center Switches

Cisco Catalyst 9500 Series Switches

Cisco Catalyst 4500-X Series Switches

Cisco Catalyst 9300 Series Switches

Data Center Switches

Data Center Switches

Cisco Catalyst 3750 Series Switches

Giseo ASR 1000 Series Aggregation Services Routers

Product Family

Glsco ASR 1000 Series Aggregation Ser

Gisco Catalyst 8300 Se

Data Center Switchos

Gisco Catalyst 950

Gisco Catalyst 4500-X Suries Switches

Cisco Catalyst 9300 Series Switches
Data Center Switches
Data Genter Switches
Cisco Catalyst 3750 Series Switches

Ciseo ASR 1000 Series Aggregation Services Routers
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Al v | Search O
Software Type  GumentReleases  SelectedRelease  Assets  Suggestions  Action
108-XE 17.9.2a,17.6.5 2 Yes
10S-XE 17.9.217.6.4 4 Yes
NX-0S 10.2(8) 1 Yes
105-XE 17.9.2 2 et View Suggesucn
10S-XE 03.11.02.E 1 No
View Assets
10S-XE 17.9.2,17.5.1 3 Yes
NX-0S 9.3(10),10.2(2) 10.2(6) 4 Yes
NX-0S 9.3(10),9.3(7) 2 Yes
108 15.2(4)E10 1 Yes
10S-XE 17.6.5,17.9.3a 2 Yes
Pev. 1 2 3 Next ltems per page 10
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Device Model : N9K-C93600CD-GX

Product Family : Data Center Switches

Solect one of the Cisca suggosted software roloases
white taking Into consideration known Issues and 3

Release Version & Date

CURRENT
10.2(6)

Sep1,2023

Release Nates

Current Exposure : 7
sev1 0

sev2 1

sevia

sevd 1

sev5 0

sev6 1

Security Advisore: Current Exposure : 0
Gritical O

High 0
Informational 0

Low 0

Medium 0

End of SW Maintenance
Nov 30, 2023

End of Security Support
Feb 28, 2025

Last date of Support
Aug 31, 2028

w workaraund

OPTIMAL - 1

Future Exposure : 7
sev1 0
sevz |
sevid
sevd |
sev5 0

sevh |

Future Exposure : 0
Gritical O

High 0
Informatianal O
Low 0

Medium 0

End of SW Maintenance
Nov 30, 2023

End of Security Support
Feb 28, 2025

Last date of Support
Aug 31,2025

he standard or policy

Last Suggestion Date :Dec 20, 2023
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Device Model : N9K-C93180YC-EX X
Product Family : Data Center Switches
Suggestions Affected Assets (4)
Select one of the Cisco suggested software releases as the Last Suggestion Date :Dec 20, 2023
standard or policy while taking into consideration known
issues and any workaround
“Date ' CURRENT OPTIMAL - 1
9.3(10),10.2(2) 10.2(6)
Dec 16, 2021 Sep 1, 2023
Release Notes Release Notes
‘olicy Insights-policy-for-N9K-C93180YC-EX
Created On : Dec 20, 2023
SRR
N 23 clutola 2ol chst Ao ol0] Y B @FIF EAIELICH o] glow

Enabled(g“éi E.:.) FEHE HA 0| MM ELICE InsightsOll A 20| MMHE R AIK=E H

M2 MAE & U&LICEH



Device Model : N9K-C93360YC-FX2

Product Family : Data Center Switches

Suggestions Affected Assets (2)

2 Total Assets Al «
Asset Name Serial Number Model Name Version Role IP Address Controller ID
CNXS-N93360YC-2 N9K-C93360YC-FX2 10.2(5) border NDFC-151
CNXS-N93360YC-1 N9K-C93360YC-FX2 10.2(5) border NDFC-151

1 Iltems per page 10

Affected Assets(F &2 g = Aot =
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£ of:do| FRILICH Affected Assets(F& &= K4t BHofl= Asset Name(AH&E O&), Serial
Number(&2d #1%), Model Name(Z2& 0|&), Software Version(AZE9{|0{ B{T), IP Address(IP
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FA), Controller ID(ZAEEE] ID) 52| Goi| &S &2 = U= AHek ME HEIE EAELICE O]
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« NSO, CNC, Direct-to-Device, ANSIBLE S2| ZHEE2{0]| 28 AZ E |04 0|0|X| HIEIE| O]
EE F7IatioF & LICH XtMIEH LI 2 AZ E Qo] O|0|X| HIEIH|O|E] FIHE EESHAAIL.
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ZiEHA] MRS AMAISLT| Fof RefD 28 Z 212404 A EPLD 2E X ClolEE Mg
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Reference Data Management

Search Apps Nodes || EPLD_Modules X @ 1 4

(] Selectall

Settings
O O  EPLD_Modules @ 2l @

::+ Application

{3 Designer Tools

Service Catalog Designer [7

I Reference Data Management |

Form Builder [

Process Templates [
Market Variance [
Workilows [

Script Runner [

&= ol #E

1. Reference Data Management 8& ZZ 1O Z 0|5504 "EPLD_Modules"S ZAAMstL|C}.
2. "EPLD_Modules" It & MEi5t 1 Edit(H4 &) otO|2 & =g LICE.



Edit Node

Data Type*

JSON

EPLD_Modules.json

L HE

3.0 FEo M AEEZ|E F7Isto M 2IE|A EPLD 2 & H|EIHIO|EE F7HEfLICEH

structure:
"NI9K-C92348GC-X": {
"10.5(2)": [
{
"Module": "IOFPGA",
"Version": "Ox15"
3
]
3
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o=} Assets

% Compliance & Remediation e

ﬁ Service Catalog NG F Controller Type ~ N
vManage v

vy Service Catalog [§
M=y (]

‘s» 0S5 Upgrade . @ Software Conformance

] i ek N
.+ Configuration Templates® [ g Upgrade Jobs
i .
@ Ansible Templates [ ;_-"i"i Software Image Management

%% Service Center [ ﬁ Upgrade Policy

Lk
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. service Topology [0 "3 Settings
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I

SZEQf o] X

2. OS Upgrade(0OS 1240 =) > Software Conformance(AZE 9f0 Mg 4)E MEdEFL|CE
Software Conformance H|O|X|7} & A|EL|Ct.

ance F Policy Status
e Dte. 14, 3079, 158500 PR = e Dt 15, 2075, 128500 M I O
o ASR =
-
Total Assets * 8 Conformant Assets Non-Conformant Assets © O Uninon Assats - 8 Polcy Name:
® ASR Deevice Model
v
Tetal Assets B Confermant Assets Non-Conformant Assets 0 Unkncwm Assets 8
&
® ASROK -
w
Tetal Assets 4 Conferman nt Assets Non-Conformant Assets 0 Unikncwn Assets 4
 Cisco Catalyst 8000V Edge Software
-
Total Assets - 0 Conformant Assets Non-Conformant Assets 0 nknown Assets 0
® Cisco Catalyst 9800-CL Wireless Controller for Cloud
-
Total Assets 0 Conlcrmant Assats Non-Conformant Assets 0 Unkncwn Assets 0
# Cisco Catalyst 9800-CL Wireless Controdler for Cloud
Assels 0 C [ it Assets | 0 s [

« CFSE M3Sste B4 Mado| 2 {0 E A[FELICE
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- Save(MZE)E SIFL
|

)
HECt M 7tEo2 M2 1XME
A

Mo x| Do el 2§D &3 J7lsdt IHdE EALEEE ME CHE ZHEE{0A] 22|
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Cisco Catalyst 3500 Switch

Total Assets : 2 Conformant Assets Non-Conformant Assets : 0 Unknown Assets

Name Region Davice Role Target Version Created By Created On Exacuted On State Action

Cat 9500 Global All 17.06.04 atdmin May 8,2023, 5:19 PM May 8,2023, 5:41 PM enabled

ltems perpage 10

TH F4 mHo

ok

g E 27

‘_
H

Y E 200l Clutola 2D AE 2 E HAo| EAIELICH ZF WMo s Action(EHed) &
0{ A More Options(F 7 S4) 0 g MEHE104 Run(A &), Edit Policy(32H =73), View
Results(Z1t 27() S2| £7I &S & = U&LCH

1. Software Conformance(&ZE 9|04 Z4gf4d)oi| CHEE HAM|A HEHES EEISHE AHE SFE A
£35t0 BPAO| 2 QI8 L}

2. OS Upgrade(0OS 1124|0|E) > Software Conformance(AZ E {0 28t A)E MEHErL|CH
Software Conformance H O|X|7} Z A|E L|C}.

10

" s, “ O H
® ASR ata Policy
Assets : 8 m o 8
® ASR
Assots ‘8 Conformant Assets " 0 8
® ASROK

~
sets : 4 t o A

® Cisco Catalyst 8000V Edge Software

w
eis : 0 Caonformant Assats Mon-Conformant Assets : 0 Uninewn Assets : 0
= Cisco Catalyst 9800-CL Wireless Controller for Cloud
T sots - 0 Conformant Assots Mon-Conformant Assots < 0 Uninown Assots < 0 hd
R4RH AHAA
o 1 OO

3. More Options(F 7} &) 0}0|2 > Create Policy(H= M4 E MEAEHL|CH



sl Business Process Automation

cIsCo .,

X4xH OFAl O}
[« | 1 -

fun
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4. Policy Name(®%H 0|&), Device Model(C|HFO|A 2 &), Target Version(CH 4 B{), SMU,
EPLD, Device Role(C|HIO|A 23&), Asset Groups(XH&t 1 & ) 2l Additional Conformance
Check Template(F7+ MEHd &l RIZE3)) LEof MEE =gfLct sMU, A4t I8 X F

7t MEM SOl ”HESIR ME

5|
22 M= Ze Qo).

~ 2t 1: O|A| AF® K= Create Conformance Policy(ZEF 4 H& M) Ao E o4& Q| C|H}
O|lA RIS MEfS =~ Ql&L|CH

N 2D AzEgo MEtM THUYIE ClHlO|AE BBl S D g E= HEEDY
QUAEAAO| C|HFO|AO| CH3H 7| OS T & SMU IHx|of| CHEH X3l &olg AlsiE ~ Q)
&LICH F7F ALS A | &olo| 2R $Ft < Additional Conformance Check Template(F 7t
Mt 2l HES) Heol oHEE = e E BYH X AE HES A86tod ZEMA H
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= A2 OO T ArHE .

5. Create(d'd)E S =IgfLICt =l HAIXKIZF R A[ELICH

o 28 At ElRts MHENEE Z R Z=20i| CH5H M2 CHE &R U2 o] HME RAGHH A

MEh 4= QELICH T YoM E o4 9| &2 MEiE £~ Q&L

+ Device Role(s) EELCI2 FSE0|M Any(2F)E MEISIHCIE 2 E C|HO|A 3804
Access, Core §)0| HIZ &StELICH CHE CIHIO|A 48 o| MEHEl Z Any7t HIE AESHEIL
Ct.

« CNC, NSO, ANSIBLE, Direct-to-Device §2| ZAEE2{0|A & 2|E|= C|HtOo|A 2| F< C|H}O|
A0] Ag HET} o2 2 Device Role EELHR SS0{|A MEHSH Any A& Aro &tod 1

o E4 20lg 88 4 st

« FMCZ2| Device Role(s)(C|HIO|A &) EECIHR S FR0|AM Any(Z25F)E MEISIH S2F, |
o{ & O|O|H C|H}O|AE H|R & 2& ClHO|A0M AZE Qo] gt o] AELICH



« SMU Mg 4 320|=& CNC, NSO, ANSIBLE, FMC, Direct-to-Device 2! NDFC Z1IEE
HNMBM Euu

- 0| 2Z|A0| M= Region EELCHR %%.CAI Global 2t X[ EL[Ct

- AKXtz EEOR SE0M XM OE S MEE = QUELICH 7|2Mo 2 BF(All)7F AEH

EH I
LICH EX AHAF 15 S MEHSHH M
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EHSt XH&t T & 9| C|Hto|Aof CHSHAEE HE 0| Al—EEL F
« Device Model, Target Version, SMU(s) Z=0{ C H% ofl & 20| EA|E[X| 2t =™ Discover

Images(0|0|X| M) E Z =I5t CHA| A|Z3HAA
+ Device Model, Asset Group(s) %! Role 2= 7} ?:*771
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« OS Upgrade Next Generation(Next-Gen) E{ 17} X|'HEl Z2MA & ZZ!0| Additional
Conformance Check Template(F 7t & =0l HIZ3)) 2o ZA|IELICH

CISCO Business Process Automation

Serochiien Laet bescumon Date Aug 7, 2022, 1285000M  Schadaled Nowt bancinen Date Aug 8, 2073, 125590 PM cE000V X o H

71 » cB0OOV

Total Assets | 6 Contormant Assets ; 5 Non-Conformant Assets - 1 Uninown Assets : 0

6. Search(d) H=0i C|HtO|A 2EE 2i3st0 W IE HHE A&l



Scheduled Last Execution Date: Feb 21,2025, 12:55:00 PM  Scheduled Next Execution Date: Feb 22, 2025, 12:55:00 PM

ASR9K

Total Assets : 6 Conformant Assets : 1 Non-Conformant Assets : 5 Unknown Assets : 0

Name Region Device Roles Target Version Created By Created On

ASR-Policy Gilobal Any 7.62 admin Feb 20,2025, 7:32

® N9K-C93180YC-FX

>

Total Assets : 2 Conformant Assets : 0 Non-Conformant Assets : 2 Unknown Assets

Name Region Device Roles Target Version Created By

Multi-Model-Policy-Demo Global Any 1025 admin

N9K-C93360YC-FX2

Total Assets : 2 Conformant Assets : 1 Non-Conformant Assets - 1 Unknown Assets : 0

AlSH o=
AT

Al MM A HEHO

1.
2.

Creal

Feb 2

Multi-Model-Policy-Demo

Policy Name : Multi-Model-Policy-Demo  Region : Global Target Version: 10.2.5

Device Model(s) : N9K-C93180YC-FX , N9K-C93360YC-FX.

Device Role(s) : | N9K-C93180YC-FX Controller Id(s) : | NDFC-0s

@) Enabled

Additional Conformance Check Template : NA
SMUs
All v | Search

No Record Found

X4 ™o 2 BPAO| 2 QIFFLC
S Upgrade(0OS 41210/ E) > Software Conformance(4 Z E 9|0

e<EIPSI=
| =

Software Conformance H O|X|7} E A|E/L|C}.

Al g iness Process Autamation

2 - Moo, Dpavatinnsl

Corforuns Peiict POLEY STATUS

Soheduled Last Exeoution Date:  Awg | 7, 2023, 125500 M Scheduico Mest Emcution Dace: g 18, 2023, 125500 PM
NOK-CI3360YC-FX2
Totsl Assets : 3 Confarnant Assets : 0 Waon-Conflormesn Assats : 2

1l » N9K-CI336C-FXZ

Nan-Conformar: Assets 1 0

Total Azzats 1 1 Canfornant

Unkran Assats : 0

Unknezwn Aszsts 1 0
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3. Search(ZAM)
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- Conformant
- Partial Confor
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Non Operational

Conformance Policies Policy Status
3cheduled Last Execution Date:  Apr 25, 2024, 12:55:00 PM  Scheduled Next Execution Date.  Apr 26, 2024, 12:55:00 PM e Mt JRun :-’) H
ASROIK View Results

~
Total Assets : 13 Conformant Assets : 4 Non-Conformant Assets : 9 Unknown Assets : 0 Edit
i
Name Region Device Roles Target Version Created By Created On Executed On Execution Status Policy Status Delete
ASRZk Global Any 7.7.2 admin Apr 24,2024, 7:57 PM Apr 25,2024, 12:55 PM Completed Partial Conformant D
1 Items per page 10
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This action is going to retrieve live SW details from the
controllers/devices and it will run in the background and update the

status once done

Skip live check of the base SW version and use offline data

Proceed 'L Cancel \J

51 51 7| &of| AA|Zt QIHIE B 57|35} 7F 28 7L Base SW Version and
use offline data & 212+ 9| Skip Live Check& X|2 1 Proceed(7|%)& =& LICt 0| 49 X
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1. Manage access for Software Conformance(&ZE 90 &4 2|) HMA HEHO| U=

7 ZHES AL85tod BPAOI 2191},

2. OS Upgrade(0S 4 1a80|E) > Software Conformance(Z4

Software Conformance H|O|X|7} E A|E|L|C}.

sltalis Business Process Automation

CISCO o i - 150 o St - N o o Ui

2 cios 1
Jan 17, 7025, 12:56:00 P o Jan V8, 2075, 12:65:00 P C) :
® ASR-2901
~
i Assots : 2 A C t Ass 2 " Aszo o
e Regio De R o Crested B Created On Executed On Execution Status Policy Status Action
DD Conformance o i adimin a 8 PM n et o
Rems per page
& ASRSK
~
| Assets © 50 ol Bl AsSets Hon-C: Nt A 17 Unknown Assots | 33
AT EQ|o{ AEhAd
=T 0 = o
2l5t= XMAHS 5o pqo ZiCE Al25F
2 S 3top{M Search LCE A3
3. Hote HHE Fo{H Search ZEE S & LI
Y Filiers A
0 - Conformant
1 - Partial Conformant
0 - Non Conformant
0 - Non Operational
Conformance Policies Policy Status
Scheduled Last Execution Date:  Apr 25,2024, 12:55:00PM  Scheduled Next Execution Date:  Apr 26, 2024, 12:55.00 PM earch Device Mt  Run :) E
ASRIK View Results
~
Total Assets : 13 Conformant Assets : 4 Non-Conformant Assets : 9 Unknown Assets : 0
Name Region Device Roles Target Version Created By Created On Executed On Execution Status Policy Status Delete
ASRIK Global Any 7.7.2 admin Apr 24,2024, 7:57 PM Apr 25,2024, 12:55 PM Completed Partial Conformant E
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Rules:

View Rules Operation Result
#Rule1 IContains °
Rule: Invalid input detected

Command Output:

Tue Dec 3 20:19:26.594 UTC
disk_status_config minor 8@
disk_status_config severe 90
disk_status_config critical 95

aaa admin-accounting enable false
aaa authentication users user admin

uid 9000
gid 100
password

ssh_keydir /var/confd/homes/admin/.ssh
homedir /var/confd/homes/admin

!

aaa authentication groups group aaa-r
gid 100

users %%__system_user__%%
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Device Report

Device Name asr-147
Controller ID D2D-0OSUpgrade
Serial Number

Current Version 782

Target Version 772

Software Upgrade Version: 7.8.2 -7.7.2

Milestone: Distribution

Milestone Distribution
Execution Start Time Fri, 29 Nov 2024 05:45:45 GMT
Execution End Time Fri, 29 Nov 2024 06:24:53 GMT
Overall Status Completed
Pre-Check
Process Template precheck_passfailrules
Command Execution Time Result
admin show running-config Wed, 21 Jan 1970 01:20:59 GMT Faded
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Rule View Rules Operation Result
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kubectl get pods -n bpa-ns

6. . Pod7t B2 E ¥ CHS BBS M50 204 HeimS MRIBHLICH

helm install bpa-rel --create-namespace --namespace bpa-ns

7.Ch2 BHEE Aot LIEILIE ZEo| EHE = elgrLCt.

kubectl get pods -n bpa-ns
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