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A B C E F
1  Policy Name Fully Compliant Partially Compliant Mon Compliant Unknown Total Assets
2 | D2D-Juniper-policy 1} 1 i} ] 1
3  D2D-Raiseviolation-policy 0 1 0 0 i |
4 D2D-Rem-policy o 1 0 2 3
5 D2D-Rem-policy-cloned 0 1 0 0 1
& Default Policy - Compliance Check 0 2 i} 70 72
7 | Policy Delete Issue 1 0 0 1] 1
g PolicyTest 1 0 0 0 |
8  Remediation-diff-policy 0 1 o 0 1
10 cnc gig policy 1] 1 1] 1] 1
11 ecnc gigabit 0 2 1 1 4
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Config Compliance

Asset Compliance Summary

2

Policy Compliance Summ

Full Compliant : 0

0S Type : 108, I0S-XR, NX-0S

RemPolicy

Nexus Switches

Partially Compliant : 1 Non Compliant : 0

Policy Details Affected Assets
Total Policies Compli c Details Compliance Details
s Block: RemBlock
RemBlock

Policy Name Fully Compliz

Interface-Policy-NSO 0 NSO

RemPolicy 0

(o]

Jge = R 27|

Affected Assets(Z &2t = X4t Biol=

Remediation Details

Block Identifier: #(?i)interface GigabitEthernet
Block Identifier Name: Interface Gigabit
Enforce Config Order: False

v Rule: RemRule
Description: N/A
v Condition: RemCondition

Filter Criteria

Zt FaolM EAE R 28D 42T 7

Unknown : 0

Device Family: Catalyst 1000 series, IE 2000 Series, IE 4000 Series, NCS 5500 Series, NCS 5700 Series,

Total Affected Assets : 1

Block Config

interface GigabitEthernet{{interface}}
ip address {{ip_addr}} {{ip_subnet}}
shutdown

mtu {{mtu}}

negotiation auto

Expression: Al

=
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=
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Policy Compliance Summary(&& £ 2 oF) Biof M F&et= XHt2 22

1. &S MENEHLICE Compliance Policy 0| @ &LIC}.
2. Affected Assets(QZ & BH= Xt B2 2 2IgLIct

a1l Business Process Automation
CIs Cisco Intermal - BPA Developer Subscription - Not for Customer Use

Config Compliance Interface-Policy-NSO
Asset Compliance Summary Policy Compliance Summ S Type : Device Family:
Full Compliant : 0 Partially Compliant : 1 Non Compliant : 0 Unknown : 0 Total Affected Assets : 1
2 ’ Policy Details Affected Assets
Controller Type ) Al v | Search O
Total Policies Compliance
Name ManagedBy  Product Family Compliance Critical Major Minor Warning Info Unknown Last Checked
bnr-asr-38 NSO-sanity cli Partially Compliant 0 0 o 1 1 0 Jan 12, 2025
Policy Name Fully Compliz . ltems perpage 10
Interface- Policy-NSO 0
RemPolicy 0
AN = 4- 05k 2 HE= XLAL
O 1= T. o002 E - —

o £ 1 Affected Assets(JFE &= Aot B0l A= View Violation Details(?lEH M AFE E 1)
| 0| X |2} View Remediation Config(1 & 711|124/ 0] A4 I=|7|) HOo|X[E & &= U= BHE A
SELICH REMIE LI 2 Asset Compliance SummaryE & E5HAAIL.
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Bl Rule Name Rule Description Vielation Name Description  Severity Violathon Count Affected Assets Count
Rule tovalidate viclations for

Fl Gigabit Rule Gigabit ethernet configuration DescriptionCheck warning 5 3
Rule tovalidate violathons for

EN Gigabit Rule Gigabit ethernet configuration IP-Address-Validation critical [ F]
Rule o validate violations for

Ll Gigabit Rule Gigabit ethernet configuration No-Shutdown-check compliant [i] [t

H

]

[ Rule Namse Vialation Name Severity Device Name Managed By

-3 Gigabit Rule DescriptionCheck warning bar-isr-118 Direct-To-Device

I Gigabit Rule DescriptionCheck warning bar-isr-119  Direct-To-Device

Pl Gigabit Rule DescriptionCheck warning bar-isr-121 Direct-To-Device

6 Gigabit Rule IP-Address-Validation critical bar-isr-118  Direct-To-Device

pF N Gigabit Rule IP-Address-Validation critical bor-isr-120  Direct-To-Device

13
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Configuration Compliance Detailed Report

Report Name: Detail report

Asset Name: bnr-asr-115 Managed By: NSO-166  Serial Number: FXS1933Q27N  |IP Address: 10.197.215.115

Severity: Critical: 0 Major: 0 Minor: 1 Warning: 0 Info: 14 Unknown: 0

Report Generated on: 04-Aug-2025 19:27:22

mn

ilters Applied:

Time Period: 01-Jul-2025 00:00:00 to 31-Jul-2025 23:59:59
Selected Policies: Cnr Demo Policy2

Selected Blocks: All

Selected Severity Levels: All

Selected Compliance Status: All

Rules and Violation Summary

Rule Name: Demo Rule 2

Description:
Violation Name Violation Description Violation Severity Violation Count
Demo Condl Minor 1

T8 &5 & 210M - 4 Z PDF HO|X] 1

Violation Details
Legend
+ Config line present in device, but not in block - Config line missing in device, but present in block
definition definition
Block: Cnr Demo Block Minor
1 | interface GigabitEthernet0/0/0 Minor
Expected: desc Equals 'Demo’
Found: ‘None' Cnr Demo Policy2 = Demo Rule 2 =» Demo Cond1l
+ 2 no ip address
+ 3 shutdown
+ 4 negotiation auto
+ 5 cdp enable
6 | interface GigabitEthernet0/0/1
Expected: interface Equals '0/0/0'

T8 &+ MF £21M - MZ PDF 2H0[X|



1: Remediation batch(I % HYx|) T O X|0i| A

OMLCIREE

=t
™

S

to{ & = U&LICH

5]

M ARA|

]
iy

03 ME
LH o<
<+
on <k
= i
TE
ny <r
Ol my

-

i5t04 e

4 El
AEH
- 1

ME AA otolZ &
=

cport Default Pobcy Report

.

Tr
Hr

-

Kl

<+
K

0

I 20 AR E0IM 20 Y W 20 AT VIR 3 F

o
i MS SE7F | XIELICH

= o

I E2EOME AKX
AlS]

A
(=
A
&=

S

-

@)

=l

Kl

<
K

0

S0ilM 7

PN S g ]

AM
=
A
=

10

05
Kk

N

ol

e
H Y
of =
.. HO
Sl opy
| Mﬁ
ol wr
KT <t
<F KH
KH %0
xo F
e U

A oo
<z <
K ny
m ol
= O
= 2
of R
CUNGY
A —
< °
_|__m iod
X0

1l

ol

o
HMAE AL} T

AlSH
= O
of| CHEH

=
x+oq
1=

Py
U
ul o
gl ]

o <37
0l o% o
ok <k 1
or ol I+

S a0

0f
M& XMoi: d &=



RE7F AM A HErO| U ERat 2hEdE Zrder 2 & e
ZETE SM: 2A Betn 2Elg + JUES S, Y o8], d8 /8 L W HRAE 7
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aln '|' Business Process Automation

cisc Gisco Intemal - BPA Developer Subscription - Not for Customer Use

Compliance Jobs

Y Filters A
/ l c ompleted
nnnnn 9
On Demand . Fa\\ed
One Time
M Recurring ™ Pending
Terminate In Progress
W Termina ted
Jobs Schedule Type Job Status
Filters Clear Allx
icl Auto Refresh C) (+9 Al v | search

M Policies ~ - -/ o

Search Policies Name Policies Config Source  Schedule Type  Activated  Job Status  Last Run At Next Run At Action

O Ndfc-policy RemCompJob RemPolicy Current Config  On Demand False Comple Jan 7,2025,10:51 AM  NA

[JCNC Policy

O RemPolicy new validation Regression Policy ~ Current Config ~ On Demand False Completed  Dec 11,2024, 7:30 PM  NA

O Router Policy

O Ndfe-Remediation- policy Aurcra Compliance Regression Policy ~ Current Config ~ On Demand False = 80% Dec 11,2024, 6:48PM  NA

O Regression Policy RefD Sanity Patch Regression Policy ~ Current Config ~ On Demand False Completed  Dec 11,2024, 6:42PM  NA

) Demo Policy
X Job Status N Demorefd Demo RefD Policy ~ Backup Config ~ On Demand False Completed  Dec 6,2024, 4:45 PM NA

O completed Demo-comp-jobs DemoFast_Policy ~ Backup Config ~ On Demand False Completed  Dec 6,2024, 4:13 PM NA
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11 Business Process Automation
cisco

Gisco ntamal - BPA Developar Subscription - Not for Customer Usa.

All > Create Compliance Job (cancel )
@ Job Summary Name* Description Policy Name *
demo-jobs RemPolicy
Name: demo-jobs b ° J °
Config Source: Device Config Backup
Asset Group Device Config Source * CLI Comman d
If backup is not present, use CLI command to fetch device
Device Config Backup [ configuration how running-config

A Policy Summary

Policy Name: RemPolicy @) Schedule @) Activate
0S Types: 108, I0S-XR, NX-0S
Blocks: 1 Rules: 1 /a\

(=)

N ¢ January2025 > Effective on: Monday, 13 Jan 2025 17:44
5 Schedule Summary Schedule

Details Sun Mon Tue Wed Thu Fri Sat

Schedule Date: Monday, January 13, 2025, 5:44 PM
Schedule Type: One Time Start Time * 17:44 o

@567

19 20 21 2 23 24 25

26 27 28 29 30 31

4+ 5ol My

M4

s

T
All > Create Compliance Job (cancel ) m

Schedule Type: Recurring Start Time *: 17:44 )

@M 15 16 17

@))7 Recurrence Pattern
- Weekly ]

Recurrence Day * Start Time: *

Friday Q 12:00 (]

End Date
01/18/2025 (i)

@_ Aot Group*
— nso-166-cnr [
Assets

Name Ip Address Location Managed By

bnr-asr-115 NSO-166

1 Items per page 10
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CI5CO oo st 098 Do Sutbneription - Wk o Cumtomen Use

Business Process Automation

Como wanrwt (08 Doresiend Sulmrptan M s St U

Compliance Jobs

O Drrmapincd
B One Time
B Recumng
Sk Sehaduin Tyy ks Sawnss
Filters ear Al €
A Policles -~
DED-Juniper - policy Confg Scheduls
Name Policles Source Type
-~ ) - "
[ Job Status e 020~ Backip e
Compicted P Conég
Running CXPm-Demo-01 OfMine Audit  On Demand
Finibiscd User - 1 - Invalid - Devie
mcnlph PRt Offiine Audit  On Demand
Ponding CMine-Job
Terminate in Progeess
Torminated
& Schedule Type ~
O Dmans
Bna Tima
Rocuring

W ) Autn Relresh O res

Created By Activated Job
cruoMineuser]  False

cruoMinouser]  False

crwoffineuseri  False

T Fi
A
Creste Job ::u o Action
| Offine dut 02 Ty
s anz
— s, e
L] Rems per page 10

e
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Business Process Automation

All » Create Offine Audit

B Jot Summary

Maims Deacription
Officw-Job-01 &
Marme: Ofine-Jab-01
Product Family *
A Policy Summany 1T Networking &

Policy Name: D2D-Juniper-policy
0F Types: Junas OS Select N g upload *

Biocks: 1 Rules: 1
Supporied Bxiensans

5 Schedule Summuary File RegEx patiem 10 remove Bie name prefi
Lpload \aaITIa(E)
Schedule Bate: M
Seneculs Type: On Demmand
Schtule
\ @' / ) Select AL Assets

Maire

SUFFD_REMOVED:

=t *elg, *eonl, * Fp, CAgE, CRangz

Palicy Nams*

D20 Juriper-palicy

ReGEx PATIErN 10 FEmowe il A SUft

[ \a(BIT\al8)

Show Oniy Selected Assets

Managed By

Direct-To-Device

Product Family

IT Metaaiong
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P
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2. A4m|agold e Y= Est7| floll Yz ot MBS FEELICH

~ 1 X|HEE O Y 82 (txt,.cfg,.conf,.zip,.tgz, tar.gz) I LIC}.

OOy + Trien-Files »

FTIR— -0

£} Home
Fartiar thit vossc

PRy Gabery . - E ption I D20 Juniper-palicy ]
- OfMuna--Daviees. 25-06- 2005 1943 Compmesnad {7ipp. Ll

- Mshan - Ciees
5 Offhne- Denes

i F Dt
M Do #

tne Dewge 1
L Dowunss #
" file 1o upload *
B Dowmenis #
P bcres #
*axd. ".clg, *.cond. "_gp, *.gz, " tar.gz
File mavmer Cf%ne=1 =Dirvices Cusnom: Files ¥o fic name profx Rogx pattem o remove file name suffix

= Cance o \aismaiel o =D

Schedue Type: On Demand

Scheduie

- Select All Asscts Show Only Selecied Assets
Harma Managed By Product Family
SUFFI{_REMOVED Direct-To- Device IT Networking
202506247 150455 Direct-To- Dovico IT Networking
PREFIY BEMOVED Drwot-To-Dansos IT Matusmabing

HA3E oty

3. Zm[aefold mtdo| ZCLt of7tO[E0M Y FE T2 YR Est7| Mol mtdo| =S
Ct

All > Create Offline Audit

B ob Summany Nemc™ Description Policy Name

Cffine-Job-01 o D20-Juniper-palicy e
Name OMine-Job=01

Product Family *

A Policy Summany T Metworking (]

Policy Mame: DED-Juniper-palicy
OF Types: Junos OF . Z0SBaK. Kbay L0n BpSORC Offline -E=Devices.zip

Blocks: 1 Rules: 1 i
A\ @ Supportad extensions: * tt, *.cfg. * conf, *.zip, *.igz, *.targz

(D) Scheduls Summary File RegEx pattemn to remove file name prefix FregEx pattern to remove file name suffix
Uplead BT T o \a8I (6] ® Upioat
Schedule Date; NIA

Schedule Type: On Demand

Fehedils

f @ | I Upioad file 1o select devices,

Asscts

Regex IHEd

I



EI

4. I+ 0|& E2|Yol Regex TS XS ELICHAMEY ALE).
Fo: HFAEs YoM EET mE(regex)2 A8 5t0d YZE=E ut 0|FE EFE &5
Lt Et&3tstod o & MEl" = JU&LcH
All » Create Offline Audit m
Biocks: 1 Rules: 1 @: — :
':_i:" - Serlect Adl A o O ted A
PREFIX_REMOVED Dirwet-To=Device IT Netwarking

=

—_

5. Upload& =g LICt. mt 0| Clo|EH|0|A0 HE =T

—

—

ol
=

(oF |
=

2E

QI HIAIX|ZF £ AlEILICH

Mo
oo

Moz UEL K|S S LIEHLH

All » Edit Offline Audit

B Job Summary Deseript R
Mama: Crifling—tob-01 D2D-Juniper-palisy
Product Fam
M Poboy Summary IT Metworking o
Policy Name: D20-Juniper-policy
05 Types: Junos 05 2 Select e 1o upload *
Blocks: 1 Rudes: 1 (_.: o , ST
[2) Schedule Summary i teghx pa B0 remcwe name pr RegEx pattern to remove file name suffix
e i8] AT m
Schedule Date: NI&
Schedule Type: On Demand
=
® - ™ .
13
Hame Man By Product Family
SUFFIX_RIMOVID [ - Devica IT Netwarking
ol ZAF ME
i o2 = e =ik
IRl ZAF A g prEed™ XM & =g



ss Process Automati
N

A Developor Subscription - Not for Customer Use

All > Edit Compliance Job

B Job Summary

Name: RemCompJob
Config Source: Current Config

Asset Group: assetgroup-38

M Policy Summary

Policy Name: RemPolicy
0S Types: 108, 10S-XR, NX-0S
Blocks: 1 Rules: 1

{5 Schedule Summary

Schedule Date: Monday, January 13, 2025, 5:47 PM
Schedule Type: Recurring

Name *

Device Config Source *

Current Config

@) Schedule

Schedule
Details

@7

Schedule
tecurrence

Assets

Description

RemCompJobDescription

Commands *

v show running-config

< January 2025 >

Sun Mon Tue Wed Thu Fri Sat

@M

Recurrence Pattern

Cron Pattern Y
Cron Pattemn

Minutes (0-59) Hour (0-23)  Days of Month (1-31)

oo 2 @ *

End Date

01/15/2025 &
Asset Group*

assetgroup-38 v

Name Ip Address
bnr-asr-38

A 54 ChA

0%

P ol M2 2HAHE ==4srL|Ct

Policy Name *

RemPolicy

Effective on: Monday, 13 Jan 2025 17:47

Start Time * 17:47

Month (1-12)  Days of Week (1-7)

Location Managed By

NSO-166

1 items per page
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Compliance Jobs

TFi
ot
Filters
- n O @ A
Policias Canfig Source Schedule Typs Activated  Job Status Last Run Next Run Actior
RemPolicy C False Jan 7,2025, 10:51 AM NA
¢ False Dec 11,2024, 7:30 PM NA
gression Policy e False ——— 50w Dec 11,2024, 6:48 PM NA Delete
ion Policy [ False Dec 11,2024, 6:42 PM NA
Del
Demo RefD Policy Backup Config On Demand False d Dec 6,2024, 4:45 PM NA
Run N
DemoFast_Policy Backup Config On Demand Faise Dec 6,2024, 4:13 PM NA
Router Policy Backup Config On Demand False Dec 6,2024, 1241 PM NA History
Pending Sunshine NSO Regression Policy Current Config On Demand Faise d Dec 11,2024, 6:09 PM NA
Terminate in Progress
mmmmmmm o Ndfc-compliance-job Nefe-policy Current Config Recurring True Panding Dec 14,2024, 4:44 PM Dec 19,2024, 4:44 PM
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- ~
X
Delete Job
Are you sure you want to delete the selected job'(s) "RemCompJob, new
validation® 7
o
e =
A B4 5 AF &l
A ES Y B2
ZE2 ARl RIME sl MY 0 AMS ZREY 4+ 9 BLich 3edol 3
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il Business Process Automation
cisco

s bt - 858 Do St - et b Comcrmme Ui

Compliance Jobs

On Deman
™ One Time
W Recurmmg
s Scheruse Type 30t Stans
Filers Clear Allx
 Policies - - auorevesn () S Search
Soarch Pobcies Name Palicies Config Source Schedule Type Activated  JobStatus  LastRunAt Next Run At
O petau Poscy - RefD - Compaance RemCompJab RemPolicy Current Config On Demand False Jan 7,2025, 1051 AM NA
Check
Oenc paiey new validation Regression Pokcy Gurrent Contig On Demand False Dec 11,2024, 7:30 PM NA
O pemaFast_Policy
Orempoiicy Aurces Compiiance Regression Poicy Gurrent Config On Demand False ———  s0x Dec112024, 648PM NA
Ol pema Policy
O Tenoio Paiiey RefD Sanity Paich Regression Poiicy Current Config On Demand Faise Dec 11,2024, 6:42PM NA
Demorefd Demo RefD Pokcy Backup Cong On Demand False Dec 6.2024, 4:45 PM NA
X Job Status ~
— Demo-comp-jobs DemoFast_Policy Backup Conbg On Demand False Dec 6.2024, 413 PM NA
Ocor
O runsing Group Compiiance Router Poicy Backup Conbg On Demand Faise Dec 6,2024, 1241 PM NA
Oraiea
O pencing Sunshine NSO Regression Pobey Current Cong On Demand Faise Dec 11,2024, 609 PM NA
O Terminate in Progress
Tarminated Ndfc-complance-job Nelfe-poicy Current Config Recumng True Pending Dec 14,2024, £:44 PM Dec 19,2024, 4:44 PM
& Sehariila Tuna CNC paich CNC Policy Backup Config On Demand False Dec 5,2024, £:41 PM NA

Terminate Compliance Job

Are you sure you want to terminate the Compliance Job 'Aurora
Compliance' ?

¥ Filters .~

Action

Terminate

Terminate

History



Compliance Jobs

On Dernand
™ G Time
W Aecuring
Jaba Schedule Type o Status
Filters Clear AllX
& Palicies ~
CInpFerest Mame Palicies Config Source
[ Nso 166~ policy
Mso-cron-job Mso166-policy  Backup Config
™ Job Status ~
. Nelfc-weekly-job WNDFCTEST Current Config
U Completed
[J Running NDFC-onefime-job  NDFCTEST Backup Config
[ Failedt
O Pending [ job  NsolSB-policy  Current Config
LI Terminate In Progress
O Terminated ndfc-schedued-job  NDFGTEST Current Gonfig
@ Schedule Type - -job  MNsol86-policy Current Config
on Demand Nelfe-compliance-jobs  NDFGTEST Backup Config
[ ane Time
[ Recurring
A =A KHod 7 | =
o =T 1 H —/

B Complated

B funring

B Faliez

B pending

M Terminase In Progress
B Terminated

o Retresh )

Schedule Type  Activated  Job Status
Recurring True Pendling
Recurring True Pendling
One Time: True Co
Recurring True Pendling
One Time: True Com

On Demand False Comp

On Demand False Completed

Last Run At

Sep 65,2024, B:54 PM
Sep 56,2024, B:56 PM
Sep 65,2024, B:42 PM
Sep 7,2024, B:40 PM
Sep 56,2024, B:40 M
Sep 65,2024, B:30 PM

Sep 65,2024, B:27 PM

reh
Next Run At

Sep 13,2024, 8:54 PM
Sep 09,2024, B:56 FM
MNA

Sep 13,2024, 8:40 PM
NA

NA

MNA

Items per page

T Filters »~

Action

Edit.

Delete

Run Mows

History

10

altiln usiness Process Automation
CISCO  Cisco intemal - BRA Developer Subscription - Not for Customer Use
[ Remediation POC Policy I X
cne testcheck . .
O Default Policy History - refdjob
Compliance Check refdjob
[ Nso166-policy
[ Default Policy - RefD - testJobsf
Compliance Check O (+9 Current month
[ P SE— violjob
[ Job Status ~ violationJob Total Execution
U completed Jobnew Execution Id StartDate  End Date Status Devices y [ y Action
O Running . . Queued: 0, Compliant: 0,
Dralled N ’ v Running: 0, Failed:  Unknawn: 0, Info: 0, .
testiobd576 66e91344aaac4a11186281b3 17,2024, 17,2024, Completed 4 o, Skipned. 0 w o . :
O pending 1057 A 10057 A : Skipped: 0, Mmm.ng , Minar: 0,
[ Terminate In Progress testlob345 gomp\c‘rc: 4 camr ‘ 0, cnﬂucal‘ 4
O Terminate ) § ueued: 0, ompliant: 0,
Torminatod Sep Sep Running: 0, Falled:  Unknown: 0, Info: 0, .
testiob 66e83ced92196B7d07d56 16,2024, 16,2024,  Completed 4 ;
JerpM 7o PM 0, Skipped: 0, Waming: 0, Minor: 0,
@ Schedule Type ~ . Completed: 4 Major: 0, Critical: 4
O on Demand sep sep Queued: 0, Compliant: 0
. y 4, Info:
O one Time 66e83835bbe304aldcBed4d0 16,2024, 16,2024,  Completed 4 f”;:::ge: ';’"‘d w;:?:;nu "\"‘:‘r"zr_ou :
=) " 7:22 P! . . " s
ecurng faz b 22Em Completed: 0 Major: 0, Critical:
Queued: 0, Compliant: 0,
5 Initiated ~ Sep Sep h o Fan ‘
66e7fdc33e378abeab71b7fc 16,2024, 16,2024,  Completed 4 unning: 0. Falect Unknown: 0, Info: 0, :
O Gurrent Month ara M 31aM 0, Skipped: 0, Warning: 0, Minor: 0,
O Last Month Completec: 4 Msjor: 0, Criticak 4
O Last Three Months Sep Sep S"e"e"‘r?’- - ﬁ°:"9“5”‘~n s
7|2 o 0| K|
Remediation FrameworkE S5l 2 GAt= ZHECIO|HA CHAIEE o] LIUPEI HE2Io|dA 9
= - O - A= - e [ = | — T
SHAE = U&LICH Ol ZE|YUHI= HIEE, GCT X Z2MA HEZS AISELICH
== AAEH . —_— = T = 3 —_— —_ = A= oHd .

Zu|ago|M 2lojC|ofo|ld BT
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U Z2HA YESCE THELIC WY e AR S50 ChE HAo| Cha 7 Ao] M

LICH ™ Sof ClHtolaol| M8 & g2 778 &+ A& 21, RefD OHEE[7H0|MH & 7|Z Cuto|
A Au|agolEE HIRE EFO?_F OlF 2A0|M 7tME = U&LICH &4 124 27 Abgol
Bt HAE=E AEStetod 1™ S0l

cd B E2S At85tod ClHHO|A0i |20l HE ALY S MEste ol AEX
sl

« C|HIO|A ZI|Tef|o|4ME UO|O|Este GCT ”REX! d4, 5’*%EPOI9_*¢ <2k siE

- GCTHEIZEZ! LHe| H=T COIE T B2 Ecte B¢ Zoll¥a = Ats Hey &S X[H
LICH

- Erd ClHto|& HI|aEo|M EFL| AR <> <> 0
management_interface_ipv4_addr, management_interface_ipv4_subnet
- of2{ Clutola HEaB|olM ES0| B Yz|Aof A

« "Block Identifier Name" ! "Variable Name from block"0ll Z 40| Z & El A2 o|2{8t 22
LE("_"Z ChAl|sHof &LICt. o & &0, If'Block Identifier Name"2 "Management
Interface" 0|11 "Variable Name"2 "IPV4_ADDR"O|T GCTC| = 0|&
"Management_Interface_IPV4_ADDR"O|0{0F & L|C}.

« MEXt= 1Y &% ClHIO|A M= O| "getVars" £ &Qlsto{ GCT ¥ 7 & L OfEo| 2
HHEX| &elg = A&LICH 778 &= ClHto|A A™ME 7IX{ 281 CH3 REST APIE AFS T
LICH

- A IDE 37| 2l A™ K27
- URL: /api/v1.0/compliance-remediation/compliance-executions
- Hre: 71K 7|
A IDE Ar8stod ¥R| Al 7HX 27|
- URL: https://<>/bpa/api/v1.0/compliance-remediation/compliance-device-

o



execution?executionld=<>
. HiE 7R 7|

Params @ Authaorization Headers (8) Body Pre-request Script Tests Settings

Query Params
KEY VALUE

executionld 66dfc32a2b855fb425602d4a

ody Cookies Headers (17) Test Results

Pretty Raw Preview Visualize JSON - =

P s iy ey

115 “minor": @,

116 "major": 5,

117 “"critical™: @

118 e

119 "gctVars": {

128 "Interface_Gigabit_3 inteface": "@8/8/3",
121 "Interface_Gigabit_3_description": "blocks severity",
122 "Interface_Gigabit_3_ip_addr": "

123 "Interface_Gigabit_3_ip_subnet™:

124 Y

125 "overAllStatus": "partial-compliant™,

126 = gl ini

127 "major": 5,

128 "info": 1,

— i il

GCT == - gctVar

- ES0M H-E HMStE{T CHS REST APIE AFSEHLICL
- URL: https://<>/bpa/api/v1.0/compliance-remediation/utils/schema
4 POST
- E&: {"blockName": "<< 5 0|§ >>"}
- ClHto|AO| HIER2 2 &5t01 GCT ”EX'2 HE5t04 dry run & commit 2F
. TE E4 YoM /o] GCT HEg AL

IER
I8 zZfUIecCciESn 22 7|8 X /3 E£2 8 MEE Lt
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T 35S 5 S5 Holxlol M MAEIH o+ BAE 4

'|c|l's-é|°|- Business Process Automation

8 Jobs
1 7 Assets

Filters

Palicies ~

remediation-test
RefDCheckPolicy
Rem Policy

Default Compliance Polcy

B o - compieted (0)

Name

Rem-Job-02

Rem-Job-01

jkliob

RemJobTT

MMRemJobs

NEWRemuJob

RemJob

RemediateJob

emediate (6)
0 = commit (0
2 - deatt (2)

Policy

Rem Policy

Rem Policy

RefDCheckPolicy

Rem Policy

RefDCheckPolicy

Rem Policy

remediation-test

Default Compliance Policy

Batch Count

0

1

2

Assert Count

0

3

3

Created B

admin

admin

admin

admin

admin

admin

admin

admin

v Created At

Dec 13,2023, 3:19 PM

Dec 13,2023, 12:52 PM

Dec 13,2023, 7:51 AM

Dec 13,2023, 12:20 AM

Dec 11,2023, 6:00 PM

Dec 8,2023, 5:45 PM

Dec 6,2023, 5:21 PM

Nov 30,2023, 3:51 PM

O @
Draft

@

All v

Active Historical

Search

Y Filters ~

Commit Remediate Complete  Action
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‘' Business Process Automation

Cisco ntarnsl - BPA Daveloper Subscription - Not for Customar Usa

P
Al> demo # Ce
Nam
B Job Summary
dem o
Policy Summary
Name: RemPolicy P
Total Asset(s) : 1 (" # EditAflected Assets )
® Batches
Name Managed By Compliance Critical Major  Minor  Waming Last Checked
& Add Batct bnr-asr-38 NSO-166 Partially Compliant 0 1 0 1 Jan7, 2025
1 Assets Pending
1 ltems per page 10
@) Start reme diation on Commit
January 2025 >
. tart Time: -
19 20 21 2 2

‘' Business Process Automation

isco Interal - BPA Developer Subscription - Not for Customer Use:

Name*
= Job Summary
demo °
Policy Summary
Name: RemPolicy .
Total Asset(s) - 1 ((_# EditAffected Assets )
@ Batches
Name Managed By Compliance Critical Major Minor Warning Last Checked
& Add Batch bnr-asr-38 NSO-166 Partially Compliant ) 1 0 1 Jan7, 2025
1 Assets Pending
1 tems perpage 10
Start remediation on Commit
< January 2025 >
Sun Mon Tue Wed Thu Fri Sat
Start Time: 19:00 °
@ 14 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 31
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All'> 2ndremjob
Devices Synchronization successf ful X
= JOB: 2ndremjob 1st batch  Filters A
Batche: Assete
0 Awaiting © 0 Awaiting n -~
0 In Progress 'g‘g""’?fiﬁ Ve, W1 -NSO-166
ompletel @  Start dustion -9 second
1 Completed 1 Failed
0 Cancelled 0 Cancelled
Assets @ Execute and View Pre Checks pustion - ¢ secands o Controller Id
Policy Summary @ Golden Config Templates VariablesMap ouase O (¢++) Al v | Search
Name: RemPolicy P——
Name M Milestone - Status Duration Action
CHES @ Config Dry Run ounsion
@ BATCHES bnr-asr-38 NS oo Golden Config Templates VariablesMap-2/8 o Failed 0 minutes
Config Remediation avg 7 - 2 minse
(® 1stbatch 1 ltems perpage 10
® 1 Assets

() Jan7,2025, 9:58 AM

1. More Options(F7} &44) 0tO|Z > Generate Report(2 1AM )& MEIEILICEH A|AEI0) A
LR Mo 2 HEI M7t ZHIEIR=X] EeLct EDM7F ZHIE[H ETM CREE SM0|
gdstE Lt
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Remediation Jobs - Batch Report

Job Name: bnr-demo-job

Batch Details

Name. batch

Device Name: bnr-ios-126
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cisco Business Process Automation

] All » bnr-demo-job . .
- Milestone View Auto Retresn ()
&= JOB: bnr-demo-job
Downiocad PDF Device: bnr-ios- 125 (NSO) Controller Instance: NSO-220
Batches Assets
<] 0 Awaiting 0 Awaiting
0 in Progress
0 1n Progress
o * 2 Completed Swmmary
® 1 Completed ® 1 Failed
0 Cancelled ® O Cancelled Start Time: Ape 20.2024. 4:56 PM
Created By: acmir
Palicy Summary End Time: A 24, 457 PM
Mame: Remeditaion FastEthernet Status: Completed
' Status Message: Endt-8/8
() BATCHES i Elopsed Time: 1 minute:
\Workfow Instance ig
£ :
® peten o User Tasks Completion Percentage
B 3 Assets t
£ Apr 29,2024, 4:56 PM
Milestone Status
o Start .
* - - x
e Execute and View Pre Checks
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Device Name: bnr-asr-338

Milestones
Start
Milestone: Start Execution Tue Jan 07 2025 04:28:29 +0000 (GMT)
Start:
N let
Status: Complete :):mp cted Tue Jan 07 2025 04:28:32 +0000 (GMT)
[Execute and View Pre Checks
Milestone:  Execute and View Pre Checks :m""“" Tue Jan 07 2025 04:28:33 +0000 (GMT)
tart:
Completed
Status: Failed 0:'“" < Tue Jan 07 2025 04:28:42 +0000 (GMT)
Template id :  nso_prepostFail Device Name ; bor-asr-38 Commands Evaluation Result ;. Fail
dir harddisk: location all | include free Rules Evaluation Result Pass
Execcution Start Time: 01/07/25, 04:28:37:498 AM GMT - End Time: 01/07/25, 04:28:39:589 AM GMT- Duration: 2091 ms
#Rule : 1 Operation : Contains Result : Pass
Rule = Invalid input detected
I |



WA AlSH: AHH| M|EAME - OFLUAE H7| PDF ET A

oM E52 UES T #E| AAHM HECHO|HA HAME MEstD A5y @8 2
AQlL|ct QIE{H 0|4, 21 E{ BGP(Border Gateway Protocol) S0i| CHF C|HIO|A CLI T2
MEZ LIEtL|CH ot&2 Z4I|asio|M 289 2 7Is gLt

2E 7 21|78 ol ESoIME BEY M Yol shsstaz #elxvtclutola 2]
a3olMel JHE MM SEMoR Holstn Bald £ AL Ol 28 TEE 7
Z4 mMo| YrolE W KX BE| ZZHAE ZHASE LI

MESH BEIRHE ClHolA TAS O & T BEls| 42 RECR Begtoa M Hes
Z210/91A HAE £t SH EZS MY £ AALICH 02 5t ClutolA 7im|3
BlolMo] B E 0| LS HAS maA Huio

RAHS 75 4: Timlaelold = 0| Folsl

S O|E|H 042 ZHECH0|dA XA Al C|HFO|A | A RHAL
& &= UaLct o|2{8t A8 7tsMdE Sall 0olFE7t EO'|%1 Zm|agio|M atele] Y
ol EFE Lt
MMM ES: 1Y An[azi ol EE2 HaTt i A ClHEO|A I e o] LE}

LT

ale
1
-

of: CtS B 52 TwentyFiveGigE0/0/0/31 RQUE{HO|ANWM 7 &
(o]

interface TwentyFiveGigE0/0/0/31
description au0l-inv-5g-08 enp94s0f0
no shutdown
load-interval 30
12transport
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interface TwentyFiveGigE{{INTERFACE_ID}}
description {{DESCRIPTION}}


https://ttp.readthedocs.io/en/latest/Overview.html

no shutdown
load-interval {{LOAD_INTERVAL}}
12transport
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router bgp 12.34
address-family ipv4 unicast
router-id 1.1.1.X
|
vrf CT2S2
rd 102:103
|
neighbor 10.1.102.XXX
remote-as 102.XXX
address-family ipv4 unicast
send-community-ebgp
route-policy vCE102-Tink1.102 1in
route-policy vCE102-Tink1.102 out
|
!
neighbor 10.2.102.XXX
remote-as 102.XXX
address-family ipv4 unicast
route-policy vCE102-Tink2.102 1in
route-policy vCE102-Tink2.102 out
|
1
vrf AS65000
rd 102 :XXX
|
neighbor 10.1.37.X
remote-as 65000
address-family ipv4 labeled-unicast
route-policy PASS-ALL in
route-policy PASS-ALL out
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router bgp {{ ASN }}

address-family ipv4 unicast {{ _start_ }}
router-id {{ bgp_rid }}

vrf {{ vrf }}
rd {{ rd }}

neighbor {{ neighbor }}
remote-as {{ neighbor_asn }}

address-family ipv4 unicast {{ _start_ }}
send-community-ebgp {{ send_community_ebgp }}
route-policy {{ RPL_IN }} in
route-policy {{ RPL_OUT }} out
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Config Compliance - Blocks

Policies Blocks Auto Block Generation

3558

Filters Clear Allx <
& 0S Type N

[FX-08

[) NX-08,10S-XR
[ Junos OS Block-bnr-asr-38-
O Arista EOS ruleduplicate
0)10S-XR
ONX-0S

Dios

[) NewOSType-Test

Block Name

New-Block-TickMark

Block-New-Test

@ Device Family

>

Block-Loopback interface

CDT-Biock

Optus banner

TP

Template  Action
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All » Edit Block

&)  Block Conhg
2 ) Config Block  Dynamic Blocks | TTP Blocks usaga .

Enter Config Block Details ~

Conhg Block

intert f.:ce Loopbacki{interface)}

Ignore Line Syntax( P -'?'—Al TE)E ASotH ALEA 7 & M eielel Z2o| IHEE F7t5t
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Ignore Line SyntaxE AtE3tE{H CtS BAHE 2t=& L

1. 18 £ dAIM Melg 714 &g s&LICHO: ip F4).

All » Edit Block
.
P; Block Config u
2 ) Config Block  Dynamic Blocks | TTP Blocks usage
.
°
Enter Confag Block Details ~
Config Block
.cf.:ce Loopback{{interface)}
= True™) I}
TP Temyg -
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- config line shutdownO| X5t = B set BHES AI&5t0{ CtSot 20| HE HolF
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ACH2 | {{SHUTDOWN_FLAG | set("true")}"

« AL XIofH MY ({DESCHIH Q) Z2 config 2HRI0f| 7|& 47} Qe AL ChSo Zo|
let BHES ALSELICH
M {{ DESC | re(".*") | let("DESC_EXISTS", "True") }}
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() Masking Sensitive Data

Enter Patterns for masking Sensitive Data @ ~
RegEx Pattern Replace With

RegEx Pattern Replace With Actions

snmp-server community (w+) SystemOwner il |
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< Ciscza ntwenal - BPA Devebopss Subscription - Mot for Custome Uss
i bscription. Ple oo h
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Config Compliance
9 P bnr-asr-115
Asset Compliance Summary Policy Cor Policy : user_name_masking_policy Checked On : Jul 16, 2025 1:47 PM
m Severity: Critical : 0 Major : 0 Minor : 0 Waming : 0 Info:0 Unknown : 0
4 < Back
X [~ Legend
Filters . . X
Total Policies Comgitar + Confg line present In device, but not in = Conifig line missing in device, bul present in
biock definition biock defnition
Policy S
& ~ Block: user_name_masking Compliant
Policy Name i i
L[s\er_name_maskmg_puncg w 1 username admin password @ *** Compliant
, ) O
Default Policy - Compliance Check user_narme_masking__dy_
_ O test_ios_block_1 (3)
test_ios_block_1 .
L Default Policy -
user_name_masking__dy_policy Compliance Check (13)
. Blocks o~
user_name_masking_policy
[ ]user_ name_masking
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Il Business Process Automation oo o2 8 @
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s a trial subscription. Please cont
HEp 4
Config Compliance bnr-asr-115
Asset Compliance Summary Policy Cof  Policy Controller : NSO-166 Checked On : Jul 16, 2025 1:58 PM
user_name_masking__dy_policy
« Back
Policy* Commands *
Total Polickes SeT_name_maski o li (] how - fi =+ SUbT
- Compiia user_ - ing__dy_policy . sl running -config
Blocks
Policy Name Select Blocks v
Default Policy - Compliance Check
test_ios_block_1 Generated Remediation Config Vs Running Config
NV
user_name_masking__dy_policy 1 wew Block: user_name_masking_dy_block 1 wew Block: user_name_masking_dy_block
user_name_masking_policy 3 username admin password @ password 3+ username admin password @ *** I
4 wew Block end 4 www Block end
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Enter Elock Rules Details
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Enforce Config Order Block Rules

Severity Selection Critical Major Minor ‘Waming Ifion Compliant
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? Default Rule - Router ISIS
(V] Violations :
Vialation 1

Violation 2

? Default RefD Rule - Router ISIS
(V] Violations :

Viclation 1

Viclation 2
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1 Device Name Managed By Product Family Compliance Critical Major Minor Warning Info Unknown Last Checked
2 CNC-bnr-asr-78 Direct-To-Device IE 2000 Series Non Compliant 1 0 0 0 0 0 04-Aug-25
3 D2d-118 Direct-To-Device |E 2000 Series Partially Compliant 0 1 1] 1 1 0 04-Aug-25
4 D2d-juniper Direct-To-Device juniper-junos Partially Compliant 0 0 1] 2 2 1 06-Aug-25
5 DNAC_Mock_Deviced DMAC-Mock Cisco Catalyst 9922-CLWireless Controller for Cloud Unknown 0 0 1] 0 0 1 05-Aug-25
& bnr-asr-78 cnch Partially Compliant 0 0 1 0o 0 05-Aug-25
7 bor-isr-118 Direct-To-Device cisco-ios Partially Compliant 15 2 0 2 6 0 06-Aug-25
8 bnr-n3k-44 NS0-166 cisco Nexus3000 C9300v Chassis Partially Compliant 12 0 1] 0 3 0 05-Aug-25
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Configuration Compliance Detailed Report

Report Name: Detail report

Asset Name: bnr-asr-115 Managed By: NSO-166  Serial Number: FXS1933Q27N  IP Address: 10.197.215.115
Severity: Critical: 0 Major: 0 Minor: 1 Warning: 0 Info: 14 Unknown: 0
Report Generated on: 04-Aug-2025 19:27:22

Filters Applied:

Time Period: 01-Jul-2025 00:00:00 to 31-Jul-2025 23:59:59
Selected Policies: Cnr Demo Policy2

Selected Blocks: All

Selected Severity Levels: All

Selected Compliance Status: All
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Ndfc-Rem-policy NX-05 Jul 14, 2025, 12:57 PM Jul 14, 2025, 7:35 PM
Policy mask1 108, 105-XR,NX-05 Jul 14, 2025, 12:26 PM Jul 14, 2025, 12:26 PM
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Violation Details

Legend
+ Config line present in device, but not in block - Config line missing in device, but present in block
definition definition

Block: Cnr Demo Block

interface GigabitEthernet0/0/0

Expected: desc Equals 'Demo’

Found: 'None' Cnr Demo Policy2 = Demo Rule 2 = Demo Condl

no ip address

shutdown

=3 w o]

negotiation auto

+ o+ o+ o+

5 cdp enable

¥ interface GigabitEthernet0/8/1

Expected: interface Equals '0/0/0'

Configuration Compliance - Asset Violations Report Page 1 of 4
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E7t WY EHCHE HAHE Sl iy 3o 2 LHE WD 17| X|5t6t0] 2EE +=

- ChE BHE AHEstoI NPM W7 |X|E BHELICH

mkdir <
cd <

>
npm init (press "enter" for all prompts)

« BPA ZHO|AM Zx[Ze ol LHELHZ|(Z]Z uI)

- BPA Classic UI(BPA Z 24! Ul) > Configuration Compliance & Remediation(Z1 1| 22|

I
AAI=I

oM 7™ &4 & W) > Configurations(Z1IZ| 22| 0|A)Z o|S & L|Ct

- "TTP EHIZSES M%‘XF E/E/EA LHE LY 7|
« LHEH m}elo| 0| & CtSa Z 0| ’iELCt.

- TTP ®lZ3!: <<filename>>.cnritptemplate.json
- B8 Al¥X}: <<filename>>.cnrblockidentifier.json
£ §: <<filename>>.cnrblock.json
- Tt&l: <<filename>>.cnrrule.json
M. <<filename>>.cnrpolicy.json
. l1H7|7<| ingester G| O|E{(.tgz)

LHEH 2E TS "1EHA" M Y& npm THZ | X|of| S AL

- npm I{Z|X| hod| A npm pack %‘%‘2 Al#Et0o] "tgz" Tt LS BHELICH

- BPA Bt = 3F Lol QIMAE 0IE(tgz) *+5

- tgz I+ 2 BPA HE 0| 25 El MEH 2| <<BPA core bundle>/packages/data Z2C0] 5

AbfLICE.

- Ingester MHHE CHA| A|ZFEFL|CHdocker ingester-service CHA| A|E).

- BPALCIS & ol QIXMAE HolE(tgz) +5

LICt. OfE[H

- tgz U2 7| X ETF HEZ E M 9| /opt/bpa/packages/data ZH0H| = AELICE.



Ingester pod AHHH 2 (kubect1 BHZ XHA|Zf BHE ingester-service -n bpa-ns)
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Business Process Automation

version 4.1.2

backup-restore 4.1.2.521
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2. I IDE AF8stod FX| A 71K 27|
API: /api/v1.0/compliance-remediation/
HE2toloiA ClHtolA AH o

executionld=<< execution-id >>

0%

- 71X 7|

AH E4 73

TR EA E
BE: TH F4 S AHBSHE SO FA Waol 8l Zhol EAELICH
A

—_ 1

1. RefD OHZ 2|71|0|A0{| M CIIO|E{E HAMSIE A< RefD 717t SHIE YAIQIX| &olgtL|ct. 5i
e B2 RefD S8 2ol #2lo| 7 &4 H4ol AZAE Flof CHSt ClolE{7} QlE
K| olgtL|ct =8t 7 F4 MHIA ZOE #0I5t0 7 &4 HollA SHHE RefD 7|12
HLiT A=K &elgrct. 72! 2 H| RefD FAIMIM 75| AS X 2 RefD S8 O|5HE &
E3LAAIL.

2. CHS APIE At 835to HEE0(2A S5 A AntE & elgfuict

URL: /api/v1.0/compliance-remediation/compliance-block-execution?deviceExecutionld=<>

g 71X 7|



GET v  {{uatUrl}}/api/v1.0/compliance-remediation/compliance-block-executions?deviceExecutionld=66dfc32a2b855fb425602d4d

Params ® Authorization Headers (8) Body Pre-request Script Tests Settings

Query Params

KEY VALUE DESCRIPTION

deviceExecutionld 66dfc32a2b855fb425602d4d
3script

ody Cookies Headers (11)  Test Results & status: 20
Pretty Raw Preview Visualize JSON ~ =
agw 1
195 "results": [
196 {
197 "variable": "inteface",
198 "operation": "equals",
199 “value": "0/0/3",
200 "seq": 1,
201 "success': true,
202 “observedValue": "0/0/3",
203 "refd_mapping": "None",
204 “root": "1>all",
205 "group_ref": "root",
206 “hierarchy": "root[@/0/3]"
207 b
208 {
209 "variable": "description",
210 "operation": "equals",
211 “value": "blocks severity",
212 seq: 2,

3. 220f 5191 AB 0| =X ObLIT B HFO| UK HQIst ASol met FEl0] FAE
O

ANEX| FlgfLch.



Key*
1 bridge_group

Fiter Criteria
Expr*
all ]

Key*
1 BRIDGE_GROUP_NAME

Key *
1 BRIDGE_GROUP_NAME

Key *
2 bridge_domain
Filter Criteria
Expr *
all
Key*
1 BRIDGE_DOMAIN_NAME
Rules
Expr*
al
Key *
1 vi
Fiter Criteria
Expr *
all
Key *
1 VFI_NAME

4. Tt python A3 EEE A5t0{ TTP TtA{7} C|HFO|A
O

from ttp import ttp

Operation *
Equals

Operation *
Equals

Operation *
Equals

Operation *
Equals

### Provide device config inside the below variable

data_to_parse =

### Provide block config inside the below variable

ttp_template =

Value *
v MOB_228T_42RW_IPADO

Value *
v MOB_22BT_42RW_IPAOO1

Value *
»  MOB_22BT_42RW_IPAOO1 + -

Value * '

» MOB_228T_42RW_IPAOO1 + -

AulaefoldolM g2 FEst=X]



### Create parser object and parse data using template:
parser = ttp(data=data_to_parse, template=ttp_template)
parser.parse()

### Check results and see if TTP parser extracts the value or not
results = parser.result()
print(results)

HMES$ 23 2UEZ

=1

7

°
H’
In
o
ox

docker logs -f compliance-remediation-service

i
b

CHS - E Kubernetes

kubectl Togs -f services/compliance-remediation-service -n bpa-ns

Kibana 21 2 L|E{&!

https://<< BPA EAE >>:30401
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