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>

show runni ng-config fail over

failover

failover lan unit secondary

failover Tan interface failover-1link GigabitEthernet0/2

failover replication http

failover Tink failover-1link GigabitEthernet0/2

failover interface ip failover-Tink 10.10.69.49 255.255.255.0 standby 10.10.69.89

07|M Edslof & SR AHE2 OS2t Z2&Lch
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ol Zx[lan #H EX — R0| 7|2 fHUXK| EX RALIX| 07
ol Z%| lan QIE{H|O|A failover-link GigabitEthernet0/2 —> C|HFO|A Q| ol =x| &3 E2|H

ZHo} = x|(failover) S A http

o} x| 23 &of 2| 3 GigabitEthernet0/2

failover interface ip failover-link 10.10.69.49 255.255.255.0 standby 10.10.69.89 —> primary %!
standby device failover link ip address.

<{froot>

>

show f ail over

Failover On

Failover unit Secondary

Failover LAN Interface: failover-T1ink GigabitEthernet0/2 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds

Interface Poll frequency 5 seconds, holdtime 25 seconds



Interface Policy 1

Monitored Interfaces 0 of 311 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Ours 9.16(0)26, Mate 9.16(0)26

Serial Number: Ours 9A1]SSKW48], Mate 9ABR3HWFG12

Last Failover at: 01:18:19 UTC Nov 25 2021

This host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: ASAv hw/sw rev (/9.16(0)26) status (Up Sys)
Interface outside (0.0.0.0): Normal (Not-Monitored)
Interface inside (192.168.45.2): Normal (Not-Monitored)
Interface diagnostic (0.0.0.0): Normal (Not-Monitored)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
Other host: Primary - Active

Active time: 707216 (sec)
Interface outside (0.0.0.0): Normal (Not-Monitored)
Interface inside (192.168.45.1): Normal (Not-Monitored)
Interface diagnostic (0.0.0.0): Normal (Not-Monitored)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : failover-1link GigabitEthernet0/2 (up)

Stateful Obj Xmit xerr rcv rerr
General 95752 0 115789 0
sys cmd 95752 95752

up time 0 0

RPC services 0

TCP conn 0

UDP conn 0

ARP tb1 20036
Xlate_Timeout 0

IPv6 ND tbl

VPN IKEv1l SA
VPN IKEv1l P2
VPN IKEv2 SA
VPN IKEv2 P2
VPN CTCP upd
VPN SDI upd
VPN DHCP upd
SIP Session
SIP Tx

SIP Pinhole
Route Session
Router ID
User-Identity
CTS SGTNAME
CTS PAC
TrustSec-SXP
IPv6 Route

STS Table

Rule DB B-Sync
Rule DB P-Sync
Rule DB Delete

[eNelolololNoNoloNololohcNaoRolo oo oo Ro oo oo Ro o X =]
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Logical Update Queue Information
Cur Max Total
Recv Q: 0 5 504656
Xmit Q: O 1 95752
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<ffroot>
>

show fail over history

From State To State Reason

01:18:14 UTC Nov 25 2021
Not Detected Negotiation No Error

01:18:27 UTC Nov 25 2021
Negotiation Just Active No Active unit found

01:18:27 UTC Nov 25 2021
Just Active Active Drain No Active unit found

01:18:27 UTC Nov 25 2021
Active Drain Active Applying Config No Active unit found

01:18:27 UTC Nov 25 2021
Active Applying Config Active Config Applied No Active unit found

01:18:27 UTC Nov 25 2021
Active Config Applied Active No Active unit found
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<tfroot>

>

show failover state

State Last Failure Reason Date/Time
This host - Secondary

Standby Ready None
Other host - Primary

Active None

====Configuration State===
Sync Done - STANDBY

====Communication State===
Mac set
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<#root>
>

show fail over descri ptor

outside send: 00020000ffff0000 receive: 00020000ffff0000
inside send: 00020100ffff0000 receive: 00020100ffff0000
diagnostic send: 01020000ffff0000 receive: 01020000ffff0000

=A| s Z
ClHHa
<{froot>

>

debug fover ?

cable Failover LAN status

cmd-exec Failover EXEC command execution

fail Failover internal exception

fmsg Failover message

ifc Network interface status trace

open Failover device open

rx Failover Message receive

rxdmp Failover recv message dump (serial console only)
rxip IP network failover packet recv

snort Failover NGFW mode snort processing

switch Failover Switching status



sync Failover config/command replication

™ Failover Message xmit

txdmp Failover xmit message dump (serial console only)
txip IP network failover packet xmit

verify Failover message verify

2%

o =x| QlE{Ho|A= CHE S TXELICEH

show capture

capture capfail type raw-data interface Failover [Capturing - 452080 bytes]
match ip host 10.197.200.69 host 10.197.200.89
>

show capture capfai

15 packets captured

1: 09:53:18.506611 10.197.200.69 > 10.197.200.89 ip-proto-105, Tength 54
2: 09:53:18.506687 10.197.200.89 > 10.197.200.69 1ip-proto-105, length 54
3: 09:53:18.813800 10.197.200.89 > 10.197.200.69 ip-proto-105, Tength 46
4: 09:53:18.814121 10.197.200.69 > 10.197.200.89 ip-proto-105, length 50
5: 09:53:18.814151 10.197.200.69 > 10.197.200.89 1ip-proto-105, length 62
6: 09:53:18.815143 10.197.200.89 > 10.197.200.69 ip-proto-105, length 62
7: 09:53:18.815158 10.197.200.89 > 10.197.200.69 1ip-proto-105, length 50
8: 09:53:18.815372 10.197.200.69 > 10.197.200.89 1ip-proto-105, length 50
9: 09:53:19.514530 10.197.200.89 > 10.197.200.69 1ip-proto-105, length 54
10: 09:53:19.514972 10.197.200.69 > 10.197.200.89 ip-proto-105, Tength 54
11: 09:53:19.718041 10.197.200.69 > 10.197.200.89 ip-proto-9, length 70
12: 09:53:20.533084 10.197.200.69 > 10.197.200.89 ip-proto-105, Tength 54
13: 09:53:20.533999 10.197.200.89 > 10.197.200.69 1ip-proto-105, length 54
14: 09:53:20.686625 10.197.200.89 > 10.197.200.69 ip-proto-9, length 74
15: 09:53:20.686732 10.197.200.69 > 10.197.200.89 1ip-proto-9, length 74

15 packets shown
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>

show capture

capture caparp type raw-data ethernet-type arp interface Failover [Capturing - 1492 bytes]
>

show capture caparp

22 packets captured

: 11:02:38.235873 arp who-has 10.197.200.69 tell 10.197.200.89

: 11:02:38.235934 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
11:03:47.228793 arp who-has 10.197.200.69 tell 10.197.200.89

: 11:03:47.228870 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
: 11:08:52.231296 arp who-has 10.197.200.69 tell 10.197.200.89

: 11:08:52.231387 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
: 11:32:49.134163 arp who-has 0.0.0.0 (ff:ff:ff:ff:ff:ff) tell 0.0.0.0 (0:0:0:0:0:0)
: 11:32:50.226443 arp who-has 10.197.200.1 tell 10.197.200.28
11:42:17.220081 arp who-has 10.197.200.89 tell 10.197.200.69
10: 11:42:17.221652 arp reply 10.197.200.89 1is-at 0:50:56:a0:72:4d
11: 11:42:20.224124 arp who-has 10.197.200.89 tell 10.197.200.69
12: 11:42:20.225726 arp reply 10.197.200.89 1is-at 0:50:56:a0:72:4d
13: 11:42:25.288849 arp who-has 10.197.200.69 tell 10.197.200.89
14: 11:42:25.288956 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢
15: 11:46:17.219638 arp who-has 10.197.200.89 tell 10.197.200.69
16: 11:46:17.220295 arp reply 10.197.200.89 1is-at 0:50:56:a0:72:4d
17: 11:47:08.135857 arp who-has 10.197.200.69 tell 10.197.200.89
18: 11:47:08.135994 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢
19: 11:47:11.142418 arp who-has 10.197.200.89 tell 10.197.200.69
20: 11:47:11.143150 arp reply 10.197.200.89 1is-at 0:50:56:a0:72:4d
21: 11:47:18.213993 arp who-has 10.197.200.69 tell 10.197.200.89
22: 11:47:18.214084 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
22 packets shown

>
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<#root>
From State To State Reason
15:10:16 CDT Sep 28 2021
Not Detected Disabled No Error
15:10:18 CDT Sep 28 2021
Disabled Negotiation Set by the config command
15:10:24 CDT Sep 28 2021
Negotiation Cold Standby Detected an Active mate
15:10:25 CDT Sep 28 2021
Cold Standby App Sync Detected an Active mate
15:10:55 CDT Sep 28 2021
App Sync Disabled

CD App Sync error is App Config Apply Failed

AEHHIO| =7} "HA AME} ZIZH0| APP SYNC A|Zt =12 QI5H Alujgo 2 HAO| =2I6HK| Z2&

Standby FTD B& £ 0i| M /ngfw/var/log/ingfwmanager.logl= app-sync Azt Z1toi| CHEt O] 7}
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu15611
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt48941
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx11636

<tfroot>

From State To State Reason
19:07:01 EST MAY 31 2021
Not Detected DisabTed No Error

19:07:04 EST MAY 31 2021

Disabled

19:07:06 EST MAY 31 2021

Negotiation

19:07:07 EST MAY 31 2021

Cold Standby
21:11:18 EST Jun
App Sync

30

2021

Negotiation
Cold Standby
App Sync

DisabTed

Set by the config command
Detected an Active mate

Detected an Active mate

HA state progression failed due to APP SYNC ti neout
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<#root>

From State To State Reason

04:15:15 UTC Apr 17 2021

Not Detected Disabled No Error

04:15:24 UTC Apr 17 2021

Disabled Negotiation Set by the config command
04:16:12 UTC Apr 17 2021

Negotiation Cold Standby Detected an Active mate
04:16:13 UTC Apr 17 2021

Cold Standby App Sync Detected an Active mate
04:17:44 UTC Apr 17 2021

App Sync Disabled

CD App Sync error is Failed to apply SSP config on standby



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy04965
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<tfroot>

From State To State Reason

04:53:36 UTC Feb 6 2021
Failed Standby Ready

Interface check

02:12:46 UTC Jul 11 2021

Standby Ready Just Active HELLO not heard from mate
02:12:46 UTC Jul 11 2021
Active Config Applied Active HELLO not heard from mate

Snort Down EE&= C|A 3 ZEHof

FTDOM "ClAZ @7 E Qe HAL AT 2F ZAX|'ElE LRE EAIY B2 27kK| 750l (&
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oH: QIARHA & FlLI2IT CHRE A2 /ngfw/var/log/messagesE & 0I5t QIS mbetstLCt
ClHtO|AOM| =2 C|lAT AL EO| EAIH

Linux 2| df -Th BB E ALE50] RS AALE = J&LCH
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LICE.

<ttroot>

From State To State Reason



Active Config Applied
16:07:18 UTC Dec 5 2020
Active

16:07:20 UTC Dec 5 2020
Standby Ready

Active
Standby Ready

Failed

No Active unit found

Other unit wants me Standby

Det ect Inspection engine failure due to disk failure

16:07:29 UTC Dec 5 2020
Failed

Standby Ready

My Inspection engine is as good as peer due to di

Ol EXMle= ™o 2 ASA 5500-X C|HFO|A O] Firepower 2 & HOHE 215 2 1 ELIC}H show
module sfr M| HEE Sdll 2E2| 2TMHE =I5 AMAIL.

B ol 4 Aol ASA Syslog® 4 El5t0H, 0170l Mof == ClolE| Z221 Hojet Z2 Al
EArgo| & E = &LCt
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<#root>

From State To State Reason

21:48:19 CDT Aug 1 2021
Active

21:48:19 (DT Aug 1 2021
Standby Ready

Service card in other unit

21:48:19 CDT Aug 1 2021
Active Config Applied

Standby Ready

Just Active

has failed

Active

Set by the config command

Service card in other unit has failed

MIO stEH|E Almj

Firepower Threat Defense/ASA7} FPR1K, 2K, 4K, 9KO{| A "MIO-blade StEH|E 2 7{"Z QIst
E Enshch

Cisco 1 ID &&= CSCvy14484

Cisco H{1 ID & X CSCvh26447

<tfroot>


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy14484
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh26447

From State To State Reason

20:14:45 EDT Apr 14 2021

Active Config Applied Active No Active unit found
20:15:18 EDT Apr 14 2021
Active Failed

M O bl ade heartbeat failure

20:15:19 EDT Apr 14 2021
Failed Negotiation MIO-blade heartbeat recovered
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* https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-
S/show-f-to-show-ipu-commands.html

* https://www.cisco.com/c/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-quide-
640/fptd-fdm-ha.html#id 72185

« 7l X|® 9! £ M - Cisco Systems



/content/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-f-to-show-ipu-commands.html
/content/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-f-to-show-ipu-commands.html
/content/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-guide-640/fptd-fdm-ha.html#id_72185
/content/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-guide-640/fptd-fdm-ha.html#id_72185
https://www.cisco.com/c/ko_kr/support/index.html
https://www.cisco.com/c/ko_kr/support/index.html
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