WCS LAN

. P.6-2

. P. 6-6

. P. 6-20

. P. 6-24

. P. 6-25

. ping P.6-25
. P. 6-26

e Mesh Health P. 6-34

. P. 6-36

. P. 6-40

* WGB P. 6-44

. Unique Device Identifier P. 6-47

Cisco Wireless Control System
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IT
LAN

Cisco Unified Wireless Network Solution
MAC 1P

1 Monitor > Security Security Summary

e Alert Alert
Alert oS ID Pending

* Contained

e Threat

* Contained Pending

* Trusted Missing

e 802.11a/n 802.11a/n

e 802.11b/g/n 802.11b/n 802.11g/n

¢  On Network
e Off Network

3 Most Recent Rogue Adhocs MAC Address
Rogue Adhocs

MAC RSSI
SSID

Cisco Wireless Control System
OL-14610-01-J |



. 1 4
MAC
LAN LAN
LAN LAN
LAN

WCS WCS

WCS

6-1

Cisco Wireless Control System

LAN

WCS

WCS

| oL-14610-01-J
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1 Rogues Rogue AP Alarms
MAC
SSID
2 Rogue MAC Address Alarms > Rogue - AP MAC
Address
3 Select a Command
GO

* Assign to me

¢ Unassign

* Delete

¢ Clear

¢ Event History

* Detecting APs SSID WEP

RSSI SNR
* Rogue Clients
¢ Set State to ‘Unknown - Alert’
Set State to ‘Known - Internal’

Set State to ‘Known - External’

e 1 AP Containment 4 AP Containment level 1 containment
1
level 2 containment

2

level 4
4  Select a Command Map (High Resolution) GO
Maps > Building Name > Floor Name

WCS Location RSSI
2 1
1
WCS Base
RSSI RSSI

2 6-2

Cisco Wireless Control System
OL-14610-01-J |



Monitor =  Configure *  Location *  Administration +  Help =

Maps > Cisco 53 - Site 5 > BLD 14 = 4th floor - Sslect a command -- | =| GO I

Location Error Lookup Zoom

. e |

17

sjcld-42b-apé

sjcld-41b-ap4

Rogues
Coverage
Security
Controllers

Location

146348

1 Rogue AP Alarms

3 Select a Command Set State to ‘Known - Internal’ Set State to
‘Known - External’ Rogue AP
Alarms

Cisco Wireless Control System
| oL-14610-01-J



Monitor > Clients Client Summaries

Client Summaries

Most Recent Client Notification

e C(Client IP MAC
¢ Event Type WEP

¢ Date/Time

Manually Disabled Clients

Monitor > Clients Manually Disabled Clients

¢ MAC Address MAC

* Description

Top 5 APs
Top 5 APs

e AP Name

* Map Location
¢ a/n Clients 802.11a
*  b/g/n Clients 802.11b 802.11g

¢ Total Client

Clients Detected by Location Servers

15

e Server Name
e Server Address 1P
¢ Total Clients

Client Count

Client Troubleshooting

Client Troubleshooting 1P MAC
Troubleshoot

Cisco Wireless Control System
OL-14610-01-J |




WLAN u
1 Monitor > Clients
2 MAC Client
Troubleshoot
6-3 Cisco Compatible
Extensions 5 Cisco Compatible
Extensions 5 Test Analysis Messaging Event Log
MAC
Quick Search

6-3 Troubleshooting Client

-|||-l||- Wireless Control System

=00 -

Troubleshooting Client '00:17:95:4f.73:¢¢’

Summary | Log Analysis | Event History |
Py =%
©® ® ® ®
@0z.11 Qpen IFAddress Successful

Association Authentication Assignment Association
Problem
Mone
Suggested Action
Maone

230744

Client Troubleshooting launched,
Client Surnmary Information Retrievedat Mon Mar 19 11:23:36 EDT 2007

~

Windows Internet Explorer 6.0 Web
Cisco Compatible Extension

Cisco Wireless Control System
| oL-14610-01-J




6 I
H wLAN
3 Log Analysis
6-4
4 Start
Stop
Clear
~
10 Start
5 Select Log Messages
6-4 Log Analysis
T Wireless Control System

Troubleshooting Client '00:17:95:4f.73:ee’
| Summary | Log Analysis | Event History |

=00 -

Click Start to begin capturing log messages from the controller. {It may be necessary
to ask the client to restart the connection process by rebooting their laptop to ensure
that relevant log events are generated.) When a sufficient number of messages have
been collected, click Stop.

start | | |

Select LogMessages

802.11 Initialization (03
§02.1x Authentication {0}
PEM Messages(0)

DHCP Messages (0}

AdA Messages(0])

all o

| >

Time sSeverity Controller Message

Cliznt Surnmary Information Retrievedat Mon Mar 19 11:24:02 ECT 2007
Client Surnmary Information Retrievedat Mon Mar 19 11:24:27 ECT 2007
Client Surnmary Information Retrievedat Mon Mar 19 11:24:52 EDT 2007

4 |*

230735

Jl_ Cisco Wireless Control System
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WLAN

6 Event History 6-5

24

6-5 Event History

NI Wireless Control System

I

Troubleshooting Client '00:17:95:4f.73:¢¢’

| Summary | Log Analysis | Event History |

Event History Summary

Client Events

Mo Client Notification found,

AP Events
Message Date / Time A
AP '"WI1-1510R-711bb0' disassociated from Controller '172.19.7.85", 319707 2:30 aM B
AP '"WI1-1030R-7aa7al' associated with Controller '172.19.7.85' on Port number 1", 3/19/07 7:30 aM
AP '"WI1-1030R-7aa7al' disassociated from Controller '172.19.7.85", 319707 7:24 aAM
AP '"WI1-1030R-7aa7al' associated with Controller '172.19.7.85' on Port number '1',  3/19/07 4:53 aM
AP 'W1-1030R-7aa7al’ disassociated from Controller '172.19,7 85", 3/19/07 4:47 AM
AP "W1-1030R-7aa7a0 associated with Controller '172,19.7.85" on Port number '1',  3/19/07 4:11 AM b’
Cliemt Surnrnary Inforrnation Retrievedat Mon Mar 19 11:24:52 EDT 2007 A
Client Surnmary Information Retrievedat Mon Mar 19 11:25:18 EDT 2007 i
Client Surnmary Information Retrievedat Mon Mar 19 11:25:43 ECT 2007 b’
7 Cisco Compatible Extension 5 6-6

Test Analysis

Cisco Wireless Control System
| oL-14610-01-J
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6-6 Test Analysis

nmin Wireless Control System

e

Troubleshooting Client '00:40:96:a1 :b5:be'

| Summary | Log Analysis | EventHistory | TestAnalysis | Messaging | EventLog |

|

The following tests are available for cliants. Use the checkboxes to select the test(s) you would ke to parform, then dick Start. Clic
Stop 1o halt the tests, When a test is completed, click on the test status to view the results,
Select Diagnostic Test Input Status Results
O DHCP Mot initiated None
O IF Connectivity Mot initisted Hong
(H] DNS Ping Mot initiated None
0 DNS Resolution Server Hame: Mot initisted None
D 802.11 Association AP name:  deepak_l0Z0-802.11b » Profile: | a * | Mot initisted Hone
[l B02.1x Authentication Mot initisted Hone
0 Profile Redirect Cliart Profile Nurnber: Mot initiated Hong
start | Frame
Results:

[l
-
< » =
EF — R— — @ o
8 Test Analysis
( ) Start
e DHCP DHCP  Discover/Offer/Request/ ACK
DHCP
e [P Connectivity DHCP ping
1P
* DNS Ping DHCP DNS ping DNS
1P
* DNS Resolution DNS
e 802.11 Association
WLAN
e 802.1X Authentication 802.1X
WLAN 802.1X
* Profile Redirect WLAN
9 Cisco Compatible Extension 5 6-7
Messaging
Message Category
Send

Cisco Wireless Control System
OL-14610-01-J |



WLAN ||

6-7 Messaging

nmin Wireless Control System

i |
Troubleshooting Client '00:40:96:a1 :b5:be'

| summary | Log Analysis | EventMistory | TestAnolysis | Messoging | Eventlog |

Use this tab to send an instant text message to the user of this client. Select a
message from the list, Then click Send.

Message Category
The SSI0 is invalid. w

Text Message

Send
[}
I
=
[}
10 Troubleshooting Client General
6-8
6-1 6-2 6-3 General

6-8 Client Details

Wireless Control System e

*  Adrinistrat Help =
Client (detected as WGB) - Cisco:5¢:05:10 S Salecta command 2 v [Eh
General ] Statistics ] Location ] CCxVS ] WGB Clients |
User IP Addr MAC Addr 802.11 State
&
P!
[2¢]
™

Cisco Wireless Control System
| oL-14610-01-J
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6-1 General

Client User Name

Client IP Address 1P
Client MAC Address MAC
Client Vendor
Controller 1P
1P
Port
802.11 State 802.11
e Idle (0)
* AAA Pending (1) AAA
e Authenticated (2) 802.11
* Associated (3) 802.11
* Power Save (4)
* Disassociated (5) 802.11
* To Be Deleted (6)
* Probing (7)
Interface
VLAN ID SSID
VLAN ID WLAN
802.11 State
e Idle (0)
* AAA Pending AAA
e Authenticated 802.11
* Associated 802.11
* Power Save
* Disassociated
* To Be Deleted
* Probing
* Blacklisted
Mobility Role Associated Unassociated
Policy Manager State WLAN RUN

Jl_ Cisco Wireless Control System
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WLAN u
6-1 General /
Anchor Address Local
Foreign
Anchor IP Address P
Address
Anchor
Foreign IP Address
IP Address
Mirror Mode Disable Enable
Cisco Compatible Cisco Compatible Extensions
Extension
E2E E2E
WGB Status WGB
WGB
WGB MAC
WGB MAC
WGB Autonomous [0S
Ethernet WGB
Lightweight
WGB Ethernet MAC
Internet Access Point Protocol (IAPP)
Lightweight
6-2 General I RF
AP Name
AP Type
AP Base Radio MAC MAC
Protocol 802.11a/n 802.11b/g/n
AP Mode
Profile Name
WLAN
SSID WLAN SSID WLAN
SSID WLAN Layer
2 SSID
Security Policy WLAN
Association Id Association ID

Cisco Wireless Control System

| oL-14610-01-J
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6-2 General | RF

Reason Code

e Normal (0)

* Unspecified reason (1)

* PreviousAuthNotValid(2)

* DeauthenticationLeaving (3)

* DisassociationDueTolnactivity (4)

* DisassociationAPBusy(5)

* Class2FrameFromNonAuthStation (6)

* Class2FrameFromNonAssStation (7)

¢ DisassociationStnHasLeft (8)

* StaReqAssociationWithoutAuth (9) Cisco WLAN Solution

* Missing Reason Code (99)

802.11 Authentication 802.11

6-3 General /

Authenticated
Policy Type
Encryption Cypher Encryption
EAP Type Extensible Authentication Protocol EAP;
1

GO

a.
Link Test Go
b. XYz Disable GO
c. XYZ Remove GO
d. Mirror Enable Mirror Mode
GO

Cisco Wireless Control System
OL-14610-01-J |



12

WLAN
Recent Map High Resolution GO
Present Map (High Resolution) GO
AP Association History Graph
AP Association History Table
Roam Reason GO
Detecting APs
RF
Location History GO
GO
Statistics
4
Client RSSI History (dBm)
RSSI
Client SNR History
Bytes Sent and Received (Kbps)
Packets Sent and Received (per sec.)
6-4 Statistics

Cisco Wireless Control System

GO

GO

/SNR
GO

Voice Metrics

6-9

SNR

| oL-14610-01-J



WLAN

6-9 Statistics

alran ]
cIsco

Wireless Control System

nfigure +  Administ

Quick Search

Client 'unknown' - Cisco:4f:73:ee

tion

Usernarne: root | Logout | Refresh | Print View

Help =

-- Select a command -- | GO
_ m General | Statistics f Location W
Search Clients L
Client Statistics
Location Server did not return any statistics information for this
e Edit client,
Client RSSI History {dBm} Client SNR History
RSSI SNR =
o 10...
B80%
NI A YA
B60%
54 W\M\{\WM L
40%
-96
Alarm ‘Eiummaryla 20%
-128 0%
Mar 18, 2007 4:30 PM 9:00 AM 03/18/07 B8:15 AM 4:30 PM 12:45 AM 9:00 AN
B:15 AM 03/18 12:45 AM 03/19 03/18 03/18 03/19 03/19
CEHAL] Time ) Time
Bytes Sent and Received (Kbps) Packets Sent and Received (per sec.)
Kbps/Sec Packets/Sec
n.g 4 0.75 X
| | |
ed i l I SV N R
NSNS W o
0.3
0.2
0.25
0.1
o o
Mar 18, 2007 4:00 PM 8:00 AM 03/18/07 B:00 AM 4:00 PM 03/19/07 8:00 AM 4:00 PM
8:00 AM  03/18 Mar 19, 2007 03/19 4:00 PM 03/18 03/18 03/1% 03/1%
SR Time b Time
oo
=
~
a8
— Bytes Sent — Byles Received — Packets Sent — Packels Received | W
6-4 Statistics /

Bytes Sent and Received

Packets Sent and Received

Client RSSI History (dBm)
RSSI

Client SNR History
SNR

Jl_ Cisco Wireless Control System
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13 Location 6-10 6-5
Location
6-10 Location
. Username: root | Logout | Refresh | Print Wiew
M Wireless Control System
cisco M T tts + Configure + Location + Administration +  Help +
Quick Search Client 'unknown' - Cisco:4f:73:ee — Select a command — v| Go
_ m General T Statistics \I Location \‘
Search Clients
Client Location Asset Info
Mo Location Information. Client is not detected by any Location Mo Information. Client is not detected by any Location
it Server. Server.
Location Notifications
Absence o
Containrment o
Distance o
all o
Alarm 5un'|n'|arye
3
5
@
o
6-5 Location
Client Location RF
Asset Information
Location Notifications
Absence
Absence
WLAN
Containment
Containment
Containment
Map
Editor
Distance
Movement
All Absence Containment Distance

Cisco Wireless Control System
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14 Cisco Compatible Extension (version 5) Info

6-6

Information

~

Cisco Compatible Extension (version 5) Info Manufacturer

Cisco Compatible Extensions 5

6-6 Manufacturer Information

Organizationally Unique Identifier

IEEE

Organizationally Unique Identifier
MAC 3

ID

ID

Model

Serial Number

Radio

MAC Address

MAC

Antenna Type

Antenna Gain

dBi
0.5dBm

dBi
4 4x0.5=2dBm

Radio Receiver Sensitivity

RSSI

RSSI

CCXVS5 Capability Information

Cisco Compatible Extensions

Radio Channels

Transmit Data Rates

6-7 Cisco Compatibility Extensions (version 5) Capability Information

~

Cisco Compatible Extensions 5

Compatible Extensions

Jl_ Cisco Wireless Control System
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WLAN

6-7

Bytes Sent and Received (Kbps)

Packets Sent and Received (per second)

15 WGB Clients
6-8 WGB

6-8 WGB Clients

User
IP Addr 1P
MAC Addr MAC

802.11 State

Cisco Wireless Control System
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WCS LAN
1 Monitor > Clients Clients Summary
2
1
¢ New Search Search Clients Search Clients
e Saved Searches
Saved Searches
e Edit Link Edit Saved Searches Edit Saved Searches
3 New Search Search Clients 6-11

6-11  Search Clients

Search Clients [X]
Search By all Clients w
Clients Detected By WCS w
Last detected within 15 Minutes ¥
Client States All States N
CiCr Compatible i
EZE Compatible Fi
Include Disassociated i
Save Search Fi
Items per page 20 e

230741

Go

Search Clients

* Search By
* Clients Detected By WCS
WCS WCS
Location Servers
e Last detected within 5 24

* Client States Idle Authenticated Associated Probing Excluded

Cisco Wireless Control System
OL-14610-01-J |



||
¢ Include Disassociated WCS
* Restrict By Protocol
802.11a/n  802.11b/n 802.11g/n
* Restrict by SSID SSID
SSID

* Cisco Compatible Extensions Cisco Compatible Extension

* E2E Compatible E2E

e Save Search Saved Searches

e Items per page Search Results
Search By All Clients GO Search
Results

~

WCS Controllers Location Servers

WCS

~

Clients Client Name

Client RSSI History
Received reports

Client SNR History Bytes Sent and Received

Packets Sent and

Select a Command
GO

* Recent Map (High Resolution)
¢ Present Map (High Resolution)

WCS Location
WCS Base

RSSI
6-12

Cisco Wireless Control System

RSSI

RSSI

| oL-14610-01-J



6-12

7 Statistics

Bytes received

Bytes sent

Packets received

Packets sent

Policy errors

RSSI RF
SNR RF
Client RSSI History (dBm)

RSSI
Client SNR History

SNR

Bytes Sent and Received
(Kbps)

Packets Sent and Received

(per second)

Cisco Wireless Control System
OL-14610-01-J |




8 Roam Reason
9 TSM Voice Metrics
10 Troubleshoot
Summary Log Analysis Event History

11

e DHCP DHCP

e [P Connectivity 1P 1P

ping
* DNS Ping DNS ping DNS 1P

¢ DNS Resolution
WWW.Cisco.com

e 802.1X Association WLAN

e 802.1X Authentication WLAN 802.1X

Cisco Wireless Control System
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Cisco Compatible
Extensions v2 Associated 1P

1 Monitor > Clients

2 Clients Client Troubleshooting
Troubleshoot

3 Select a command Radio Measurement

4

* Beacon Response

Channel

BSSID 6 BSSID
PHY FH DSS OFDM DSS ERP

Received Signal Power dBm

Parent TSF 4 TSF

Target TSF 8 TSF

Beacon Interval 2

Capability information
* Frame Measurement
Channel
BSSID MAC BSSID
Number of frames
Received Signal Power 8§02.11 dBm
* Channel Load
Channel

CCA busy fraction CCA
225
CCA

* Noise Histogram
Channel
8 RPI

5 Perform Measurement

5 WCS

Cisco Wireless Control System
OL-14610-01-J |



Cisco Unified Wireless Network Solution ~ Radio Resource Management

WCS IT
LAN
WCS Coverage
Monitor > Alarms Alarm Category Coverage Coverage Hole
Alarms
Monitor > Maps access points  name

Maps > Search Results

Maps > Building Name > Floor Name

ping

ping

Configure > Controllers
1P

System > Commands

Administrative Commands

Enter an IP Address (x.x.x.x) to Ping
1P OK

Ping Results
ping Restart
Ping Results

All Controllers

IP Address > Controller Properties

IP Address > Controller Commands

Ping From Controller

ping

Close

GO

ping

Cisco Wireless Control System
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Cisco WCS

e Mesh Link Statistics
e Mesh Access Points

* Mesh Access Point Neighbors

SNR

Monitor > Maps

2
1 Cisco WCS Monitor > Maps
2 Map Name
3 6-13 Mesh Link

>

Layers AP Mesh Info

Cisco Wireless Control System
OL-14610-01-J |



6-13 Mesh Link Details

4 Link Test Child to Parent or Link Test Parent to Child
6-14
~
30
S

Cisco Wireless Control System
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6-14
5 SNR
SNR 6-15
e SNR Up RSSI
¢ SNR Down RSSI

e Link SNR SNR Up
* The Adjusted Link Metric

* The Unadjusted Link Metric

Cisco Wireless Control System
OL-14610-01-J |



6-15 Mesh SNR Graphs Top

MAC
IP
LWAPP

Alarms and Events
P. 13-10

Cisco Wireless Control System
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1 Cisco WCS Monitor > Maps

2 Map
Name

6-16

6-16 AP

6-17

View Mesh Neighbors
P. 6-32
1P
Run Ping Test

Cisco Wireless Control System
OL-14610-01-J |



6-17 AP

5 Access Point

a. General AP MAC AP LWAPP

~

m mesh

b. Interface

C. Mesh Links MAC

d. Mesh Statistics

P. 6-36

Cisco Wireless Control System ||
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1 Cisco WCS Monitor > Maps

2 Map Name

Access Point

4 Mesh Links 6-18

6-18 Access Points > Mesh Links

View Mesh Neighbors
6-17

Signal to Noise Ratio SNR; View Mesh Neighbors
6-18

Cisco Wireless Control System
OL-14610-01-J |



6-19 View Mesh Neighbors

clear

100% 5

Cisco Wireless Control System
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W Mesh Health

Mesh Health

Mesh Health
Cisco Aironet 1500 1520 Cisco Aironet 1130
1240
*  Temperature Cisco Aironet 1510
1520
e Heater Status / Cisco Aironet 1510 1520
e AP Up Time
e LWAPP Join Taken Time LWAPP Cisco Aironet 1505
e LWAPP Up Time LWAPP Cisco Aironet 1505
Mesh Health General Properties
Mesh Health
1 Monitor > Access Points 6-20

S

New Search
New Search
AP Name IP address MAC address Controller IP or Name Radio
type Outdoor area

6-20 Monitor > Access Points

Cisco Wireless Control System
OL-14610-01-J |



Mesh Health

2 AP Name
General Properties 6-21

~

Cisco WCS General Properties

General Properties

6-21 AP Name > General Properties

Cisco Wireless Control System
| oL-14610-01-J



Mesh Statistics

1 Cisco WCS Monitor > Access Points
6-22

~

New Search New Search

AP Name IP address MAC address Controller [P or Name Radio type
Outdoor area

2 AP Name

General Properties

3 Mesh Statistics 6-22 3 Mesh Statistics

Mesh Statistics Bridging Queue Security
Mesh Link Alarms Mesh Link Events 3
~
Cisco WCS Mesh Securities

Cisco Wireless Control System
OL-14610-01-J |



||
6-22  Monitor > Access Points > AP Name > Mesh Statistics
6-10 6-11 6-12
6-10
Role Mesh
Access Point MAP; Root Access
Point RAP;
Bridge Group Name (BGN) MAP RAP
BGN
MAP
BGN
Backhaul Interface
Routing State Seek Scan Maint
Maint
Malformed Neighbor Packets
DNS
DNS
Poor Neighbor SNR SNR  12dB
Excluded Packets
Insufficient Memory
RX Neighbor Requests

Cisco Wireless Control System
| oL-14610-01-J



6-10

RX Neighbor Responses

TX Neighbor Requests

TX Neighbor Responses

Parent Changes

Neighbor Timeouts
Node Hops MAP  RAP

6-11
Silver Queue silver
Gold Queue gold
Platinum Queue platinum
Bronze Queue bronze
Management Queue management

6-12

Association Request Failures

Association Request Success

Association Request Timeouts

Authentication Request Failures

Authentication Request Success

Jl_ Cisco Wireless Control System
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Authentication Request Timeouts

Invalid Association Request

Invalid Reassociation Request

Invalid Reauthentication Request

Packets Received

Packets Transmitted

Reassociation Request Failures

Reassociation Request Success

Reassociation Request Timeouts

Reauthentication Request Failures

Reauthentication Request Success

Reauthentication Request Timeouts

Unknown Association Requests

Unknown Reassociation Request

Unknown Reauthentication
Request

Cisco Wireless Control System

| oL-14610-01-J



Map
1 Cisco WCS Monitor > Maps
2
3 Layers 6-23

6-23  Monitor > Maps > Selected Map

4 AP Mesh Info

~

AP Mesh Info

5 AP Mesh Info

6 plus (+)

Cisco Wireless Control System
OL-14610-01-J |



| |
6-23
indoor-mesh-45-rap2 indoor-mesh-44-map2 1
7
6-13
SNR
J SNR 25dB
J SNR 20 25dB
J SNR 20dB
6-13
Information fetched on
Link SNR Signal to Noise Ratio SNR
Link Type
SNR Up Signal to Noise Ratio dB
SNR Down Signal to Noise Ratio dB
PER
Tx Parent Packets TX
Rx Parent Packets RX
Time of Last Hello
1
a. Mesh Parent-Child Hierarchical View Link Label
None Link SNR Packet Error Rate
b. Mesh Parent-Child Hierarchical View Link Color
Link SNR Packet

Error Rate

Cisco Wireless Control System
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SNR

6-14 SNR
Link SNR PER
SNR  25dB PER 1%
SNR 25 25dB PER 1% 10%
SNR  20dB PER  10%

~
6-24 SNR
PER

a. Mesh Parent-Child Hierarchical View Quick Selections

b. 6-15

6-15 Quick Selections

Select only Root APs

Select up to 1st hops 1
Select up to 2nd hops 2
Select up to 3rd hops 3
Select up to 4th hops 4
Select All

c. Update Map View

~

WCS 15

Cisco Wireless Control System
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6-24

Cisco Wireless Control System
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N wcs
Monitor > WGB
6-25 WGB
10S
WGB WGB
WCS WLC
6-25 Monitor > WGB
ping
ping RF

Cisco Compatible Extensions

ping

1 Monitor > Clients

2 Search for Clients By All Clients
3 Client States All States client list
4 Link Test 6-27

Cisco Wireless Control System
OL-14610-01-J |



1 Monitor > Clients Clients Summary 6-26

6-26  Clients Summary

2 Clients Detected by Location Servers Total Clients URL
3  User
4 Select a command Link Test
6-27  Cisco Compatible Extensions 6-28  ping

Cisco Wireless Control System
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6-27 Cisco Compatible Extensions

6-28 Ping

Cisco Wireless Control System
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Unique Device Identifier ||

Unique Device ldentifier

Unique Device Identifier UDI, Cisco
Cisco

UDI 5

. ID PID

. ID VID

. SN
UDI Lightweight Electrically Erasable Programmable
Read-Only Memory EEPROM,; ROM GUI

UID

Monitor > Controllers Controller > Search Results
6-29

6-29 Controllers > Search Results

Edit View
Edit View 6-30
Show
Up Down

| oL-14610-01-J
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Unique Device Identifier

6-30 Edit View

3 UDI 6-29 IP
UDI

6-16

IP Address
1P

Name

WiSM

UP Time

System Time

Internal Temperature

Location

Contact ID

Total Client Count

Current LWAPP Transport Mode | Lightweight Access Point Protocol
Layer 2 Layer 3

Power Supply One

Power Supply Two

Cisco Wireless Control System
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Unique Device Identifier

6-16
Software Version oS
version.dot.maintenance
Model No. Vital Product Data
Serial No.
Burned-in MAC Address MAC
Number of APs supported
GigE Card Present 1000BASE-T/1000BASE-SX GigE
Crypto Card One IPSec
crypto 6-17
~
Crypto Card Two 2
GIGE
Port 1 Up Down
Port 2 Up Down
uDI
Name
Cisco AP
Product Id ID
Version Id ID
Serial Number

6-17 Cisco Wireless LAN Crypto
Crypto
Cisco 2000 None
Cisco 4100 1
Cisco 4400 2

Cisco Wireless Control System
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Cisco Wireless Control System
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