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SSO

HA
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AP
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HA
HA
SSO
Cisco Wireless LAN Controller 8.0 show ap join stats summary
join
* Synched SSO join
* Connected SSO join
* Joined join AP  SSO
join
8.0 show redundancy summary
* Pending
* In-progress
* Complete
8.0
ACL NATIP HA HA
NAT IP
AP IP NAT IP
NAT IP ACL

Cisco Wireless LAN Controller 8.0
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. 2
. 2
. Web
. GUI CLlI
RMI VLAN
RMI VLAN RMI
RMI 2 VLAN
. RMI
A
2 Cisco Wireless Services Module 2 WiSM2 HA
VSS VLAN
A
VLAN VLAN
VLAN 3
HA
VLAN VLAN
CiscolOS
VLAN WiSM2
IP
VLAN [P
VLAN VLAN
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VLAN 3
2 RMI
*HA RMI
ping RMI
. RMI MTU
*HA
HA
* SSO
SSO
peer-service-port peer-route
* CiscoWiSM2
Cisco WiSM2
DHCP

. reset

* [Ignore AP]
Cisco Prime Infrastructure ~ SNMP

i SSO

. 2

802.1X Web
* APSSO SSO WLAN
Layer3
8.0

- Cisco Wireless LAN Controller

1500
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° 7.3.X AP SSO SSO
7.3.x HA
* 7.2
MAC
* Quality of Service QoS
CAC
. 8.0
HA

. 8.0

° CAC Quality-of-Service

QoS
CAC
° DHCP DHCP
IP IP

show ap cdp neighbors all

. HA-SKU
join
° HASKU
HA SKU config redundancy unit secondary
° config redundancy unit secondary HA SKU
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Syslog NTP FTP

NTP

Cisco WiSM2

TFTP

UDP

Cisco Catalyst 6000 Supervisor Engine

Cisco WiSM2
RMI

12

Layer Security

- Cisco Wireless LAN Controller

169.254
IP

L2

80%

= 400

MTU

DTLS
AP

100

RMI
RMI
RMI
IP
100
VLAN
VLAN 2
IP
RMI IP 209.165.200.225
169.254.200.225
100 80
400
100
3*100 =300 + 60 = 360 +
60 Mbps
1500
HA Data Transport
8.0
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RMI

* HA

*HA

*HA

*HA

VLAN

FlexConnect

MAC
LDPE
AP
HA-SKU
HA
IP
VLAN

RMI
HA
AP
FlexConnect
Cisco WiSM2 GUI
HA
LDPE
2
HA-SKU
VLAN
VLAN
HA
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config boot backup
HA
. HA
1

. reset peer-system

. SSO

* debug show

. 75
* GUI Cisco Prime Infrastructure Telnet
* SSO
*LAG HA

)

LAG
12
* HA SSO LAG 2
1
DP 300

Cisco Wireless LAN Controller 8.0
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SSO LAG
2 AP
15 20
HA AP
* Pairwise Master Key PMK FlexConnect
. SSO

* Cisco Compatible Extensions

. IPv6  Application Visibility and Control
SIP
NAT
* Cisco WiSM2 Cisco Catalyst 6500 Supervisor Engine 2T
AP WiSM2
HA
Cisco WiSM2

Cisco Wireless LAN Controller

CAC

NAT

HA




B GUI

Cisco Catalyst 6500 Supervisor Engine 2T Cisco WiSM2
* SSO
° SSH
° SSH
)
SSO Web Ul/Telnet Cisco

Prime Infrastructure/Prime NCS

MAP
join
RAP
RAP
. XML
XML
. DHCP
DHCP
DHCP DHCP
[Controllers] > [Interfaces] IP
GUI
1 GUI [Controller] > [Redundancy] > [Global Configuration]
[Global Configuration]
2 [Redundant Management IP] [Peer Redundant Management IP]

Cisco Wireless LAN Controller 8.0
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[Redundant Unit]

GUI [SSO] Enabled

SSO
HA
IP
IP
HA
SSO
HA
IP
[Global Configuration]

* [Service Port Peer IP]

* [Service Port Peer Netmask]

* [Mobility MAC Address]

MAC HA
MAC
MAC
MAC
* [Keep Alive Timer]
* [Peer Search Timer]
60
HA
GUI

Telnet SSH
[Apply]
[Save Configuration]
[Monitor] > [Redundancy] > [Summary] HA

Cisco Wireless LAN Controller

300

100

HA

GUI B

IP
HA
DHCP
MAC
1000
GUl 1




B cLl

[Redundancy Summary]

9 [Monitor] > [Redundancy] > [Detail] HA
[Redundancy Detail]

10 [Monitor] > [Redundancy] > [Statistics] HA
[Redundancy Statistics]
"

a) [Controller] > [Redundancy] > [Peer Network Route]
[Network Routes Peer]

IP IP
IP
b) [New]
c) IP [= IP
d) [Apply]
CLI
. IP

IP
config interface address redundancy-management ip-addrl peer-redundancy-management ip-addr2

config redundancy unit {primary | secondary}

config redundancy mode {sso | none}

Y

config redundancy mode {sso {ap | client} | disable}

Cisco Wireless LAN Controller 8.0
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AP SSO SSO

config redundancy peer-route {add network-ip-addr ip-mask | delete network-ip-addr}

MY

HA

. MAC
config redundancy mobilitymac mac-addr

MY

SSO

config redundancy interface address peer-service-port ip-address netmask

HA

redundancy force-switchover

config redundancy timer {keep-alive-timer time-in-milliseconds | peer-search-timer time-in-seconds}

config redundancy link-encryption {enable | disable}
config port-channel hash-distribution fixed

show etherchannel port-channel

show redundancy summary

show interface detailed redundancy-management

Cisco Wireless LAN Controller 8.0
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show interface detailed redundancy-port

reset peer-system

transfer upload peer-start

show custom-web sleep-client summary
debug rmgr {packet | events | errors | detail}
debug rsnyncmgr {packet | events | errors | detail}

debug rfrac {packet | events | errors | detail}
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