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' ACL &RE

ip access-list extended VOIP

remark Voice

permit

udp any

ip access-1list

remark
permit
remark
permit

permit

SCCP
tcp any
SIP
tcp any

udp any

ip access-1list

remark
permit
remark
permit
permit
remark
permit
permit
permit
permit
permit
permit

permit

HTTPS

any range 16384 32767

extended SIGNALING

any range 2000 2002

any range 5060 5061

any range 5060 5061

extended TRANSACTIONAL-DATA

tcp any any eq443

ORACLE-SQL*NET

tcp any
udp any
ORACLE

tcp any
udp any
tcp any
udp any
tcp any
udp any
udp any

any

any
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eqlb21
eqlb521

eqlb26
eqlb526
eql575
eqlb75
eql630
eql4002
eql4006
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class-map match-all VOIP

match access-group name VOIP

class-map match-all SIGNALING

match access-group name SIGNALING
class—-map match-all TRANSACTIONAL-DATA

match access-group name TRANSACTIONAL-DATA

VR—=FERIZZ TAT  FAN~—F 7 RY v— = v TRE
policy-map PER-PORT-MARKING

class VOIP

set dscp ef

class SIGNALING

set dscp cs3

class TRANSACTIONAL-DATA

set dscp af2l

class class-default

set dscp default
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wlan OPEN 2 OPEN

band-select

client vlan 3

ip dhcp server 10.17.1.9 load-balance

no security wpa

no security wpa akm dotlx

no security wpa wpa?2

no security wpa wpa2 ciphers aes
service-policy client input PER-PORT-MARKING
session-timeout 1800

no shutdown
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! ACL & 7E

ip access-list extended VOIP
remark Voice

permit udp any any range 16384 32767
ip access-list extended SIGNALING
remark SCCP

permit tcp any any range 2000 2002
remark SIP

permit tcp any any range 5060 5061
permit udp any any range 5060 5061
ip access-list extended TRANSACTIONAL-DATA
remark HTTPS

permit tcp any any eg443

remark ORACLE-SQL*NET

permit tcp any any eqgl521

permit udp any any eqgl521

remark ORACLE

permit tcp any any eqgl526

permit udp any any egl526

permit tcp any any eqgl575

permit udp any any eqgl575

permit tcp any any egl630

permit udp any any eql4002

permit udp any any egl4006
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class-map match-all VOIP

match access-group name VOIP

class—-map match-all SIGNALING

match access-group name SIGNALING
class—-map match-all TRANSACTIONAL-DATA

match access-group name TRANSACTIONAL-DATA

PAR—=FETZZ TAT 2 MHANRY o7 B v— = v TRGE
policy-map PER-PORT-POLICING

class VOIP

set dscp ef

police 128000conform-action transmitexceed-action drop

class SIGNALING
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set dscp cs3

police 32000conform-action transmitexceed-action drop
class TRANSACTIONAL-DATA

set dscp af2l

class class-default

set dscp default
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wlan OPEN 2 OPEN

band-select

client vlan 3

ip dhcp server 10.17.1.9

load-balance

no security wpa

no security wpa akm dotlx

no security wpa wpa?2

no security wpa wpa2 ciphers aes
service-policy client input PER-PORT-POLICING
service-policy client output PER-PORT-POLICING

session-timeout 1800
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policy-map AGG-POLICE

class class-default

police 2000000 conform-action transmit exceed-action drop
service-policy PER-PORT-POLICING

policy-map PER-PORT-POLICING

class VOIP

set dscp ef

police 128000 conform-action transmit exceed-action drop
class SIGNALING

set dscp cs3

police 32000 conform-action transmit exceed-action drop
class TRANSACTIONAL-DATA

set dscp af2l

class class-default

set dscp default
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policy-map port child policy

class non-client-nrt-class

bandwidth remaining ratio 7

class RT1

priority level 1

police 6400000 conform-action transmit exceed-action drop
class RT2

priority level 2

police 19200000 conform-action transmit exceed-action drop
class class-default

bandwidth remaining ratio 63
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(config) wlan <your WLAN name> (config-wlan) shutdown

(config-wlan) broadcast

(config-wlan) radio all (to enable this WLAN configuration on both AP radios and all Wi-Fi
protocols)

(config-wlan) wmm require

(config-wlan) no security <your Current security setting>
(config-wlan) no shutdown
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