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Bug Search Tool

Cisco Feature Navigator
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controller
ACL
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HTTP DHCP
VLAN
ACL QoS
2
. Windows
iPad  iPhone Apple
* MAC mac-address
* MAC OUl mac-address OUI
controller
* VLAN
* QoS
* ACL
 Session timeout
MACOUI DHCP HTTP HTTP
controller
MAC
dc_default_profile.txt
MAC dc_default_profile.txt
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controller(config)# no device classifier
controller# device classifier profile location filepath

controller(config)# device classifier

controller# configure terminal
controller(config)# interface interface-id

controller(config-if)# no access-session monitor

CLI

WLAN

Cisco 10S XE

dc_default_profile.txt

3E Cisco WLC 5700

"o



B cLl

CLI

1 configure terminal

ControllerDevice# configure terminal

2 service-template service-template-name

ControllerDevice(config)# service-template
cisco-phone-template
ControllerDevice(config-service-template)#

3 access-group acl_list

ControllerDevice(config-service-template)#
access-group foo-acl

4 vlan vlan_id VLAN ID 1 4094

ControllerDevice(config-service-template)#

vlan 100
5 absolute-timer seconds
1 65535
ControllerDevice(config-service-template)#
absolute-timer 20
6 service-policy qos {input | output} QoS
ControllerDevice(config-service-template)#
service-policy qos input foo-qos
7 end EXEC Ctrl+z

ControllerDevice(config)# end
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1 configure terminal
ControllerDevice# configure terminal
2 parameter-map type subscriber attribute-to-service
parameter-map-name
ControllerDevice(config)# parameter-map type subscriber
attribute-to-service Aironet-Policy-para
3 map-index map { device-type | mac-address | oui | user-role |
username} {eq | not-eq | regex filter-name }
Control lerDevice(config-parameter-map-filter)# 10 map
device-type eq "WindowsXP-Workstation"
4 service-template service-template-name
ControllerDevice(config-parameter-map-filter-submode)#
service-template cisco-phone-template
ControllerDevice(config-parameter-map-filter-submode)#
5 end EXEC
Ctrl+z

ControllerDevice(config)# end
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1 configure terminal

ControllerDevice# configure terminal

2 class-map type control subscriber class-map-name {
match-all | match-any | match-first }

ControllerDevice(config)# class-map type control
subscriber CLASS_AC_1 match-all

3 match {device-type | mac-address | oui | username |
userrole} filter-type-name

ControllerDevice(config-class-map)# match
device-type Cisco-I1P-Phone-7961

4 end EXEC Ctrl+z

ControllerDevice(config)# end

CLI

1 configure terminal

ControllerDevice# configure terminal

2 policy-map type control subscriber policy-map-name

ControllerDevice(config)# policy-map type control
subscriber Aironet-Policy
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3 event identity-update {match-all | match-first}
ControllerDevice(config-policy-map)# event
identity-update match-all
4 class_number class {class_map_name | always } {do-all
| do-until-failure | do-until-success}
ControllerDevice(config-class-control-policymap)# .al
1 class local_policyl class do-until-success always
success
* do-all
* do-until-failure
* do-until-success
5 action-index map attribute-to-service table
parameter-map-name
ControllerDevice(config-policy-map)# 10 map
attribute-to-service table Aironet-Policy-para
6 end EXEC Ctrl+Z
ControllerDevice(config)# end
Cisco 10S XE 3E Cisco WLC 5700
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1 configure terminal

ControllerDevice# configure terminal

2 wlan wlan-name WLAN

ControllerDevice(config)# wlan wlanl

3 service-policy type control subscriber WLAN
policymapname

Control lerDevice(config-wlan)#
service-policy type control subscriber
Aironet-Policy

4 profiling local http HTTP

ControllerDevice(config-wlan)# profiling
local http

5 profiling radius http ISE

ControllerDevice(config-wlan)# profiling
radius http

6 no shutdown WLAN

ControllerDevice(config-wlan)# no shutdown

7 end EXEC Ctrl+Z

ControllerDevice(config)# end

GUI
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WLAN

1 [Configuration] > [Security] > [Local Policies] > [Service Template] [Service Template]

b)
c)

d)
€)
f)

9)
h)

a)
b)

c)
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[New]
[Service Template name]

[VLAN ID]
1 4094

[Session timeout]

[Access control list]

[Ingress QoS]
[Egress QoS]
[Apply]

[Service Template]

[VLAN ID]
1 4094

[Session timeout]

[Access control list]

[Ingress QoS]
[Egress QoS]
[Apply]

[Service Template]
[Remove]

[Apply]

1

1

65535

65535

[Service Template] > [New]

VLAN ID
QoS
QoS

[Service Template] > [Edit]

VLAN ID

QoS
QoS
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GUI

1 [Configuration] > [Security] > [Local Policies] > [Policy Map] [Policy Map]
2

a) [New] [Policy Map] > [New]

b) [Policy Map name]

¢) [Add] [Match Criteria]

d) [Device Type]

eq not-eq regex
e) [User Role] eq not-eq regex

f) [Service Template]

9) [Add]
h) [Match Criteria Lists] [Add]
) [Apply]

a) [Policy Map] [Edit] [Policy Map] > [Edit]

b) [Match Criteria] [Device Type]
eq not-eq regex

¢) [Match Criteria] [User Role]
eq not-eq regex
d) [Service Template]

e) [OK] [Cancel]

[Add]
g) [Match Criteria Lists] [Move to]

h) [Move up]
i) [Move down]

) [Remove]

K) [Apply]

a) [Policy Map]
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b) [Remove]
©) [Apply]

WLAN GUI

[Configuration] > [Wireless] > [WLAN] [WLANS]
WLAN [WLANSs > Edit]
[Policy-Mapping]

BWw N -

[Device Classification]

cl

[Local Subscriber Policy] WLAN
6 [Local HTTP Profiling] HTTP

71 [RadiusHTTP Profiling] RADIUS

8 [Apply]

controller

show access-session MAC

show access-session cache

show device classifier attached detail Mac DHCP HTTP

Cisco 10S XE 3E Cisco WLC 5700
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show access-session mac mac-address details

show access-session mac mac-address policy

[Resultant Policy]

ControllerDevice(config)# service-template test3
ControllerDevice(config-service-template)# access-group josephacl
ControllerDevice(config-service-template)# vlan 137
ControllerDevice(config-service-template)# absolute-timer 500
ControllerDevice(config-service-template)# service-policy qos input qosingress
ControllerDevice(config-service-template)# end

ControllerDevice(config)# parameter-map type subscriber attribute-to-service apple-tsim-param
ControllerDevice(config-parameter-map)# 1 map device-type eq "Apple-Device"
ControllerDevice(config-parameter-map)# 1 service-template testl
ControllerDevice(config-parameter-map)# 2 map device-type eq "Apple-lpad"”
ControllerDevice(config-parameter-map)# 1 service-template test2
ControllerDevice(config-parameter-map)# 3 map device-type eq "Android"
ControllerDevice(config-parameter-map)# 1 service-template test3

Control lerDevice(config-parameter-map)# end

ControllerDevice(config)# policy-map type control subscriber apple-tsim
ControllerDevice(config-policy-map)# event identity-update match-all
ControllerDevice(config-policy-map)# 1 class always do-until-failure
ControllerDevice(config-policy-map)# 1 map attribute-to-service table apple-tsim-param
ControllerDevice(config-policy-map)# end

WLAN

ControllerDevice(config)# wlan wlanl

ControllerDevice(config-wlan)# client vlan VLANOO54
ControllerDevice(config-wlan)# profiling local http
ControllerDevice(config-wlan)# service-policy type control subscriber apple-tsim
ControllerDevice(config-wlan)# no shutdown

ControllerDevice# end
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