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Controller# show conf

> KD no R E & U default 2=

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)

k% DAL T 4 Falb—raryavy RZ, nnBERXRHY T, no BRUT KT, FFEDOH

BEEITENELR T 4 =T I T B4, Eibéb\i:tv/l\@%bf’ﬁ%ﬂiw{%‘@‘faéJﬁﬁﬁbiﬁ‘o
k&iﬁ\mmmme4V& Tz A a7 4FXal—varyavr ReERTHE, A
=Tz A ADT Yy METUBRVEINET, noX—U— R L Tavr REHT5 &,

0L-32351-01-J |



| axvrs1v 18—z 120ER

cwnozs—rve—> W

TAC—TNMIENTEEEHEA X —T NI LTZD, T 74NV ETT 48— MR >TND
MREZ A X —T NI THZ LN TEET,

a7 4 X2 lb—Tary avy FL, default ZXHHY F9, a2~ RO default FEiE, =
YU ROREMWET 74NV MIRLET, KGO a~xy FE7F 74V hTF 4 B =T /TR E
SINTNDHDOT, default (I no B LRI LI 9, 7L, 774/ FTAR—TIT
HESNTWT, REBPOEEPRFEDT 7 4/ MEICRESNTWDHavwr FydbE3, 2
NHDOa~< Ly RIZHOWTIE, default =2~ > REMFHTHE, a~vy RBAR3—7 270 B
DT 7 4V MEICRESNET,

CLIOIS— A yt—

| 0L-32351-01-J

WDOFIZ, CLI ZfEH L Ccontroller 5% €T 5 & T ICHEKRINDREMEOH LT — X vb—
DO—EREFEILET,

R2: CLIODKRRMEIS— Ayvt—2

IZS—AytE—o B NLVTDERTAE
9;oirgbiguous command: "show controller?’ = < > ]\k LT%@%& S ]\%ﬁ:)\ﬁ L/\ E‘ifﬁ&:ﬁ
TELRTOXFENAN S | MfF () ZAHhLET, 2+
TWEHA, ¥R E BRI ORICIZAAN—2R
ZANEE A,
avw s REEHIMEPTED
F—U— BRI NET,
% Incemplete command. sy RICRHDF—T— RE | 2w FEHAN L, R&ICEH
Tl —EAShTWE [ () ZAHDLET, 2+
H A, v R EBBFFOMITIZFAN—2R
1 HOANET,

avr FEEBIEMATED
F—U—FRERSINET,

§levalid dnput detected ot | ooy ROAJI AT, W | BERIG () EANTDE, %

BEoTWHHEFZFY Ly b | Oavy RE—RFCHATE
(") BETRLTWET, BT_RTOa~vy RRFRSN
£

2wy RELBICHATES
*—U— FERRSNET

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B



ATV RSA Y Ava—T A AOER |
B - o %aL—>avnxuy

avIJ4Fal—araxyd
controller DR EEF itk L TRRIESHZ LN TEX £, Configuration Change Logging and
Notification EEZHEHTHZ & T, By v a v ERFLT—F RXR—ATLIZEHFNEE T v ¥
FTEET, vl Ins 0k, @I ESF a2y T 4 Fal—varav s R av s R
EASLTa—F a=r ROADKR. a2 Ricst+ 25— nbn ) 2 —2 a— RT3,
ZOBREIZIE, BERLCWAT T r—a VOBRENEER I D & (T S 5 R E A
FHbH Y FF, Syslog ~ZOHEMZEZEEFETHZ L HEIRTE LT,

)

GE) CLLEZIXHITP DL FEOL N /& L EInE7,

CLZERAL THREZRET 27

v FERDETE
AN LTza<rRE, Y7 hvoTHica~r VERE L CEINET, a~r NEREEIL.
TrkvAartu—L )X NORERLY, EWEME o< REFIZI o N ZMEBANL
TR 7 WA, RRICERTT, SEIZSUT, ZOMEEZ I AF~v A A TEET,
AV RBRENY D7 Y4 XDER

F7 4L FTlE. controllettIBENR v 7 7 iza~y R4 L 1047588k LET, RIEDMEE v
Va VERIIBERBROT R COE Yy a T, ZOREEFETEET, ZOFEIIMEETT,

FIEDHEE
1. terminal history [size number-of-lines)
FIED
ARV RFEERTIVa Y =Y
2Tv 1 terminal history [size number-of-lines]

¥i#E EXEC £— R CTEBIED X —IF L By a v filc
controller ek b a~r RI A4 VOB EERE LET,

151 P A L2005 256 T TOMTHRETEET,

Controller# terminal history size 200

WIAN O > T7 4 ¥alL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X)
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| axvrs1v 18—z 120ER
avrrEEnz:e I

Oy FOREUH L

BNy 7 7ilh b a~wy RENOHTIZE, RORIRTWTNOOBRELZITVWET, b
OEAEIITLE T,

A

GE) FEHIF—MEHTE 200X, VTI00 72 & D ANSI AH#bRICIR S £,

FlEDHE
1. Ctrl+P £ 721X BRI —
2. Ctrl+N £72 I3 TFTREF—
3. show history
FED M
OV FERE7IV3y | BW

ATv 1 Ctrl+P 71X EREIF%— ISy 7 7y NDa~ Ly REMOHLET, REICFETLIEav R
DRI SN ET, F—2MF0z, Lo hwvwa<r KA
WERINET,

ATw T2 Ctrl+N F 721X T X F%— CtrI+P £ /21X EREIF—Ca~ o REEORH L% T, BRE Ay 7 7
NOLVFLVWa~wr RICEY ET, F—Z2MF720ic, ZvHLwn
a~vr FBRERFBRINET,

ATv73 show history FEFE EXEC E— RC, EHANZAN LTza~r REaW OnERLE
T, FRIND I~ ROEIX, terminalhistory 7 72—/ 3L 227 ¢

i _ Xal—varyavy FBEXQRhistory 71 a7 4 F¥al—3
Controller# show hlstory V= F@%ﬁﬁiﬂﬁﬁ@:i’)f?gﬁéﬂifo

av Y FEEMEDT «E—J Lk

o RIBRHEREIL. BEIRNICA 2—T Wl > TV ET, BEDOHR KRy a v Fhida~y
RIAL L TTo—TMcTEET, ZOFIEIIMEETT,

FIEDHEE

1. terminal no history

WIAN O > 74 ¥alL—>3> H4 K. CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X)
| 0L-32351-01-J



B Geseor—JLiesLUT =Tt

FIEDFH

ARV ERSA A3 —T4 ADEHR

AU RFEREFTIVa Y

S

ATy T

terminal no history

11 -

Controller# terminal no history

et EXEC B— RCHED X —IF Ly g i
IZZOEEET A E—T T LET,

REMBEDA FA—ITIIEE LU T E—TILiE

TR T — MIZHBENICA F—T MIRESINE TR, T 48— NI L0, HOA x—7

LT TEET,

FIaDOHE
1. terminal editing
2. terminal no editing
FlED
AU bFEREETOVa Y B&Y
ATvT1 terminal editing FiHE EXEC £ — R CBUED X —IF Vv ¥ a VBT
HILEREE— REFOA, X—7 LI LET,
il
Controller# terminal editing
ATvT2 terminal no editing FiHE EXEC £ — R CHBUED X —IF Vv ¥ a VBT

Bl :

Controller# terminal no editing

HYEREET—FET =7 M LET,

F—ANIZEKBa7L FOREE
F—A bur—7F, I RTIA VOREIHELEET, ZNHDOF—R br—7 |TEETT,

A

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)

GEx) KEIF—NEHTX 5001, VT100 72 & D ANSI EH#uHRIZRE S0 E T,

0L-32351-01-J |



| axvrs1v 18—z 120ER

| 0L-32351-01-J

K3 HwEaATUER

mEmEo r—ItkssvTFs2—I0it [

wEaO<UFR

Bl

Ctrl-B F 71T K% —

N—Y N7 | LFRIBSEET,

Ctrl-F £/~ 13IAXKHIF—

H—NVE 1 XFREIEET,

Ctrl+A g~ RIA4 VOREHEICH— YLV EBE L F
KR

Ctrl+E =V NEa<vr R ITAVORRBIIBEIHLF
KR

Esc B H—= V& 1 HEEHIRSEE T,

Esc F H— )& | HEERE S FE T,

Ctrl+T H—=INVDEZH DL T, I— Y NMLEDL

FLEIMZET,

Delete % — ¥ 72 1% Backspace —

=V NDECHDH LT EHEELET,

Ctrl+D B—=I MBI H D LT EHIRLET,

Ctrl+K =V NNENDa~vL T, VOREBEETD
TRTOXFEHIRLET,

Ctrl+U F 7213 Cul+X =V NNENDa~ L BT A OEEFE TO
TRTOXFEHIRLET,

Ctrl+W =V NDECHLEEZEHIRLET,

Esc D H—I NVOMENLHEFEOREE TEHIBRL E
-3—0

Esc C H—=I NMED T — RE2 RKLFIZLET,

Esc L B = VDT & D HEEZ /NCTFIZ LET,

Esc U H— Y VOB L HEEORE F TERILFIC

]\/iﬁ—o

Ctrl+V £7213 Esc Q

BEDXF—A br—7 2 FITR[fE/ra~< > K
GaEixya—rhv ) ELTHEELET,

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B



B Geseor—JLiesLUT =Tt

ARV ESAVAvEa—T A ZADER |

Return % —

TATEIT L EA F~A 27 m—L LT, WRHE
HIZWNED X 5RWRTINEEFRRIEET,

GE) show =~ > RO )72 & bR E
[C—EEICFR R TERVEWH T
More 7' u > 7 "MERA S NVE T,
More 7' 10 > 7 h RFR E TG
I%. Return % —33 L " Space & — % fiti
HLTAZa— L T&ET,

Space /3 —

1 Himsy FlcAxZ e—v LET,

Ctrl+L F 721% Ctrl+R

controller”> S EHIZZER A v —T NI &
-5HAlc, BfEDa~ R4 0 2HFRR-LE
7,

EEIELYILENITURFSA UDREE

B EC1T0EBARVWa~vy RIL A2V TE, a~>r ROT v 77T I 02 Nifea i
HAT&EST, W= YNADBhEY—VUICETDHE, TOaAvy RIA4 0310 LFHTE T~V 7
FENET, IV RITAOEHENS 10 LFETIHRZRL RV ETN, E~A7a—LL
T, a~ Y ROEETPOBXE2F = v/ TEET, INLOF—HEEXEETT,

<y ROEFAIZA 7 o — LV L TCATNEE T = v 73T 5I20E, CtHB ¥ —F 7oid—F—%
ELHLET, a~vr FIA U ORHICEEBEIT 521X, Cul+tA Z#H L £,

MY

GEx) REIF—WNMEHATXADE., VTI100 72 XD ANSI E#assRICR S E T,

RIZ, BAEETITZBALOEWa~ R4 a0 ikdplazRrL£7,

FIEDHEE

1. access-list
2. Ctrl+A

3. Return ¥ —

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)
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| axvrs1v 18—z 120ER

show E&Umore A7 FHADKRES LU T4 L2 VY

FIRO A
ARV RFERIETI3 Y EL:y
AT F1  |accesslist W {ThEBz57a— v ar74Fal—yar avwr R
AN EFEFLET,
i BN — J ABTRICET B & . 2 OIHE 10 LT
Controller (config) # access-list 101 ~UT7 FERN, BERAEINET, RLERE ($) 1L, FofTn
Dermit soB 10/19:22:25 255.285.285.0 | p 2y m—n &N EERLET, I YARTRICE
Controller (config)§ § 101 permit tep |47 7=ONC. ZOFFEAT 10 LFHFE T~ T b SUE
10.15.22.25 255.255.255.0 10.15.22.35
255.25 D
Controller (config)# St tecp 10.15.22.25
255.255.255.0 131.108.1.20
255.255.255.0 eq
Controller (config)# $15.22.25
255.255.255.0 10.15.22.35 255.255.255.0
eq 45
ATv72 |Cl+A SERELETF =y 7 LET,
Bl TRICEREND FAGLs () &, TOITBRAE~AT v—)L
Con.troller(config) # access-list 101 éﬂf:: k %2% Lij‘o
permit tcp 10.15.22.25 255.255.255.0
10.15.2%
A7 73 |Return ¥ — avy REFETLET,

V7 U7 TiE, BEREEILS0 N T AMETH D EHEESN
TWET, BEEOENELH5E 1. terminal width 5+
EXEC o~y RZfEHA L CHlRDOIEZHRE L £,

Sy TFTSwL Rier o~ NBREAX AT 5 &, #i
WAL o~ R MY N L CERE T £
‘a—O

show & U more av > FHAODBERS IV I70ILE )05

FIRDHE

| 0L-32351-01-J

show 35 L Mmore 2~ ROMNEMRBLBI RN T7 4 V) 7 TEET,
NE&Y— b THHE, BN OARERIERERITIHEITELLET,

i IERE T,

Z OEEIX, KREDH
hbDavwr RO

1. {show | more} command | {begin | include | exclude} regular-expression

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B



B -y EgErE Temet BATCUIZT 7 ERT

FIEDFH

ARV RSA U AvE—T A ADER |

ARV RFERETIVa Y

B

ATy T

{show | more} command | {begin | include | exclude}
regular-expression

1

Controller# show interfaces | include protocol
Vlanl is up, line protocol is up

VlanlO is up, line protocol is down
GigabitEthernetl/0/1 is up, line protocol is down
GigabitEthernetl/0/2 is up, line protocol is up

HOERBBIOTZ 42 T LET,

FFNTIE, RCFENLCFREBSNES, 7=
& Z21Z. | exclude output & AJJ L7234, output
EEHTATIIR RSN ETAN, Output 2 & TefTIE
KRINET,

OV — )LEHGEE- (I Tenet BHATCUIZZ VRT3

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)

CLIZT 7 & AT B2,

controllerO/N— K7 =7 A VA ML — gy HA FIZEHINTWD

FNET, controller?® =V —)L iR — MIEIRE7ZILPC 2T 20>, £RITPCEA—VF v b

BHR— MIHEHE L C. controller DB/ Z A N T HMENH Y £97,
controllerX T CIZREINTWVWAEESIT. v—H L ar V— G E 12— F TelnetE v 2 3
VNZESTCLIZT 7 BATEETN, ZDXATDOT 7 EAHIETE D L 51T, HeiZcontroller
FRELTEBISLERHY £,

ROWT D J71E T, controller & DEERE & ML T £97,

*controller 2> Y — )L iR— MIEHAT —2 g VEFRIZEAYILT v 7 BT L EEFT D0,
FFA =y MEBEA—MIPCE#RLET, a> Y — L AFR—bERIFA—Y X b
PR — N ~OEEIC OV T, controllerDNN— R 7 =7 f VA hb— 3y A RESR
LTL &N,

* JE— MNMEHAT — 3 U BAEE O Telnet TCP/IP % 72 (XK 5{L Secure Shell (SSH; & % =
T vx) Nolr—ThERALET, controllerid Telnet /21X SSHZ A7 DRy
N — 7 EENAIRE TR IR Y A, F72. controlleril A RF—T /L —27 Ly h /XA
T—REFRELTEBL I EHHLETT,

* controllerlZ[FIFFICH K 16 D Telnet v > a3 &2 AR— M LET, 1 AD Telnet = —H
WX o TUThN AT, o3 _TD Telnet ¥ v v a NI ENET,

* controllerlIfx K 5 DDEL72 SSHE v v 3 » ZRIEEICHR—FLET,

ay = AR—hr, A=V Ry MEHER—, Telnettv gy, £7-FSSHEY 3 %
BUCEFETHE, AT —2 gy FICa—FEXEC FYur 7 "RERINET,

0L-32351-01-J |



%ZE

Web5S D4 hIlA—H AL B3 —Tx(4 R
D EF

* Web GUI O - BT D AlifRselt:, 15 ~—

* Web GUI OfEHIZEAT H1F#H, 15 ~—

* Controller ® =12 Y — )L R— s OFEfe, 17 ~—

* WebGUI ~D1 /Ay, 17 ~—

* Web T— RBXUEF =7 Web T— FOFL, 18 <—

* Controller Web GUI DR IE, 19 _X—

Web GUI O EARIZREI S RiItRE M

* GUI 4% PC Ti%. Windows 7. Windows XP SP1 L&D Y U — % F 7= 1% Windows 2000
SP4LIBED U U —ARBH L TWAMLERH Y F5,

* controllerGUI (%, Microsoft Internet Explorer /3—3 = > 10.x, Mozilla Firefox 20.x, F£72i%
Google Chrome 26.x. & A#VENH W F7,

Web GUI DRI T 41

| 0L-32351-01-J

Web 7T U, SFED, I T 4 a—H 4 X —T x4 A (GUD) &, “controllerlZ A A
FHTVET,

P —EAR—F A HZ—T 2 AFFEHRAS VX —T =2 ABFEHAHLTCGUIIZT 7 AT
FTH, P—EAFR—b A F—T 24 ZADHEHZBEIO LET, GUI DX—Y EHIZH D
[Helpl 27 U v 73D, AL T4 ~LVTRERENET, T T4 ~NTEFRRTHIC
X, 77 UVORy T T T Tay hEBEHNIITLILERLY 7,

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B



Web 5574 AL 1—FA28—Tx420OEA |
B webcuio#ae

Web GUI D &E

controllerWeb GUI [Zk DMEFEA V7R — b L ¥4,

W7 4V —F IP7 FLABLOr— DL 22—V RA T — ROYIERE., £7IE38GE—
TORRE (LEFFHE 15) D%, U 4 P — NIIRAOERREZ5E T T 50D FIEZ#EE L
7, [Configuration] > [Wizard] Z&E) L, RO Z EEZRET D7D, 9 AT v TOFINRITHENFE
R

CEEa—
* SNMP 3 A7 L DOIEEE
*EPLAR— B
*UA YL AEH
* RF Mobility & [E#& =
*EEUTARE
« WLAN
*802.11 &
* P[RR AE
[Monitor] % 7
‘W Dcontroller, 77 AT b, TI7®AKRA LV FOFEMEFRRRLET,
* T RTOMBRIS LOVAP B st e Zor LET,
*TIEARA U NOBRGEERE R LET,

CTRTCDA U H—T A ZABLUCDP ~T7 7 1 v 7 fF#HD Cisco Discovery Protocol (CDP) O
FTRTORANRN—DO—FHaLXRLET,

* /3%H Friendly, Malicious, Adhoc, Classified, 5 & O\ Unclassified {225V T, X TOARIE
TIRARAL L NERRLET,
[Configuration] % 7"

*WebRE Y 4 W — REHEHL T, T XTOHHFBIED =D Zcontroller 7% E T ET, 7+«
P— RTIE, 22—V OFM, BHA L X —T 2 AR EEZRETEET,

* VAT A, WESDHCP $— 3, B BLOEE Y 74 BRI XA —FERETEET,
* controller, WLAN, E#RZF%ETEET,

*controller C, ¥ =U7 4 R I —2WRETEET,

CFNRL—F YT VAT VT N 2T OEFFa~ 2 ReontrollerlZ 7 7 B A TEX F1,

[Administration] # 7 C, Y A7 A BV R ETEXET,

WIAN O > T7 4 ¥alL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X)
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| Web5S5o1hLa—HAr8—Tx4 RDER

Controller da >V —)L K— otz [

Controller D > Y —JL R— F DS

&M

ATy T2

ATvT3

[T L& BHEIIC

FERM72EMEN TE 5 KL 9 I ZcontrollerZ fX E T 121X, VI-100 ¥ —I )/ =l alb—va v
v 7' A (HyperTerminal, ProComm, Minicom, Tip 72 &) %3792 PCIZa Y b u—7 &8
TOHVENDY FT,

XVET L VY T IV —T O —E % controller® RJ-45 =1 — )L iR— MCHEEFE L. b 9 —iia PC DO
U7 iR— MR L £,

AC EJF 21— K% controller(Z 84kt L. 7 — AfF& 100 ~ 240 VAC. 50/60 Hz DEF 2>t M LiIAL
9, EHEAEAMNET, BRIV ML oT, ARV —=T 4 VT VAT L VT by =T OHHIL
(a—FKoFyoro— FBIOBEBREARECZHT A ) BLOREARENFRINET, controllerd
EIRBAREE W7 A MK LIz e, BEIRZ U7 ML TREY 4 P— RBRFEITINET,
[T DR RIZHE S T ﬁﬁmm%ﬂﬁbf<ﬁéw

yes EAJLET, CLIEY N7 v 7 U4 — ROERBLRYBERE /N7 A — X A F T, gigabitethernet
004 H =Tz ATHLY—EAR-FDIPT RLAZFEELET,

R 4 ' — RORENT A—HE AT HE, WebGUIIZT 7 EATEET, ZILT, controller?’ ¥ —
EAR—FDIPT FLAICEVRESHET,

Web GUI ~DO T 1 >~

ATy T

ATy T2

| 0L-32351-01-J

TIIFDT LA N—=IZIP 7 FL Zcontrollerz AJJ LET, #fiatF=l 7 4 THR#ET HITIT
https://ip-address & ASJ L ET, BfixtFx =V 7 ThR#E L2WGE T, http://ip-address & AJJ L E7,
2—HPHENRRAT = REANTHEHENPRRINTZD, A7EEZANILTOK| 227 Y v 7 LET,
G¥) BED 4P — FTERSNZ2—VF LB I ORAT— R ClL, KXFENLTFREESNET,
T 7 )V hO2—Y£ L admin, T 7 #/V FD/IRA T — Rid admin T,
[Accessing] X— U BFREINFET,

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B



Web 5574 AL 1—FA28—Tx420OEA |

B Web E—FELUEF217 Web E— FOAESIE

Web E— FBELUtEF17 Web E— FOERE

ATy T

ATy T2

ATvT3

RTvT4
ATvTH
ATvT6
ATvT1

ATvT8

ATvT9

ATy 710
ATy I N

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)

[Configuration] > [Controller] > [Management] > [Protocol Management] > [HTTP-HTTPS]Z &R L £ 9,
[HTTP-HTTPS Configuration] ~X— VN FR S E T,

Web E— K (=—42% Thttp://ip-address| % f ] L CTcontroller GUI (27 7 EATXE£7) ZAMITHIC
IZ. [HTTP Access] K2 7% 7 U A k)35 [Enabled] 3R L ¥4, A2 LaWA1E. [Disabled]
ZBIRLEF, Web E— F (HTTP) OEfeid, ¥ =V 7 1 ThiEShxH A,

X 27 WebE— K (=—H2 Thttps://ip-address| % L Tcontroller GUL IZ7 7 EATE£9) & F
T HIZTIE, [HTTPS Access] K2 7*# 72 U A R/ 5 [Enabled] Z3IR L E5, AT LARWEGE
I%. [Disabled] Zi®&R L E7, X =7 WebE— K (HTTPS) DO#HeiL, ¥ = U7 ¢ CHREIN TV E
7

[IP Device Tracking] = v 7 /R v 7 AT, T4 AZBEfT25 2 L2 =IRLET,

[Enable] = v 7Ry ZJATRIFIARN KA FEAR—TNMCTHT EEZBEBIRLET,

[Trustpoints] K2 v 77X URX MWD hT A RKRA Y FEBRIRLET,

[HTTP Timeout-policy (1 to 600 sec)] 7F A s R 7 A2, T 7T 4 7L Y Web v a B3 ¥ A A
T T2 ETORMAEDBEMALTANLET,

BRN2HPAIL 1 ~ 600 B CTT,

[Server Life Time (1 to 86400 sec)] 7F A ~ R v 7 ZZH— DT A 72 A L& AT LET,
HRN72FEHIE 1 ~ 86400 BT,

[Maximum number of Requests (1 to 86400)] 7 F A ~ 7R v 7 AT, P — W55 A % e R B R & A
HLET,

FEIE C & 2 HEe S O#IPHIL, 1~ 86400 T,

[Applyl 227 U v 27 LET,

[Save Configuration] 7 V v 7 LE 7,

0L-32351-01-J |



| Web5S5o1hLa—HAr8—Tx4 RDER

Controller Web GUI D% & .

Controller Web GUI D& F

ATy T

ATy T2

ATvT3

ATvT4

ATy T5

ATvT6

| 0L-32351-01-J

BREY 4 ¥ — K TiX, controller L COMEARMRFRTEEITHI ZEMTEET, DT 40— Fid,
controller % i A L 72 [H.#% <°controller& T3 RF DT 7 4L MUy N L7IZRICEITLET,
BIET 4P — R, GUI & CLIOM DR THATE £17,

PC ZH—E R AR— MIHEHE L, controller& MUY 7 Ry REMHHTHLOIZIPvE T RLAEZRRELE
9. controllerZANIOSXE A A —Y & L hilm— RE, B—ERAR— K A ¥ —7 = A R} gigabitethernet
00 & LTHRESNET,

PC T Internet Explorer 10 LAF#, Firefox 2.0.0.11 LAF#, F 7213 Google Chrome # B4t L, 77U H U ¢ R
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Ta VREITHEL TIEE L ET,

BErEY Y
B 72 WLAN 7' 187 ¢ OF%E (CLI , (40 ~X—)
B 72 WLAN 7' 237 ¢ OF%E (GUD , (43 ~X—)
WLAN O, (24 X—2)

WIAN O > T7 4 ¥alL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X)
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| wan osmE

erv—t7 Javxry I

WLAN Offilf$H, (25 ~—)

E7YV—E7 Jovxry

BTy =7 Tayx 7 BMERIO WLAN (123 L CEH S, &7 747 MR, 7Y v xm—
MNEDOWLANOE T Y =7 7y X JREZMALET, 7 Y—ETICED, T 71>
TERVEAL VY MTAFEERHIECcCEET, 7L 2E. T 7 4 v 2 HcontrollerN T — 1 /LiZ
T Uy EREY ., controllerlZ LT Ry FEIN/0, 72137 v 7 A KU —2A VLAN ~iigik
SINDEDITHEINT HZ ENTEET,

2= AL v F L TDWLANIZT V== SN2 TA T M LT, 7Y =77
2y F I RYR—-FERET,
BMELEYY

B WLAN 7' a 87 ¢ OF%E (CLID , (40 =—7)

B WLAN 7137 ¢ OfFE (GUD , (43 =X—2)

WLAN ORfZSEME, (24 ~—2)

WLAN Ofil#)5H, (25 ~—)

T v I

7747~ NOWLANIZ L2 8E CHERAECL2BBIZOWT NI Ty a—T 4 7T 52H
F¥ pNEERIRTEES, 7947 FTRELCOWDMEEZ#N L, *y hT—2 ETr T4
TN EEES LT ODEEHEEEHR DO, 7 I9A T NETIVBARA L FET AR
TEFET, BTy 22T HIZE, controller® GUI £ 721X CLIZEHA L3, £/, 2
Wro 2 b & FIT73 D121, controller®® CLI Z{#H L £ 9,

G¥)

DT v FVEEREIL, BEA VA —T oA AEFEHT LT U — ST SSID (2R LT
DHENTHZEa2BED LET, CCXZWiEEEIX Cisco ADU I — K&Ff>27 747> b
TOHRT A NI THET,

WLAN = & @ RADIUS £ {EcHHR— +

| 0L-32351-01-J

F 7 4L N T, controlleriX, Zu— LU X Oz, BHA X —T A ADIPT RL A
MNOTXTHORADIUS h T 7 4 v 7 DREICIZ/R D 9, DF Y, FEIN TV DHEEDRADIUS
P — NN WLAN ICIFET H5ATH, AN D IIEHA V4 —T7 A ADIPT KL AT
7,

WLAN % 7 ¢ L Z 3 534 1% RFC 3580 T APMAC SSID JERUZERE S 117~ callStationID % T
& ¥4, E7-. NAS-IP-Address @& A4 5 2 & T, 3iEV— X EDO T 4 V&Y 7% WLAN
TLEDREETA L E—T oA A PICETIHETEET,

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B



B wanozess

WLAN D3

WLAN D% 5E

WLAN Z & @ RADIUS iR — h &GN T 25 &, controllerid, #XE I L TWAENAA >
H—T A A&MEH L TRED WLAN DT _XTORADIUS N7 7 4 w7 &R ELET, T/

Z AU U T, RADIUS JEM7S Identity IZ—T 5 X O IZER SN E T, ZOREIL. % WLAN
DIBIHED LA ¥ 3 Identity Z FF O RIREMED & 25512, WLAN Z& D RADIUS 77 4 » 7/ T
controllerZ Zh RAIIAAEAL L E3, ZOMREIZ. ACSXy hU—27 7T 7B REIR, BLOx > b
T—0 T I7RATa 77 A NVEHRAET DREICENLDL ET,

T RLADEETLE LTWLANS L OB, v X —T oA A WL EHA X —T = A AL

AT A< 2030 WLAN B L ONEF O RADIUS b7 7 4 v 7 DFEETE. WLAN & D
RADIUS I E Y AR — h 2B DLEDLZ ENTEET,

XE A

WLAN D {ERk (CLI)

FIRDHE
1. configure terminal
2. wlan profile-name wlan-id [ssid)
3. end
FIED
ARV NEERETI Y3y =)
& A configure terminal Ja—rbar7 4 Xal—ar - RERBLET,
i :
Controller# configure terminal
RTFv T2 wlan profile-name wlan-id [ssid) WLAN O4RiTE ID 8T L F1,
Bl - * profile-name ., v 7 7 ANLEANTILET, ASITE D4
Controller (config) # wlan mywlan li%@ﬁif 1 ~32 X?TTO

34

mywlan-ssid

* wlan-idiZ, WLANID # A LF3, @i 1~ 512 TY,

* ssid TlL, @D WLAN |Zx9 % Service Set Identifier (SSID) %
ATJLET, SSID 45 L7256, WLAN 7' 7 7 A /b
A1LSSID & L CRRESNET,

Gx) WLANZT 7 4/ N TTF 4 =TSN TWE
‘g_o

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)
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WLAN DR (GUI) B

AR RFEREETOVa Y ]3]

ATvT3 end ¥i#E EXEC E=— FIZEY £9, F/-, CuH+Zz ¥—%2#LTH, 7
g— L a7 4 X2 lb— gy B— RERTTXET,
1 :

Controller (config)# end

BMELEYY
WLAN Ofi$Es:, (24 X—2)
WLAN O#ll#EFIE, (25 3—)

WLAN D& (GUD)

AT F1 [Configuration] > [Wireless] 2 V v 27 L £,
[WLANs] X— U MFERENET,

ATwT2 [New] %7 U w7 LTH LW WLAN Z1Ek L £,
[WLANSs] > [Create New] ~X— U3 FR &N E T,

ATVT3 RONRTA—2EANTTLET,

NS A—4 SRER

WLAN ID WLAN il fEOHEMIX 1 ~ 512 T,
SSID WLAN D7 o — R¥ ¥ X MM,

Profile WLAN 711 7 7 A V4

ATv7T4 [Applyl 27V w7 LET,

EErEYY
WLAN OgifEsRMtE, (24 X—)
WLAN OHFIFE, (25 —)

WIAN I > 7 4 ¥aL—3 3> HA K, CiscolOSXE 1) 1) —X 3SE (Cisco WLC 5700 3 1) —X)
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WLAN 0E |
B wwanowsr cw

WLAN DOHIFR (CLD

FlEDHE
1. configure terminal
2. no wlan wlan-name wlan-id ssid
3. end
FIE D EF 41
ARV EEREFT7TIVa Y B
2Tv 1 configure terminal Ja—nR) a7 40X al—arEFT— 2B LET,
i -
Controller# configure terminal
ATv T2 no wlan wlan-name wlan-id ssid WLAN ZHIFR L £7, 5lEIFRO LB TT,
Bl - * wlan-namelx WLAN 7’12 7 7 A L4 C9,
Controller (config) # no wlan test2 * wilan-idi%. WLAN ID “C'é‘
* ssid IX WLAN |ZF%E S 4172 WLAN SSID 44 Hi T,
GE) AP 7 )V—71ZJ& T 5 WLAN Z I35 &, WLAN
IZAP 7 v—T7 L AP OB BHIBR S E T,
ATvT3 end FHEEXECE— NICREV £9, F7z, Cul+ZF—%Z#H L ThH,
Ja—\) a7 4 ¥al—vary ®T—RERTTEET,
i -
Controller (config) # end

EELE YD
WLAN Ogifesetf, (24 X—)
WLAN O#l#IEFIE, (253—)

WLAN D HIBR (GUD

AT F1 [Configuration] > [Wireless] 7 V v 27 L £,
[WLANs] N— U NFERENET,

WIAN O > T7 4 ¥alL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X)
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| wan osmE
WLAN 0#23 (CLD) [ |

ATv T2 HIRT5 WLAN IZHIST 2 F 2w /Ry 7 Azt i LET,
GE) AP 7 )V—FIZJE T % WLAN 2 &4 % & . WLANIZAP Z/L—7 L AP DEHROHIBRENE
7,

ATv T3 [Remove] 27V v 7 LE7,

WLAN D&% (CLI)

FIEDOHE
1. show wlan summary
FED A
ARV RFEEETIa Y =]y
2Ty I show wlan summary TN AR EINTWNWDETXTOWLAND Y A ~ &

FrLET, HHINTWLAN 2B T $£9,
5 -

Controller# show wlan summary

Controller# show wlan summary
Number of WLANs: 4

WLAN Profile Name SSID VLAN Status
1 testl testl-ssid 137 UP
3 test2 test2-ssid 136 UP
2 test3 test3-ssid 1 UP
45 test4d testd-ssid 1 DOWN

WLAN #3835 L ZWZUA N R — REEHTE£J, 72& 21X, showwlan summary include
| variable &3 % Z L BN TE £F, variable 1L, HIWNDOBRZE LT TT,

Controller# show wlan summary | include test-wlan-ssid
1 test-wlan test-wlan-ssid 137 Up

WLAN D&% (GUD)

AT w71 [Configuration] > [Wireless] 7 V v 7 L%,
[WLANs] X— U NERRSNET,

AT9T2 BBTHIOLEHBOTHA N Ry 7 ATRIDOEXTE AN LET, eziE, 7un7 7 A3 n
T WLAN 2R T 2581F. 707 7 A VADRHDOB LT E2 AT LET,

WIAN I > 7 4 ¥aL—3 3> HA K, CiscolOSXE 1) 1) —X 3SE (Cisco WLC 5700 3 1) —X)
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B wanosx—Juie (e

KDL FESNT WLAN 2B TX £,
* Profile

1D

» SSID
*« VLAN

* Status

WLAN @ 1 #~— 7 JL4E (CLI)

WLAN D% 5E

WLAN DN FET 56, —8REICE SV TERINET,

FIEDHE
1. configure terminal
2. wlan profile-name
3. no shutdown
4, end
FIEDEFH
OV RFFERETIVa Y B
ATvI1 configure terminal ya—s\)Lar 7 4Xal—ay T— NERBLE
o
1 -
Controller# configure terminal
ATvT2 wlan profile-name WLAN 2> 7 4 Falb—vary 72— Rk LE
T, profile-name |TFXE I TWD WLAN D7 10 7 7 A
B : I A
Controller# wlan test4
ATv73 no shutdown WLAN % A x—7 /W2 LE T,
£
Controller (config-wlan)# no shutdown
ATv74 end FEEXECE— FIZRED £¥, F/o, Cal+ZF—zffL
T, Fe—n_ )L a7 4F¥alb—v gy F— RNefk
Ik TTEET,

Controller (config) # end

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)
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EErREYSY
WLAN DR, (24 X—)
WLAN OffIFHE, (25 2—)

WLAN O 7 1 £— 7 )L (CLI)

WLAN O F 1 £— )L (CLI) [ |

FIEDOBE
1. configure terminal
2. wlan profile-name
3. shutdown
4. end
5. show wlan summary
FIED M
ARV EEREET7IV3 Y B#
ATv T configure terminal ra—Nyary7 4 Falb—ary E—RefmLE
‘é_O
1 -
Controller# configure terminal
ATy T2 wlan profile-name WLAN 27 4 X2l —Yary 77— RE2BBLE
9, profile-name 35X E LTS WLAN O 7' a7 7 A
1 - V4T,
Controller# wlan test4d
ATvT73 shutdown WLAN %25 4 & —7 Mz LE T,
1
Controller (config-wlan)# shutdown
ATv74 end it EXEC E— RIZIRY £9°, F7/o, Cul+Z F—%#L
Th, Zu—Lary 74Xl —vaE—RE2KT
11 T&EET,
Controller (config) # end
ATvT5 show wlan summary TN ANCERESNLTNDTXTOWLAND U A h &3

1 -

Controller# show wlan summary

RLET, HINTWLAN 2B CTx$£9,

| 0L-32351-01-J
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B ABEwWaAN FosFr0EE (W)

EENEY D

WLAN OfifEsRMt, (24 X—)
WLAN OflFIFHE, (25 <X—)

LA WLAN 7 0/8F 4 DEEFE (CLI)

WDINTA—=Z R ETEET,

FIRDOHE

FIEDFH

© e NS G RwDh =

CAF 4T AU —LA
*7nm— K%+ Ak SSID

*a— )L AX— LS

* M
A HE—T A A
C AT —H A

configure terminal

wlan profile-name

shutdown

broadcast-ssid

radio {all | dotlla | dotllag | dotllbg | dotllg}
client vlan vian-identifier

ip multicast vlan vian-name

media-stream multicast-direct

call-snoop

10. no shutdown
11. end

WLAN D% 5E

ARV RFERETI Yy

EL:)

ATy T

configure terminal

1

Controller# configure terminal

Ju—r)ary 74 F¥al—ary ET— REBBLET,

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)
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LA WLAN 7 0/5F « DBE (CLD B

ARV RFERRETIVa Y

S]]

ATv T2 wlan profile-name WLAN 2> 7 4 Falb—var 72— RFE2HKLET,
profile-name |33 E XL TW5H WLAN D72 7 7 A V4 T
51 4,
Controller# wlan test4
ATvT3 shutdown NI A—=HEFHETHENI, WLAN 27 4 E—7 /Wi LE
ﬁ—o
{1
Controller# shutdown
ATy T4 broadcast-ssid ZOWLANDSSIDZ# 7 ua— Ry A hLEd, ZD7 44—
VRIE, 774N N TA X =T M ENTNET,
1 -
Controller (config-wlan) #
broadcast-ssid
ATy 75 radio {all | dotlla | dotllag | dotllbg | | WLAN TH#fR%A A x—7 MZLE T, F—U—FEFIkoL
dotllg; BYTT,
- *all : TN TOBEFRAFINT WLAN 25808 L £
Controllerd radio all * dotla : 802.11a MEHHFE D7 IZ WLAN 272 E L £,
* dotllg : 802.11ag HEHRAFHIZ WLAN Z 5% E L £,
* dot11bg : 802.11b/g AT 7+ 12 WLAN Z 3 E L £
T (802.11g BT 4 B—7 L DEAIE 802.11b DH)
* dotllag : 802.11g HEMAFIH D I T HEME LAN 3% 7E L £
TO
2Ty T6 client vlan vian-identifier WLAND A > 2 —T 2 A AT N—T %A X—T I LET,
vian-identifier : VLANID Z 457 L £3, #KIZ. VLAN 4,
11 VLANID, F£721% VLAN /L —F 4 &2 HETE %7,
Controller# client vlan test-vlan
ATv 71 ip multicast vlan vian-name WLAN O~ /LVFFx A e A X —T M LEST, F—U—
RiZko &0 TH,
15'] : s
Controller (config-wlan)# ip *vlan : VLANID #8E L £,
multicast vlan test o
* vian-name : VLAN OZ iz aE L £,
2TwvTS8 media-stream multicast-direct Z® WLAN TiX, /VF %+ A s VLAN # A X —7 /L2 L

1

Controller (config-wlan) #

media-stream multicast-direct

£,

| 0L-32351-01-J
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WLAN 0%E |
B ARWAN ToOsFDBE (GUD

OV RFEREETIVaY B
ATV call-snoop I )L AX =T PR — e A X =T NI LET,
1
Controller (config-wlan)# call-snoop
ATv710 no shutdown WLAN % A X —7 /W LET,
£
Controller (config-wlan)# no
shutdown
ATvIN end Fi# EXEC E— FIZEV £¥, 72, CultZ F—%2# L T
Hh, Fa—rbar 74 F¥al—var BT— REKRTTE
1 e
Controller (config) # end

EELEY Y
WLAN OgifEsRtf, (24 X—)
WLAN O#ll#FIE, (253—)

SUF WLAN 7 O/3F « ME&E (GUD)
WLAN ORDEIEZAT D 1ZIE, ROFMEAZMEH L T ZS 0,
*WLAN A7 — % A% E L ET
RN Y L —HBELET
A UH =T oA AFTFA F =T oA A TAN—TFE Y TET
* v/ FXx A VLANERRZ A X —7 VETIZT 4 E—T7 M LET
* 7u— F¥y Xk SSIDHRER A F— T VETIZT 4 E—T M LET

[T L& BHIIC

AT w71 [Configuration] > [Wireless] Z2 U v 27 L £,

[WLANs] X— U MFERENET,
RT9T2 RX=VOMBHEELEMAL T, #ETH WLAN ZRZELET,
ATv 73 WLAN @ [WLAN Profile] #7 U v 7 L7,

WIAN O > T7 4 ¥alL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X)
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ATvT4
ATvTH

| 0L-32351-01-J

U WLAN 7 0/85 ¢ DRE (GUI) B

[WLAN >Edit] X— Y NFRENET,

[Generall| # 7% 27V v 7 LET,

ZOXTIE, TN N TEREINET,

[General] /N7 A —H Z@EL£T,

INTGA—R

BLL]

Profile Name

WLAN OB EFHLT O T 7 A NZEFR R LET,

Type WIE ST LAN ¥ A 7HF R LET,
SSID WLAN O EFH SSID # £ /R LE T,
Status WLAN N E5F = v 7Ry 7 ATT, T 7 /L MEIZA RX—T LT,

Security Policies

[Security] # 7 &M H L TR E SN/ WLAN EX 2 U7 ¢ R Y —T7,

Radio Policy

WLAN O G A 2 —T T 57280 LAN BEHRAR Y o —T1,
<7,

4T (AlD
*802.11a D &

EITRDO LY

*802.11g DH
* 802.11a/g DH
* 802.11b/g DI

Interface/Interface CTOWLANIZ~ o B T B Z—T 2 A AERFA LV E—T 2 AD T )L—
Group 7o [Interfaces] ~— Y TRE SN TWEHIEY—E R R— b LIRS v —T = A
AR RLUET,
GE) ZD7 4—) RTIL, WLAN (Zxt5 % VLAN 23, controller®BEAF VLAN
DELFIEFEHL Ty B TSN TWAEARICDHR, Fay s X un
FREINET,
Broadcast SSID IDOSSIDETA—RXxy A NTEHF v IRy AT, T 74/ NTIEA R—
T o TWET,
Multicast VLAN ~“NWVF X ¥ ANVLAN A4 X—TNWMZTH5F 2w IRy 7 ATY, T 74/ KT
Feature

135 4 =TT o TWET,

GE) [Multicast Interface] 77 ¢ —/L Ri%, [Multicast VLAN feature] 7% A k R
JA%A R =T NI LT B TOHRRRINET,
GE) < LT X x A MEREE BT 2HA1X. /T %+ A b VLAN F&fE

B2 RET DLERHY £,

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B



B ==E5waN 705 0%E (o)

AT97T6 [Applyl 27 Vw7 LET,

RDEE

tX=UT 4, QoS. BLUFEH T v T ¢ OBRTEICERFE T,

EELEYY
WLAN OHifESRM, (24 ~—2)
WLAN Ofilf)HE, (25 *—)
=E 74 WLAN 70/85 « DHE (CLD
WDOEEINT A—H ERETEET,
*AAA F—R—F A F
C Iy VR VORI
*tyTaroFALLTT R
« Cisco Client Extensions
AR e V%
AU B =Tz A A F—1"—TF 14 FACL
*P2P Ty XL
U IAT v MRS
*WLAN Z & DI K7 747 MK
T Fy F AFXp L DIEH

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)

WLAN 0EE |
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S WLAN 7 0/8F ¢ DEE (CLD) B

FIROWE
1. configure terminal
2. wlan profile-name
3. aaa-override
4. chd
5. session-timeout time-in-seconds
6. ccx aironet-iesupport
1. diag-channel
8. ip access-group [web] acl-name
9. peer-blocking [drop | forward-upstream]
10. exclusionlist time-in-seconds
11. client association limit max-number-of-clients
12. channel-scan defer-priority {defer-priority {0-7} | defer-time {0 - 6000} }
13. end
FIEDFEH
ARV RFERIETI3Y B8
2Ty T configure terminal Jua—\Lary7 4 Fal—iay B— REBBLET,
il -
Controller# configure terminal
ATvT2 wlan profile-name WLAN 2> 7 4 Fab—vary B 7E— RERBLET,
profile-name 135X E S TWD WLAN O’ 7 7 A L4 T,
1 -
Controller# wlan test4
ATv73 aaa-override AAA F—R—=F A R X—T VT LET,
1 -
Controller (config-wlan) #
aaa-override
ATvT4 chd ZOWLAND I Ny P R— VO EA X —7 M LET,
DT 4—NVRIF T4V FTAR—=T TSN TWET,
il -
Controller (config-wlan)# chd
25w T5 session-timeout time-in-seconds tyvaryZALT Y MBI TRELET, fHET 7+

| 0L-32351-01-J

1 -

Controller (config-wlan) #
session-timeout 450

LV MEE, BEX 2V T o REICK > TRZ2D £9, WLAN &
X2 U7 428 dotlx IZERE STV D56, #iPHIE 300~86400
BT, F7 40 MEZ 1800ﬂ*f@“ fth >4 ~_T?D WLAN &
X U7 4 ETIE, AL 1~65535 W ThHY, 774
v MEZ 0BT, il 01X, %Z//a‘/éu’ATr? Nl
~LET,

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B



B ==E5waN 705 0%E (o)

WLAN 0%E |

aAv U RFEEET7I 3

E[:b)

ATvT6 cex aironet-iesupport Z ® WLAN O Aironet IE DH R — & A x—7 /W LET,
DT 4—NVRIFE T74NV ETAR—=T TSN TWET,
i
Controller (config-wlan)# cecx
aironet-iesupport
ATvT1 diag-channel WLAN T2 74 7 > ks Oilfg OMEEEET 572002 T v
FNVDYR— R oA X—TWIZLET,
i
Controller (config-wlan) #
diag-channel
ATvT8 ip access-group [web] acl-name WLAN ACL 7' V—7 %% E LET, A% acl 4 AlE2—VE
7T 5 IPvd ACL DAHTZfRELET, F—TU— F web I3,
11 IPv4 web ACL 5 E L £ 7,
Controller (config) # ip
access-group test-acl-name
ATv79 peer-blocking [drop | ETY =T TRy R T NGRS ERIELET, F—TU—
forward-upstream] RiZk o & B9 T,
il - *drop: kv 7' 77 a7y —E7 7unyd s
Controller (config) # peer-blocking BARX—=T M LET,
drop
* forward-upstream : 7 v 7 A b U — ARREMEL O BT Y —
By Tuy xS R—T M LET,
257y 710 exclusionlist time-in-seconds HALT T NEHHENMNTIEELET, 0~ 2147483647 O&i[H
DEZIEETCEET, XA LTV MRLTIE, 0ZANLE
fl - | T, BE ) FALT YN, 24T BRI R RS
Cigtroller (config)# exclusionlist JEjJ[] é ﬂf: - (1: %ﬁ? LTV \i_g_o
ATvIN client association limit WLAN CRETEDRKI FA T MIEBRELET,
max-number-of-clients
) :
Controller (config) # client
association limit 200
ZF w712 channel-scan defer-priority F o F R K L DI T T A 4V T 4 & IEREE 2R L%

{defer-priority {0-7} | defer-time {0 -
6000} }

11 -

Controller (config)# channel-scan
defer-priority 6

T, Bk LB T,
* defer-priority : 47 F v )L A% v VAW TE 587 »
NOTFAF VT 4 ~—F U TEIBELET, HPHIZO
~7T¥, 774/ MEX3TT,

* defer-time : 3 U FPEL(r ORAERERT T4, &iFHIZ 0 ~ 6000
<, T 74/ ML 100 TT,

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)
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ZE WLAN 7 0/57 « ORE (GUI) B

A RERIFT7ZIIa Y BH#

ATy T13 end FMEEXECE— FIZREV £9, T, Cul+ZF—%2H L TH,
Ja— ) ary 7 4 FXal—ary ET— ReERTTXET,

1 -

Controller (config)# end

BMELEYY
B ORIN, (26 ~X—)

FTF ¥ R AX L DIE
DTIM Period

Ty alrDHALT TR

Cisco Client Extensions, (28 ~X—17)

7Y —ET7 TaryXr, (29 X—)
2 v 1o

WLAN 2t D27 747>~ o b

WLAN DR, (24 ~—)

WLAN OHfilf)sHHE, (25 ~—)

AAA Override IZOWT, (66 ~<—3)

LAY 22X T 0 OFHESM,  (652—)

=SEZ WLAN 7 0/87 1« DERE (GUI)

(F L& BRI

AT w71 [Configuration] > [Wireless] 7 V v 7 L £,
[WLANs] N— U NFERENET,
RT9T2 X=VORBHELEMAL T, FETH WLAN ZRZELET,
ATw 73 WLAN @ [WLAN Profile] 7 U v 7 L£7,
[WLAN >Edit] X— Y NFRENFET,
AT 74 [Advanced Properties] ¥ 7% 7 U v 7 L £,
ARTYTS FET 0T 4 R ELET,

WIAN I > 7 4 ¥aL—3 3> HA K, CiscolOSXE 1) 1) —X 3SE (Cisco WLC 5700 3 1) —X)
| 0L-32351-01-J
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B  =E5WaAN 707 0%E (GUD

INDA—A

3518

Allow AAA Override

BYNENEITEMNCRETE L7 2 — L WLAN /ST A —&Z D AAA F—/3—
74 K,

controllers AAA Override XA 2T, 7 74 7 MZEBWTAAA & WLAN BGE/ 87
)l ERHELTWDEE, 7 747 2 MliElE AAA — 2 iThbhvE T,

DFIEO—EE LT, X —T 4 7 VAT AET 7 4/ F D Cisco WLAN
SolutlonWLANVLANﬁl%\ AAA P — 2 L > T E ., controllersDA > %2 —7
A ARECTHEFINER SN VLANIZZ T4 T b EBEILET, TXTOIr—=2
T, controllersDA > ¥ —7 = A AMERTEHATER SN TWDIEE, AXL—TFT ¢
7 AT AX QoS, DSCP, 802.1p EEACIANL # 7k LY AAA H— S THRE X
N7= ACLs ZHH L ET (2D AAA A——F A4 RIZXD VLAN AA v F 7
X, ID Ry hU—% 7L BTN ET) |

2D WLAN 28 EIC VLAN 2 ([ZE D 4 THNTWAERA 2 — 7I4’7\%1§)ﬂ
L. AAA F—"—F 4 KN VLAN 100 ~D U A L 7 s &K THA. VLAN 100
DENY Y THATWDHYEAR— MR, AXv—T 4 7 VAT NET
TDI T4 7T bi&E% VLANI00IZU XA L7 R LET,

AAA Override WS DS, T _XCTH Y T4 T > FRIEILT 7 4V k Dcontrollers
DFFFERT A—HFREL 72V | controllers® WLAN |27 T A 7 o FEAF ORI T
A—EZNEENTWRWIES ., FEEO I AAA F— NI L o> TIrbhE T,

AAA F—_—F A FfllL. 72 & 21Z RADIUS — " 6EVIAENE T,

Coverage Hole
Detection

HECAX—TNVERIETIT =TI TE5Z0D WLAN TOH AL v P im—/)b
¥ty (CHD),

77 %/ hTiX, CHD IZ, controllers?® 4 ~_T®» WLAN THZITd, WLAN ET
CHD 5 4 B—7 T 52 ENTEET,

WLAN T CHD %52 L2 Ga . 3L v Y R — /L O%EE T Controller|Z24(F &
NETHB, DNy Y R—NVEMET D20 DZNLUINOME I T E R A,
ZOBEEIZOWTIX, FA FOF Y U — 7 BHRRRITELS . EEY T A RENE
EZoND XD A N WLAN ICHH T,

Session Timeout

WLAN TEy v a v #4670 N (WA Z2RELET, Eyialr ZA4L7T
TREE, ITAT U By v a URHERGEAERTH IR TIT 4T ThH
HERFMZIE LEST, RANFRE Y a sy ZALT 7 MI I T, RKHEE
2 A LT T ME 65535 T,
GE) Trrz ANhTsHE, By va 3RO 8

g

Aironet IE

HE WA F—TIVEITT 4 B—7LICTE 5D WLAN Z & @ Aironet [E DR —
Fe T7HNLFTIET 4 =T MRS TWVET,

Diagnostic Channel

HENA X—TNVEITT =TI TE 5 WLAN EOBKF v X LOYR—
re TNV ENTIEET A EB—T NI > TWVET,

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)
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EELWLAN 7 0O/87 1« DFFE (GUI)

INDA—A

351

P2P Blocking Action

WINDBERTEDLET Y —ET 70X JORETT,
*Disabled : (F 74/ h) ET7Y—ET7 TnyXo 7 %7 =7 /ML T,
AR 72 Al IE ZeontrollertN T R 7 7 4 w7 B — W7 U » P LET,

* Drop : controllers C/37 > M AMEFET 2 L HICLET,

* Forward-UpStream : /37> N3 7 w7 A MU — A VLAN IZHE6 SN D K 51T
LET., ZnboRTy MK L TITOIL5E{EIX, controllers £ ¥ & EJitic
BHHT A ALV PESNET,

Client Exclusion

==

HENARX—TNVELIT A =T VIR ETEZ DB T4 T h <D
HA KT N (B . 27947 R~y idt. MACT RLATTF 4 &—7 L
&N, £DOAT—H A% [Clients] > [Details] *—Y CEMHTEX £, 0DF A L
T REREIL, 7 TATV MBKENCENTHL LR LET, T4 T
NEFERICT DX, FEHEALETT, T 74NV FTARXZ—TLTHY,
ZA LT Tk 1Z60F L LT INET,

En== Ean=—4
Ax &

AxX AE

Timeout Value (secs)

BANFREZA LT U MEZX O TY, RKFFEXA LT 7 MHEIL 2147483647 FHC
KR

Max Allowed Client | £&ControllertZ DWW TR S NATKYT T4 T > MK,
WLAN [ZBHE CTE 57 747 > bOICHIRZRTE TE £9, Z OEREIL.
ControllerlZBEGE CTE BV T4 T 2 FOFITHIBEN H A B EIERNL B £, HFED
WLAN 2T 7 B RATRER T A N 754 T v FOKICHIBEZHRETXET, WLAN
TEWRETED 7747 b, AL TWAT Ty M 74— AL - THR
20 Ed, wmKI12000D 7 T4 T R R—FENET,
G¥) WLANZ D7 T4 7 > NOEREEIZ, Bttt — NOT 72 A KRS

VR TORYR—FENET,
DHCP

DHCP Server IP

WLAN 2B ST oAy X —T oA ZAODHCP H— T KL 2% FEXT 54

Address WLAN Fo DHCP — 1% AJJLET,

DHCP Address | DHCP 7 KL ADEIY FTE A F—T ML, 7 T4 7 > b3 DHCP #— 3005
Assignment Required | [p 7 R L 2 # A C&x 5 L 910 T 52 LA MEICLET,

DHCP Option 82 WLAN T DHCP82 <A 1B — R& A X —7 I LET,

| 0L-32351-01-J
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ATvT6

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)

WLAN 0EE |

SER WLAN 7 0/87 « DERE (GUI)

INSA—4H Bl
DHCP option 82 DHCP 4 7Y 3 v 82 DR ELE T, FRINDEFTHRD LB T,
Format
* add-ssid : AP #ERED MAC 7 F L A28 L OSSID TdH 5 RemotelD JEFR A 7% E L
*9,
* ap-ethmac : AP Ethernet MAC 7 K L 2 T % RemotelD B &% E L £77,
G¥) THx—<v AT a rBRREESNTORWES. APEROMACT R
VARETMER S ET,
DHCP Option ASCII |DHCP A7+ 3 > 82 D ASCH R EL T, ZNANRESNTWRWES, 47
Mode Ta v 82 OIFERIT ASCI R ciRE s E 4,
DHCP Option 82 RID | DHCP 43 = > 8212 Cisco 2 /31 F RID ZiBII L F 7,
Mode
NAC
NAC State WLAN T NAC %A Rr—7 M LET,

Off Channel Scannin

g Defer

Scan Differ Priority

priority D5#%E 27 Vw7 L, FlOYTHZLEDTELT ¥y RV AX XYL DTS T4
FVT 4 ZIEHTEEF, priority DA ZNHEIPHIZ 0~ 7 TI, priority |£0~7 TT
(ZOfElE, 7747 FBELOWLAN TiX 6 IZRETHLERH Y £7)

BREOEEZRETEET, 774/ MER, 4, 5. BLU6 TT,

Scan Differ Time

FX¥ RN AF Y BBV LB TEHZENTX L (S UR) 2 LET, H4
REFIZ 100 (F 741 F) ~60000 (60 F) T, ZOREIL., BEVOER
LAN O¥EFE OB~ SEHMENRH D £,

Override Interface A

CL

IPv4 ACL WLAN IPv4 ACL D7 V—", FoR SN AMEITKRO LY TT,
* Un-configured
* Pre-auth_ipv4 acl

IPv6 ACL WLAN IPv6 ACL D7 v—=, FRINDEITRDO EFLY TT,

* Un-configured

* Pre-auth_ipv6_acl

[Applyl 27 U v L

jzj—o
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| wan osmE
WLAN T® QoS ') S— D&M (GUI) [ |

BMELEYY
MR OER, (26 X—)
FTF X K AF ¥ DU
DTIM Period
Ty alrDHALT TR
Cisco Client Extensions, (28 ~X—17)
BTV =T Tayx s, (29 =)
ZWr T ¥ 1
WLAN Z&E D7 747~ DR
WLAN OHifESEME, (24 <—2)
WLAN Ofil#)5H, (25 ~—2)
Dynamic Host Configuration Protocol {Z-2W\ T, (55 ~<—)
WS DHCP H—3, (55 ~—2)
S4B DHCP —78, (56 ~<—2)
DHCP #1044 T, (56 X—2)
DHCP 4 ~7'Y 2 v 81225\ T, (57 =)
DHCP 2 2 —7DOf%iE, (58 <—)
DHCP Z 21— 7122\ T, (59 =—3)
DHCP for WLANs Z 5% &3 2 72O ORiFESM:, (53 ~—)
DHCP for WLANs D% E BT 5 HilF0HHE, (54 ~—)

WLAN T® QoS 7R 1) —DEA (GUI)

AT w71 [Configuration] > [Wireless] & #R L £,
ATYFT2 WLAN J— R&EEQOSLA %27 U v 7 LTHER L, [WLANs] Z238R L £,
[WLANs] X—UBFERRrENFET,
RATv 73 WLAN O [Profile] #7 U v LT QoS R Y v —%a%ET 5 WLAN Z 3R L £,
ATY T8 WLAN TQoSH VU v —%ET HITIE, [QoS] ¥ 7 %7 Vv LET,
WLAN [ZX L TH Loy A AZ NV AKRY V—2RETEET,
WOF T a2l TcEET,

185 A—4 568
QoS SSID Policy

WIAN O > 74 ¥alL—>3> H4 K. CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X)
| 0L-32351-01-J
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B WLAN T 0os KY S—DER (GUI)
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351

Egress Policy

QoS X7 VA RNY —ARY —DFHE,

[Existing Policy] #1213, BIEHEH SN TWARY v—RERSNET, BEFOR
UV o—%EET 5T, [Assign Policy] 10 Fa v 727 YA RnbARY —%
B L EJ,

RY —PBRINTORNEETX, [NONE] BERSNET,

Ingress Policy

QoS 7 v S A R —L R I —RIE,

[Existing Policy] #1Z1%, BIEEA SN TWDIRY v —nERENET, BEFONR
Vo—%EET 5T, [Assign Policy] 10 a7 27 UZX bR Y —%
BIRLE T,

RNY —PBBRINTWRNGETL, [NONE] R SNET,

QoS Client Policy

Egress Policy QoS Z T AR —Ah R —DRIE,
[Existing Policy] #121%, BAEMEH SN TWDRY v—nEranEd, BEFOR
Vo—%BET 521X, [Assign Policy] 0 a7 27 UZX bR —%
EIRL £,
RNY —=PBBRINTOWRNWGETL, [NONE] BERSNET,

Ingress Policy QoS T v T ARNY —A KUY L —FE,
[Existing Policy] #12i%, BIEEA SN TWERY v—nFEranEd, BEFEOR
Vo—%EET 5T, [Assign Policy] 100 Fa v 72 YR RHARY —%
BIRLET,
RY V=RRRESNTORWEAIE, [NONE] BERSNLET,

WMM

WMM Policy WMM AR U o—, ORI A—=ZDEFRO LB T,

*Disabled : 2D WMM R U > —%F 4 —7 I LET,
*Allowed : 7547 "R Z D WLAN THEIETX$7,

*Require : 7 74 7~ R WLAN LEET 272 DI2IT WMMBREDS 1 2 — 7 b
o TWVWA I ENRMATHDL LT LET,

AT97T5 [Applyl 27 VU w7 LET,

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)
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WLAN ' O/37 1 D& (CLD

WLAN 7 0/8F « DER (CL) B

avwo kR

BLL]

show wlan id wlan-id

WLANID (25T WLAN 7' 1 5 ¢ 2 F R
L\i‘j—b

show wlan name wlan-name

WLAN £ 1235V C WLAN 785 ¢ 2 FKoR
L\i‘j—o

show wlan all

BEINTWNBTTO WLAN O WLAN 7' 2
NRT 4 RRLET,

show wlan summary

TRTOWLANDER ZFKRLEY, Y~V —
FEHCIE, ROEBRPEENLET,

« WLAN ID

cury AN

+ SSID

« VLAN

C AT —H R

show running-config wlan wlan-name

WLAN DA BN ST WLAN DFETa 7 4
X2l —Ta R RLET,

show running-config wlan

T _TO WLAN DEfTay 7 4 Xal—ig
VEFRRLET,

WLAN 7' 0/37 1 DF= (GUD)

(FLC&HHAEII
C BB RS LT,

AT w71 [Configuration] > [WLAN] Z3&R L £
[WLANs] X— U MFERENET,

ATw T2 [WLANProfile] V> 7 %27 U v/ LET,

[WLANs > Edit] ~— Y NFRENET, [WLANs] R—Iid, RO F 7 THRENET,

| 0L-32351-01-J
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YOLES

ROMEE

* [General] : WLAN O&ft 7 1 /NT 4 R R LET,

* [Security]: EX¥ = U T 4 a7 4 2F R LET,
BEOAAA OF a7 4 NEENET,

*[Q0S]: QoS HET /T 4 HF R LE T,
* [Advanced] : FER T BT 4 ZFRRLET,

DHCP for WLANs O EIZHEL £

T Dt DEEE

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)

WLAN 0%E |

N0 TaRT 12, VA4V 2, LAY 3,

ESPERENS

XZaT7ILEA ML

WLAN 2= R U757 LA

WLAN =< > R ) 757 L > A CiscoOSXE YV
) — 2 3SE (Cisco WLC 5700 1) —X)

Mobility Anchor D&% i

EEYT 4 arT 4 Fal—var AR,
CiscoIOSXE V U — A 3SE (Cisco WLC 5700 <
J—X)

WebAuth DOFRE

X2V T a7 4 Falb—vary AR
(Cisco WLC 5700 >V — RX)

IS—FAyte—C 734

BLL]

)y

TOVY—ZADIVAT A TT— Avb—Tk
FWE UL T AT-DIC, =T — A vb—TF
a—F V—NVEFEHLET,

https://www.cisco.com/cgi-bin/Support/Errordecoder/
index.cgi

0L-32351-01-J |
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| wan osmE

wians oigsetsm i

MB®D' >y

KV Y —2ATHR— T 5T TO MIB

BIRL7T Y b7 4+—24, CiscolOS V Y —
A, BLOT7 4 —Fx v MCBET S MIB &
L TH¥ U re— KT 51F, O URLIZH
% Cisco MIB Locator Z{#fH L =9,

http://www.cisco.com/go/mibs

FHOZAIL YR—F

BLL]

o

VAIADYR— K Web VA T, AID
LT 7 /) ao—ICBTH T Ty a—
T A TICBRLTCWERETS5 L9012, v==
TARY—NEIZ LD ETIEERA L TA
VY —2%RME L TWET,

BEWNOWBOEX 2 U7 4 HFROHEINE R A
AFT 572912, Cisco Notification Service (Field
Notice 75 7 27 & &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOFMEY —ERITIMATEET,
TAADYR— K Web A hDY— T I

¥ 24 HE%, Cisco.com D —H D LY
AT — KRS TT,

http://www.cisco.com/support

WLANs D HEEETE

| 0L-32351-01-J

WOFIZ, ZOEY 22—/ Tl L7-HsE

UARNL, FFEOEREBFR~DOY 7 R LET,

Re U1)—2 LENE

WLAN DHERE Cisco I0S XE 3.2S8E T DOERENE
ASREL
7o

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B
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WLAN 0EE |
B waAns ogsefEsR

WIAN O > T7 4 ¥alL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X)
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DHCP for WLANs D% E

© HERETE M OMERR, 53 X—v

* DHCP for WLANs Z g% ET 5 72 O OFiHESEM:, 53 ~—v
* DHCP for WLANs DR EIZRET 2 HlF0FHE, 54 _—
* Dynamic Host Configuration Protocol {Z-DVNT, 55 ~X—
* DHCP for WLANs DR E 7%, 59 ~—

* ZOfMOBIEEE, 63 N—

* DHCP for WLANs OFERETEH, 64 ~—

AR DR

CHEHOY 7 R 2T UY—ATIE, ZOFEY 22— L THBENETRTOMENYR— FEh
TWD EIIRY £HA, EHOBEEREEEFHIIOWTL, ZHEHOT Iy hT7r—2nt Y
ZbhU=T7 V) —=RHIELIZY V=R /= h2ZRLTIZS, ZOFY 2 —/VICRE S

TV LOEREDFEIA IR L, SRS A — RSN TWD U Y —2D Y R N iERT 25813,

O~ =2 T VOREIZH DEERBROEKEZSZRL TIIZEN,

TT7 Yy R A —LDOYR— b BLRV AT YT N =T A4 A—=VOYR— NMIBET AEHRERER
9 %1Z1%. Cisco Feature Navigator i L %9, Cisco Feature Navigator {Z(Z, http://www.cisco.com/
golctn N T 7B AL ET, Ciscocom DT 7Y MILEHY FHA,

DHCP for WLANs #3339 5= DENHESEH

| 0L-32351-01-J

*DHCP A7 a2 8 #fEH45121%, CiscolOS Y7 h =7 TDHCP #HZELET, T
74V N T, DHCPA 7> a »821%, T R_RTCHOIIA T MMkt L TAx—TnicEnE
¥, WLAN Y747 a0 2R LTERY 747 bOBELZHITE £,

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B
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DHCP for WLANs DE |

DHCP for WLANs (D% 7E <RI 5 HI#IEIR

* WLAN TDHCP 7 R L ZABEHERKRAE I N D00 E 9 MZB%R7Z2 <. Controllers © DHCP A X —
BT X =TI L TR ZEEMERELES, ZICE D, DHCP A X —E > /R4y
W2 TR WERIZ, 7747 > MERORBEOFRAENBIEShvE T,

OB, DHCP A X —t > 7 % Controllers TA % —7 /W29 5 FEEZRLET,

Controller (config)# ip dhcp snooping 136, 139
Controller (config) # ip dhcp snooping
Controller (config)# ip dhcp snooping trust
Controller (config)# ip dhcp snooping trust

HErEY D

WLAN @ DHCP #& (CLD , (59 ~<—2)

mEE72 WLAN 7'm 37 ¢ OF%E (GUD , (43 ~—2)
Dynamic Host Configuration Protocol {Z-2U T, (55 ~<X—73)
WS DHCP H—3, (55 ~<—2)

HMEE DHCP H—23, (56 ~—)

DHCP |0 4T, (56 <—)

DHCP 47+ 2 v 82125\ T, (57 2—2)

DHCP A 22— 7 O#E, (58 X—)

DHCP Z 21— 71225\ T, (59 =—3)

DHCP for WLANs D2 EIZEH T S HlHIFE IR

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)

* WLAN CTDHCP #— %4 ——F 4 K925 &, DHCP YV — 1 "\NEER[GETH D Z & Z ik
TAHATHIT, FHBEL 705 CiscoIOS HEXITHOMLENRH Y £,
* DHCP WLAN #A—/3—5 1 R|Z DHCP #— & & 23controller F CHZ 2B ITEMEL £
Er
WDIHET, DHCP —E R ZH/ETE F T,
° controller © DHCP 7 — /L& E L £,

°SVITDHCPV L —x=—Y = FERELFET, 1E: SVID VLAN % DHCP O F—/X—
SA4 RRJEINTE WLANIZw v B ZTA30ERH D F3,

EErEYD

WLAN H® DHCP #%7E (CLD , (59 *—)

EE 72 WLAN 7187 ¢ O% & (GUD) , (43 _—)
Dynamic Host Configuration Protocol {22\ C, (55 ~—)
NEE DHCP $-—/%, (55 ~<—2))

S4E8 DHCP H—23, (56 =X—Y)

DHCP #E 0 4 T, (56 2—)

0L-32351-01-J |



|  DHCP for WLANs D385

Dynamic Host Configuration Protocol [Z DT .

DHCP A7+ g > 81225\ T, (57 =)
DHCP A 22— 7 D% jE, (58 ~—)
DHCP Z 22— 722\ T, (59 =—3)

Dynamic Host Configuration Protocol [ DLV T

WLAN T/, [A] U Dynamic Host Configuration Protocol (DHCP) #—/N& 72 (3% 72 % DHCP H—
AT D0 F7IEDHCP —N"EHEH LRV K S ICHRETE £9, DHCP ¥— N2iE, Wi
DHCP #— LS DHCP — "D 2 2D X A T30 £7,
EENEYD

WLAN H® DHCP #&%7E (CLI) , (59 ~—7)

EE 7 WLAN 787 ¢ O E (GUD , (43 _—)

DHCP for WLANs % 5% E 7 5 72O Oitesff, (53 <—)

DHCP for WLANs D% EIZR T D HIFIFIHE, (54 _X—)

RER DHCP H-—/\

controllersif, W#SDHCP ¥V— %2 Ff->TWET, Z OV — L, —f&xANZ, DHCP V— % Ff7i=-
NI T UF AT 4 ATHEHSNET, Ry NU—2120X, @E ., controller & [F U IP 7
Iy FEZHDIERI0BGDOT 78R FRA Y IPREENET, W —NEX, VA4 Y VLR I TA4
TV, AV FaRxI b TI7EBARLA b, BIORT 7R RS b L—&NT2
DHCP ZR{Z%} LT DHCP 7 F L A &8l L ¥ 9, Lightweight 77 A KA > b DIV KR — K
SNTWET, WEHDHCP H— "ZEHT 554 1%, controllerDEHLA % —7 =4 ADIPT K
L A% DHCP — "D IP T KL AL LTCHRETIHIHLENRH Y £3,

WY —/3TlL, DHCP A7 > a v 3 i3 AR —hFENTWEHA, LEBR-T, T7ERA KRS
YRMEI. r— ATy TR —FRX¥ A, RASL L RX—A AT A (DNS) | 70137
TA I TR EDRD I EEMFH L Ceontroller DEFA X —T = A ADIP T KL AZ RO 5
VERH Y FT,

WES DHCP Y—/% 7" —LiZ, # Dcontroller DR 7 F A 7 W21 27— b L. ffildDcontrollers
DI TAT v MIPAR—FLERA, F7o. NESDHCP Y — N%, B 747 > 2T &2
He kL, 2 TAT Y M E— | LEEA,

77 A 7 > kHcontroller® i DHCP H— 2 AT 284, 1P 7 L AL, HEEMER ICITREE
SNFETA, TORR, EEROIVFAT U MIFEUTIPT RLARFID LB TONDLZ LRHY E
To IP7 RLRADFEEMRTDHITIE, 7747 MIBFOIP 7 RLRAZMHBE L, HLnT
RLUAZBERTIMLENHY T, AT AN 7 T4 7 2 MEFEIZ, v—h/VF 72135 controller
Wt SN LAY 2y RU—2ZIZH 0 £,

| 0L-32351-01-J

GE)

DHCPv6 [ZNES DHCP 3 — A TlE AR — F S EH A,

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B



DHCP for WLANs D5 |
B sEDHCP — A3

BENE YD
WLAN H]® DHCP &% (CLI) , (59 ~=—%)
B 72 WLAN 7' m /87 ¢ OFRE (GUD , (43 ~X—2)
DHCP for WLANs % 5% &3 % 7= ORifESsM, (53 2—)
DHCP for WLANs D% EICBIT D HilF0HHE, (54 ~—)

5} &8 DHCP H-—/\

ARV —F 4 7 AT AKX, DHCP U L—% B R — h 3 2% EFEHED S DHCP Y — 3% fif ]
TAHZEICEY, 2y hU—2I1C L TCIEDHCP V L—& LTHEREL . 7 94 7 > Mk L TlE
DHCP #— "Lt L THRET D L 9 ITRFF SN CWE T, Zid, “controllerid, DHCP H—Z
K UTIEDHCP VL — =—Yx FELTHREL., MR 7407 MR L TUHMRE TP 7 N1
ATODHCP — bt LTHERET A Z L 2B L ET,

controlleriZ DHCP Y — IO HGE L7 FA T FIPT RLRAE Sy 7S ¥ 95728, controller
. controllerfll. BL OV 7 xRy NETDIZ IA T b u—I W, K7 7472 MIkL
TRIUIP 7 RLADBMER SN ET,

GE) 41E3 DHCP ¥ — /N DHCPv6 ZHAR— K LE,

MENE YD
WLAN J§® DHCP & & (CLD , (59 ~=—)
B 72 WLAN 7' 187 ¢ OFE (GUD , (43 ~<X—2)
DHCP for WLANs % i%ET 5 72O OFiHe st (53 <X—)
DHCP for WLANs D% E BT 2 HIFIFH, (54 ~—)

DHCP &Y 5T

DHCPIZA v Z—T =2 A AZ L2, FT7IIWLAN Z L ICHRETEET, BEDA v X —T = A A
IZEY B THNTETTA~Y DHCP 4 —_OF7 RUAZHEHTAZ L2 BED LET,

fHx DA 2 —T 2 A AZDHCPH—RZEN Y THI ENTEET, 774~ VBINED
Z Y DHCP Y —"OEA L H—T 2 A, APF—V v A LV HA—T 2 A, BIA X —T =
A ADFHE, DHCP Y — "2 A X—TNVELIZXT 4 B—TNTHEODOY—ERAR—F A ¥ —
T2 ADFBREEITHI ZENTEET, WLAN CTDHCP — "2 E#EITHZ b TEET, Z
DA, —NF, WLANIZEI D Y CTohnizAf v F—T = A ADDHCP Y — 7T RL 2% LEX
LT,

WLANa > T4 ¥aL—>3> 4 K. CiscolOSXE ') 1) —Z 3SE (Cisco WLC 5700 > 1) —X)
0L-32351-01-J |



DHCP for WLANs D% €

A

pHep+ 7o avizont I}

X2 )T/ HEEFE

EEREX 2 VT 0 BRERLGAIL, TXTCD7 747 ADHCP Y — 3025 1P 7 KL A&
BTHECHREL TS, ZOEHFEEHAT H7-HIZ, DHCP 7 KL A THXTD WLAN
R ECTEET, AssignmentRequired X ETHKEL T, 7 747 hDREEIPT FLAREEIE S
N5 X5 L %9, DHCP Addr. Assignment Required 23EEIR STV DIGA, 774 7 v Mk
DHCP #ff>TIP 7 RLAZEGTHILERHY £T, BEIPT RLAZRS7 747 ME
TRC, Xy NT—7 ETHASNRL eV ET, 7747 FODHCP 7r ¥ & LTEIES
beontroller’, DHCP T 7 4 v 7 ZRHEMR L E7,

GE)

MR X DEHE AR — 8925 WLAN Tk, B8 (T A A=) 773472 bR
DHCP =26 1P 7 RLAZRGTE D KO TLOMERDH Y 7,

X2 T 4 NEDE->THENEDRWGAIL, DHCP Addr. Assignment Required % fEZNIZEXE L
T WLAN Z{EpkC& £4, ZD®%IIA T MI, BEEIP T FLAZEHAT L), FEESNT-
DHCP #— "D P 7 FLAZIGT 0 ERINTE E T,

G¥)

DHCP 7 R L R H#7 A h LAN IZx9 % Assignment Required X, H7A— F I TV EHA,

fE#lB> WLAN 1%, [DHCP 7 KL ZAH| 0 Y4 T4 (DHCP Address Assignment Required) ] % #%)
WL TCERRTE £9°, ZiE, controller® DHCP 7' &t % L3 A 32— T VDA77 CT9, DHCP
TaXTET 4T NCTAVERHL S TA~V /e h oA a7 F 21— 3 ODHCP
P—NREEZELRNWTLEE Y, ZD X957 WLAN TiE., T_XT® DHCP E:R)\ Fu v 745
72, 7IAT Y MIEEIP 7 FLAZMEHA LR TERY $8A, 26O WLAN (%, #ER
BEmIC L AEHE Y R— ML TWERTA,
EENEYD

WLAN H® DHCP &7 (CLI) , (59 ~<—)

EE WLAN 7 a87 ¢ O E (GUD , (43 _—)

DHCP for WLANs % %7 5 72O Oitesff, (53 <—)

DHCP for WLANs O EIZBET D HIFHFH, (54 X—)

DHCP A7 3> 82(ZDL\T

| 0L-32351-01-J

DHCP 47> a2 82 Tld, DHCPE#FEH L THxy hU—2 7T RLAZE Y B THIGEDEX 2
F 4 NIEENFET, controller’ P DHCP Y L—=—V = P E LTEMEL T, EEETE VY —

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B



DHCP for WLANs D5 |
B oHePro—TowmE

AMBDODHCP 7 74 7 > FERAZHIE TS5 X951 LEd, DHCP I — NIZHzkd+ 5 L5107
FAT Y M HO DHCP ERIZA T T a v 2 TEHRAZ BT 5 L 9 iZcontroller 5% E CTX £,

®1: DHCPA T 3> 82

PC or PDA with 802.11 RARRIL St Tilar AF
Client and IP Soft-P hone payload to the reques
and forwards it to DHCP Server

! - e —— AR,
X005 - wi
g == - < r —=
Access | DHCP T W DHCP
Paint : Relay Agent Server
802.11 WLAN : (Controller) 8
IP Phone B

o R o i o g e s i e e e e e i el

TIRARL Y NI, 7274 T2 bxHOT T O DHCP %k % controlleric iz L £, controller
IZ. DHCP A7 2 82 XA B— RZBML T bERE DHCP h—N[ZHE LET, 204
T a v OREFEICLE ST, M2 —RIZIEMACT FL A, £IEIMACT LR ET 7 A
KA hD SSID REFENFET,

GE) FTTII ==V b 7 g UBNEENTWVWD DHCP /37 » M, controller © N1z v
TENET,

DHCP 47> 3 v 82 WIE L EET 5121E, DHCP 7' m X 3G CRrIFuE7e v £H8 A,
BENEY Y

WLAN H]® DHCP &% 7E (CLI) , (59 ~=—%)

B WLAN 7' a 87 ¢ OF%E (GUI) , (43 ~2—Y)

DHCP for WLANs % #% & 5 72 ORHESM:, (53 2—)

DHCP for WLANs O EZBT D il FH, (54 ~X—2)

DHCP X O— T DX TE

EErEY Y
WLAN H]® DHCP &% E (CLD) , (59 =—%)
B 72 WLAN 7' 37 ¢ OF%E (GUD , (43 ~X—)
DHCP for WLANs % g% &3 % 7= ORifESM, (53 2—)
DHCP for WLANs Oa%EZB3 D HilfIHH, (54 ~—)

WIANa >4 XalL—> 3> HA4 K, CiscolOSXE ') ') — X 3SE (Cisco WLC 5700 < ') —X)
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DHCP for WLANs D% I

DHCP X a—F[ZDL\T

ControllersiZIFHLAIAHZ D DHCP J L — =—2 = b3 H Y £9°, 72720, B{E® DHCP ¥-—/3
BN R Y T =7 BT A NBRMEREE . controllersiZ IP 7 KL ALH TRy b w7
AR T AT MICEID BT HMRIALD DHCP A a—F 2R ETE 9, —i&iz, 15D
controlleriZi%, FTNENHHHMADIP T LU AZIRET S 1 DLLEO DHCP A a— 7 %% E T
3

DHCP A 21— 7' |3 DHCP AHERET B 7= I MEE L 72 W £9°,  controller © DHCP N EFHINLD
L EHA LA =T 2 A A, APYE =V S H—T 2 A, B LV H—T =2 ZADT T A
< U DHCP % — "D IP 7 KL R ZcontrollerOEHA L X —T = A AZHRA L bTDHZEMTEE
7,
EErEYY

WLAN H® DHCP #& & (CLI) , (59 ~<—)

FE72 WLAN 7' a 37 ¢ O%E (GUID , (43 ~2—Y)

DHCP for WLANs # % ET 5 7= O ORiHESLE, (53 =—3)

DHCP for WLANs D% EIZBHT HHIHIHIE, (54 X—)

DHCP A =2 —7'®OE (CLD) , (62—)

DHCP for WLANs D& E 5 &

WLAN FH® DHCP &5%F (CLI)

| 0L-32351-01-J

WLAN TR D DHCP /3T A —Z @ ET DX, RO FIAITHENE T,
*DHCP A7 a8 ~fu—F
* DHCP (#%H)
*DHCP A—/—F A R

[T L& BHIIC
* WLAN Z & ET 51213 admin HEER 2T HIT R0 £ A
*DHCP DA —/3—F A RERET HIZIE. DHCP H— "D IP 7 F L AR NLE T,

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B



B WLAN Ao DHCP B (CLD)

FIEDHEE

FIED

configure terminal
shutdown

wlan profile-name

ip dhep required
ip dhep server ip-address
no shutdown

end

© e NS REwWDN =

show wlan wlan-name

DHCP for WLANs DE |

ip dhep opt82 {ascii | format {add-ssid | ap-ethmac} | rid}

AV RFEEETIVa Y

S]]

ATy T

configure terminal

11 -

Controller# configure terminal

Ja—\)ary7 4 FXFal—aryE— REPBBLET,

ATvT2

shutdown

{1 -

Controller (config)# shutdown

WLAN v v > hE DU LET,

ATvT3

wlan profile-name

1 -

Controller# wlan test4

WLAN =t 7 a2 lb— gy 37— REHBLET,

profile-name 33X E SN TWD WLAN D7 B 7 7 A V4 TT,

ATv74

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)

ip dhcp opt82 {ascii | format {add-ssid
| ap-ethmac} | rid}

i -
Controller (config)# ip dhcp opt82
format add-ssid

WLAN TDHCP82 XA n— R&EHEELET, F—U—FBX
VB1EIZ, ko EBY TT,
*ascii : DHCP A7 a 82 DASCHUAZHELET, i

MEESNTWRWES, 7Y 3 v 82 OIE=UZ ASCII
BRI ESNET,

*format : DHCP A7 a > 2 DA EHEELET,
FTarvEFEHATEET,

* add-ssid : AP fERR D MAC 7 R L 28 L ISSID Th
% RemotelD B2k E L £7,

* ap-ethmac : AP Ethernet MAC 7 RL A TH 5
RemotelD AR E L 4,

RD

0L-32351-01-J |



|  DHCP for WLANs

BRAE

WLAN 0 DHCP 3% (CLI) B

aAvY RFERIEFT7ZIII Y BH#

GE)

TH—<wv NI a U NBESI TN
A, APERBROMACT FL AT MERA SN E
kR

*rid : DHCP 473 3 > 8212 Cisco2 /XA F RID ZE/L

£75
ATvT5 ip dhcp required DHCP h—"InB P T RV AEI T4 T2 BB THZ &
EWBILLET, RAET A7 V747 MIFFASER
11 - g
Controller (config-wlan)# ip dhcp
required
ATvT6 ip dhep server ip-address WLAN (ZE Y 4 CTHNFoA ¥ —T7 = A AD DHCP H—/3 7
R A% E#EXF 2% WLAN £ DHCP — % ER L E7,
i
Controller (config-wlan)# ip dhcp
server 200.1.1.2
ATy I1 no shutdown WLAN % Hits) L £,
{51
Controller (config-wlan) # no
shutdown
ATvT8 end FHEEXECE— FIZRD £, F/o, CaHZF—Z# L Th,
Ja—\)aryZ7 4 Fal—yaryET—RKEeaKTTEET,
fAi)
Controller (config)# end
ATvT9 show wlan wlan-name DHCP O E AR L E7,

1 -

Controller (config-wlan)# show wlan
test-wlan

| 0L-32351-01-J

EENEY D

Dynamic Host Configuration Protocol (Z-2V T,

W8 DHCP H— /X,
A8 DHCP H—28, (56 ~X—2)
DHCP 0 24T, (56 <—)
DHCP 47 3 82125\,
DHCP A 2 — 7 DOFE, (58 X—)
DHCP Z =2 — 722\ T, (59 =—3)

(55 =—2)

DHCP for WLANs % % &3 % 72 6 D RHE A,

(57 _—3)

(55 =—2)

(53 =*—2)

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B



B oHeP xo—To@®E (o)

DHCP for WLANs DE |

DHCP for WLANs D% EICEE T 2 HilKIFH, (54 ~—)
Y (T S ==
DHCP X a—JMi%*E (CLI)
FlIEDHE
1. configure terminal
2. ip dhep pool pool-name
3. network network-name mask-address
4. dns-server hostname
5. end
FlED M
aAv U RFERETIVaY B
ATFvT1 configure terminal Ja—N)L a7 4 X2l — gy F— REHG
Li‘g—o
{1
Controller# configure terminal
ATvT2 ip dhep pool pool-name DHCP 7—/V 7 FL A& ELET,
1 :
Controller (config) #ip dhcp pool test-pool
ATFvT3 network network-name mask-address Ky MiE10H#EERFTE~AI T RUATERy hT—
T SERELET,
{1
Controller (dhcp-config) #network
209.165.200.224 255.255.255.0
ATvT4 dns-server hostname DNS Rr—Ah —NZiEELEY, IPT FLAEE
IIARA M ERRETEET,
{1
Controller (dhcp-config) #dns-server
example.com
ATv 75 end FFHEEXECE— NIZEYV £7, £/, Cul+ZF¥F—%
LThH, Fre—Lary7 4 F¥al—g L E—
{51 RERTTEET,

Controller (config)# end

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)

EENEYD

DHCP 2 a2 —FIZ2\WT, (59 _—3)
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Z Dt DREEE R

| 0L-32351-01-J

zomwomEEas [

EpER=
BEEIE B TZaTFILEA L
VAT LEH VAT LEHRaL T X2 —T a3y HAR

(Cisco WLC 5700 >V —X)

IS5—Ave—UFa—4

BLL]

)y

DOV —=ADYAT A TT— Ayb—Tk
TE LIRS D720, =257 — Avb—UF
a—F Y=L EHHLET,

https://www.cisco.com/cgi-bin/Support/Errordecoder/
index.cgi

MB®D' >y

AKY Y —2ATHR— M54 TH MIB

BIRL7=7T >y h 74—, CiscolOS U U —
A, BIOTZ74—F ¥ &y MIET 25 MIB %
WL TH U rr— RFT 212, RO URL IZH
% Cisco MIB Locator Z{#H L £,

http://cisco.com/go/mibs

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B
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DHCP for WLANs DHEETETR

TIOZhILYR—F

DHCP for WLANs D5 |

Bl

)

VAaDYR— bk Web A FTIE, vAaD
AT 7 /) nY—IClT 2 R T T a—
T A TITEBRNL TR TA L9, vw==
TNARY —=NVEILD LT LEERA T A
VY —=2%&#MEL TWET,
BHENORGOYEF 2 U7 ¢ fHFERCEIN G R A
AFT5H7=0IZ, CiscoNotification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOKFE—ERITMATE ET,

VAaADYR— bk Web YA FDOY—)UZT s
T 294 BEL. Cisco.com D—H ID B LU/
A ]7"— ]‘\‘7‘1)‘)‘%‘%‘?#0

http://www.cisco.com/support

DHCP for WLANs O #£8ETE R

HEEES )1)—2 BEREIE IR
WLAN @ DHCP #5E Cisco I0S XE 3.28E ZOMRENEASNE LT,

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)
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%5%

WLAN &2 1) 71 DERTE

* HERETE RO, 65 NX—v

LAY 28X YT 1 ORHRSEME, 65 N—Y

* AAA Override IZDW\W T, 66 ~<—3

* WLAN &%= U7 ¢ OREFIE, 67 *X—v

* TOMOBEEEL, 76 N—

* WLAN LA Y2 &%=V T (BT HHRENEH, 77 ~—

HEEIFIR D MR

CHEHOY 7 R 2T UY—ATIE, ZOFEY 22— L THBENETRTOMENYR— FEh
TS EIRY EHA, BHTOBERREFEEFEIIOVWUL, ZHHAOT Ty v 7 —5E Y
TZbhoz7 VI —RZHHELTZV V=R ) — b EZRLTLLEI, ZOFY2—/VIZFEEHE
NTWDHHEREDFEZRR L, SHESTR—F SR Tnb YV —20 1 A N &#HET D581E
ZOY=a2 T VOREZIZH HEREIEROREZZHL T,

Ty N7 —ADOY R I BIORAY T b =2T A A—VOYR— MIET DR E MR
9 %I1Z1%. Cisco Feature Navigator i L %9, Cisco Feature Navigator {Z(3, http://www.cisco.com/
go/ch PBT7 7 A LET, Ciscocom DT AT MIMLEHY EFHA,

LAV2tEF1)T 1 DuleEY

| 0L-32351-01-J

[ U SSID ##Hi> WLAN %, E—aVh& L X u—TIRETT RRZ A ZENHHERIZHESNT
I T MINWLAN ZBIRCEDH L9112, —BOLA ¥ 28X T 4 RV —%FEHLT
WARERHY ET, FHAERLAY2EX20 T 0 RU—IE, ROLBY TT,

2L (F—7» WLAN)
* Static WEP F 7213 802.1X

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B
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WLAN %217 ¢ ORE |
B ArAOvenide =DW\T

A

G¥) Static WEP & 802.1X [EifiF & b, B —a &L e —7IRE TR E v k
IZESTT RRNFZARXEINDHDT, 7747 MIZNGEZXATE EHA,
L7=28> T, [RU SSID ##>#%» WLAN TlZ, Static WEP & 802.1X D[
FEMEHTEEEA,

* WPA/WPA2

N

GE) [A U SSID %5 ># %D WLAN T WPA & WPA2 245 - Lixcafd
A3, AT SSID 255220 WLAN IX, PSK Z {45 WPA/TKIP & 802.1X
ZfE 3% Wi-Fi Protected Access (WPA) /Temporal Key Integrity Protocol
(WPA) TE&ET 570>, 802.1X A3 2% WPA/TKIP %7213 802.1X & H
9% WPA/AES TRRET L Z LN TE T,

EErEYY
FH WEP & 802.1X LA ¥ 2&X =2 U T 4 RT7A—=XDOE (CLD , (673—)
LAY 21T A—=20OFE (GUD) , (72°—)
I WEP LAY 28X a2 V7 0 NI A—2Og%E (CLD , (68 <—)
LAY 2T A=20®E (GUD) , (712 3—)
WPA+WPA2 LA ¥ 2kF=2UT 4 NI A=FORE (CLD , (69 ~—)
LAY 21T A—=20OFE (GUD) , (72°—)
021X LA ¥ 2EXx=aUT 4 RTA—XDOFHE (CLD , (71 —2)
LAY 2T A=20®E (GUD) , (723—)
EE 72 WLAN 7' u 37 ¢ Of%E (CLI , (40 ~—2)
AAA Override |22\ T, (66 ~<—3)

AAA Override [ZTDUNT

WLAN 0 AAA Override 47+ = > % /13 % & . WLAN Tldentity X v b 7 —% > /4B ETX
T, SHICED. AAA Y BIEE NS RADIUS BHEICIE ST, x 02 47 > b
VLAN # %> 7' Quality Of Service (QoS), 3L U727 & A =2 hm—/L U Ak (ACL) %7
HTZEMTEET,
BMELEYY

EHE WLAN 70 85 ¢ OE (CLD , (40 ~=—2)

LAY 2Exa )T 4 ORREME, (65 2—)

WLANa > T4 ¥aL—>3> 4 K. CiscolOSXE ') 1) —Z 3SE (Cisco WLC 5700 > 1) —X)
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| WANtxayFs0EE
WAN 252y FroBEsRE I}

WLAN €F 21 71 DEREAIE

FRHIWEP & 802AX LA V22X l) T4 /INSA—FDERE (CL)

[T L& BHIIC
B EREN VI TT,

FIEDOHME
1. configure terminal
2. wlan profile-name
3. security static-wep-key {authentication {open | sharedkey} | encryption {104 |40} [ascii| hex] {08} }
wep-key wep-key-index1-4
4. end
FIE D8
AU RFEREEFT7TIVa Y EL:y)
ATFvI1 configure terminal Ja—) a4 Fal—varET—RefEBLET,
i -
Controller# configure terminal
ATvT2 wlan profile-name WLAN 207 4 Fal—var 72— RE2MBLET,
profile-name 33X E S TWD WLAN O 7" 7 7 A L4 T,
i -

Controller# wlan test4

ATFw T3 security static-wep-key {authentication WLAN O WEP tX 2V T 4 #BELFET, KROF—T—

{open | sharedkey} | encryption {104 | | 1 L 8|34 0 £,
40} [ascii | hex] {08} } wep-key

wep-key-index1-4 * authentication : 802.11 FBFEZ 7 E L £7°,
- * encryption : ) WEP X — & A > 7 v 7 AEFHELET,
Con-troller (config-wlan) # security . open : 2]—%7"\/ AT _Amh pEé‘) ﬁ Li—g—
static-wep-key encryption 40 hex 0

test 2 * sharedkey : A ¥ —FHFEZ R E L E T,

* 104,40 : WEP ¥ —0DOH A X&I5E L ET,
* hex, ascii : F—D AN EEELET,

* wep-key-index, wep-key-indexl-4 ¥ 8T H/NAT— KD K A
FTF. S 0 ThBHAIL, BHFLSARL AR T —
ERETHILEZRLET, H8 THLLAIL, AES Y
FlbEfRETHZ LEARLET,

WIAN I > 7 4 ¥aL—3 3> HA K, CiscolOSXE 1) 1) —X 3SE (Cisco WLC 5700 3 1) —X)
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B O SWEP LA Y2t KSA—2DRE (CL)

WLAN %205 s DBE |

AT REREETIVa Y

Br

ATvT4

end

51 -

Controller (config)# end

¥iME EXEC E— RIZREV £9, F/, Ctl+Zz F—%Z2fLThH,
Ja—\ ) ar7 4 FXal—ary ET— ReKTTEXET,

FRRIWEP LA V22X ) T4 NS A—FD;

EENEYD

LAY 28X T 1 OIS,

(65 ~~—72)

%% (CLI)

[FC&H BRI
BB RAEP LI T,
FIEDHE
1. configure terminal
2. wlan profile-name
3. security static-wep-key [authentication {open |shared} | encryption {104 | 40} {ascii | hex} [0 | 8]]
4. end
FIED
ARV EEERTIVa Y EL:Y
2Tv 1 configure terminal rsa—\) ary7 4 Xal—arye— NE#EELEST,
A
Controller# configure terminal
ATvT2 wlan profile-name WLAN 227 4 Fal—va vy 75— REMBLET,
profile-name | 35X & XL TWAH WLAN D71 7 7 A L4 TY,
i -
Controller# wlan test4
ATFv T3 security static-wep-key [authentication | 5r— 7 — N3k D L B0 TF,

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)

{open |shared} | encryption {104 |40}
{ascii | hex} [0 | 8]]

i -

Controller (config-wlan)# security
static-wep-key authentication

open

B%‘E/j WEP ﬂf- @nm uE%E&E Liﬁ—o

RECTX ALY A THBELE
. open ¥ X O shared T,

* static-wep-key :

* authentication : == —V 737

B XE

0L-32351-01-J |



| WANtxayFs0EE
WPA+WPA2 L ¥ 2% 2 1) T 1 /X5 A — S DBE (CL) [ |

aAvY RFERET7II Y BH#

* encryption : T — R ETX O SLX A T EfEELE
T, ARh7fEIZ 104 & 40 TF, 40 By bF—I2i, ASCI
T XA MIFEN S FE 16 EHCUFEN 10 LFEHLETT,
104 By FF—IT1%, ASCIL T F A N 13 305 L 16 &
BTN 26 LFEMLETT,

*ascii : ASCII & L CTHF—BRXEEELET,

*hex : HEX & L Cx— & ELET,

ATv T4 end FiME EXEC E— RIZEYV £9, F7/2, Cul+Z F—%H L TH,
rJa—)L a7 4 FXal—ag s T—REKRTTEET,
1 :

Controller (config) # end

EELEY D
LAY 2EXx=UT ¢ ORHESRME, (65 2—)

WPA+WPA2 LA N 2tEFXxal) T4 INTA—=2D&KE (CL)
A

GE) T4V N X2 VT 4 RY—iL, WPA2 TT,

F L& BRI
EEHRRHEDSLETT,

FIRDHE

configure terminal

wlan profile-name

security wpa

security wpa wpal

security wpa wpal ciphers [aes | tkip]
security wpa wpa2

security wpa wpa2 ciphers [aes | tkip]

® NSO R D=

end

WIAN I > 7 4 ¥aL—3 3> HA K, CiscolOSXE 1) 1) —X 3SE (Cisco WLC 5700 3 1) —X)
| 0L-32351-01-J



B wWPA:WPR2L A Y 2EF2U T KT A—RDBEE (CL)

WLAN %205 s DBE |

FEDEFHA
ARV REEEFET7Ya Y B#
2Ty T1 configure terminal sua—ar7 4 FXal—varE— KB LE
‘g—o
1 -
Controller# configure terminal
ATw T2 wlan profile-name WLAN V7 4 X2l —Y a7 E— K2k LE
9, profile-name 135X E I L TWD WLAN O 7' 1 7 7
1 A IV TY,
Controller# wlan test4
ATv73 security wpa WPA %A % —7 M LET,
151
Controller (config-wlan)# security wpa
ATvT4 security wpa wpal WPAL %A F—7/WMZLET,
1 -
Controller (config-wlan)# security wpa
wpal
ATFvTH security wpa wpal ciphers [aes | tkip] WPAL F A EELET, ROWTNOLOREEALX A
TERERNLUET,
{1 - . _
Controller (config-wlan) # security wpa * aes : WPA/AES DY R — [ iri’:IJ:Evj< LETO
wpal ciphers aes . B
* tkip : WPA/TKIP D% R — F &R L ET,
ATvT6 security wpa wpa2 WPA2 A X —T MIZLET,
1 :
Controller (config-wlan)# security wpa
ATFvT1T security wpa wpa2 ciphers [aes | tkip] WPA2 E AL AR ELE T, IROWVWTNIOREEALAZ
A TEBRINLET,
1 - . _
Controller (config-wlan)# security wpa * aes : WPA/AES O R— K & fiR Lij«o
wpa2 ciphers tkip 3 B
* tkip : WPA/TKIP OH% R — hZ45R L ET,
ATvT8 end Kb EXEC E— RIZED £7, £/, CultZ ¥—% 4
LT, Ze—_Lary7 4¥al— g E— K%
E KT TXET,

Controller (config)# end

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)
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| WANtxayFs0EE

EENEY D

LAY 2®Xx=a T 4 ORHRSME,

B02IX LA ¥ 2+tFal T /85 A—2DBE (CL) [ |

(65 =—7)

821X LA V22X T4 /INTA—=3FDEKTE (CLI)

[F L& BHIZ
EHE RPN LETT,
FIRDOHME
1. configure terminal
2. wlan profile-name
3. security dotlx
4. security [authentication-list auth-list-name | encryption {0 | 104 | 40}
5. end
FIED
ARV RFERIETI3 Y B8
25y T configure terminal Fa—r a7 4 ¥ a b— gy e KRB LET,
il -
Controller# configure terminal
ATvT2 wlan profile-name WLAN 2> 7 4 ¥ alb—var $7E— REfELET,
profile-name 1IFXE S AL TUWD WLAN O/ 7 7 A )L T
Bl 4,
Controller# wlan test4
ATv73 security dotlx 8021X ¥ 2V T 4 ZIEEL LT,
A1) :
Controller (config-wlan)# security
dotlx
ATFvT4 security [authentication-list WOX—T—REBEBRHY F1,

| 0L-32351-01-J

auth-list-name | encryption {0 | 104 | 40}

1 -

Controller (config-wlan)# security
encryption 104

* authentication-list : IEEE 802.1X MZ8IEY 2 R A EE L
F9,

* encryption : CKIP s 5% — ORI ZMELET, A
2efEiX, 0, 40, BLON104 TT, Er (0) TIEHE
fbShE®HA, ZHET 74V ETT,

GE) WLAN NOTXRTOF—L, R UV A XTRITH
X720 £¥ A,

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B



WLAN %205 s DBE |
B Lrv2i54—508E GUD

OV RFERETIVaY By
ATvTh end FiHE EXEC E— RICRY £9, F/o, Cul+Z F—%2 ML T
b, So— L ar7 4 ¥al—ary ET— REKTTE
11 - *9,
Controller (config)# end

BMELEYY
LAY 22X =UT ¢ OFHESRME, (65 4—)

LAN2/\5A—2DEE (GUI)

£ Lo BRI
CEIETHED LI T

AT w71 [Configuration] > [WLAN] Z7 V v 7 L £,
[WLANs] X—UBFERENFET,

AT9 T2 BETHWLAN D WLAN 7’77 A V&7 U v 7 LET,
[WLANs > Edit] X—VRNERENET,

AT w73 [Security] >[Layer2] ¥ 7% 7 U v 7 LE7,
INTGA—=H FtEA
Layer2 Security BIRLZWLAND LAY 2 X2 0T ¢, fHITKDOEIBY T,

*None—No : LA ¥ 2tF=2 T I TBRINTWEE A,
* WPA+WPA?2 : Wi-Fi Protected Access,

*802.1X : WEPS8Q2.1X T —Z M5Bk DX A4 7, ZHNEHEDORTEITHOWTIL, LA
Y 2802.1X NTFA—HIZEHTH I 7 E2BRL TS ZEN,

* Static WEP : #89 WEP I 51k 3T A — &,
* Static WEP + 802.1x : #1 WEP 35 X TV 802.1X Dlj/3T A — &,

WIAN O > T7 4 ¥alL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X)
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| WANtxayFs0EE

| 0L-32351-01-J

LAY 285 A—4DFRFE (GUI) B

INDA—A

351

MAC Filtering

MAC 7 KL A 7 4 )L 4 1 > 7 [MAC Filters] > [New page] C. FEFED MAC 7 KL
AN X oTr—=ANZ I TAT o PERETEET, KK 12000 D2 —T /L Ry
ha2—YEBINTEET, 95 TRVWEEIL, RADIUS H— D27 747 b
L £,

G¥) MAC 7 ¢ /v % X, MAC Authentication By Pass (MAB) & L CHISIL TV
i‘g—o

Fast Transition

TIRARS L NEOEBEBITEA F—TNVEREEZT =TT ETF =T
Ry 7 A,

Over the DS DS AT A EOBEEBITEA F—TNERET At —TMCT D F v IRy 7
A,

Reassociation FHEBAITO™T Vv m—a VNS A LT Y MR D ETORE BHALD)

Timeout

WPA + WPA2 /X T A — X R ET HI2IE, ROFEERE IR L £3,

INTA—4 &% EA
WPA Policy WPA Policy & A Xx— 7 NVEIIZT 4 B—TNCT DT = v IRy T A,
WPA Encryption WPA2 encryption type: TKIP £7-1% AES, WPA R U o —NA R— T N7 BE 721 f
MFRETY,
WPAZ2 Policy WPA2 Policy %A X —7NVEIEIT 4 =T MIT5F = IRy 7 A,
WPAZ2 Encryption | WPA2 encryption type: TKIP % 721X AES, WPA2 "R U > —73A F—T VIR GA 720
e T,
Authentication Key | fiAEp A 1 = XL /85 A—%, fEIFRO LB Y TT,
Management
« 802.1X
« CCKM
« PSK
+ 802.1x + CCKM
PSK Format

AOREF— LD PSK E & BN 5 & A R —T /T £F, ASCHEA XL 16
RN, FAA X2 A LET

802.1x /NT A —H EFRET HITIL. ROFEMEREAD LET,

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B



B L r2.5x—50%F GU)

WLAN %205 s DBE |

INTA—4 B

802.11 Qata WEP 802.11 7 —# W55k & A 7,
encryption

Type X2 VT4 AT,

Key size *— P A X, BITROLEEBY T,

of;[/
‘40 B B
*104 vy I

H— K X—F D AP WLAN (17) 1X802.IX I E{k: L TOARETEET, K
1y SE T URTEARER 802.1X N T A —H L, ZOWLANIZIHMEHA CTE A,

#H) WEP ZH5ET 21213, IRONT A—=F EHELET,

INDA—4 SR BA
802.11 Data Fi) WEP 5 5L 2 A 7,
Encryption
Current Key BAERBRIN TV DX —0FEMaE R R LET,
Type tX2UT 4 FAT,
Key size X— P A X, fHITKRDOLEEBY T,
40wk
‘104w k
Key Index 1~4 DA T v T A,
A WLANIZ 1 DD —ERWEP ¥ — A T v/ A%AT&Ed, WEP F— A
VT w7 AF 4D LD RN R WEP LA ¥ 2 B SkIZiX 4 50 WLAN L
WETEEHA,
WEP %— A T v 7 AT 4Oz, §H WEP LA ¥ 2 K 5kiZii 4 >
D WLAN LR ETE EH A,
Encryption Key w5k % —,
Key Format ASCII F 7213 16 HEDOKE 5 — XA B L £,

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)
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| WANtxayFs0EE
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LAY 2,85 A—2DRE (GU) [ |
INDA—A i BA
Allow Shared Key HENAX—TNVERITT 4 =T NVICRETE 2RGEF—,
Authentication

M) WEP & 802.1X /8T A —H ZRIET DHIT

INTGHA—4

BLL

Static WEP Parameters

802.11 Data F#) WEP 5 54t % A 7,
Encryption
Current Key BREBRINTWDLF—0ftMEE R LET,
Type X2 VT A7,
Key size F— P A X, EITROLEEBY T,
* REXIE
40w K
104 v
Key Index I~4 DA T v A,
F¥— AT v 7 AFK WLAN T—ETT, FED WLAN T (key 1] & 1 DDH
|ETEFET, FWLANICHE KA SDOF—HTEF#RTEET, controller 1%, T
HX =BT DEOIEBDO I TAT v FER—OHIETRETEDLLIICTS
720, F—A T v 7 AEBHMLET, Zihid. WLAN Z 70 E9,
MBS U T, % WLAN 1T K 4 >OF—%2H LT, +TO WLAN (&K
512) Z WEP & L CiRETE £,
Encryption Key Bk —,
Key Format ASCH 721X 16 EDRF X — a2 TR L £ 7,
Allow Shared Key HENA F—TNERITT 4 B—T VIR E TE D585EF —,
Authentication

802.1x Parameters

802.11 Data i) WEP B 51k % A 7,
Encryption
Type X2 VT4 24T,

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X)




WLAN %205 s DBE |

B zoromEay
INT A=A &5 EA
Key size F— YA X, HITKDOEBY TT,
* RERE
40 B b
*104 £ |
ATv7T4 [Applyl 27V w7 LET,

EENEYD

LAY 28X YT 0 ORHESME, (65 3%—)
LAY 28X YT 0 OFHESME, (65 3—)
LAY 28Xl T 0 OFHESME, (65 2—)
LAY 28Xl T o OFHESME, (65 2—)

Z Dt DEESE

ESPEBE=]

X=—aT7ILBZA L

WLAN 2w R U7 7L R

WLAN 2= > K U757 L > A, CiscolOSXE Y
U — 2 3SE (Cisco WLC 5700 > ) — X)

X227 a7 Fal—ar HAR

X227y a7 Fal—ar HAR
(Cisco WLC 5700 > U —X)

I5—Aye—UFa—4

BLl

)y

DOV —=ADYAT A TT— Ayb—Tk
A LSRR ADIZ, =257 — Avke—F
A=Y= LET,

https://www.cisco.com/cgi-bin/Support/Errordecoder/
index.cgi

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)
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| WANtxayFs0EE

WIAN LA ¥2+%2 )T cB85 28aeiEn |

MB®D' >y

KV Y —2ATHR— T 5T TO MIB

BIRL7T Y b7 4+—24, CiscolOS V Y —
A, BLOT7 4 —Fx v MCBET S MIB &
L TH U rr— RT3 512, RO URL IZH
% Cisco MIB Locator Z{#fH L =9,

http://www.cisco.com/go/mibs

FHOZAIL YR—F

BLL]

o

VAIADYR— K Web VA T, AID
LT 7 /) ao—ICBTH T Ty a—
T A TICBRLTCWERETS5 L9012, v==
TARY—NEIZ LD ETIEERA L TA
VY —2%RME L TWET,

BEWNOWBOEX 2 U7 4 HFROHEINE R A
AFT 572912, Cisco Notification Service (Field
Notice 75 7 27 & &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOFMEY —ERITIMATEET,
TAADYR— K Web A hDY— T I
t 24 BB, Cisco.com D —H D 3 LU
AT — RINLETT,

http://www.cisco.com/support

WLAN LA/ ¥ 2tXa) T4 I3 HH#EREIBHR

| 0L-32351-01-J

WOFIZ, ZOEY 22—/ Tl L7-HsE

UARL, BEOREFR~NDY V7 2RmLET,

Hee4 1)) —x

HAEEHR

WLAN Ot ¥ = U 7 ¢ #fe

Cisco IOS XE 3.2SE

ZOERENEASINE LT,

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B
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WLAN %205 s DBEE |
B WAN LAY 2452y F (2T BHEEER
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%6%

WIANC DY SA T Do FOETE

* BEHETTHROMERR, 79 N—v
* WLAN 2 - D7 IA4T7 v s Ay FOREICHTHHIEE, 79 X—2

IZOWNT, 80 ~—

mr A

* WLAN 2L D27 IA4 7 b 1w hORR
* WLAN 2L DI IA T b AV MaRET D71k, 81 ~—V
* 7 TAT v NOBROER (CLD , 83 ~X—¥

* I IAT v MERICET DIBNER, 84 N—

* WLAN 2L D7 47 > MEGICET DB H, 85 ~—

ﬁ‘l"b,‘i =7

*g?. AE |ﬁ *&O)EE At
THEAOY T R =T VU —ATHE, ZOEVa— ATl SN TRCOBER AR — S
TWD EIIRY £HA, EHOBEEREEEFHIIOWTL, ZHEHOT Iy hT7r—2nt Y
ThoxT7 VU =RHE LY =R = FEZRLTCESY, ZO0FY2—/Mifiis
TV LOEREDFEIA IR L, SRS A — RSN TWD U Y —2D Y R N iERT 25813,
ZOv=a T VOREIZH DEERBOREZR LTI LS,
Ty N7 —ADOY R I BIORAY T b =2T A A—VOYR— MIET DR E MR
9 %1Z1%. Cisco Feature Navigator i L %9, Cisco Feature Navigator {Z(Z, http://www.cisco.com/
go/ch PBT7 7 AL ET, Ciscocom DT AT MILEHY EFHA,

WLAN CEDISA 72 b hor FOREICET SHIH
E B

* WLAN 235t 7 7 A 7 > b OBRKREOHIRICEL TWEHh, APERBIUH LW 94T
VI WLANIZBIML LS ELTWBEE, 72947 MIBEFO I Z4 7 MG &
N5H5ETWLAN I T £ A,

WIAN I > 7 4 ¥aL—3 3> HA K, CiscolOSXE 1) 1) —X 3SE (Cisco WLC 5700 3 1) —X)
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WIAN CEDo 547V h hoy boEE |
B WANCEDI5172FH90 FOBEIZONT

a—3IV T IIAT U MIFLWT IAT U NERRENE T, T4 T NOERED
BRBIRBICEIE L TWD WLANIZS LTH LW SA4 7 > M, BEfEO 7 47 > R3]
Mran-t oA ERTEET,

A

GE) PR—FENTWNADY TA T NEROFEEAITHOWTIL, controllerH L5 — 2 > — 2R L
TLTEEN,

BMELEYY
WLAN 2t D7 547 v b hoy hOgkE (CLI) , (81 3—)
WLAN ZE D&% AP OV A4 72 MgogkE (CLD , (82 ~—)
WLAN H7-0 O AP AR T D7 T4 7 v MaogkE (CLD , (83 ~<—)
WLAN D7 A4 7> b By FOEREIZONT, (80 <—)

WLAN C&EDISAT7U M 2 FOFEEIZCDOLNT

WLAN ICHE CE D7 94 T2 FOBICHIBEZHRETEE7, _ﬂ“b . controllerlCHEr TX 5 7
FAT FOEITHIRRH B F ) A TERLEET, =& 21X, controller’? WLAN D& K 256
DT FGAT v MIHIGTE, ZNOD7 FA4 T "o —d (¥R BLOF R b 22—
P THEESINDGAICOWVWTEZET, FED WLANIZT VB RAAERRT AN 7747 b
DOHICHIRZFHETEET, WLANZ EIIEHETEL7 747 boKIE, LTS T v
N7 4 —AIC k> THRRY F4,

BEErNEYD
WLAN Z& D7 AT~ A7y hOFE (CLD , (81 ~<—)
WLAN & D% AP DY A4 7 2 MaoZE (CLID) , (82 4—)

WLAN H7-0 D AP MR T L DV T4 7 MO E (CLD , (83 <—)
WLAN Z&E D27 4T s 7y NOFTICHT HHEEEHEE, (79 2—)
T4 T v NOREGEOEAL (CLD , (83 ~<X—)

WLANa > T4 ¥aL—>3> 4 K. CiscolOSXE ') 1) —Z 3SE (Cisco WLC 5700 > 1) —X)
0L-32351-01-J |



| waNCens5170FhoY rEE

WIAN e s 547 ko reaeEsssa%: IR

WIAN CEDISATUo DOV VEHRET HAE

WLAN CEDI 54T Aoy

cDERTE (CLI)

FIEOHME
1. configure terminal
2. wlan profile-name
3. client association limit /imit
4. end
FlED
ARV RFERETOII Y B#
& A configure terminal rTa—r)ar7 4 Xal—aryET— REEELET,
11 :
Controller# configure terminal
ATvT2 wlan profile-name WLAN =7 4 ¥ 2 b—y g P 75— RafbLET,
profile-name |3 E SN TW5H WLAN D70 7 7 A L4 T
I - 1,
Controller# wlan test4
ATv73 client association limit /imit WLAN 2DV 54T N Ty —a O kEs
FeE LET, #PHIE 0~ 12000 T, T 7 4L MEIZO
i T (HIRZRL)
Controller (config-wlan)# client
association limit 2000
ATvTa end b EXEC E— FIZR D £7, F£7. CorH+Z F—% L
Th, Z/a—bar74Falb—rary T—REKT
11 : TEET,

Controller (wlan-config) # end

| 0L-32351-01-J

EELEY D

WLAN D27 AT s 72 FOFTEICHONT, (80 <—3)
WLAN Z D27 54T s 7y NOFRTICHT HHEFHEE, (79 2—2)
7747 v NOEROES (CLD , (83 X—)

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X) B




B WANCLO&RAPDISATY REOBEE (CL)

WLAN ZEDYSA 7Yk Aoy hoBE |

WLAN CEDEAP DY 547 2 FEIDEEE (CLD

FIROWME
1. configure terminal
2. wlan profile-name
3. client association limit ap ap-limit
4. end
F gD FH
ARV KRFERETI VY B#
25wy T configure terminal JTa—nR) ary7 4 FXal—ay BT— RNEBEBLE
R
1 -
Controller# configure terminal
ATvT2 wlan profile-name WLAN 2> 7 4 FXal—vary 77— FERA L%
9, profile-name ITFXE SN TWVWDH WLAN D7 7 7 A
i - AT,
Controller# wlan test4
ATvT3 client association limit ap ap-limit WLAN L D AP BTV DRI FTAT v NEEHRTEL
F7, &®HHIZ 1~ 400 T,
i
Controller (config-wlan)# client
association limit ap 250
ATy 74 end Fi#E EXEC £ — FIZRED £9, £/, Ctr+Z F— %4
LChH, Ze—r b arr7 s Fal—varyE—K%
i) T TEET,

Controller (wlan-config)# end

EErEY Y

WLAN D27 A4 T s 7y FOFRTICONT, (80 2—3)
WLAN Z& D7 FA4 T b By hOREICETLHEE, (79 <4—)

7747 v OGO (CLD |,

(83 X—2)

WIAN D> T4 F¥aL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X)
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| waNCens5170FhoY rEE
WLAN $7-Y D AP & EDY 54 7 MIDEE (CLD) [ |

WLAN =YD APEBR LDV 472 FBDEKRE (CLD

ﬂll

FIEOME
1. configure terminal
2. wlan profile-name
3. client association limit radio max-client-connections
4. end
FlED
OV RFERIETOa Y B#
2Tv 1 configure terminal Jau—N)ar7 4 FX¥al—ary ET— REHBLE
R
I -
Controller# configure terminal
ATw T2 wlan profile-name WLAN 2> 7 4 X alb—vary 77— K&k LE
9, profile-name [ I5XE I TW5H WLAN D71 7 7 A
1 : V4T,
Controller# wlan test4
ATFvT3 client association limit radio WLAN 720 D AP IR L D7 S5 A4 7 2 MNESEDRK
max-client-connections BEHRELET, a. b BION g EHRTZ OHPIL 0~
200 T,
£
Controller (config-wlan)# client
association limit radio 180
ATvT4 end FHEEXECE— FIZHD £9, F/o, CrHZF—% 4L
Th, ZJuv— a7 4Xal—valrET—REKT
i - ISSEXE
Controller (config-wlan)# end

ErEYY
WLAN D27 AT s A7y FOFRTICONT, (80 2—)
WLAN & D7 T4 T s Aoy bOFREICHET HlFEE, (79 2—)

74T v NOFEROBERL (CLD , (83 —)

95472 bOEHGOER (CLI)

RO a2 Ricontroller” 7 A 7 > MR OBEARICHEH T £,

WIAN I > 7 4 ¥aL—3 3> HA K, CiscolOSXE 1) 1) —X 3SE (Cisco WLC 5700 3 1) —X)
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WLAN ZEDYSA 7Yk Aoy hoBE |
B 517> rEgIcET 2EmER

avo kR SRER

show wlan name wlan-name WLAN a7 4 #F R LET, wICHlERLET,
Maé Aséociated Clients per WLAN :0
Max Associated Clients per AP per WLAN :0

Max Associated Clients per AP Radio per WLAN :0

show wlan id wlan-id WLAN 7 87 4 #F - LET, WwichHlznRr L E1,
Maé Aséociated Clients per WLAN :0
Max Associated Clients per AP per WLAN :0

Max Associated Clients per AP Radio per WLAN :0

BMELEYY
WLAN Z& D7 AT b A7y hoi%E (CLD , (81 ~<—)
WLAN ZE D% AP D7 A4 72 MMgoskE (CLD , (82 ~—)
WLAN &720 O AP R T L DV Z 47 v MEORRGE (CLD , (83 <—)
WLAN D7 A4 7> b By hOEREIZOWNT, (80 <—)

D247 2 FERICET 5EMEHR

BEEIER YZaT7ILEA ML
WLAN 2~ R U757 LA WLAN 2~ K U 77 LA, CiscolOSXE
U —2 3SE (Cisco WLC 5700 > ) — X)

IS5—Ayte—Y7a—4

Bdl] 9

TOVY—RADY AT A TT— X v¥—% | https//www.cisco.com/cgi-bin/Support/Errordecoder/
P LIRS BT DIC, =T — A vt— 5 | index.cgi
a—F Y —EMHEHALET,

WIAN O > T7 4 ¥alL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X)
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| wianCens517o R hYY roBE

WIAN Ct D5 547> remicET s ]

MB®D' >y

ZOYVY—ADTXTOH MIB T,

BIRL7T Y b7 4+—24, CiscolOS V Y —
A, BLOT7 4 —Fx v MCBET S MIB &
L TH U rr— RT3 512, RO URL IZH
% Cisco MIB Locator Z{#fH L =9,

http://www.cisco.com/go/mibs

FHOZAIL YR—F

BLL]

o

VAIADYR— K Web VA T, AID
LT 7 /) ao—ICBTH T Ty a—
T A TICBRLTCWERETS5 L9012, v==
TARY—NEIZ LD ETIEERA L TA
VY —2%RME L TWET,

BEWNOWBOEX 2 U7 4 HFROHEINE R A
AFT 572912, Cisco Notification Service (Field
Notice 75 7 27 & &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOFMEY —ERITIMATEET,
TAADYR— K Web A hDY— T I
t 24 BB, Cisco.com D —H D 3 LU
AT — RINLETT,

http://www.cisco.com/support

WLAN DS54 7 MEGIZEET S HEEEER

| 0L-32351-01-J

WOFIZ, ZOEY 22—/ Tl L7-HsE

UA KL, BEOREFR~DOY 7 2RmLET,

HRE

Iy

yy—2

HAETEHR

WLAN, AP, APZ#EHR =& o~ | Cisco IOS XE 3.3SE

AT v NERE

COMRENEASHE L,
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802.11w D LTFE

* HERETESROMERE, 87 ~—¥

* 802.11w DHEIHRSAME, 87 ~—v

* 802.11w DHFIFIH, 88 ~X—

* 802.11w IZBAT D15, 88 ~—

* 802.11w DFRE S L, 89 ~—

* 802.11lw ®F 4 &—7 /L (CLI) , 91 ~X—¥
* 802.11w DB (CLD) , 93 ~—¥

© 802.11w ([ZRAT 2B N1EH, 94 _—

* 802.11w DOFEREIZEI I D1, 95 ~—

AR DR

THEMOY 7 b7 V) —ATE, ZOEFVa2— L THHSND TS TORREN YA — b Sh
TS EIIRY £ A, BEHOKRERREFEEFHIZOWTUL, ZHEHOT 7y hT7r—20& Y
Zh=7 V) —=RZRIE LY V=R /= F a2 L TS, ZOFY 2 —/LICR#HS
ATV OBEREDFEIZ R L, BHEDRTAR— RS TWna YV —2D T R M &ERT H561%
ZOv=a T VOREIZH DEERBOREZR LTI LS,

7T b T A= LDOFR—=FBLIO A2V T MY 2T A A=V OHR— M DR EHRFE
9 %1Z1%. Cisco Feature Navigator i L %9, Cisco Feature Navigator {Z(Z, http://www.cisco.com/
go/ct BT 7 AL E T, Ciscocom DT AT MIMLEHY EFHA,

802.11w D EIRE 4

AT a B LOWED 802.11w HEREA R ET HIZ1E. WPA B L ONAKM 23X T DN
HYFET,

WIAN I > 7 4 ¥aL—3 3> HA K, CiscolOSXE 1) 1) —X 3SE (Cisco WLC 5700 3 1) —X)
| o0L-32351-01-J


http://www.cisco.com/go/cfn
http://www.cisco.com/go/cfn

8211w OFE |
B enwosnEE

A

GE) Robust Secure Network (RNS) IE IZ AES IE 51 k& & HioA x—T T 54
ERH Y F9,

s WZHE LT 802.11w AR ET AIT1E. WPA AKM (212 T PMF AKM A% LE1,

BENE YD
802.11w M%7 E (CLI) , (89 ~=—)
802.11w OF 4 & —7 /L (CLI) , (91 <—%)
802.11w |[ZBAT 5 1FH, (88 X—2)

802.11w D FI|HIEIE

*802.11w IXA4—7"> WLAN., WEP 55 WLAN. = 721% TKIP B5fk WLAN (23 &4 T
WEH A,

* 802.11w iR E &N 7= WLAN TiL. WPA2-PSK F721% WPA2-802.1x ¥ =V T  #iRET
HUENRH Y F9,

BMELEYY
802.11w D% E (CLI) , (89 ~=—)
802.11w D7 4 & —7/L (CLI) , (91 2—%)
802.11w (ZB3 9 51 #H, (88 X—)

802.11w B9 5 1HHR

Wi-FilX, IEBOT NA ZAEIIRERT AL ADNTNTH-TH, HHWPDHT A ATEHESE
TN AERe 7 r— R¥ vy A N AT 4 7T, iiliGEfibs, 7Y v xm—a /T4 AT
Vix—vay, E—ariBlOT e -7 EOREER T L—AX, BRI T4 T MTLo
T.APEBIRL, v NU—7 H—b 2Dty a v AHETA7-DICEHINET,

PR L~V BRI T D AL ATRE e T — % N T 7 4 v 7 LR ZRHD T L— A,
TRTDI TAT 2 MEE S TRIREND 2L BRETHY . LD o TAH—T U E B3I S
EFATEEENET, ZALDT L— LI TE LEAN, YD O IRA T 4 7 % (R
THEDICHEZIET 2 2 ERMEIZRY £, eI, WBHFITZ 747 & AP O
DYy a UMt 5010, APOEH T L—AE AT —T7 4 7T HARENNH Y £7,
802.11w 7' h =Lk, BT L—AR#E (PMF) V—bE R Lo TR#ES T —HOR )72
B —AZOREAINET, INBIKIE, TAAT Vv —vay, Babfifbk, e XA R7T
Jvary 7L—bANEENnET,
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| so2nwomE

sziwonBEsE I}

L7RoT, BNRARNTI72arThh, RESNTVELOLERARINDER T L— NTKD

LBV TY,
*ANT RT LEH
* QoS
* 7wy ACK
*SA7 =) —
* N H A RGE

802.11w MNIEAR A 7 ¢ 7 CHRITEND &, RO Z ENfTbLET,

CFAAT VT — gy T L—AEER

TR 7 L— A2kt LT,

(MICTH#RESZZEZDH Z

EIZED) AP OB EREIC LD 7 T4 T > MEENBIMESNET, ZUZL > T, DoS K

BTOATS—I Rl ENE T,

T VYT —a  OEIRHEE SA V2 —DOFIENSHERENA X2 T T —
vay SA) TATHUAMEEAI XL BBINTHZEICES2T, A VT TANT I Ty
DORFENBINE L, AT =T 4 V7 EINTEBRICE DT TITERBE DT 74 7 > h O

WPk S ET,

EENEY D

802.11w D&% E (CLI) ,

802.11w DHTHESAE:,
802.11w DK HIH,

802.11w DX TE A%

802.11w M EXE (CLI)

XL BHIIZ

WPA BLOAKM #RETHXLENH Y £,

| 0L-32351-01-J

(89 ~X—)
802.11w M7 4 —7/L (CLI) , (91 2—)
(87 ~—)
(88 =)

802.11w DL (CLI) , (93 ~<—73)
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B s2nwosme cw

s211w OFE |

FIEDHEE
1. configure terminal
2. wlan profile-name
3. shutdown
4. security pmf {association-check association-comeback-time-in-seconds | mandatory | optional | saquery
saquery-time-in-milliseconds}
5. no shutdown
6. end
FIEDFEH
ARV EFFERETIVa Yy =[]
Z2FwT1 configure terminal Jua—sL ar 7 4 Xal—aryE— RERBLET,
il -
Controller# configure terminal
ATvT2 wlan profile-name WLAN 2> 7 4 Fab—va vy 72— RE2MBLET,
profile-name | TFXE SN TND WLAN D70 7 7 A L4 TY,
i -
Controller# wlan test4
ATv73 shutdown PMF # &7 HHIC WLAN ¥ v > hE DT LET,
i
Controller shutdown
ATw T4 security pmf {association-check WDF a2k PMF XTI A—ZERTELET,

association-comeback-time-in-seconds |
mandatory | optional | saquery
saquery-time-in-milliseconds}

1

Controller (config-wlan)# security
pmf saquery-retry-time 200

* association-comeback : 802.11w DT VT =—3 3 »DIE
IR 2 E LET,

WHEIZ. 1 ~20F T,

* mandatory : 7 7 A 7 > k73 WLAN @ 802.11w PMF {#G#
Bravm— 5L EERLET,

* optional : WLAN o 802.11w PMF {##Z A% L £,
*saquery : SAD 7 = U — & TRE SN DR (U
FPHAGL) T, controllerM i 252 (TG 72 hr o 7o 356

BOSQ 7=V —RFEITEINET,
#iPHIE 100 ~ 500 X UV RTT, fEIZIZ 100 < U OfEE
EIRETHLERH Y 7,

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)
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| s2nwomz
8021w D F 4 £— T L (CLD) [ |

ARV EERET7IV3 Y By

ATvTH no shutdown EHENEEXMT 572512, WLAN — " ZFiE# L E7,
1 -
Controller no shutdown

ATvT6 end FAEEXECE— RIZRY £9, £/, CaHZ¥F—2M L TH,

Ja—)ary7 4 F¥al—ary EB— REeRTTxET,

1 -
Controller (config-wlan)# end

BMELEYY
802.11w |[ZBAF 51, (88 X—2)
802.11w DHTRESMF, (87 =—2)
802.11w DHIKIFIE, (88 2—)
802.11w DB (CLID) , (93 ~4—)

802.11w M7 « z— )L (CLI)

FIEDHEE

configure terminal
wlan profile-name

shutdown

bl o

no security pmf [association-comeback association-check-comback-interval-seconds | mandatory |
optional | saquery saquery-time-interval-milliseconds]

no shutdown

o o

. end

F IR D 48

ARV RFERERTIVa Y E]:g]

& A configure terminal ra—r ) ary7 4 Xalb—arye— NEBEEBLES,

{1

Controller# configure terminal
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B s21woFe—I0 (Cw

802.11w DR FE

aAv Y RKFERET7II Y

E[:)

ATvT2 wlan profile-name WLAN 27 4 Falb—rar 75— REMBLET,
profile-name |35 E AU TWDH WLAN D' 1 7 7 A L4 TT,
fAi
Controller# wlan test4
ATw 73  |shutdown PMF %8 ET HANI WLAN 2% v b H T LET,
i -
Controller shutdown
2Ty T4 no security pmf [association-comeback |WLAN ® PMF 25 4t —7 M2 LE3, KROBMEEHHT
association-check-comback-interval-seconds xF4,
| mandatory | optional | saquery
saquery-time-interval-milliseconds) * association-comeback : 802.11w 7 VL =— 3 D
IR 27 4 E—7 M LET,

Il - — . -
1Cljo]n-troller (config-wlan) # no security * mandatory : 7 7 A 7 b ﬁ)‘WLAN 0) 802.11w PMF {x7#
pmE ERIAVE—NTAHIELEET 4 E—T NI LET,

* optional : WLAN ® 802.11w PMF {#i#% 5 ¥ —7 /LI
L/i‘a‘o
*saquery : 7 Y VT —3 g VEFRITT AR, TCICT
V=R INTWDLTFAT Y h~DT Vo — =
VIR CREE SN ARG, 7Y v m—a ORI
WIME, ZoREMERECEY., 72747 FREBRD Y
FAT I THY, RIERTZ TAT 2 FTEHZWLMNES
MINHERSINNET, 77472 bR ZORFEMNIZISE L
RWEAIX. 7 94T 8 7Y = —3 3 v iicontroller
MOHIBRES I ET,
FEPHIE 100 ~ 500 X URHTH. EIZIZ 100 X U R OREEK
EIRETHOHMLENDHY T,
ATy 75 no shutdown BEENEZ KM 572512, WLAN — 2 HE#E L £,
{51
Controller no shutdown
ATv76 end FiME EXEC E— FIZRRV £7, £/, CoHZ F—4% L T
b, a— b ar 7 4 FXal—v gy E— RERTTEE
51 7

Controller (config-wlan) # end

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)

EErEYD

802.11w |ZBAT A 1K, (88 X—)
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| s2nwomz
802.11w DER (CLI) B

802.11w DHIHESRME, (87 ~X—)
802.11w DOHIFIHEIH, (88 X—)
802.11w DEEAL (CLI) , (93 ~<—)

802.11w M EStH (CLI)

802.11w DEMIZMEHATXHra~vr NiZko B Y T,

avw UKk Bl

show wlan name wlan-profile-name WLAN @O WLAN /8T XA — X Z#FRx LFET,
PMF /NT A —HZNFRENET, WICHIZR
LET,

Auth Key Management
802.1x
Disabled
PSK
Enabled
CCKM
Disabled
FT dotlx
Disabled
FT PSK
Disabled
PMF dotlx
Disabled
PMF PSK
Enabled
FT Support
Disabled
FT Reassociation Timeout
20
FT Over-The-DS mode
Disabled
PMF Support
Required
PMF Association Comeback Timeout
9
PMF SA Query Time
200

EErEY Y
802.11w D% E (CLD , (89 ~—7)
802.11w OF 4 —7/L (CLD) , (91 =—3)
802.11w |[ZBAT 5 1FH, (88 X—2)
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802.11w IZB8 ¥ 5B NN1ETR

802.11w IZRBH9 % 1EMNIEHR

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)

s211w OFE |

ESPEBE=]

I=—aF7ILAA LI

WLAN 22w R U7 7L A

WILAN 22~ > K U7 7 L > A, CiscolOSXE V
Y — 2 3SE (Cisco WLC 5700 > J — X)

WLAN €% = U 7 ¢

IDV=a T IIVDWLANEX 2V T 4 DRED

=
I5— Ayte—Y7Fa—4
Bl oy

OV —ADV AT A TT— Avb—Tk
TR LIRS 272010, =T — Avb—U F
A=Y —affHLET,

https://www.cisco.com/cgi-bin/Support/Errordecoder/
index.cgi

ZEESKXURFC

Z4E/RFC 24 kL

802.11W IEEE 802.11w {£EEH 7 L — A
MIB

MIB MB®'Y) >4

AKY Y —ZATHR— T 5TTO MIB

BIRL7-7F > h 74—, CiscolOS U U —
A, BT 4 —F % v MNZET S MIB &
RLTH Y m— T 2512F, RO URL IZH
% Cisco MIB Locator Z{# L £ 9,

http://www.cisco.com/go/mibs
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=111}

)

AaADYAR— b Web A FTlE, > RAad
AT 7 /) aV—CBTL T Ty a—

T A UTICEBRL TR TA L9, vw==
TR —NEIILOETHEERA T4
VY —2%&HRMEL TWET,

BHENORGOYEF 2 U7 ¢ HFERCEINE R A
AFT5H720IZ, Cisco Notification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
T4 — R EOKHEY—ERITIMATEET,

VAaADYR— bk Web YA FDY— W7 s
T 294 BEL. Cisco.com D—H ID B LU/
AT — RBRMLIETT,

http://www.cisco.com/support

802.11w DHEEEIZBH T S 1B

ROFIZ, ZOFY2—/L Tl L7cBiEZ U A P L, FFEDOHREFTHR~DY 7 2R LET,

HREA

1)1)—R

HEETR R

802.11w

Cisco 10S XE 3.3SE

COREDNHEASHE LT,
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%8%

Wi-FiDirect 7 514 7> b R O—DERTE

© R ROMRE, 97 X—v

* Wi-FiDirect 7 74 7> b R Y > —DiliR, 97 ~*—

* Wi-FiDirect 7 74 7> K R Y 2 —IZOWT, 98 ~N—

* Wi-FiDirect 7 74 7> b AR Y > —DREE, 98 ~X—

* Wi-FiDirect 7 A 7> b R Y —IZBT5EBMY 77 L2 A, 101 ~_—
* Wi-FiDirect 7 74 7> k R Y I —IZBT 2 HREEH, 102 ~<—

HEETRH DR

THEAOY 7 vy =T VY —ATIE, ZOEVa— L TR INDTXTOBENIF—FSh
TS LFRY FHA, RAOKERREERFHICIOWTIE, THEHOTZ v h7r—0L Y
Zh=7 V) —=RZRIE L2 V=R /= F a2 L TS, ZOFY 2 —/LITR#S
ATV OBEREDFEIZ B L, BRI AR— RS TnH Y V=20 R M &ERT H561%
IO==a 7 VOREIZH DEEFHROREZR LTI ZE,
TITY b7 A= LOYR— P BIUVARY T MU =T A A= OFHR— M L ERE R
9 %I1Z1%. Cisco Feature Navigator i L %9, Cisco Feature Navigator {Z(3, http://www.cisco.com/
go/ch PBT7 7 A LET, Ciscocom DT AT MIMLEHY EFHA,

Wi-Fi Direct 7 54 7 > k R —DHIR

Wi-FiDirect 7 7 A 7> h RY T —F, 2—H/LE—FRD AP B EZFEN5H WLAN O] T
\iﬁqo

WIAN I > 7 4 ¥aL—3 3> HA K, CiscolOSXE 1) 1) —X 3SE (Cisco WLC 5700 3 1) —X)
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Wi-FiDirect 7 54 7> b K L—DBE |
B wiFiDirect 517>k RYS—2D0T

- - - — s o ~ —
Wi-FiDirect 7 54 7> R o —[ZDULVT

Wi-Fi Direct % itx DT 23 A A VLBGR A LB 23 rlRE T, EIRI, R, T — 2/ lor 27 %
WA FETTE £9 Wi-Fi Direct 731 AL, O T Y —E7 (P2P) 7 /34 AB LA
T3 A NI 7 F v EHLAN (WLAN) ICRFZT V32— LTWALEERH Y £9°, controller
ZfH L C. Wi-FiDirect 7 7 A 7> b RVU I —% WLAN B/ THRE T 7, FDOEE. Wi-Fi
FRAZREA LT FTANTIF ¥ WLAN DT VS m—3 g U AFFa[F 2132514 %55, WLAN
1%L C Wi-FiDirect 7 747> b R o —%F _XTHENIT L ENTEET,
EErEYY

Wi-FiDirect 7 A4 7 > k RY > —DFFE (CLD , (98 =—3)

Wi-FiDirect 7 74 7>k AR U > —DF 4 &—7/L (CLD) , (100 ~<—3)

Wi-FiDirect 7 A4 7 > ~ AR Y > —DRAL (CLD , (100 ~<—3°)

Wi-Fi Direct 7 514 7 > k R O—DETEHIE

Wi-Fi Direct 7 514 7 > b K —DEETE (CLD

FIEDHEE
1. configure terminal
2. wlan profile-name
3. wifidirect policy {permit | deny }
4. end
F g 48
AR RFERETIVa Yy | HW
ZFwF1 | configure terminal sua—s ) ary7 4 Xal—vary®—FERBLET,
il -
Controller# configure
terminal
AFw 72 |wlan profile-name WLAN 2> 7 4 X2 b—2a 75— REHGLET, profile-name 1%
RESNTND WLAN O 1r 7 7 4 V4 TT,
i
Controller# wlan test4

WIAN O > T7 4 ¥alL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X)
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|  WiFiDirect ¥ 54 7> b KUY S—0FE

Wi-FiDirect 7 51 7> k K1) S —D#E (CLD) [ |

ARV RFERRTIVa Y

E[:)

ATvT3

wifidirect policy {permit |
deny }

1 -

Controller (config-wlan) #
wifidirect policy permit

WDOWTFND3Z A LT WLAN @ Wi-FiDirect 7 54 7> F R Y > —%#&
ELET

* permit : Wi-FiDirect 7 5 7> h& WLAN DT Vv o— 3 & A
F—7 M LET,

*deny : Wi-FiZ 74 7> bR Y =0 HER ] ICRESNTWVDHHA
1L, T34 ABEREIZ FES V) CTeontroller Wi-Fi Direct 7 /3 A A % §F ]
F2IFHES LET, Wi-FiDirect 77341 A1Z, controller~MD7 /) v T —
varvERTINGOHEEZIZLA—FLET, 2L, ZOT 34
AD Wi-Fi BERBIZHE DWW T T E T, ROEEEZITVET,

* [RIRpER IR
* AHH B

GE) =< N no wifidirect policy i3, 7 7 4 7 I @ Wi-Fi Direct
AT —H AW LET, DI, T7ERKRA Y ME
t—a BT e —T7%7 RN A X LERTA, FEBEIZ
X, 2D~ RO no B TiE, WLAN @ Wi-Fi Direct 1
BEIXT 4 =T M £97,

Wi-Fi 7 /31 ANFEIRFE L 72 I3 AR, HDWIIF DM % YR —
NG EIE. 7 747 NOBEMITITESSNET, 74T
M, T3 ADRIRHRIE & A & AR — b LW 12 BE S
FAZENTEET,

ATvT4

end

1 -

Controller (config-wlan) #
end

HibE EXEC E— IRV ¥4, F7-. CrHZ F—%LTH, Fr—n
ary7Z 4 Fal—iay EB—REKRTTEET,

| 0L-32351-01-J

EErEYY

Wi-FiDirect 7 7 A4 7>k R Y 2 —Z2OWT, (98 ~X—)
Wi-Fi Direct 7 A4 7> kb RYU > —DEAE (CLID , (100 ~<—7%)
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B WifiDirect 5517 FRUS—DF 42— T )L (CLD)

Wi-FiDirect 7 514 7> b R O—DEE

Wi-FiDirect 7 547> kR S—DT 14— )L (CLD

FIEOME
1. configure terminal
2. wlan profile-name
3. no wifidirect policy
4. end
FlED
ARV EERET7TIVa Y B
& A configure terminal rua—ar7 4 X¥al—YaryE®— REEBLET,
{51
Controller# configure terminal
ATvT2 wlan profile-name WLAN =2V 7 4 Xab—ya 78— FE2Bta L £,
profile-name |3iX E LTV 5H WLAN D710 7 7 A V4T
{1 - T,
Controller# wlan test4
ATvT3 no wifidirect policy 275 A 7 b Wi-Fi Direct A7 — 4% A& L, ZhIZ
K> CWi-FiDirect 7 7 A 7> hDT V¥ m—3 3 V& FFA]
i - LET
Controller (config) # no wifidirect
policy
ATvTa end FHEEXECE— NIZEEY £9, /o, CrlHZF—%2M L T
b, Fe— L ar7 4 Xal—varyE—REKTTE
i - 7

Controller (config-wlan) # end

EErEYY

Wi-FiDirect 7 74 7>k R Y 2 —Z2OWT, (98 ~X—)
Wi-FiDirect 7 74 7> b AR U > —0OEA (CLID , (100 X—2)

Wi-Fi Direct 7 54 7> b K1) —DER (CLD

WD < KN Wi-FiDirect 7 7 A4 7> b RY o —ZERT -0 TE £,

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)
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|  WiFiDirect ¥ 54 7> b KUY S—0FE
Wi-FiDirect 7 5S4 7> b Ky o—c@g 2EmU 7Lz I}

av >k S BA

show wireless client wifidirect stats B EATIT SN2 94 7> Fo#kEE . Wi-FiDirect 7 5
AT R —FHR LEEGAIESEINET Vv
T—a VEROBEDBERRINET,

show wlan summary WLAN T Wi-Fi Direct DINAEZ Fom L E 77,

show wireless cli mac-address 725 A4AT 2 NOEEMBERAER R LUET,
mac-address

EErEYY
Wi-FiDirect 7 7 A 7> b WY > —D%E (CLD) , (98 <2—)
Wi-FiDirect 7 74 7> b RV > —DF & —7/L (CLD , (100 2—2)
Wi-FiDirect 7 74 7 >k ARY =221 T, (98 ~—)

Wi-FiDirect 7 S A4 7> bR o —IZBT 5EMY) 77 L
VR

BEEER
BEEIER T=aTFILERAL ML

WLAN 2~ R U757 LA, Cisco OSXE U

WLAN 2= R U757 LR
Y — 2 3SE (Cisco WLC 5700 3V — X)

I5—Ayte—YT7a—4

Bl s

https://www.cisco.com/cgi-bin/Support/Errordecoder/

DOV —=ADVAT L TT— AyE—U%
index.cgi

FWE LRI T AHT-DIC, =TT — A vb—T F
a—F Y —VEMEHLET,
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Wi-FiDirect 7 54 7> b K L—DBE |
B WwiFiDirect 7 517> b RY S —I2ET BMEEIER

MIB
MIB MB®')>Y
KV Y —2ATHR— T 5TITO MIB BIRL7T Y b7 4+—24, CiscolOS V U —

A, BT 4—F % vy MIET 25 MIB %
BLTH Y ra— KT 52l RO URL IZH
% Cisco MIB Locator Zf#H L £ 7,

http://www.cisco.com/go/mibs

FOZAIL YR—F

&% EA o

A aDYR— K Web A KT, &= | http//www.cisco.com/support
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*EAPLEAP SR — FSnFEFH A,
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R— b ENEEA,
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vr—hTEET,
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*hs WLAN & EHIZT Y vo— hT& £,

H 9 1 OOEBEERIL, RCARITRR X2 T 4% E FTHBLOIEFT) D250 SSID
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D

*DoS WA [EkEd 5 7-6. %controller Tl., H72 2 AP L\ K3 DOEEBIT/NY R = A
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802.11r FHBITDOT 4 E—7 /L (CLD , (114 <4—Y)
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B E—3I VO IEEEEHETH S 802.11r 1%, 7 FA T "B ¥ —F v FAPIZR—I 7T 5
A CH, BHTLWAP EDERYID N Ry oA 7 NEITEND, &dEBIT FT) LMFEEh S n—=3
VIO LWEEANREA SN TWET, N Ry = 2712k oT, 2947 hE AP N E
Al Pairwise Transient Key (PTK) #HAZTXAH X512V EF, ZNOHDOPTK ¥—IiX, 774
T MRH LY —F Y NAPOFT VI o—3 g VEREIISEORE LB T, 754
T MNEAPICHEA SN ET,

802.11r i, D 2@y vu— I v 7 EEHELET,

* Over-the-Air

* Over-the-DS (43 AT )

FT S —[MgiX, 7747 bMR% AP TOHRIER LT, APHOEEBSS BTN TE 5 X 91T
EEFEINTTCWET, WLANGREIZIX, FT (@EEEIT) RIS, B LOGRIEF—&2 (AKM)
HATNEENTHET,

U U —R3E /5, WPAV2 WLAN T 5 802.11r WLAN Z{ERCT&E £4, LAIOY J—AT
IZ. 802.11r ® WLAN &lBHF DX = U7 4 HICENZIUERIDO WLAN Z1/ERT 2 0LERH D F
L7z, 802.11r WLAN 233E802.11r 7V ¥ m—3a VBT AND ZENTE 5720, FE802.11r
7747 2 FH802.11r WLAN %fits WLAN ICHHR CE L L5122 L7z, BAET—RERIT
802.1r #fe &2 AR — F L7eWWr T A4 7 2 Mi&, FE 802.11r WLAN [Z#5fi CE £ 7, FTPSK & #%
EL, BTPSKEZEHRT D% E. PSKORIER T2 747 2 M3, IRGE— FTH WLAN
IR CTEX AL O E LT,

HS54TF7 DA —2 U
FT 70 ba vz EALTHRED AP O X —7 v N APICBEITA 7 I T FTiE, Avk—
CREIIRD 2 OO FIEONT I EEA L TiThbivE T,
* Over-the-Air : 7 74 7 > M, FTEREET /LT U XL %2 # 45 IEEE 802.11 3HaF A H L
T, #—% v b AP L EEEEEZITVET,

*Over-the-DS : 7 7 A4 7> NI, BIEEOAP N/ LTH¥—4> v AP LBELET, 72947
VhEF—F Y NAP L OBIOEEIX. 7 ATV MNEBEDAPBOFT T 7 a v 7 L—
LATEITENTH S, controlleriZ X » TEEINET,
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802.11r DEERBITIZ DT

ZOMIL, Overthe Air 7 7 A T bR —I VT HHRTETDH EEILETEIND A vB—TAHD

= AR LET,

X 2: Overthe Air) 5 A 7> rDA—I VI DHRERFIZA Vv E—ORTBEINFET

MOBILITY DOMAIN - M1

Controller - 1 Controller - 2

— Mobility update for C1 —» M’

:
1
i

[} [ ] ] 1 1 ]
AP1 1 APz
# 802.11 auth request w

Associated \‘x\

Client C1
—— BRoaming direction —

----- Actual communication path

HHiT14
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s21r oEEiTicovTt I}

ZOBIE, Overthe DS 7 9A T bR —I VT HRETHLEEICETEIND A v E— VD
=l AR LET,

3: Overthe DSV S A 7> bDO—IVIDREHICA Yy E—UNKFEIhET
MOBILITY DOMAIN - K

Controller - 1 Controller - 2

J‘% —— Maobility update for C1 —=

APz

Associated

Client C1
—— HRoaming direction —m

————— Client's logical FT communication

ek b ]

——————— Actual communication path

EErEYY
Z—7"> WLAN T® 802.11r 4T D% E (CLD , (108 ~—2)
802.11r EEHBATOT ®—7 /L (CLD , (114 2—)
Dotlx & = U 7 1 %fJis WLAN T 802.11r BSS @ BITOE (CLD , (110 2—)
PSK t 3 = U 7 ¢ %/ WLAN T 802.11r mEBITOXE (CLD , (111 <—)
802.11 mHBATORKE (GUD , (113 <—)
802.11r mHBAT ORI (CLD , (115 =—)
H

802.11r HEBATOMIKIEIH, (103 L—)
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B s2irEEBTERET ah%

802.11r S EBITEHHRTET A%

Z— 7> WLAN T® 802.11r & EBITNDH

FIEDHEE

FIED

configure terminal

wlan profile-name

client vlan vian-id

no security wpa

no security wpa akm dotlx
no security wpa wpa2

no wpa wpa2 ciphers aes

security ft

© o NS RN =

. no shutdown
10. end

802.11rBSS D& EBTORE |

%% (CLD

ARV RFEREETY 3y

S0

ATy T

configure terminal

1

Controller# configure terminal

Ja—nN)ary7 4 ¥al—varyT— KNeRls
Li‘j‘@

ATy T2

wlan profile-name

1 -

Controller# wlan test4d

WLAN 2> 7 4 X2 L— g0 37 F— R Bth
L7, profile-name I35% & 41TV % WLAN D
a7y ANV T,

ATvT3

client vlan vian-id

1 -

Controller (config-wlan)# client vlan 0120

WLAN (27 A 7 > VLAN % Bdf i £9,

ATvT4

no security wpa

1 -

Controller (config-wlan)# no security wpa

WPAtF¥=2VT 425 =T LET,

ATy T5

no security wpa akm dotlx

1 -

Controller (config-wlan)# no security wpa
akm dotlx

dotlx I L CTAKMEF 2 VT 4 257 4 E—T L
ZLET,
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A —7 > WLAN T 802.11r BEBTDRE (CL) [ |

AT RERIFT7ZIIaY BH#
ATvT6 no security wpa wpa2 WPA2 t = U T ¢ ZEHIZ L ET,

1 -

Controller (config-wlan)# no security wpa
wpa2

ATvT1 no wpa wpa?2 ciphers aes AES @ WPA2 s B4k %25 4 E— 7 IC LET,

1 -

Controller (config-wlan)# no security wpa
wpa2 ciphers aes

ATvT8 security ft 802.11r EHHBAT N T A —F Zf{E L £7,
1 -
Controller (config-wlan)# security ft
2T T no shutdown WLAN Z {51k L £,
11
Controller (config-wlan)# shutdown
ATv710 end FMEEXECE— FICTREY £9, £/, CrHZF—
ZLTCH, Frm—ary 74 X¥alb—g
i - E—-—RFZ2TTEET,

Controller (config-wlan)# end

EEREY Y
802.11r DEHBATICOWNT, (105 2—)
802.11r = HBATORAL (CLD , (115 _—)
HBATORIKIFHE, (103 ~—)

]

=
802.11r /&5

WIAN I > 7 4 ¥aL—3 3> HA K, CiscolOSXE 1) 1) —X 3SE (Cisco WLC 5700 3 1) —X)
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80211rBSS OZEBTOBE |
B Dotix £ 1 F ¢ S WLAN T 802.11r BSS B TDHEE (CLD

Dotix Z& 2 ') 7 « *xtii> WLAN T 802.11r BSS 5:®FZITDEEE (CLD)

FIEOME
1. configure terminal
2. wlan profile-name
3. client vlan vian-name
4. local-auth /ocal-auth-profile-eap
5. security dotlx authentication-list default
6. security ft
1. security wpa akm ft dotlx
8. no shutdown
9. end
FlED
ARV RFERERETY a3y B#J
ATv 1 configure terminal Jau—ar 4 Xal—arET— REHBL
i ﬁ‘o
fi
Controller# configure terminal
ATvT2 wlan profile-name WLANZ V7 4 X2 lb—va 72— RERKRL
£9, profile-name 135X E TV %D WLAN O 7' 1
B : 77 AT
Controller# wlan test4
ATvT3 client vlan vian-name ZDOWLANIZZ 7 A 7 > K VLAN % B#ifh i) £,
fi
Controller (config-wlan)# client vlan 0120
ATy T4 local-auth local-auth-profile-eap local auth EAP 7’12 7 7 A V& A X — T WMZ L ET,
i
Controller (config-wlan)# local-auth
ATy 75 security dotlx authentication-list default dotlxEX=2UT s HOEBX 2 VT 4385 A N &2 A
AR—=T M LET, ZOREE, dotlxtF 2V T o
{51 WLAN (2L TUVVET,
Controller (config-wlan)# security dotlx
authentication-list default
ATvT6 security ft Z @ WLAN T 802.11r mid{T4 1 x—7/VIZLE
j_o
fAi)
Controller (config-wlan)# security ft

WIAN O > T7 4 ¥alL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X)
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PSK 123 1 1) 7 1 %{1 WLAN T 802.11r BEBTORE (CLI) [ ]

ARV FERET7IV3 Y By
ATvI1 security wpa akm ft dotlx WLAN T802.1x EXx =2 VT 4 A Rx—7 /ML E
—jAO
{1
Controller (config-wlan) # security wpa akm
ft dotlx
ATvT8 no shutdown WLAN % A X —7 /I LET,
{51
Controller (config-wlan)# no shutdown
ATvT9 end FHEEXECE— FIZREV £9, 72, CaHZx—%
LT, Fe—\Lary 7 X¥al— g0 F—
{51 REKRTTEET,
Controller (config-wlan)# end

EErEYY
802.11r DEHBATICOWNT, (105 ~=2—2)
802.11r mEHBATOREM (CLD , (115 _—2)
802.11r EHBATORIKIFIH, (103 ~—2)

PSK 242 ') 7 « X/ WLAN T 802.11r SiXF1TDERE (CLD

FIRDOHE

configure terminal

wlan profile-name

client vlan vian-name

no security wpa akm dotlx

security wpa akm ft psk

security wpa akm psk set-key {ascii {0 | 8} | hex {0 | 8}}
security ft

no shutdown

© e NS RN =

end
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B PsKtayF ¢ %S WLAN TO) 80211r BEBTDRE (CLD

802.11rBSS D& EBTORE |

FIE
aAv U RFERET7TIVaY B#J
ATvT1 configure terminal Jua—sLar7Z4¥al—var T— &
HBLUET,
{1 :
Controller# configure terminal
2Ty T2 wlan profile-name WLAN 227 4 Fab—3 g B 7E— N&b
WMLUET, profile-name 335X E STV D WLAN
il DT T 7 ANHTT,
Controller# wlan test4
25y T3 client vlan vian-name Z O WLANIZZ F 4 7 > | VLAN % B#f 15 £
T
1 -
Controller (config-wlan)# client vlan 0120
ATvT4 no security wpa akm dotlx dotlx IZxt T D2EF=2 VT 4 DAKM &7 4 &—
TMZLET,
11
Controller (config-wlan)# no security wpa
akm dotlx
ATvT5 security wpa akm ft psk FTPSK ¥/ R— h &% E L 7,
1 -
Controller (config-wlan)# security wpa akm
ft psk
ATy 76 security wpa akm psk set-key {ascii {0 | 8} | hex | PSK AKM O ILHFF—%FZE L F T,
{0]8}}
1 -
Controller (config-wlan)# security wpa akm
psk set-key ascii 0 test
ATvI1 security ft 802.11r EHBATZRE L £,
1) :
Controller (config-wlan)# security ft
ATvT78 no shutdown WLAN % A X —7 /M2 LET,
11 :
Controller (config-wlan)# no shutdown
ATvT9 end FFHEEXECE— RIZREY £, F/2. CouHZ¥—
ZHLTH, Fo— a7 4 FXal—gy
il - E-FNERTTEET,

Controller (config-wlan) # end
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802.11 ZEBTDEE (GUD B

EErREYSY
802.11r DEHEBITIZOWT, (105 2—)
802.11r FIEATDEAR (CLI) , (115 3—Y)

W
802.11r HIEBATOHIFIFIHE, (103 <—)

802.11 S EBITDERE (GUD)

ATvT1

ATy T2
ATvT3

ATy T4
ATy S5

ATvT6

ATy 17

ATy T8
ATvT9

| 0L-32351-01-J

[Configuration] > [Wireless] > [WLANs] #7 U v 7 L %7,

[WLANs] N—URFERESNET,

R—=V DR AR LT, 8iET H WLAN 2B L £ 7,

WLAN @ [WLAN Profile] #72 V v 27 L £,

[WLAN > Edit] X— Y RERINE T,

[Security] # 7E L WLayer2] ¥ 7% 27 U v 27 LET,

BSS O&EHEBATE A F— 7 /W T BITIZ [Fast Transition] = v 7 Ry 7 A=A 2 LET,
BSS O@EHBATET 4 B—7 /WIZT 521 [Fast Transition]| = v 7 R 7 A% A7 LET,

%ﬁvx%AimBﬁ@ﬁL%ﬁ%4*~fw 2T 5HICIE, [OvertheDS]F = v 7/ Ry 7 A% 41 L%

T ZOREFT 74N FTAR—=T Ml >TVET,
(5I) [Over the DS] =4 7129 % &, Over the Air DEBEBITNE N/ F
ﬁ‘o

(f£&) [Reassociation Timeout] 7% A b iR v 7 AZHT Vv m—a DX A LT 7 M (WHEA) %
fRELET, HECELHPEIT1 ~100 T, 774V MEIX, 20 TT,

[Applyl 27 U v 7 LET,
802.11r JREE— KT WLAN ZRET D121, [AuthKeyMgmt] K v 7 X7 U A RNNLIROA T 3
YOV DEBEIN L £9,

* FT + 802.1x
* FT + PSK
* FT + 802.1x +CCKM

BENE YD
802.11r DEEBITIZOWT, (105 *—)
802.11r = HBAT O (CLD , (115 =—)
802.11r mHRBAT DK FIH, (103 ~—2)
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802.11rBSS D& EBTORE |
B s EERToT«2— I (L)

802.11r 5 & {TDOT 14 E—TJL (CL)

FIEDBE
1. configure terminal
2. wlan profile-name
3. no security ft [over-the-ds | reassociation-timeout timeout-in-seconds|
4. end
FlED
ARV EFEREFT7TIVa Y B
25wy T configure terminal ra—r\)Lar7 4 Xal—yaryE— REREBLET,
1
Controller# configure terminal
ATvT2 wlan profile-name WLANZ V7 4 Falb—var 72— et L £7,
profile-name |3iXE XL TW5H WLAN D712 7 7 A L4 T
i - =
Controller# wlan test4
ATFv73 no security ft [over-the-ds | WLAN O 802.11r @#HBATE2 7T 4 E—7 M LET,
reassociation-timeout timeout-in-seconds] | . B e s
GE) T4 V=22 LT 802.11r HEITE T 4
Bl - T —7 2T 5 & Over the Air D EHBATIA
Controller (config-wlan)# no security ;?FA:f/VQ:zﬁ D ﬂi?fo
ft over-the-ds
ATvT4 end FAHEEXECE— RICRD £9, F/o, Cul+ZF—% L T
L, Fe— ) ar7 4 F¥al—ary BF—REKTT
i - TET,
Controller (config)# end

EENEYD
802.11r D EHBITICHOWT, (105 =—3)
EWBITOEMR (CL) , (115°—)

802.11r f& i
802.11r FEMATOHIFKIFE, (103 ~—2)

802.11r 5 X 1TDOE R (GUI)

7 IA7 2 FOFRERF —EHOFMEREFK R TEET,

WIAN O > T7 4 ¥alL—>3> H4 K, CiscolOSXE ') ') —X 3SE (Cisco WLC 5700 > ') —X)
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e 4
=

802.11r =ERITDER (CLD) B

[Monitor] > [Client] 38R L £3, [Clients] X— Y NF/RENFET, 7 T4 T v FOiElE TR

DT, EETH7 747 P ERBIRLET,

[General] # 7 C, FT, PSK. 802.1X, CCKM,

802.1x+CCKM 72 &, 7 7 AT FNOFRREF—EFH AR TEET, AKM 2 802.11riREE— K
DA, FT-802.1x. FT-802.1x-CCKM. F£7-1X FT-PSK BNFRENFT,

#ATDER (CLD)

WDa<y FEFERLT, 802.11r D EEBITEEMH TE E4,
av UK SRER

show wlan name wlan-name

WLANIIZFRE ZSILTWDH/NT A — X DOFK) & F
R~ LET,

show wireless client mac-address mac-address

74T b 802.11r REAFF—EHDFRED
WEEZFRRLET,

Client Capabilities
CF Pollable : Not implemented
CF Poll Request : Not implemented
Short Preamble : Not implemented
PBCC : Not implemented
Channel Agility : Not implemented
Listen Interval : 15
Fast BSS Transition : Implemented

Fast BSS Transition Details :

Client Statistics:
Number of Bytes Received : 9019
Number of Bytes Sent : 3765
Number of Packets Received : 130
Number of Packets Sent : 36
Number of EAP Id Request Msg Timeouts : 0
Number of EAP Request Msg Timeouts : 0
Number of EAP Key Msg Timeouts : 0
Number of Data Retries : 1
Number of RTS Retries : 0
Number of Duplicate Received Packets : 1
Number of Decrypt Failed Packets : 0
Number of Mic Failured Packets : 0
Number of Mic Missing Packets : 0
Number of Policy Errors : 0
Radio Signal Strength Indicator :
Signal to Noise Ratio : 40 dB

-48 dBm

54T FOAKM M 802 11r iBEEE— RO
B, WOERPHEINCERINET

Authentication Key Management : FT-PSK
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802.11r =R 1TICRE I S B MNTESR

EENEY D

802.11r BSS D= EHBITDERE

A —7"2 WLAN T® 802.11r @B ITOKE (CLD , (108 =X—7)

802.11r EEBATOT 4« E—7 v (CLD ,

(114 =—2)

Dotlx ¥ = U T ¢ %5 WLAN T 802.11r BSS En#EBTOZE (CLD , (110 ~=—=3°)
PSK &3 = U 7 ¢ %Hits WLAN T 802.11r i TO%&E (CLD , (111 ~=—3)

802.11 HHEBATORE (GUD , (113 X—v

802.11r DEHEBATICOWT, (105 2—2)

)

802.11r EEFBITICEE T % 1EMNEER

ESPERENS

I=_aTF7ILBZA L

WLAN 2~ R U757 LA

WLAN =< > R ) 757 L > A CiscoOSXE YV
) — 2 3SE (Cisco WLC 5700 1) —X)

I5— Ayt—YFa—4

BLL]

o

OV —ADYV AT A TT— Avb—Tk
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* HERETHHROMER, 119 X—¥
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s BiEn—3I 71T oNT, 120 N—
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 BEn—I O, 123 =T
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HEETRH DR
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TS LFRY FHA, RAOKERRLERFHICIOWTIE, THEHOTZ v b7 —0L Y
Zhz7 V) —=RZRIE L2 V=R /= F2ZHR LTS, ZOFY 2 —/LICRH#S
ATV OBEREDFEI AR L, BRI AR— ST Y U —2D T R M &fERT H561%
ZOv=a T VOFREIZH DEERBOREZR LTI LS,

TITY b7 LOYR— BRIV AR YT MU =T A A= OFHR— M L ERE R
9 %1Z1%. Cisco Feature Navigator i ] L %9, Cisco Feature Navigator {Z(Z, http://www.cisco.com/
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s ZOHEREIL. 802.11ln MILDENT 7 A RA L FTOHRYHR—FINTWET, 1 DOH:
WA DA, K6 DRAN—=NRAN— JRNMIFERENET, T 27/ 30 RERE
DEA. K12 DFANR—NERENET,

*controller CLI Z# DA %A L CTREAE—I V2R ETEFET,

EErEYY
BHe—I 7o T, (120 2—2)
e —I v 7okE (CLD , (122 X—)
T — v 7O, (123 X—)
e — I 7 ORER], (124 ~—)

%iHHE]—‘ ¢/57L-f)L\T:

8021k AZHETIX, 7 TFA T "R —ERA By NOBITOBEME R DBEHMDORA NRN— T 7 A
RA Y MCETAEREEDRAN— LIR— b 2ERTHZ N TEET, 802.11k *A/3— 1
A NEFERTAL, 70574 78BLONNy T 2% 5 OB TE £,

BHe—I U 7HEIX, ATV V2 b TIZIAT > Mk TifbEN=rA "= U & b
IZESW TV ET,

Cisco Client Extension (CCX) A /N— U X K E(FE720 | 802.11k A 73— U A MNIEWWI DA
VT~ RTAMRIIET, controller ETITHERF SN EF A, 802.11k XA N— U X MK, 77
AT houalr—a i3 < DT, Mobility Services Engine (MSE) Z 4B & LEH A, FL
controller ETH>THRRD AP D27 T4 T 2 WA, JEAFHD AP Offl # D BIRIZIS U Tt Sh
LRIPDFAN— YA NERETETET,

T 7 4 F T, RA = U R M, ?747/Fﬁ)T//i—kéth\él—Jb?ﬁfE@;ﬁ

N=T2INEENET, 2L, WHFORHBRORA N—%IET 72012, 802.11k & AIREIZ T 5 A
Ay TFBRIHFIELET,

7 TAT v ME, BE—=aNORRM (EERRY V) — 2P HEDIEMESRE (IE) 27 KX A X
T 5 AP IZBHEA T 2 TOH, FAN— VA NOEREEEFLET, FA3— U R ML, B
BT 5 MHR O BSSID, T R/L, BLOKELOGEMIZ DWW TOERNPE TN E T,

A N— YR DR EREIE

802.11k %A /X— U R hEsR ZcontrollerN 224 5 & . IROMBENFEITENF T,

1 controllerix, 7 7 A 7 FBRAERBEMIT S TWAD AP L[ UHIK T, A "— U 2 MMZo
WT RRM A N— T —T IV ERRRN R LET,

2 controlleriX, R LIZHxA/N— U A F%& 6 DICHNET 572512, AP i RSSI (Received
Signal Strength Indication) . FED AP DHFED E r—3 3 >, CiscoPrime f > 7T AT
T NHDFRA 73— AP O 7 a 7 {E#H, controller L TOr— I > ZVEREEFEBRICHE S THRA R—
FFxy 7 LET, ZOUVRAMI WU707 O AP I3 LTRSS THWET,
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8021k US4 T7 2 rOEAOD—I VT

821k 7 I7AT v houn— T aikulbT 526 TEET, 77472 MDY 802.11k
ANR—=V A NEREFETHLERL, K7 TAT 2 FOFHFAN—T A NEERTEET,
BRI LI2E T IGA T N T yo— g /H{ T o — g 0%, WLAN CINBNERTH
BPE. FAN— VR RNEBERL, ERANLATF—2 3DV T NI =T F—FREEIZY X K
ERANT 72012, [AIERA N— U R MO b Z23E 802.11k 7 74 7 > MI#EHA T 2 LE R H
VET, 7747 N Ta—TRRRHRAN—ICL > TRARDRSSHEIZ L VBRI D 720
Biobulr—2al O34T MR ERD VA NERBEET, 7747 M ﬁ%li?//
T— g ERIIET VY= a DRI —T7 T 570, ZOU A ML, BHRENIEE
INEDTO—T T =L THERIN, 7747 bna—3 73550 @ik o AP
ZPHILET,
AP~DT Vv xm— a VERPMREINTZTRIRA A=Y XA b= FVIZ—E L RWEEID,
TIv—va rEESTHILICE ST, BFEVEFLLRWVRAN—~DT FTA T FDa—
U7 EIELET,
?7v/y7m%FN§yyy7:mzf\ﬁmm%iyﬁwﬁ%ﬁwumitﬁ;wﬁm%
av e T DAL v TFNHVET, ROFT T arzHATEET,

*Denialcount : 7 5 AT > T VI —a VN EL ENBEKEIE T,

* Predictionthreshold : #Him— IV ZHEREZ T 7 7 4 72T D 72012, TV A M THER

= N OF/NITT,

O— KRR TBILORBAR—I T OWMET, 7747 BT Y — 95 AP IZH¥
BA 25X ICEFENTWA=D, WLAN THliA 7Y g U ZRIRHZA R—T7 T 52 &1T
TEEHA,
EENEYD

BHEe— 7 OE (CLD , (122%—Y)

o — 7O, (123 —)

B — 7 ORER, (124 2—)

e — 7 ORREE, (119 X—)
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B sso-—s roxEs#

FEBHA—I VU DEREAE

BARAO—I 25 0%E (CL)

FIEDOHME
1. configure terminal
2. wireless assisted-roaming floor-bias dBm
3. wlan wilan-id
4. assisted-roaming neighbor-list
5. assisted-roaming dual-list
6. assisted-roaming prediction
1. wireless assisted-roaming prediction-minimum count
8. wireless assisted-roaming denial-maximum count
9. end
FIBD 4
ARV NEERETI V3 Y EL:Y
& configure terminal Ja—r\)Lary7 4 Xalb—arye— NE#EEBLEST,
i
Controller# configure terminal
ATFv T2 wireless assisted-roaming floor-bias | R A4 X— 7 o7 S~YUL XA/ T REZHRELET, Au%EIX
dBm ~5~25dBm T, 7 7 # /v Milx -15 dBm T,
i

Controller (config)# wireless
assisted-roaming floor-bias 20

ATv73 wlan wlan-id WLAN 207 4 Xal—ary B 7E— REHBLET,
wlan-name 1%, XE LT WLAN 7' 1 7 7 A L4 T9,

&1
Controller (config)# wlan wlanl
ATvT4 assisted-roaming neighbor-list WLAN @ 802.11k %A X— U A &R ELET, WLAN Z1/E
T HE, TT7HNFTRAN=Y X NTREAR—I TS
Bl : F—T MY ET, vy RO ne BR T, RHin—=3

Controller (wlan)# assisted-roaming| ,r o N N R
neighbor-list T XAN—=VURRINT 4 B=T W0 £,
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| #mo—szvronx
gmn—z27088 |}

= IV N3 il S = B
ATy TS5 assisted-roaming dual-list WLAN OF 27 /L /S R 80211k 727 /v U A M &ikiE L E
To WLAN Z{Ef32%&, 774V TTa7 b U A TR
i - _ BB R =T IRY ET, A RO ne BT
Cz‘r;:i?iiii(wlan) # assisted-roaming N ?ij:EE 0—3L 7 FaT YRR 75\;5:/], BT F
TO
ATv76 assisted-roaming prediction WLAN OfEfHir— 7 PRIV A MERBEZRELET, 7 74
AT, BEE—S VPR A MEF A T AT
i _ . GE) 0— R F7 2 7N WLAN 12X LT TlaA R—
C;izéiiiizéwlan) # assisted-roaming 7/VT3?)ZD%{:|\\ %%){ /'E_“/ﬁ‘ ?%/T\‘ éh\ o— K
NI TN WLANIZR LT 4 B—T 72D
£
ATvT1 wireless assisted-roaming TR A MEBEDRENET D 72 DI B2 T AP O e/ N A 7%
prediction-minimum count FLET, T4 MEE3 T,
GE) 7 TAT v MZEIY HC 572 Forecast, AP 2MEE
@l vt wisel L3 E 0 b ZoEs/hSWHE, Rlie— I 0 7
ontro er wlreless
assisted-roaming prediction-minimum BEIZ Z DA — U S v E A,
2Ty T8 wireless assisted-roaming APIZEFENT Vo m— a VESRATFHIO AP I —E L7
denial-maximum count VWA, VIAT Y FCT Y vm— g VAR TE DK
S EBRE L ET, ARRHEMIZ 1~ 10 T, 774V MEIZ
i 57TY,
Controller# wireless
assisted-roaming denial-maximum 8
ATv79 end FRMEEXECE— RIZRV £7, F7o, CrHZF—%H L TH,
Ja—\)ary7Z7 4 F¥al—yaryE—ReKRTTEET,
Bl :
Controller (config) # end

EErEYY
BEo—3 720, (120 2—)
BHe— 7 ORREE, (119 X—)

FERO— U DER

WLAN [ZERESNREe —I V72 EHT 20RO a~y RBREHTEET,

avw R R BA

show wlan id wlan-id WLAN @ WLAN /83T A —X 2 F R LET,
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gAO—svrozE |
B sso—z>s08%6

EENEY D
BB —I 72O T, (120 2—)

P — T OHIFEE, (119 <—)

FBHA—3 T DFREH

WIZ, RAN=T0T T NAT AeREST DR LET,

Controller# configure terminal

Controller (config) # wireless assisted-roaming floor-bias 10
Controller (config)# end

Controller# show wlan id 23

wIZ, BFED WLAN DR A RX— U R 2T 42— W50 %R~ LET,

Controller# configure terminal

Controller (config)# wlan testl

Controller (config (wlan)# no assisted-roaming neighbor-list
Controller (config) (wlan)# end

Controller# show wlan id 23

WIZ, BFED WLAN OFHI U X hERETDHH 2R LET,

Controller# configure terminal

Controller (config)# wlan testl

Controller (config) (wlan) # assisted-roaming prediction
Controller (config) (wlan) # end

Controller# show wlan id 23

WIZ, FFEDWLAN DfEH 71— I 7O Pl L & WMES X R K OEGEICESWTTFRIY 2 R
ERET DB R LET,

Controller# configure terminal

Controller (config) # wireless assisted-roaming prediction-minimum 4

Controller (config) # wireless assisted-roaming denial-maximum 4

Controller (config) (wlan) # end
Controller# show wlan id 23

BMELEYY
Bl —3 272N, (120 <—2)

o — 7 OHIREE, (119 <—)

J
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AKY Y —=ZATHR—= 259 TOMIB BIRL7Z7F v 74—, CiscolOS U Y —

A BLORXT7 4 —F ¥ v T2 MIB &
BLTH Y ra— RT5121E, kDO URLIZH
% Cisco MIB Locator Z{ff L £,
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VAaDYR— bk Web A FTIE, vAaD
AT 7 /) nY—IClT 2 R T T a—
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TNARY —=NVEILD LT LEERA T A
VY —=2%&#MEL TWET,
BHENORGOYEF 2 U7 ¢ fHFERCEIN G R A
AFT5H7=0IZ, CiscoNotification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOKFE—ERITMATE ET,
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TIOVARAUE FIL—TDETE

© RO, 127 N—

* AP U N—TFEBRET H IO ORESRM, 127 =Y

* T I REARAL N TNA—TOREICET HHIFIFE, 128 ~—
* TUEABAL LN INA—FITONT, 128 _—Y

* TIURARALA LN IN—TORETE, 129 =

* TOMOBEE R, 132 N—v

* TURARA LN IN—T ORERIE &G #R, 133 ~—

HEEIFIR D MR

CHEHOY 7 R 2T UY—ATIE, ZOFEY 22— L THBENETRTOMENYR— FEh
TWDEIERY FHA, BFOKERE®REFEFHIZOWTE, ZEHOT Iy v 7 4+—h& Y
TZbhoz7 VI —RZHHELTZV V=R ) — b EZRLTLLEI, ZOFY 2 —/VIZFEHE
NTWDHHEBEDFEIZRRE L, SHESTR—F SR TWb YV —20 1 A RS D581T
ZOY=a2 T VOREZIZH HEREIEROREZSZHL T L0,

Ty N7 —ADOY R I BIORAY T b =2T A A—VOYR— MIET DR E MR
9 %1Z1%. Cisco Feature Navigator i L %9, Cisco Feature Navigator {Z(Z, http://www.cisco.com/
go/ch PBT7 7 AL ET, Ciscocom DT AT MILEHY EFHA,

AP JIV—T ZRET B 1-HDRMHRSFEH
WIZ. controller CF7 7 A RA > b Z N —T%EKT BT ODORMHESEE R LET,

*VLAN £7213% 7%y MY —v 228 MtT 251 —% T, MERT7 78X ar ta—
UA K (ACL) ZEHRTHILENLY £,
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ToRA KAk TL—T0BgE |
B 7/txRro b IL—TOBREICET 2HHEE

T UEBARA LN ZAL—F VLAN TlE, v L FFXF¥ A K T 740 v IR R—FENRFE
T, 2L, V9AT VBB T I BRARA L IBHOT 78R RA L Mz —3
T DA, IGMP AX—E L TINEHZ o Tngnwe, 7747 Mo T FFy
AN NT T4 DZEMEIELEINDZEDRHY T,

EENEYD
TIRARAL N TN—FIZHONT, (128 2—3)
TIRARAL N TN—TOREICET HAEKIFE, (128 X—)

TOEA RS M TIL—TOHFEICEAT H415E18

AP N—T T —TNVNDOWLANIZKITH A X —T x4 A~y BTN, WLANA X —
TxA ALEULTHDELET, WLANA VX —T 2 ANREHEIND L, AP VL —TF
T—T7IVHND WLAN IZXHT 54 v —T 2 A A2y VT HHLWVWLAN A VX — 7 = A
AIZEDLY T,

AP V' )V—7 T —TI)LND WLAN IZKT DA v X —T = A A~ B 70, WLAN ICEH
INTA v HE—T oA ALRRDELET, WLANA VX —T oA ADREFINTSH, AP
TN—T T —TIVHND WLAN [ZkTHA v H—T oA A~ v B 7 13#H L WLAN A
H—T A AIEDLY FH A,

scontroller FOREZ 7 VT THE, TIVEBARLA U N TA—TOFTXRTNIEERELD F
T, L, TI7ANIDT VR ARA N IN—TThD ldefault-group) (HBIIIZIE
REND) 1ZHIs T,

CTITHNIDT 7 BARA LN T A—T21E, &K 16 D WLAN ZBH#if}i1T 5 2 LN T&
I+, TN INDOTIEARAL L N IA—TFDO WLANID IZ. 16 LT THALENRHY
FT. KHBART 74V OT 7R KA b ZV—TNTID A 16 LA ED WLAN 23MERL
Shbdé, WLANSSIDIE7 e — R¥ vy A hEivEdA, 774NV DT 7 RARA Y NI
N—TDFTXTOWLANID TID B 16 LT THDLZ ENLETT, 16 M2 51D =5
WLAN |Z, DAF LT IEARAL N TNA—TIZEVETCHZ LR TEET,

EENEYD
TIRARAL L N TA—TZ2o0T, (128 X—)
AP VNV —T R R ET DO ORMHESME, (127 =)

TOEVAKRA2 M FIL—TIZDUNT

controller F{ZH K 512 D WLAN Z{ERL L7-# Tk, SEIERT 7 A KA > MZ WLAN %i#
WA (T78ARA N INA—T%FEHLT) §62L T, VA PLRARXy NU—T %

LV EYNCER cxE4, — AR TIX. WLAN O3 _CoO—H|Lcontroller D 1 oD
AV H =T A~y T ENET, LN ->T, WLANICEES T SR TV AT _RTHOa—H
X, MUY 7 Fy FELIFVLANIFELE T, UL, #EOA V¥ —7 = A AW TARZ 5
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| 7o€rxK1o b IL—TOHE
7oex ke o—JoBEsE I

WMT AL, FFRETI7EARSA L NI NA—TEER LT, BexOEME (L zid~—4rF 1
TER) 72 EOREDSIEICIEASL SNV —F a— L AR A ST H L EABINTE E4, X
HIZ, Xy MU= EFEZEBITH7-20IC, ZNHDT 7B RARA k7 )—7%RE O VLAN
THRETEET,
BENEYD

TIRARAL N I A—TOER, (129 2—)

TIERARAL L N I—TDFR, (131 _X—)

AP L —T~DT 78 A BRA L FOEIY LT, (130 =2—3)

AP IV — T HRET H - O DORHESME, (127 _2—)

TIRARAL N TNA—TOFREICET HHFFEE, (128 X—)

TOEBARA N TIL—TDEEAHZE

TOEARLA M TIL—TDER

[F L& BRI
COBEREATT DI, BEERESLE T,

FIEDHEE

configure terminal
ap group ap-group-name
wlan wlan-name

({EE) vlan vian-name

LA

end

F IR D8

aAv U RFEEETI 3 Y B
2Tv 1 configure terminal Juau—N)L a7 4 F¥al—ay T— REHB
LET,

51

Controller# configure terminal

2Ty T2 ap group ap-group-name TIRARA N TN—TEERLET,

1 -

Controller (config) # ap group my-ap-group
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B APoL—TFAn7oEr K12 bOEY ST

FHERARAY R TL—TOBEE |

ARV RFERRETI VA Y

=)

ATvT3 wlan wian-name WLAN (2 AP 7 /v —7 % BATH T £ 97,
£
Controller (config-apgroup) # wlan
wlan-name
2Ty T4 vlan vian-name (EE)
VLAN (ZT 72 A RA > b Z—T%%0 4 CTF
51 4,
Controller (config-apgroup) # vlan
test-vlan
ATvT5 end FiME EXEC E— FIZRD £7, F72. Cul+Z F—
ZHLTH, Ju—Lary7 4 F¥al—vayv
11 : E-FERTTEET,

Controller (config) # end

WIZ, AP 7 N—T % AERT D0 %2R LET,

Controller# configure terminal

Controller (config-apgroup) # ap group test-ap-group-16
Controller (config-wlan-apgroup) # wlan test-ap-group-16
Controller (config-wlan-apgroup) # vlan VLAN1300

EErEYD

TR ARAL N TN—TITONT,

(128 ~2X—3)

AP T IL—T~ADT7HO A KR4 FDEIY KT

FIRDHE

i WLANS > T« Fal—>3a3>r A4 K, CiscolOSXE ') 1) —X 3SE (Cisco WLC 5700 > ') —X)

(F L& BHHIIC

COBEEFEATT DI, BEERESLETT,

1. ap name ap-name ap-group-name ap-group
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| 7oexK1v b oL—ToBE

FIEDFH

7oex K1k F—Joxr I

ARV RFERRETI VY

B

ATy I

ap name ap-name ap-group-name
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