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WA I, PENZBINENTZ XA = ROBEDOT = v 7 I3 EH I TbhEE A,
* [Password Policy] — Y CHEINTHNEFIC LTI, v — I NVEH2—FBIOT 7 X
RA Y b 22—V ORENEEEZITET,
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[Security] > [AAA] > [Password Policies] DJIEIZIEI L T, [Password Policies] <— I Z A& £ 77,

INSCT R, BT FERSLT OB 7 < LB 3RO T A SR T — RIZED H%41%, [Password
must contain characters from at least 3 different classes] = v 7 R v 7 A& 41 LET,

B SAT — RNTIE CSCEDS 4 [BILL B U TR0 ik S 7 K 5129 511, [No character can be
repeated more than 3 times consecutively] &= v 7 R v 7 A& A4 NI LET,

/XA T — R|Z Cisco, ocsic, admin, nimda X°, KXFEL/NLFEELELZY 1, | £3 2R LE
V. o DRDBVIZOR, sDRDVIZSZHEA LY THETOERLFINEZRAT— RIZEDRNED
129 % 121%, [Password cannot be the default words like cisco, admin] &= v 7 R v 7 A% A N2 L ET,
NAT — RiZa—Y4 F T2 — A Z I LI LT EEDRWE 2127 521X, [Password cannot contain
username or reverse of username] &= v 7 AR v 7 A& AN LET,

[Applyl #27 U v 27 LT, ZHEEMELET,

[Save Configuration] #7 U v 7 LT, ZHEZHRFLET,

INAT— KR o—DERE (CLD

DA~ REAILT, AP BLOWLC IZxt LTI RRAY— K Fx v 7 2458072
ITIEZhIZ L E T,
config switchconfig strong-pwd {case-check | consecutive-check | default-check | username-check
| all-checks| position-check | case-digit-check} {enable | disable}

fEIXRD LY TY,
° case-check : [ USCFEN 3 MEERGE L CTHEASN TWAI 0 EHERLET,

° consecutive-check : = 7 4/ MEFEZITZEDONRU T "MEHINTWA 2R L F
—640

° default-check : = — W4 /- IXZNE VI LI LTFRFEH SN T D0 EMBLET,

°all-checks : M) 72/ XAV — R F = v 7 T XCTHMEITEDNZLET,

° position-check : fTV VXA T — R260 4 SUFOWH 2R L E T,

° case-digit-check : /3T, KT, BT, FFEECTFO 4 DT X TOMAGDLENRETEN
TWOIEHRLET,

DAY RN LT, NAT— FNO/NFE, RICF, BF. R SCF O R/ N B3U0E
LET,
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config switchconfig strong-pwd minimum {upper-case | lower-case | digits | special-chars}

num-of-chars

*kpDa~wr REASHLT,

WA~y REAH LT, FELE 21X SNMPv3 = —H D

NAT = ROFR/NRERELET,
config switchconfig strong-pwd min-lengthpwd-length

kDAY REANLT, BEEZIZISNMPV3 2 —FDr v /70 hERELET,
config switchconfig strong-pwd lockout {mgmtuser | snmpv3user} {enable | disable}

*WwDa~w REANLT, BHEFIZISNMPY3 2—HF a7 77 MNEHEARELET,

config switchconfig strong-pwd lockout time {mgmtuser | snmpv3user} timeout-in-mins

AT R S 2 i e L £

config switchconfig strong-pwd lockout attempts {mgmtuser | snmpv3user} num-of-failure-attempts

*WwDa~wr REANLT, BHESIZSNMPYI 2—H DI A4 7 XA LEHELET,

config switchconfig strong-pwd lifetime {mgmtuser | snmpv3user} /ifetime-in-days

*WROawr REANLT, IR/ AT — K Fxvy

j‘o

show switchconfig

UM L2 E s For s E T,

802.3x Flow Control Mode

FIPS prerequisite features...........oiiiiinn..

secret obfuscation......

Strong Password Check Features:

case-check ........... Enabled
consecutive-check ....Enabled
default-check ....... Enabled
username-check ...... Enabled

Disabled
Disabled
Enabled

WICRESNT AT v a v zRKRLE
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