, 4
GUlI , 5
GUlI , 8
cLl , 12
CcLl , 14
Friendly Malicious Custom
Unclassified
A
auto-containment rogue-on-wire
AP / AP
Unclassified Alert
Unclassified
Unclassified
Alert Friendly Malicious Custom
Unclassified
64
256
Cisco LAN
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RSSI AP
RSSI Gul/CLI
RSSI AP MAC
AP 30
Friendly Malicious Custom classified by classified
at classified by rule name
S
RSSI RSSI RSSI 2dBm
MAC
Friendly
MAC
Malicious Alert Friendly Internal External
Alert
Unclassified
RLDP
Threat
Malicious
RLDP
Contained
Alert
LAN 7.6

- Cisco

0L-30339-01-J |
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1
Friendly
* Internal
WLAN Friendly
Internal
* External
WLAN Friendly
External
* Alert
MAC
Alert
Malicious
* Alert
MAC
Alert
* Contained
Custom
* Alert
MAC
Alert
* Contained
Cisco LAN




Unclassified )
* Pending 3
Pending
* Alert
MAC
Alert
* Contained
* Contained Pending Contained
* Known Friendly Internal
* Acknowledged Friendly External
* Contained Malicious Contained
Contained
Malicious Unclassified
Custom
. 30

- Cisco LAN 7.6

30
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* Friendly ALERT
* Friendly
. Malicious
Malicious
* Malicious

GUI

[Security] > [Wireless Protection Policies] > [Rogue Policies] > [Rogue Rules]

[Remove]

a) [Add Rule] [Add Rule]
b) [Rule Name]

¢) [Rule Type]

Friendly Malicious
* Friendly
« Malicious
e Custom
d) [Notify]
[None]
Cisco LAN

Gul B

INTERNAL

Friendly

[Rogue Rules]

[All] [Global] [Local]

"



f)
9)

a)
b)

9)
h)

- Cisco

GUI

[State]
[Rule Type]
[Add]

[Custom]

[Type]

* Friendly
* Malicious

e Custom

[Notify]
[None]

[State]

[Match Operation]
[Match All]

[Match Any]

[Rule Type] [Custom]
[Add Condition]

AP
[Classification Name]
[Cancel]

[Severity Score]

[Rogue Rule > Edit]

[All] [Global] [Local]

AP

[Enable Rule]

[Severity Score]  [Classification Name]

1 [Add Condition]

* [SSID]

[User Configured SSID]

SSID

* [RSSI]
Malicious

RSSI
0dBm

LAN

SSID
SSID [Add SSID]

SSID [Remove]

RSSI
RSSI
[Minimum RSSI]

-95  -50dBm

7.6
0L-30339-01-J |



* [Duration]
[Time Duration]

Gul B

0 3600 0
* [Client Count]
Malicious
[Minimum Number of Rogue Clients]
1 10
0
* [No Encryption] WLAN
Cisco Prime Infrastructure
* [Managed SSID] SSID WLAN SSID
SSID SSID 2 [SSID]
[Managed SSID] [Match All] [Match All]
2
Friendly Malicious
1 6 [Conditions]
[Remove]
* SSID Wildcard SSID
SSID
) [Apply]
4 [Save Configuration]
5
[Back] [Rogue Rules]
[Change Priority] [Rogue Rules > Priority]
[Change Rules Priority]
[Up] [Down]

| OL-30339-01-J
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B Gul

[Apply]
6 Friendly MAC
* [Security] > [Wireless Protection Policies] > [Rogue Policies] > [Friendly Rogue] [Friendly
Rogue > Create]
* [MAC Address] MAC
* [Apply]

* [Save Configuration]
[Friendly Rogue APs]

GUI

There may be legal issues following this
containment. Are you sure you want to continue?
ISM 2.4 GHz 5GHz

1 [Monitor] > [Rogues]
2

* Friendly APs

* Malicious APs

* Unclassified APs
» Custom APs

Cisco LAN 7.6
0L-30339-01-J |




AP

[Rogue AP Detail]

[Class Type]
* [Friendly]

* [Malicious]
Friendly

* [Unclassified]
Unclassified

* [Custom]

5 [Update Status]

* [Internal]

MAC
20
[Remove]
[MovetoAlert]
AP Alert
MAC
Friendly
Malicious
Unclassified
Malicious
Unclassified
Friendly Malicious
[Class Type]
[Contain]

Type]  [Friendly]

| OL-30339-01-J

Cisco LAN

Gul B

SSID
Alert
[Remove]
MAC
Friendly Malicious
Custom

[Class




B Gul

* [External]
[Class Type]  [Friendly]

* [Contain]
[Class Type] [Malicious]
[Unclassified]

* [Alert]
[Class Type] [Malicious] [Unclassified]

[Edit] [Rogue Client Detail]

6 [Apply]
7 [Save Configuration]

8 [Rogue Clients] [Rogue
Clients] MAC
MAC SSID

9 MAC
[Rogue Client Detail]
MAC
MAC SSID IP

10 [Update Status]
* [Contain]

* [Alert]

11 [Apply]

12 [Ping]

13 [Save Configuration]

14 [Adhoc Rogues] [Adhoc Rogues]

MAC BSSID SSID

Cisco LAN 7.6
0L-30339-01-J |




Gul B

15 MAC [Adhoc Rogue
Detail]
MAC BSSID

16 [Update Status]

* [Contain]

* [Alert]
* [Internal]

* [External]

17 [Maximum number of APs to contain the rogue] [11 [2] [31 [4]
*1 1
*2 2
*3 3
4 4
18 [Apply]
19 [Save Configuration]
20 [Rogue AP Ignore-List]

[Rogue AP Ignore-List]
MAC
Cisco Prime Infrastructure

Prime Infrastructure

Cisco LAN 7.6
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. Prime Infrastructure
Prime Infrastructure
Prime Infrastructure
rogue-ignore

. Prime Infrastructure Prime Infrastructure
rogue-ignore

CLI

FRQIRIXHXOBGSULRSUWRRO D VWILH QRBODA L FILROOWH QDPH

FRQLRJIXH
UXSGHLRSUWRWAOH QDPH

FRQLRJIXHX ©ED\{VULH QRIA L F IUROOH QDPH

{FRQIRJIXHXGHIDWBXOH}QDPH

* Friendly
FRQLRRIXHXOBOBS ULRSUWRRODMMYLIHN @E&ROYDIPID R EMROFQ RRWW PWOH U W

LQWH HQQDUDGOMWEH QDPH

* Maricious
FRQIRIXHXOBOBS ULRSUWRRLODWVAOOWL FQ RW\WDIPJD R|EMROFQ RRWW PDNVOH U W
FRQWDXQH QDPH

* Custom
FRQRIXNHXDBBS ULRSUWROMAXMWRIFF HU IHFVO D7 R UI L F VR MROGOIAOORAED O

| OR FQRRWHW PIMO-HRR WDXQH QDPH
FRQLRJIXH
UXSHLRSUWRWAGH QDPH

FRQURJXHX BDOID\ MLLH QFEDI0 L f ER X WRIFY HU LHV\ VFR
FODVVLILFPWARKY QDPH

{FRQIRJIXHXGHIDWBXOH}QDPH

Cisco LAN 7.6
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cLI B

3 AP
FRQLRJ XHX @ W DIWOHHFRAD W IDQ W H H QDIUUCOCH QD P H

FRQLRJIXHX QR W DIPJD REDROFQORRBIXOH QDPH

FRQRIXHKXGHVRHIEOBXOHBQDPH

FRQLRIXHXORQG LD/SLIFPR Q G L W IFR@BESN VBIHE RBMB QR A H

*VVLG SSID
SSID FRQGLWLRQBYDOXH
SSID SSID SSID
SSID SSID SSID FRQILJ
R JIXHX BRQ G LD/8E R QHVEEBDWOMILIGXOHB QD P H
*UVVL RSSI
RSSI Malicious
FRQGLWLRQ@BYDOXH RSSI
-95 -50dBm 0 dBm
*GXUDWLRQ
FROQGLWLRQBYDOXH 0
3600 0

*FOLHQW FRXQW

Malicious
FRQGLWLRQBYDOXH
1 10 0

*PDQDJHG VVLG SSID
FROQGLWLRQBYDOXH

1 6
FRQURJXUHXDRIQ G LDVE RAHEVE G L W FR@EW VEIER Q B
UXOHBQDPH

Cisco LAN 7.6
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*ZLOGFDUG VVLG SSID
SSID

FRQLRJXUHX © B W{IKPIG\UXOHBQDPH

FRQLRJXUHX € B DEIDMHDX OHBQDP H

9 MAC

FROQIRIXHSULHQD@®&GHQBWBPDFBBGGU

10
VDF¥RQILJ

11
VKRRIXHXUKPPDU\

12
VKRRIXHKGHWDLOOHBQDPH

CLI

VKRR JIXIHS/ XPP DU\
VKRRIXOHSULH YE® P D U\

VKRR JIXOHS DO L FLRIXRD U\

VKRRIXHX QFODWXREBG\

Cisco LAN 7.6
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VKRRIXHSGSHWDSB PO FBUYG G U
i 802.11a/n/ac

VKRED XWR UID&LVFRB$3

VKRRIXHFOLIDGWRDFBBWGGU

VKRR JXAHD LYWQR\P D U\

VKRRIXADLE QWIFICOH& WBRB¥BD GG U

VKRR JIXIHG KRXP P D U\
VKRRIXHGKEBRW DR OXIHGBPD HEFD G G U

VKRR JXHG KR B L HQREIDA L F XRME\D DY V K FLAHIBU \

VKRRIXHOQHRODLVW

)
GUI
. Friendly
FRQLRIXHSF ODMVVLINYGPVONW H U QDIUDEBP DFEBG G U
LQWHUQDO
HIWHUQDO
)
Contain Friendly
. Malicious

FRQLRJXHS O D WWOLO\L LW RMWO-HRRV WDEBPDFEHBG G U

Cisco LAN 7.6
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DOHUW

FRQWDLQ

Contain Malicious

* Unclassified
FRQLRJXHTF O D VAQFO D WWLPMABIFR\Q WDERBPDFBUBG G U

Y

Contain Unclassified

DOHUW

FRQWDLQ

FR QLR JXOHF O D VAQFO D WWL BLRABBAIDIOQH B D S B PHDVF\B D (RAJU

°1 1
°2 2
°3 3
4 4

FRQWJIXAO LBIQMOWHQWBRUBY¥YBDGGU

FRQLRJI XD LFROWDLG QWBRB¥BDGGU

Cisco LAN 7.6
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FRQRIXDHGKBBG HRIMXHBPD HEFMG G U

FRQLRIXDHG KRFQWRIXHBPDHBENMGGU

FROQOWRIXHGKRFNVHWRQXEBPDHENMNG GU

> [Friendly] FRQLRJXMHG KRG D VLN /GO H B QD IURIDIFOD G G U

> [Malicious] FRQLRJXMHG KRG D VAVILO\L F\L\WR PMOHFRAD WP B DG G U

> [Unclassified] FRQ LR JXHG KRG D VAQF'O D WWLDIBHEF R WL B DG G U
. AP

VKRR JXHF X VWRFP P D U\
V KRR J XIHG KRXV WRP P D U\

. AP
FRQLRIXHS HQIRWBN@PDF OGGU
FRQLRJXHDO LE OGN WBDN®D F 3G G U

FRQIRIXMGKEBRJWRWHYPPDF QGGU

VDF¥RQILJ

Cisco LAN 7.6
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