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config route addyy 469

config route deleteyy 469

Configure Serial "UiAyy 470

config serial baudrateyy 470

config serial timeoutyy 470

config service timestamps logyy 471
Configure CLI Sessions "UiAyy 472
config sessions maxsessionsyy 472

config sessions timeoutyy 472

Configure SNMP Community "UiAyy 473
config snmp community accessmodeyy 473
config snmp community createyy 474

config snmp community deleteyy 475

config snmp community ipaddryy 475

config snmp community modeyy 476

config snmp syscontactyy 476

config snmp syslocationyy 477

Configure SNMP Trap Receiver “UiAyy 478
config snmp trapreceiver createyy 478

config snmp trapreceiver deleteyy 479

config snmp trapreceiver modeyy 479
Configure SNMP V3 User "UiAyy 480
config snmp v3user createyy 480

config snmp v3user deleteyy 481

config snmp versionyy 481

Configure Spanning Tree Port "UiAyy 482
config spanningtree port modeyy 482

config spanningtree port pathcostyy 484
config spanningtree port priority yy 485
Configure Spanning Tree Switch "UiAyy 486

Cisco Wireless LAN Controller ~UTA

Contents W

[ oL-15295-01-J

eN.eip [



Ml Contents

config spanningtree switch bridgepriorityyy 486
config spanningtree switch forwarddelay y y 487
config spanningtree switch hellotimeyy 488
config spanningtree switch maxageyy 489
config spanningtree switch modeyy 490
Configure Switch Configuration “UiAyy 491
config switchconfig flowcontroly y 491

config switchconfig modeyy 492

config switchconfig secret-obfuscationyy 493
config sysnameyy 493

Configure TACACS "UiAyy 494

config tacacsyy 494

config tacacs acctyy 495

config tacacs athryy 496

config tacacs authy y 497

config tacacs allyy 498

config time manualyy 498

configtime ntpyy 499

config time timezoneyy 500

config time timezone locationy y 501
Configure Trap Flag "UiAyy 502

config trapflags 802.11-Securityy y 502
config trapflags aaayy 503

config trapflags apyy 504

config trapflags authenticationyy 504

config trapflags clienty y 505

config trapflags configsave yy 506

config trapflags ipsecyy 507

config trapflags linkmode yy 508

config trapflags multiusersy y 508

config trapflags rogueap yy 509

config trapflags rrm-paramsyy 510

config trapflags rrm-profiley y 511

config trapflags stpmode yy 512

config trapflags wpsyy 512

Configure Watchlist "UiAyy 513

config watchlistaddyy 513

config watchlist deleteyy 513
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config watchlist disableyy 514

config watchlist enableyy 514

Configure Wireless LAN "UiAyy 515

config wlan 7920-supportyy 515

config wlan 802.11eyy 516

config wlan aaa-overrideyy 517

config wlan aclyy 518

config wlan broadcast-ssidyy 518

config wlan createyy 519

config wlan deleteyy 520

config wlan dhcp_serveryy 520

config wlan diag-channelyy 521

config wlan disableyy 522

config wlan dtimyy 522

config wlan enableyy 523

config wlan exclusionlisty y 523

config {wlan | guest-lan} disabley y 524

config {wlan | guest-lan} mobility anchor addyy 525
config {wlan | guest-lan} mobility anchor delete y y 526
config wlan h-reap local switchingyy 527

config wlan interfaceyy 527

config wlan IPv6Supportyy 528

config wlan mac-filteringy y 528

configwlan mfpyy 529

config wlan mobility y y 530

config wlan peer-blockingyy 531

config wlan qosyy 532

config wlan radioy y 533

config wlan radius_serveryy 534

Configure Wireless LAN Security "UiAyy 535
config wlan security 802.1Xyy 535

config wlan security ckipyy 536

config wlan security cond-web-rediryy 536

config wlan security splash-page-web-rediryy 537
config wlan security ipsec disableyy 537

config wlan security ipsec enableyy 538

config wlan security ipsec authenticationyy 538
config wlan security ipsec encryptionyy 539
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config wlan security ipsec configyy 540

config wlan security ipsec ike authenticationyy 541
config wlan security ipsec ike dh-groupyy 542

config wlan security ipsec ike lifetimeyy 543

config wlan security ipsec ike phaselyy 544

config wlan security ipsec ike contivityyy 545

config wlan security passthruyy 546

config wlan security static-wep-key authenticationyy 547
config wlan security static-wep-key disable yy 547
config wlan security static-wep-key enableyy 548
config wlan security static-wep-key encryptionyy 549
config wlan security web-authyy 550

config wlan security web-passthrough aclyy 551
config wlan security web-passthrough disableyy 551
config wlan security web-passthrough email-inputyy 552
config wlan security web-passthrough enable y y 553
config wlan security wpal disableyy 553

config wlan security wpal enableyy 554

config wlan security wpal pre-shared-keyyy 554
config wlan security wpa2 disableyy 555

config wlan security wpa2 enableyy 555

config wlan security wpa2 pre-shared-key yy 556
config wlan security wpa2 tkipy y 556

config wlan security wpa2 wpa-compatyy 557

config wlan timeoutyy 557

config wlan wmmyy 558

config wlan wmm requiredy y 559

Configure WPS "UiAyy 560

config wps ap-authenticationyy 560

config wps cids-sensoryy 561

config wps rogue-apyy 562

config wps signatureyy 563

config wps signature frequencyyy 564

config wps signature interval yy 565

config wps signature mac-frequencyyy 566

config wps signature quiet-timeyy 567

config wps signature resetyy 568

Iwapp ap controller ip addressyy 569
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f w-vyy 570

save configyy 570

f zé-Ne ¢czS'| warw«aezyy 571
clear acl countersyy 571

clear ap-configyy 572

cleararpyy 572

clear configyy 573

clear ext-webauth-urlyy 573

clear location rfidy y 574

clear location statistics rfidy y 574

clear locp statisticsyy 575

clear Iwapp private-configyy 576

clear radius acct statisticsyy 577

clear radius auth statisticsyy 578

clear redirect-urlyy 578

clear stats local-authyy 579

clear stats mobilityyy 579

clear stats portyy 580

clear stats radiusyy 580

clear stats switchyy 581

clear stats tacacsyy 581

clear transferyy 582

clear traplogyy 582

clear webimageyy 583

clear webmessageyy 583

clear webtitleyy 584

Ne cqf wz¢eO€é"Aq¥uctié”Ayy 585
transfer download certpasswordyy 585
transfer download datatype yy 586
transfer download filenameyy 587
transfer download modeyy 587

transfer download pathyy 588

transfer download serveripyy 588
transfer download startyy 589

transfer download tftpPktTimeouty y 590
transfer download tftpMaxRetriesyy 590
transfer encryptyy 591

transfer upload datatype y y 592

Cisco Wireless LAN Controller ~UTA

Contents W

[ oL-15295-01-J

eN.eip [



Ml Contents

transfer upload filename yy 593
transfer upload modeyy 593
transfer upload pacyy 594
transfer upload pathyy 595
transfer upload serveripyy 595
transfer upload startyy 596
AdOcg3a”AYin- “UiAyy 597
debug aaayy 597

debug aaa local-authyy 598
debug airewave-directoryy 599
debug apyy 600

debugarpyy 601

debug bcastyy 602

debug cacyy 603

debug cryptoyy 604

debug dhcpyy 605

debug disable-ally y 605

debug dotllyy 606

debug dot1l1l mgmt interface yy 607
debug dotll mgmt msgyy 607
debug dotll mgmt ssidyy 608
debug dot11l mgmt state-machineyy 608
debug dotl1l mgmt stationyy 609
debug dotlxyy 610

debug I2ageyy 611

debug lwappyy 612

debug Iwapp console cliyy 613
debug lwapp reapyy 613

debug lwapp reap loadyy 614
debug lwapp reap mgmtyy 614
debugmacyy 615

debug mobilityyy 616
debugnacyy 617

debugntpyy 618

debug pemyy 619

debugpmyy 620

debug poeyy 621

debugrbcpyy 622
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debug snmpyy 623
debug transferyy 624
debugwcpyy 625
debug wpsyy 626
epingyy 627
mpingyy 628
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Cisco Wireless LAN Controller w

“UiA

Cisco Wireless LAN Solution Ui A& i i»NE pe¢ CLI£>—; 0z  ASCIl 7it”
¢> Cisco Wireless LAN Controllet€ "z "i1Aé"aS*|z213a”Are0M"Z« |

U TA>f pVib{

\wUCazcpxziwOa¢AN¥Y"U;w CiscoCLlaea”u 50w UiAtmMotl
“ib{

e Cisc021003a&"q Wireless LAN Controller
e Cisco44003 "9 Wireless LAN Controller
Catalyst 3750G Wireless LAN Controller Switch

e CiscoCatalyst6500a Y u ¢¥%S‘| Cisco Catalyst 7600 "7 c¢"»; Cisco Wireless
Services Modul€ WiSM £

Cisco Integrated Services RoutersCisco Wireless LAN Controller Network ModuweWLCM £

\w-we0xziwgS“pb{
e« 2 UiAw-:MO
Help "UiAw—-;MO
Show "UiAt"f w O
« TTA&"&f wiR

. fW'

o f zé-Ne ¢zS'| warw«ae?
Ne ¢cqf wzoO0é"Aquucié”A
AdOg2a"AYi- “UiA
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W > 0iAw—;MO

? "UiAw—;MO
“UTA Ae"wqOeéOc¢wb,ow UiAez> w UiAwAIGC> Ob"t
xz ? UiA>—;"tb{

?
TUTAE 2
“UiA@CA{>O—b"qVtxz UIiAE q 2w tpOd"u>0s0XirM{
« iw UiAxzc”A e0c¢T' —;D6sb,ow UiAqeOc¢>0 1b{
> ?
clear Clear selected configuration elements.
config Configure switch options and settings.
debug Manages system debug options.
help Help
linktest Perform a link test to a specified MAC address.
logout Exit this session. Any unsaved changes are lost.
ping Send ICMP echo packets to a specified IP address.
reset Reset options.
save Save switch configurations.
show Display switch options and settings.
transfer Transfer a file to or from the switch.

iwTUiAxz  transferdownloalt O¢cpweoiAse U datatypew " pK”"\g>O fb{

> transfer download d?
datatype

iwTUiAxz transfer download datatypeUiAteD~eoM”aiAae>0 1tb{

> transfer download datatype ?

config Download Configuration File.

code Download an executable image to the system.

image Download a web page logo to the system.

signature Download a signature file to the system.

webadmincert Download a certificate for web administration to the system.
webauthcert Download a web certificate for web portal to the system.
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Help "UiAw—;MO u

Help "UiAw—;MO

©"@"A “TUiA>Ugbrtxz¢”A e¢Ocp help UiA>—; tb{
help
« > help

HELP:

Special keys:
DEL, BS..... delete previous character
Ctrl-A .... go to beginning of line
Ctrl-E ... go to end of line
Ctrl-F .... go forward one character
Ctrl-B .... go backward one character
Ctrl-D .... delete current character
Ctrl-U, X... delete to beginning of line
Ctrl-K .... delete to end of line
Ctrl-w .... delete previous word
Ctrl-T .... transpose previous character
Ctrl-P .... go to previous line in history buffer
Ctrl-N .... go to next line in history buffer
Ctrl-z .... return to root command prompt
Tab, <SPACE> command-line completion
Exit .... go to next lower command prompt
? .... list choices
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Cisco Wireless LAN Controller

w “UiA

M show UiAt'"f w O

Show “UiAt*"f w O

Cisco Wireless LAN Controllew ! O3aiqf > Ob”"txz

show 802.11a

802.11aw,S$s!034aiqf > Ob”"txz

show 802.11a

show "UTA>—; 1b{

show 802.11a UiA>—; $b{

3i» ¢ «puwtl

>
2
£’
O
>

show f >0 1b{

802.11a  802.1laf {

s {

> 802.11a NetWOrK........ccoevevvereeeeeeeinns Enabled

1INSUPPOIt....eeieeiiieeieee e Enabled
802.11a Low Band... Enabled
802.11a Mid Band.............cccuveeeee.... Enabled
802.11a High Band............cccecuueennee Enabled

802.11a Operational Rates

802.11a 6M Rate..........cceevvvveeennen. Mandatory
802.11a 9M Rate.... ... Supported
802.11a 12M Rate.......cccvvevvvvveernrennnn Mandatory
802.11a 18M Rate.........ccccccuvveernnenn. Supported
802.11a 24M Rate.. .... Mandatory
802.11a 36M Rate.. .... Supported
802.11a 48M Rate.. .... Supported
802.11a 54M Rate.......ccoeeviveeernenn. Supported
802.11n MCS Settings:
Supported
... Supported
.. Supported
Supported
Supported
.. Supported
Supported
Supported
Supported
Supported
.. Supported
Supported
Supported
.... Supported
.. Supported
Supported
802.11n Status:
A-MPDU TX .eooviiieiieniieeiiieieeniieene Enabled
Priority O.... . Enabled
Priority 1.... .... Enabled
Priority 2.... .... Enabled
Priority 3.....cooveiiinienecn, Enabled
Priority 4. Enabled
Priority 5.... .... Disabled
Priority 6......cccccoeveririenieennn. Disabled
Priofity 7.....coooiiiiiiies Enabled
A-MSDU TX oo Enabled
RIfS TX wevvieiiiieeiiieeee e Enabled
Guard Interval .........ccccoeeevieiiinnenn. Short
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show 802.11a M

Beacon Interval.........cccccooeviveeneeennn, 100

CF Pollable mandatory............ccccccoeveeenne Disabled
CF Poll Request mandatory.. Disabled
CFP Period.........coovvvveeeeeiieiiieen.

CFP Maximum Duration...........cccccceeeeeennns 60
Default Channel.........cccccoovevveeiinenne 36

Default Tx Power Level............ccccuuvveee... 1

DTPC Status
Fragmentation Threshold..........................
Long Retry Limit........cccoooeeeiiiieeeninen.
Maximum Rx Life Time......
Max Tx MSDU Life Time...
Medium Occupancy Limit..

Pico-Cell Status..........ccoccvveivieiennnne. Disabled
Pico-Cell-V2 Status..........cccceeveerneennn. Disabled
RTS Threshold...........ccccoeeiviiennnnnn. 2347
Short Retry Limit... 7
TI Threshold...........cccoeveeenne ..-50
Traffic Stream Metrics Status.................... Disabled
Expedited BW Request Status...................... Disabled
EDCA profile type........cccvvveevnenn. .. default-wmm
Voice MAC optimization status.................... Disabled
Call Admission Control (CAC) configuration
Voice AC - Admission control (ACM)............... Disabled
Voice max RF bandwidth....................... 75
Voice reserved roaming bandwidth.............. 6
Voice load-based CAC mode..................... Disabled
Voice tspec inactivity timeout................ Disabled
Video AC - Admission control (ACM)............ Disabled

Voice Stream-Size...
Voice Max-Streams...........

Video max RF bandwidth........................ Infinite
Video reserved roaming bandwidth.............. 0
E"UTA show 802.11kzshow advanced 802.11a channeshow advanced 802.11a grougshow advanced 802.11a

logging z show advanced 802.11a monitar show advanced 802.11a powershow advanced 802.11a
profile z show advanced 802.11a summary
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WM  show802.11b

show 802.11b

802.11b/gw,S$s!03aiqf > Ob"txz

show 802.11b

show 802.11b UiA>—; $b{

3'|'»¢;«uw1'i show f >_(A)‘ib{
802.11b 802.11b/gf {
AN¥cA s {
« > show 802.11b
> 802.11b Network........cccccvveevriverenennn. Enabled
1INSUPPOIt....ooveiiiieiiiie e Enabled

802.11b Low Band...
802.11b Mid Band....
802.11b High Band
802.11a Operational Rates

.. Enabled

Enabled

802.11b 6M Rate.........ccveeeriieeeeee. Mandatory
802.11b 9M Rate.... ... Supported
802.11b 12M Rate.. .... Mandatory
802.11b 18M Rate.. .. Supported
802.11b 24M Rate........ccccevuvirvieinnne Mandatory
802.11b 36M Rate........ccccevvuveeerinennn. Supported
802.11b 48M Rate.. .. Supported
802.11b 54M Rate........ccccevvvrrieninnne Supported
802.11n MCS Settings:
Supported
Supported
.. Supported
Supported
Supported
... Supported
... Supported
.. Supported
Supported
Supported
.... Supported
.... Supported
.. Supported
Supported
Supported
Supported
802.11n Status:
A-MPDU TX ..oooriiiieiiieiiiiieeiiee Enabled
Priority O.....ccvevviiieiiiiieeis Enabled
Priority L.....ccovvevoieniieiicen. Enabled
Priority 2.... .... Enabled
Priority 3.....ccooeiiiee Enabled
Priority 4......ccocevciiiiiinicin. Enabled
Priority 5.... .... Disabled
Priority 6.... .... Disabled
Priority 7.... . Enabled
A-MSDU TX ..oovriiiieiiieiiiiieesiieee Enabled
RIfS TX oo, Enabled
Guard Interval .........ccccceevvvvineennnn. Short
Beacon Interval.............. 100
CF Pollable mandatory............ccccccocveeenne Disabled
CF Poll Request mandatory...............cc.c..... Disabled

CFP Period........ccoovvvieeeeeiieiiiieen.
CFP Maximum Duration.
Default Channel
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show 802.11b W

Default Tx Power Level............ccccuvveee...
DTPC Status......ccccccceeeeeiiiiiiiieeeeeennns
Fragmentation Threshold..
Long Retry Limit........cccoooeeeiiiieeeninen.
Maximum Rx Life Time.........cccccvveveeerennns
Max Tx MSDU Life Time........ccccccveeviveeenns
Medium Occupancy Limit............ccocceeeennes

Pico-Cell Status ... Disabled
Pico-Cell-V2 Status.........ccccccvveeeiveeens Disabled
RTS Threshold...........ccccoovvevieeeiiiiiinis 2347

Short Retry Limit... .
TI Threshold.........c.ccccvveennee ..-50
Traffic Stream Metrics Status.................... Disabled

Expedited BW Request Status...................... Disabled
EDCA profile type.....cccccovvveeeivireennnnn. default-wmm
Voice MAC optimization status.................... Disabled
Call Admission Control (CAC) configuration
Voice AC - Admission control (ACM)............... Disabled
Voice max RF bandwidth....................... 75
Voice reserved roaming bandwidth.............. 6
Voice load-based CAC mode Disabled
Voice tspec inactivity timeout................ Disabled
Video AC - Admission control (ACM)............ Disabled
Voice Stream-Size..........ccccevvverneens 84000
Voice Max-Streams..........ccceeveveeennnns 2
Video max RF bandwidth........................ Infinite
Video reserved roaming bandwidth.............. 0
E"UTA show 802.11ashow advanced 802.11b channathow advanced 802.11b groupshow advanced 802.11b

logging z show advanced 802.11b monitaz show advanced 802.11b txpower show advanced 802.11b
profile z show advanced 802.11b summary
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WM  show802.11h

show 802.11h

802.11hw,S$s!03diqf > Ob"txz show 802.11h UiA>—; fb{

show 802.11h

3i» ¢ «uwtl show f > 0 %b{
802.11h 802.11hf {

AN¥cA s {
« > show 802.11h
802.11h powerconstraint : 0
802.11h channelswitch : Disable
802.11h channelswitch mode : 0
EUTA show 802.11a show 802.11tz config 802.11h

show aaa auth

qOf "eoM”z AAA YA+ "TwA"»O"pwUgq,> Ob"txz show aaa auth
TUTA>—; tb{

show aaa auth

3i» ¢ «puwtl \W UiAtxz%:thx©"é”AxK“tdoe{
AN¥cA \WwUTAtxAN¥cAxK“tdoe{
“UiAde ®ae’y E

4.1 \W UiAUsSo0«OMet h{
« > show aaa auth

Management authentication server order:

L local
2 tacacs
E"UTA config trapflags aaaz config aaa authz config wlan aaa-overridez debug aaaz debug aaa local-auth

Cisco Wireless LAN Controller ~“UiA  a&Ne.&ip
0OL-15295-01-J |



| Cisco Wireless LAN Controller

w “UiA

show acl

showacl W

TTAE"&  tf feoM”Z«-p
TUiA>—; tb{

@nACACLE> Ob txz show acl

show acl{summary| detailedacl_namé

3i» ¢ «puwtl

>
2
K
w0
>

showacl  "UiTA~~{
summary TiTAéna tf "eoM"b,ow ACL WAy>_0‘¢b{
detailed > w ACL wAI@C> O 1hb{
acl_name 7G 32 Ew6:Ew ACL E{
s {
>show acl summary
ACL Counter Status Enabled
ACL Name Applied
acll Yes
acl2 Yes
acl3 Yes
>show acl detailed acl_name
Source Destination Source Port Dest Port

| Dir IP Address/Netmask IP Address/Netmask Prot

Range Range DSCP Action Counter

1 Any 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0 Any 0-65535 0-65535 0 Deny O
2In 0.0.0.0/0.0.0.0 200.200.200.0/ 6 80-80 0-65535 Any Permit 0
255.255.255.0

DenyCounter: 0

t«E [-¢AU
DenyCounterN Y "¢ Aw<x z
b{

ACL ¢"¢qg°sb”h|tz Counter NY"¢Aw<«UyC tb{thz
i-¢AUc"¢cwMceqc®s sMOUtyC t

clear acl countersz config acl counterz config interface acl
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M showaclcpu

show acl cpu

Central Processing UBICPU; & rg+"£ tf "eoM”Z«-H TiAé ¢ & UACACL £
> Ob"txz show aclcpu™UiA>—; b

show acl cpu

3'I'»(',«|,IWT‘| show acl TUTA~A
cpu CPUtf "eoM”b,ow ACL wWAV> 0 tb{

UiAwAN¥cAf s {
« > show acl cpu

CPU Acl Name.......cc.ccovvvvvveeeeeeeenn,

Wireless Traffic.........ccoceveeeeennnn, Disabled

Wired Traffic Disabled

Applied to NPU.........ccceoviinienen. No

Y|
C
T

config acl cpu
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show advanced 802.11a channel W

Advanced 802.11a 1aY"»w O UTA
show advanced 802.11aJiA>—;: 0zAls 802.11al&Y"»> 0 tb{

show advanced 802.11a channel

x"BREGA“powf qw-@C> Ob”"txz show advanced 802.11a channéelU i A
>—; 1b{

show advanced 802.11a channel

3T»('-«UWT‘| show f >_O‘ib{
advanced Advancedi &Y " » {
802.11a  802.11aE¢ Aé”«{
channel BREG pA"»p{

AN¥cA s {
« > show advanced 802.11a channel
Automatic Channel Assignment
Channel Assignment Mode..............c......... AUTO
Channel Update Interval
Channel Update Contribution.................... SNI.
Channel Assignment Leader...................... XXXOXXXXXEXKEXX
Last RUN.......covvvviiiiiiiiiiiiiiiie 374 seconds ago
Channel Energy Levels
MINIMUM..c e, -84 dBm
Average .... -84 dBm
Maximum........coocceeeiiieeeeiee e -84 dBm
Channel Dwell Times
MiNIMUM....crieeeee e Odays,19h07m57s
Average ....0days,19h 08 m29 s
MaximumM........coooeeiniiieeeiee e, Odays,19h09m1ls
E"UTA config 802.11a channel
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M show advanced 802.11a group

show advanced 802.11a group

3p~w  802.11a0 A¢wAls RF-¢”0=>"0b"txz show advanced 802.11a group

UiA>—: th{

show advanced 802.11a group

3i» ¢ «uW 1 show f >0 1b{

advanced Advancedi &Y " » {

802.11a  802.11aE ¢ Aé”«{

group RF-¢"O=w<{
AN¥cA s {
« > show advanced 802.11a group
Radio RF Grouping
802.11a Group Mode.........cccceeeiiiieeiiiieens AUTO
802.11a Group Update Interval.............c.ccee... 600 seconds
802.11a Group Leader.........c.ccccvveevvveeerennn. XXIXX XX XK XX XX
802.11a Group Member..........cccceeenieeenninenn. XXIXXXXIXXEXX XX
802.11a Last RUN.......cccooveeiiiiiiiieeces 133 seconds ago
E"UTA config advanced 802.11a group-mode
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show advanced 802.11a logging Il

show advanced 802.11a logging

Als 80211awRF OiA é-S'|iN¥"Uip ¢->"0Ob"txz show advanced
802.11a logging UiA>—; b{

show advanced 802.11a logging

3i» ¢ «uW 1 show f >70 fb{
advanced Advancedi &Y " » {
802.11a  802.1laE ¢ Aé" «{

logging RF OiA é-S‘|iN¥"Uip é-{
AN¥cA s {
« > show advanced 802.11a logging
RF Event and Performance Logging
Channel Update LOgging..........ccoecveeeennnes Off
Coverage Profile Logging..........cccocveeene Off
Foreign Profile Logging........ccccccvevveen. Off
Load Profile Logging........cccceeveuveeeiunes Off
Noise Profile Logging...........ccccceviuveeen. Off
Performance Profile Logging.................... Off
TxPower Update Logging.........ccceeevuvenn. Off
ETUTA

config advanced 802.11a logging channetonfig advanced 802.11a logging coverageonfig advanced
802.11a logging foreigreconfig advanced 802.11a logging loaztonfig advanced 802.11a logging noige
config advanced 802.11a logging performanceconfig advanced 802.11a logging power
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M show advanced 802.11a monitor

show advanced 802.11a monitor

AN¥cAwAIs3u w 802.11a0 A¢ 1> Ob"txz show advanced 802.11a monitor
“UiA>—: tb{

show advanced 802.11a monitor

3i» ¢ «uW 1 show f >70 fb{
advanced Advancedi &Y " » {
802.11a  802.1laE ¢ Aé" «{

monitor SuwAC Twef

AN¥cA s {

« > show advanced 802.11a monitor

Default 802.11a AP monitoring
802.11a Monitor Mode..........cccccevveeenee enable
802.11a Monitor Channels..............c........ Country channels
802.11a AP Coverage Interval................... 180 seconds
802.11a AP Load Interval....................... 60 seconds
802.11a AP Noise Interval.............c....... 180 seconds
802.11a AP Signal Strength Interval............ 60 seconds
E"UTA config advanced 802.11a monitor coverageconfig advanced 802.11a monitor load config advanced

802.11a monitor noise config advanced 802.11a monitor signal
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show advanced 802.11a profile W
Als 802.11a0 Lightweight Z « - V] '|'AWiN¥”U'|'p OéN- g>_0b”txz
show advanced 802.11a profile UiA>—; 1 b{
show advanced 802.11a profiléglobal | Cisco_APR
3'I'»(',«|,IWT‘| show f >_©‘¢b{
advanced Advancedi &Y " » {
802.11a  802.11aE ¢ Aé”«{
profile Sy wAewiN¥"Uip O0éNe ¢{
global b,ow Cisco Lightweightz « -y U TA{
Cisco_AP > w Cisco Lightweightz «-p U TAwE?2{
AN¥cA s {
« > show advanced 802.11a profile global
Default 802.11a AP performance profiles
802.11a Global Interference threshold.............. 10%
802.11a Global noise threshold..................... -70 dBm
802.11a Global RF utilization threshold............ 80%
802.11a Global throughput threshold................ 1000000 bps
802.11a Global clients threshold................... 12 clients
802.11a Global coverage threshold.................. 12 dB
802.11a Global coverage exception level............ 80%
802.11a Global client minimum exception lev........ 3 clients
> show advanced 802.11a profile AP1
Cisco AP performance profile not customized
\w txz\w Lightweight Z«-p U TAwiN¥"Uip OeéNe gcU-€é"I¢sA
N¥cA>—:"0S“zx tf "eoMsM\g>O oMib{
E"UTA config advanced 802.11b profile clientz config advanced 802.11b profile coverageconfig advanced

802.11b profile customizezconfig advanced 802.11b profile exceptionconfig advanced 802.11b profile
foreign zconfig advanced 802.11b profile levedconfig advanced 802.11b profile noiseconfig advanced

802.11b profile throughputz config advanced 802.11b profile utilization
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M show advanced 802.11a receiver

show advanced 802.11a receiver

802.11aé3"1"wf qw-@C> Ob"txz show advanced 802.11a receiverUi A > —
;Eb{

show advanced 802.11a receiver

3i» ¢ «uW 1 show f >70 fb{
advanced Advancedi &Y " » {
802.11a  802.1laE ¢ Aé" «{

receiver @3rj” {
AN¥cA s {
« > show advanced 802.11a receiver
802.11a Advanced Receiver Settings
RxStart : Signal Threshold............cccccoeoee. 15
RxStart : Signal Lamp Threshold....... .5
RxStart : Preamble Power Threshold................... 2
RxReStart : Signal Jump Status...........ccceevneenn. Enabled
RxReStart : Signal Jump Threshold...................... 10
TxStomp : Low RSSI Status.............. ... Enabled
TxStomp : Low RSSI Threshold............ccccoeeeeee 30
TxStomp : Wrong BSSID Status.................. ... Enabled
TxStomp : Wrong BSSID Data Only Status................. Enabled
RxAbort : Raw Power Drop Status...........ccccccueee..
RxAbort : Raw Power Drop Threshold.
RxAbort : Low RSSI Status.........cccccevevrvernenne
RxAbort : Low RSSI Threshold.............c.cceevene
RxAbort : Wrong BSSID Status.........c..ccceernnenn.
RxAbort : Wrong BSSID Data Only Status................. Disabled
E"UTA config advanced 802.11a monitor coverageconfig advanced 802.11a monitor load config advanced

802.11a monitor noise config advanced 802.11a monitor signal
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show advanced 802.11a summary W

show advanced 802.11a summary

Als 802.11a0 Cisco Lightweightz«-p U TAEz%REc¢zS‘|;uedOcwAy>
“Ob”txz  show advanced 802.11a summaryUiA>—: fb{

show advanced 802.11a summary

3i» ¢ «uW 1 show f >70 fb{
advanced Advancedi &Y " » {
802.11a  802.1laE ¢ Aé" «{
summary  Cisco Lightweightz«-u U TAEz%REc¢zS'|;ueOcwAy{

AN¥cA s {
« > show advanced 802.11a summary
AP Name Channel TxPower Level
AP0O3 36* 1*
AP02 52 5*
APO1 64 5
t«f wBREcgjothx;uelcw#wZu»ae C*£xz =é”I¢szc°aTUf tl
oM3reoM"\gq>O tb{
E"UTA show advanced 802.11b summary
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M show advanced 802.11a txpower

show advanced 802.11a txpower

Als 802.1lax~;0uié”A“po> Ob"txz show advanced 802.11a txpower Ui A
s—; fb{

show advanced 802.11a txpower

3i» ¢ «uW 1 show f >70 fb{
advanced Advancedi &Y " » {
802.11a  802.1laE ¢ Aé" «{

txpower uier{

AN¥cA s {

« > show advanced 802.11a txpower

Automatic Transmit Power Assignment
Transmit Power Assignment Mode.................. AUTO
Transmit Power Update Interval.................. 600 seconds
Transmit Power Threshold . dBm
Transmit Power Neighbor Count................... 3 APs
Transmit Power Update Contribution.............. SN.
Transmit Power Assignment Leader................ XXXX XX XX XXXX
Last RUN.......ooveiiiiiiiiicc s 384 seconds ago
E"UTA config advanced 802.11a txpower-update config 802.11a txPower
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Advanced 802.11b 1aY"»w O UTA
SHOW ADVANCED 802.11b"UiA>—; 0z Als

show advanced 802.11b channel

x"HREGA“powpA"»uqw-@C> Ob"txz
UiA>—; %b{

show advanced 802.11b channel

show advanced 802.11b channel W

802.11bi&Y"»> 0" Tb{

show advanced 802.11b channel

3'|'»¢;«uw1'i show f >_(A)‘ib{
advanced AdvancediaY " »{
802.11b  802.11b/gE ¢ A& " «{
channel BREG pA"»p{
AN¥cA s {
« > show advanced 802.11b channel
Automatic Channel Assignment
Channel Assignment Mode..............c......... OFF
Channel Update Interval..............cceene. 600 seconds
Channel Update Contribution.................... SNI.
Channel Assignment Leader...................... XXXOXXXXXEXKEXX
Last RUN.......covvvviiiiiiiiiiiiiiiie 157 seconds ago
Channel Energy Levels
MINIMUM..c e, unknown
Average........ unknown
Maximum........coocceeeiiieeeeiee e unknown
Channel Dwell Times
MINIMUM..ee unknown
AVErage.......ocoovviriiieiiiee e unknown
MaximumM........coooeeiniiieeeiee e, unknown
E"UTA config 802.11b channel
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M show advanced 802.11b group

show advanced 802.11b group

3p~w  802.11b/g0 A¢wAls RF-¢”"0=>"0b"txz show advanced 802.11b group
“UiA>—:"tb{

show advanced 802.11b group

3i» ¢ «uW 1 show f >70 fb{
advanced Advancedi &Y " » {
802.11b  802.11b/gE ¢ A& " «{

group RF-¢"O=w<{
AN¥cA s {
« > show advanced 802.11b group
Radio RF Grouping
802.11b Group Mode..........ccooeeerireennnne. AUTO
802.11b Group Update Interval................... 600 seconds
802.11b Group Leader..........cccccvveevunnenn. XXXX XX XXXXEXX
802.11b Group Member..........cccceevunenne XXXXXXEXKEXKEXX
802.11b Last RUN........coocvveveiiiiee. 511 seconds ago
E"UTA config advanced 802.11b group-mode
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0OL-15295-01-J |



| Cisco Wireless LAN Controller w “UTA

show advanced 802.11b logging M

show advanced 802.11b logging

Als 802.11b/gw RF OiA ¢é-S‘|iIN¥"Uip é-> Ob"txz show advanced
802.11b logging UiA>—; 1 b{

show advanced 802.11b logging

3i» ¢ «uW 1 show f >70 fb{
advanced Advancedi &Y " » {
802.11b  802.11bE ¢ Aé " «{
logging RF OiA é-S'|iN¥"Uip é-{

>
2
K
w0

>

s {

« > show advanced 802.11b logging

RF Event and Performance Logging

Channel Update Logging.........cccccvveeriveenn. Off
Coverage Profile Logging.........cccceecvveeennes Off
Foreign Profile LOgging.........ccceevvvveennns Off
Load Profile Logging.........

Noise Profile Logging
Performance Profile Logging...........ccccv.... Off
Transmit Power Update Logging.................... Off

T
C
T

config advanced 802.11b logging channetonfig advanced 802.11b logging coverageonfig advanced
802.11b logging foreigreconfig advanced 802.11b logging loaztonfig advanced 802.11b logging noise
config advanced 802.11b logging performanceconfig advanced 802.11b logging power
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M show advanced 802.11b monitor

show advanced 802.11b monitor

AN¥cAwAIs3u w 802.11b/g0 A¢ 15 Ob"txz show advanced 802.11b
monitor “UTA>—; 1b{

show advanced 802.11b monitor

3i» ¢ «uW 1 show f >70 fb{
advanced Advancedi &Y " » {
802.11b  802.11b/gE ¢ A& " «{

monitor SuwAC Twef

AN¥cA s {

« > show advanced 802.11b monitor

Default 802.11b AP monitoring
802.11b Monitor Mode......... enable
802.11b Monitor Channels..................... Country channels
802.11b AP Coverage Interval................. 180 seconds
802.11b AP Load Interval..................... 60 seconds
802.11b AP Noise Interval.................... 180 seconds
802.11b AP Signal Strength Interval.......... 60 seconds
E"UTA config advanced 802.11b monitor coverageconfig advanced 802.11b monitor load config advanced

802.11b monitor noisez config advanced 802.11b monitor signal

Cisco Wireless LAN Controller ~“UiA  a&Ne.&ip
0OL-15295-01-J |



| Cisco Wireless LAN Controller w “UTA

show advanced 802.11b profile Wl

show advanced 802.11b profile

Als3p~w 802.11b/g0 A¢wiN¥"Uip 0éNe ¢> Ob"txz show advanced
802.11b profile "UiA>—:"fb{

show advanced 802.11b profil¢global | Cisco_AR

3i» ¢ «puwtl

>
2
K
w0

>

“UiA

M

show f > 0 tb{

advanced Advancedi &Y " » {

802.11b  802.11b/gE ¢ Aé” «{

profile Cisco LightweightZ « -p U TAwiN¥"Uip 0éNe. ¢{
global b,ow Cisco Lightweightz « -y U TA{

Cisco_AP  Cisco Lightweightz« -p U TAwE2{

s {

> show advanced 802.11b profile global

Default 802.11b AP performance profiles

802.11b Global Interference threshold.............. 10%

802.11b Global noise threshold..................... -70 dBm
802.11b Global RF utilization threshold............ 80%

802.11b Global throughput threshold................ 1000000 bps

802.11b Global clients threshold................... 12 clients

802.11b Global coverage threshold.................. 12 dB
802.11b Global coverage exception level............ 80%

802.11b Global client minimum exception lev........ 3 clients

> show advanced 802.11b profile AP1

Cisco AP performance profile not customized

\w txz\w Cisco Lightweightz «-p U TAwiN¥"Uip OéNe cU=&"I
¢csAN¥¢cA>—; 0S“zx tf "+oMsM\g>O0 oMitb{

config advanced 802.11b profile clientz config advanced 802.11b profile coverageconfig advanced
802.11b profile customizezconfig advanced 802.11b profile exceptionconfig advanced 802.11b profile
foreign zconfig advanced 802.11b profile levedconfig advanced 802.11b profile noiseconfig advanced
802.11b profile throughputz config advanced 802.11b profile utilization
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M show advanced 802.11b receiver

show advanced 802.11b receiver

AN¥cAwAIs3u w 802.11b/g0 A¢!6+"wi&Y"»> " Ob"txz show
advanced 802.11b receiver UTA>—; 1 b{

show advanced 802.11b receiver

3i» ¢ «uW 1 show f >70 fb{
advanced Advancedi &Y " » {
802.11b  802.11b/gE ¢ A& " «{

receiver 3SpTWACe3T I w{
AN¥cA s {
« > show advanced 802.11b receiver
Default 802.11b Receiver Settings
RxStart : Signal Threshold............... 15
RxStart : Signal Jump Threshold.......... 5
RxStart . Preamble Power Threshold....... 2
RxRestart : Signal Jump Status............. Enabled
RxRestart : Signal Jump Threshold.......... 10
TxStomp : LowRSS Status. ..o Disabled
TxStomp : Low RSSI Threshold..... 37
TxStomp : Wrong BSSID Status Disabled
TxStomp : Wrong BSSID Data Only Status... Disabled
RxAbort . Raw Power Drop Status.......... Disabled
RxAbort : Raw Power Drop Threshold....... 0
RxAbort . Low RSSI Status................
RxAbort : Low RSSI Threshold.....
RxAbort : Wrong BSSID Status
RxAbort : Wrong BSSID Data Only Status... Disabled
E"UTA config advanced 802.11b monitor coverageconfig advanced 802.11b monitor load config advanced

802.11b monitor noisez config advanced 802.11b monitor signal
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show advanced 802.11b summary W

show advanced 802.11b summary

Als 802.11b/g0 Cisco Lightweightz«-p U TAEz%REc¢zS'|;ueO¢cwAYy
> Ob”txz show advanced 802.11b summaryUiA>—; £ b{

show advanced 802.11b summary

3i» ¢ «uW 1 show f >70 fb{
advanced Advancedi &Y " » {
802.11b  802.11b/gE ¢ Aé” «{
summary  Cisco Lightweightz«-u U TAEz%REc¢zS'|;ueOcwAy{

AN¥cA s {
« > show advanced 802.11b summary
AP name Channel Txpower Level
AP1 11* 1*
AP2 10* 4
AP3 6* 2
t«f wBREgjothx;ueOcwH#wWZu»aepu«xz —é”l¢cs7¢°aefUf t'loM
§reo0M"\ >0 fb{
E"UTA show advanced 802.11a summary
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Cisco Wireless LAN Controller  w “UiA |

M show advanced 802.11b txpower

show advanced 802.11b txpower

Als 802.11b/gx~;uié”A“po>~Ob"txz show advanced 802.11b txpower U i
As—; 1b{

show advanced 802.11b txpower

3i» ¢ «uW 1 show f >70 fb{
advanced Advancedi &Y " » {
802.11b  802.11b/gE ¢ A& " «{

txpower uier{

AN¥cA s {

« > show advanced 802.11b txpower

Automatic Transmit Power Assignment
Transmit Power Assignment Mode................. AUTO
Transmit Power Update Interval................. 600 seconds
Transmit Power Threshold dBm
Transmit Power Neighbor Count.................. 3 APs
Transmit Power Update Contribution............. SNI.
Transmit Power Assignment Leader............... XXXXXXXKEXKEXX
Last RUN........oveiiiiiiiicceee 427 seconds ago
E"UTA config 802.11b txPower
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show advanced backup-controller ||

fw w Show Advanced ~UiA
Ziiw Show Advanced UiApxz\etptti hZZt< Nt _tsi8Y"»>! °
0zAIs@C> OpVib{

show advanced backup-controller
04 UaeS'|-§iVsee le«z2¢O TiAé"8weaepA> Ob txz show advanced
backup-controller "UiA>—; 1b{

show advanced backup-controller

3i» ¢ «uWtl show f > 0 tb{

advanced Advancedi &Y " » {

backup-controller ~ Alsig«z¢ O TTAé"Awa pA{
AN¥cA s {

> show advanced backup-controller

AP primary Backup Controller .................... controller 10.10.10.10
AP secondary Backup Controller .................. 0.0.0.0

“UiA config advanced backup-controller primaryz config advanced backup-controller secondary

mH

show advanced client-handoff
6% e ™Mwx"«d ZiA EiA!Ns:> " Ob”"txz
A>—;"1b{

show advanced client-handoff U i

show advanced client-handoff

3i» ¢ «pwtl show f > 0 tb{

advanced Advancedi 8 VY " » {

client-handoff Als«d ZiA EiAINs:{
AN¥cA s {

> show advanced client-handoff

Client auto handoff after retries................ 130

config advanced timers auth-timeoutz config advanced timers rogue-ap
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M show advanced eap

show advanced eap

Als Extensible Authentication Protocdl EAP; !AYAOéA ¢cE£f > Ob"txz show
advanced eap UiA>—; 1t b{

show advanced eap

3'I'»(',«|,IWT‘| show f >_©‘¢b{
advanced Advancedi &Y " » {
eap Als«8 ziA EiA!Ns:{

>
2
®
O

>

s ' {

« > show advanced eap

EAP-Identity-Request Timeout (seconds)........... 1
EAP-Identity-Request Max Retries................. 20

EAP Key-Index for Dynamic WEP.................... 0

EAP Max-Login Ignore Identity Response........... enable
EAP-Request Timeout (seconds)
EAP-Request Max Retries..................
EAPOL-Key Timeout (seconds).............ccuee.en.
EAPOL-Key Max Retries..........ccccveeeennnn.

show advanced max-1x-sessions

BZ«-u U TAteDNe0oM” %l 802.1x - ¢ 2ATwW7G:> Ob"txz show
advanced max-1x-sessionsUiA>—; b {

show advanced max-1x-sessions

3i» ¢ «uWtl show f >0 1b{
advanced AdvancediaY " » {
max-1x-sessions g7«-g U TAteDr"e0oM”" %ol 802.1x - ¢ 2ATWT7G:{
AN¥cA s {
« > show advanced max-1x-sessions
Max 802.1x session per AP at a given time........ 0
E"UTA s {
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0OL-15295-01-J |



| Cisco Wireless LAN Controller w “UTA
show advanced probe-limit

show advanced probe-limit
o«d ZiAwZ« p U iAph“w  WLAN TTA&"&ta67h0&"0:S"|
0é”0 "¢Uaeput> Ob"txz show advanced probe-limit " UiA>—; b {

show advanced probe-limit

3'I'»(',«|,IWT‘| show f >_©‘¢b{
advanced Advancedi &Y " » {
probe-limit o« & ZiIAWZ«-p U] TAph*w WLAN "iAé”atud67+h0
€70:5'|0é70 "¢0axpt {
AN¥cA s {
« > show advanced probe-limit
Probes sent to switch per AP slot per client.... 2
Probe interval in msec...........c.cccceeee.. 500
E"UTA s {
MSip e@"AMvU ®TA®T> Ob"txz show advanced rate UiA>—; b

show advanced rate

3i» ¢ «pwtl show f > 0 tb{

advanced Advancedi &Y " » {

rate M3ip e”"AMvw ®FfhxA®{
AN¥cA s {
« > show advanced rate

Control Path Rate Limiting...........c.c.c...... Disabled

C.\
~

s ' {

g

[ oL-15295-01-J

Cisco Wireless LAN Controller ~“UiA  aNe.&ip ]



Cisco Wireless LAN Controller  w “UiA |

M show advanced send-disassoc-on-handoff

show advanced send-disassoc-on-handoff

EfA'R™t WLAN TTAE"&U«& 2iA>212a”Artb”TrOT> Ob”
txz show advanced send-disassoc-on-handoflJ i A>—; 1 b{

show advanced send-disassoc-on-handoff

3i» ¢ «uW 1 show f >0 tb{
advanced Advancedi &Y " » {
send-disassoc-on-handoff E{A'NU ®=fhxA®="eh™z WLAN "TAé"ax

«& ziA>z130”Art tb{

AN¥cA s {
« > show advanced send-disassoc-on-handoff
Send Disassociate on Handoff..................... Disabled
E"UTA s {

show advanced statistics

Cisco Wireless LAN ControllerU " Aww-@CU ®TA®T> " Ob"txz show advanced
statistics "UTA>—; £b{

show advanced statistics

3i» ¢ «uwtl show f > 0 %b{
advanced Advancedi &Y " » {
statistics  Cisco Wireless LAN Controllet) " Aww-@CwY 6> O tb{

AN¥cA s {

« > show advanced statistics

Switch port statistics..........cccovvvveeinnes Enabled

config advanced timers auth-timeoutz config advanced timers rogue-ap

(4
(e
T
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show advanced timers

AlsbleeAY 72i18"zYA tzS'|EYsi«-pu U iAwaiAeae »

Ob”txz show advancedtimers UiA>—; $b{

show advanced timers

show advanced timers

3i» ¢ «puwtl

>
2
®
O

>

show f >0 1b{
advanced Advancedi &Y " » {
timers Als3pAU  » U™
it«pO $b{

> show advanced timers

Authentication Response Timeout (seconds)........ 10
Rogue Entry Timeout (seconds).................... 1200

AP Heart Beat Timeout (seconds).................. 30

AP Discovery Timeout (seconds)................... 10

AP Local mode Fast Heartbeat (seconds)........... disable
AP Hreap mode Fast Heartbeat (seconds).. disable
AP Primary Discovery Timeout (seconds)........... 120

config advanced timers auth-timeoutz config advanced timers rogue-ap
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