wiPS 8LV 707714 ILDETFE

ZOFETIH, wiPS7T a7 7 A VB L OWIPS 8 ET 27D CRET I LENH HTHH D
BEFIBEICOWTHALET,

COEONFIZ, WOLEFEY TT,

* WIPS BLO T BT 7 A VORE, 1| N~—¥

> O E =
wWIPS LK 787714 ILDEXTE
ZODOFETIE, WIPS 727 7 A VB X O WIPS ZEA/ET 5720120 TRET HLENHHHE O
BEFEICOWTHALET,
ZOEONFIZ, WOLEFEY TT,

FEEFHEFINEIER

* Mobility Services Engine I& 1 2@ Prime Infrastructure 7> H DA E TEX 97,

s IHHOWIPS N hr—F, T EARA L b, BEOMSE Tl SN TWEEE, =
NS3ODT LT 4T 45T _RTCUTC XA LY — VTR ETDHHLEND D £,

car br—J 1 ODORET R 7 A NVICHEEMTONET, FOoar be—Jl#ERIN
TWBWIPS T— R 7278 ARA 2 MITRTEL wiPS REE A LET,

—e E
AR &4
wIPS 710 7 7 A LV ERET HHNZ, WOFNEZFEITTHMERH D F9,

1 Mobility Services Engine & 1 > A h—/L LET (72X y =7 NTEEL TWRWES) .
[ Cisco 3350 Mobility Services Engine Getting Started Guide)] % 7-1% [ Cisco 3310 Mobility Services
Engine Getting Started Guide] Z#ZH L T 7230,
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wiPS 5&UT077 A LOBRE |
B wesEssvToor A LBEBIIONT

2 Mobility Services Engine % Prime Infrastructure (ZiEM L £ 9~ (L7ZEMI LT WA
3 WIPSE=4 T—FTEHETDLLOICT 78X RS baELET,
4 wIPS 7u 7 7 A VERELET,

WIPS SR EH LUV TAT7AILEEIZDINT

wiPS 711 7 7 A VDERTEIF., 707 7 A NDFEREZEFEIMHEH SN D Prime Infrastructure 7> 5 45
EFLTFz—rEEEAET, EEOTT 77 A X, MSETHEITTHVAPLAIPSH—E R
WIZEBRTFESINLE T,

7’17 7 A JLiX, Mobility Services Engine - wIPS —E A5, FFED 2> b —J I 0EHFE
. Wiz, 20K ar ba—Z BT 5TV D wiPS E— K 727 & & 7”1~ MZERNIC
o777 A NVPMREISIVET,

Prime Infrastructure T wiPS 7’12 7 7 A )L ~DFEL LA THO4L, —H D Mobility Services Engine
BLUOavbe—=JIZ@EHENL LA, ROX IR £,

1 Prime Infrastructure TRRE7 0 7 7 A LNER S, A=V a UERPEFINET,

2 XML _X—A2D7 17 7 A LN Mobility Services Engine THIT3 5 wiPS =2 ¥ ZiH S E
T, ZOEHIL, SOAP/XML v h=aLuzf L TiITbihET,

3 Mobility Services Engine L wIPS I, NMSP # il L CiRET R 7 7 A L EHEHATH Z &1
EoT, 207 n 7 s A NMZBEMT LN TS KA bn—F 2B H LET,

4 o b —FFEHINTZWIPS 77 7 A L EZITERY . ZiE NVRAM IZRIFEL  (BLRTO
TRTCDONR=Ta D7 a7y A )V EEEHZ D) . CAPWAPHIfI A v — % LT,
HEEshi=7 a7 7 ANV EZCEEM T BN WIPS T 7B A RA 2 ML ET,

5 WIPST—RTV7RBARAS L MIarba—InbEHEanz" a7y A VEZITERY, Z0
WIPS V7 U =7 =P ANIEEAZEA L ET,

ZIZTEH RONFIZOWTHALET,
CEESFIE N EERE, Q=)
*wWIPS TE=H T— FDT VA KRA L FORE, (BX—)

*wIPS 7’10 7 7 A LD IE

EEFIE KNSR
*WIPS =4 E— R4 H— h LT SDIE, CiscoAironet 1130, 1140, 1240, 1250, 3502E,
BLY35021 ) —XDT 7 ERA KA T TT,

*wWIPS V7 E— KBV HR—FrENBDIE, 7T7EBARA L b ET—RKBRE=Z, n—hL, £
721X HREAP OBATT T, 72770, 1130 B X240 7 7 B A RA > bOB4E. wiPSIE
T=H = FEFTHR— P SRET,
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WIPS E=42 E—KD7I A KRLAV FDETE
WIPS E=% E— RTEET AL IIZT V7 BA RA Y FERETAHITIE. ROFIEICHENET,

AT 71 [Configure] > [Access Points] DJIEIZ IR L £ 4,
ATwv 72 [802.11a] £721% [802.11b/g] FEMRY > 7 &2 ) v LET,

1: [Configure] > [Access Points] > [Radio]

] AP Name W IP Address Radio

[[] 1240-1  00:1d:45:23:d5:a0 200.165.200.230 Unassigned

Map Location

273127

AT w73 [Access Point] ~4— T, [Admin Status] F = v 7R v 7 A% 472 L TEBREZEIC L £,
2 : [Access Points] > [Radio]

Access Point > 1240-1 >'802.11a’

General
AF Name 1240-1
AP Base Radic MAC 00:1d:46:7e:8a:60
Admin Status |
Controller 209.165.200.231 ®
Site Config ID 0 é

ATv T4 [Savel &7V v LET,

GE) WIPS E=% E— RICHREINDT VA RA Y b EOFBERIZONT, ZNODOFIEZ Y
WLET,
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wiPS 8& 0T 77/ L0BEE |

AT TS WENELZ /e 5725, [Configure] > [Access Points] DJIEIZEIN L, MLhZ LIZHEROT 72 A KA 2 b
D&4FIEZ Vv LET,
ATFTYT6 TIRARALAL  DEAT TRy 7 AT, [APMode] K2 v 7 &7 U A kH 5 [Monitor] & 3R L %

‘@—O

3 : [Configure] > [Access Points] > 7 U & X R4 > b DM

General **

AF Mame

Ethernet MAC

Base Radio MAC

Country Code

IP Address

Admin Status

AP Static IP

AP Mode

Enhanced WIPS Engine
Monitor Mode Optimization

AP Failover Priority

1240-1
00:1d:45:23:d5:a0
00:1d:46:7e:8a:60
Us -
209.165.200.232

[#] Enabled

[ Enabled

Maonitor -
¥ Enabled
-

Low -

273129

AT w71 [Enhanced WIPS Engine] @ [Enabled] =~ 7 R v 7 2 &4 12 LET,
AT 78 [Monitor Mode Optimization] K22 v 7 # 7 U A k)i [WIPS] 23R L £,
ATYT9 [Save] &2V v LET,
RTYTWN TI7EARA L b2 T =T DL IRDLNTZS, [OK| &2V v 7 LET,

AT TN TR RA 2 MERAEFERNZT 5121, [Configure] > [Access Points] DJEIZEIN L £9,
ATV T2 WERT A RA v MNERE S ) 07 LET,

4 : [Configure] > [Access Points] > [Radio]

= Ethernet
] AP Name MAC

] 1240-1 00:1d:45:23:d5:a0
[ 1130-1 00:14:6a:1b:3b:6a 200.165.200.226 B802.113 Unassigned
] 1250-1 00:1b:dS:13:15:e2 209.185.200.227 202.11b/g/n Unassigned

IP Address Radio

Map Location

209.185.200.225 Unassigned

273130

AT 713 [Radio Detail] ~— ", [Admin Status] @ [Enabled] F = v 7 Ry 7 A%+ N2 L£T,

ATv 14 [Savel 227 U v 7 LET,
WIPS =4 E— RIZRE LK T VA KAV PBIOZOKBEHRIZOWNWT, ZOFEABY KL E

j—o

i Cisco Wireless Intrusion Prevention System I > 7 4 ¥aL—>3> A4 FJJ—R16

0L-29331-01 |



| wPss£0T0T74L08E

wps 7oz7 1 romE I

wiPS 702774 JLDKRE

&

ATvT2

ATvT3

| 0L-29331-01

7 7 4/ KT, Mobility Services Engine & %fJ59 % wiPS 7 7 £ A R4 o X Prime Infrastructure
MHT 74NV NDOWIPS 77 7 A NVEMALET, ZOTaT7 A0, T 74V N THIIC
ENTNDREIDGORET 7 — LI Lo THLNUOFHEINTEY, wiIPSTZEARA > M
MU RF ZNV—7NOT 7 ERARA L MIHTOHELEMRLEST, Z0X5I2, VAT AIF
WLAN A V7T AT 0 F v L wIPS TV A RA L FOFBERE L2y ba—F RIZEAESH
TWAHHE Y Y a—va rEFHT 2T T VT H2HBEEZENTH L9 I2H L0 LOKE
INTVET,

Gx) WROFBETFIBEDO—EILIA— "= AT L Tv—27 ENTEY ., Autonomous C7E2 | {H A
DAL +E—F_N—ZDWLAN 2 EDOBFFEOWLANA > 75 A NS 7 F ¥ 2EMRTH LI
WIS WIPS Y U 22— a VEEA L TCWAEARICTEITETSNE T,

wiPS 7’0 7 7 A NV ERET HIZiE. WOTFNEIZHENE T,

[Configure]| > [WIPS Profiles] % 3R L 9,
[WIPS Profiles] ~— Y RNERINET,

[Selecta command] K2 v 7 Z 7 U X h)vi5, [Add Profile] Z3R L, [Go] #7 V v 7 LT,

5: [wiPS Profiles]> 700774 JL )X +

<IP,Name,55ID,MAC>
Advanced Search | Saved Search
User: root @ Virtual Domain: root ™
f#f Monitor ~ Reports v Configure » Services ¥ Administration ¥ Tools ~ Help ~ e t" é Logout

llllllll! Lm"“ Summary A2 7 o ) 1543 v J Wireless Control System
cisco

’ wiPS Profiles S
IPS Profiles Ad 4 Lo
WIPS Profi e S B Pt [adoprofie  +)[Go ]
SSID Group List

None detected

205354

TJaI774I TUTL— FOER

[Profile Parameters] %1 7 1 77K v 7/ AT, [Copy From] Ku v 7 X7 U A o7 a7ry AN T
L— bR L £,

GE) WIPSIZIZ—#HDO R 7 7 ANV T T —ERHENUHERIILTNDLDT, ZNHEN—RA
CLTHERLTHBDIAS L a7 7 A VEERTEET, 7077 AL, TDT 1
77 A NVTHNREEEDT 7 — L ERFRIC, FFEDOEBFRITHRICEDE TER SN TV E
?—O

GE) FI7HNVEN TR T A IVIRETX R
%\/0
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B wesyoorqsiomE

G¥) TR T AN EI N —TFCEETATODICNMSP Y L a v NT 7T 4 T L EEREL
F7,

6 : [Profile Parameters 54 7 O Ry 49 X

i Profile Parameters B

Profile Mame INew Profile

Copy From IDefauIt 'i

(Detault |
Education L
Saxe S A5 EnterpriseBest I—l
EnterpriseRogue
Financial
HealthCare
HotSpotOpen
HotspotS0z1x
Military
Retail
Tradeshow
Wwarehouse

273133

ATV T8 Tur7rANEEIRL, 7u7 7 A% E AT LTS, [SaveandEdit) 27 Y v 7 L3, FFMIC SN T

X, wIPS 777 A0, (12%—2) 2L TL7EE0,

RTvT5 B89 B SsiD HRELET.

(ff=&) [SSID Group List] X—CSSID #i%ELF9, 774/ T, B—HA/V TA YL ALANA
7T A7 7F % (RAURFIZN—TZ%FHDOAPIZL > TERINTT) 1Tx L THEHNT S - BB NE
EINFET, ==LV AERET NV THERT H5ERE, MOFXy NI —27I1ZxT 2 BELZEH IS
VIENH DAL, SSID V'V —THERE AT 20BN H Y £,
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wps 7oz7 1 romE I

GE) ZDOFRIENLEILNGAIE, HIZ [Next] 227 U v 7 LET,

7 : [SSID Groups Summary] <4 >

WIP 3 Profiles > Profile > 'New Profile’ > S5ID Groups

Edit Group B3| il
Select a Command
Save | Cancel I Next | Gru

Eait Croup

[T Name SSID List e

[T Any

[T Guest

[T Meighbor

[T other

273134

1 [MyWLAN]| F = v 7Ry 7 A4 2L, Rey 7 Xy U N5 [Edit Group] % 3R
LT, [Go]&®Z7 Vw7 LET,

2 IS SSIDEANLET, ZOFIEX, A— =L AHERET VTR 7250 WLAN
AT TANT I T X IR THIHBEEERT D DI AT AR HHINDGEITSLETT,

3 SSIDL&EASIL (BEEDOLAETZATTTAEEITI DOAR—=ZATRY]S) | [Save]l 7 U v
7 LET,

8 : [SSID Group Configuration] 54 7 A5 Ry o R

SSID Group Configuration [X]

S5ID Group Name [MywLAN

33101 55102 S5ID3 -

SSID List{Use space between SSIDs)

| Save I! Cancel

273135

SSID N IEH BN E 7= 2 & 283 5 [SSID Groups] ~— YN FRrENE T, HHIIZOW
TiX., wiIPSSSID Zv—7 U X FDORE, (153—=) 2R LT IEEN,

9 : [New Profile] > [SSID Groups] X—
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wiPS 5EU TR 774 LDBEE |

ATy 76

ATvIT1

wiPS 7077 1 JLDHRTE

WIPS Profiles > Profile > 'New Profile’' > SSID Groups

Save

I Cancel | |

[ Name
[T Any

[T Guest
[T MywLaN
[T Meighbor
[T other

S5ID

List

55101 55ID2 55103

[Next] 27 U > 27 LE7,

273136

[Select Policy] 3 & OF [Policy Rules] A2 ~A o NFR RSN ET,

10 : [Next] > [Select Policy Summary] XA >

Select Policy

Policy Rules

--[# DoS:
# Dos:
@ Dos:
@ DoS:
- DoS:
@ Dos:

@ Dos:
@ Dos:
@ Dos:
@ Dos:
@ Dos:

Ta7 74 IILDORE

—& Security wiDS/wIPS
=@ wIPS - Denial of Service Attack
=) Dos Attack Against AP

Association flood
Association table overflow
Authentication flood
EAPOL-Start attack
PS-Poll Flood

Unauthenticated association

=|- @ DoS Attack Against Infrastructure

CTS Flood

Queensland University of Technology Exploit

RF jamming attack
RTS Floed

Virtual Carrier attack

—~!@ DoS Attack Against Station
@ DoS: Authentication-failure attack

|»

I»

Security IDS/IPS

The addition of WLAMs in the corporate enwironment introduces a new class of threats for
network security. RF signals that penetrate walls and extend beyond intended boundaries can
expose the network to unauthorized users. Rogue access points installed by employses for their
personal use usually do not adhere to the corporate security policy. A rogue access point can
put the entire corporate network at risk for outside penetration and attack. Not to understate the
threat of the rogue access point, there are many other wireless security risks and intrusions
such as mis-configured and unconfigured access points and DoS (denial-of-service) attacks.

Wireless Security Methods

N Simple

Complex T

BB X OE SR O W 2 AH N £ 213§ 5121E, [Select Policy] 21 o TE DS A4 T OREIC H

HFx v IRy I A F AT LET,

T T 7 ANVERET DI, B ATOLRT (DS : TV Yxo—1ar 7Ty RRE) 270 v 7L

i?‘o
FOHER AT D

R

11 : [Policy Rules] X1 >

Select Policy

Policy Rules

TENSA U R = =V OFHAD EOLMDSRA ANTFRINET,

=B Security wiDS/wIPS
= wIPS - Denial of Service Attack
= -@ DoS Attack Against AP

: Association flood

DoS: Association flood

Add |

Edit

| Delete Move Up I HmleDmn'nI

DoS: Association table overflow ; it — ) @
@ S A ¥ Threshol ACL/SSID Group Notification Se.\ferlty g
: -~ DoS: EAPOL-Start attack kel Hare Criticel R
Cisco Wireless Intrusion Prevention System 21> 7 4 X2 L—L 3> A4 K ) 1J—X 16
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ATv7T8 KRYI— L—ILOEE
AU — = LB EET AL, [Policy Rules] X—T T, RV — —NLORICH DT v IRy 7 A
AL, [Edit| 227 U v LET,
[Policy Rule Configuration] %4 7 2 778 v 7 ANREKRINET, AU T —>D][Policy Rule Configuration] %
ATl Ry 7 ATREZRELET,

12 : [Policy Rule Configuration] ¥ 4 7 Q45 1R v 4 X

b 4

Severity [ Minor ]
Action [#lcontainment
Type Q551D

Guest s

Any
SSID Group MyWLAN

MNeighbar

Other 7

Save || Cancel a

a) [Severity] K v 77X 7 UR D, BETDHT 7—LOEBREZBIR L9, FHGESRA 7> 3
“IX. [Minor], [Major], [Critical], [Warning] T3,
b) HEE CIAHEHEZFZNICT 5121, [Containment] F = v 7 Ry 7 2% A2 LET,
GE) WDOEX =2V T ¢ BT, VU —R75 CRIEAPE UIADICX L CRETE £
R

* Y7 M AP EFA A N AP O
* Airsnarf B8 O f HH

==Ky AP O

* Hotspotter > — /L O fk

* Karma >’ —/L O H

« N4 A Fr— K% A b XSS SSID

) ZDT T—LDONry Nexy T F v T H8E1E, [Forensic] = v 7Ry 7 A4 NI LET,

d) VENZJS U T, T2 T 4707 vm—ya OB ERLET, (ZOEIEIT7TI—2 %A 712k -
TERVET)

) [SSID Group] kv 7 X7 UARMNDL, WEREEMHTH WLAN A V7 FARNT I FYOLA T
([SSID] % 7-1% [Device Group]) # R L £,

*[SSID] ZR L= AT, AT v 7 9 IR FE T,
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B wesyoorqsiomE

* [Device Group]| R L 7255513, A7 v 7 10 IR E T,

GE) [Device Group] ([Type]) 35X O'[Internal] (X7 7 4 /L kT3, Internal (%, [i] U RF 7 /L—
THRNOTRTOT IV ZARA Y FemRmLET, ¥AFIZ[SSID] Z#IRT5H &L, 40—
N— L ARSI 72 R Ry N U — 7 R TE £,

ATYT9 KU — L—LDBEM (TE)
UEE) A— =L AHERRIZER D . SSID DR Y ¥— b—/ L& BT 2i12iE. L TOFEICENET,

1 RY)— =z BNT220F [Add] 27 ) v 7 LET,

13: K1) >— )L—)LDEM

Select Policy Policy Rules

|=+B security wiDs/wiPs e
Do5: Association flood

—| @ wIPS - Denial of Service Attack

- & D gainst AP &
[ T — Add | Edit Delete | Moveup | MoveDown | I

(2]

ssociation table overflow I~

M Thrachald AC1 /SSIN Grann Mntificatinn Seuarit ™

2 [Policy Rule Configuration] %1 7 17 778 v 77 A C, [SSID Group] V A F2>5 [MyWLAN] % #&4R L %
7
G¥) XA 7N SSID N T TITERIN SN TV E
—6‘0
3 TRTCOEFEMNET LD, [Save] 7 U v 7 LT,

4 KRV = N— a2 BHLET, T_RTOLEZETLIEDL, A7 v 7 10 IC#RET,
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GE)

wiPS 7077 A4 LDHRTE

SSIDIZE > THIOWLANA V7 T A NT IV F ¥ ZERTH LI AT LAERET DA
BT 23T _RTCORY = — VT EIZEETLIMERH Y £3, #ERIOET T —2IZ, ¥
AT I CLARTNZAERL L72 SSID 7 v —FIZxt 3 2 BB A AT 2 L HOIWCER LAY v—b—
NWEAERT DHENRSH Y F7,

K14: SSIDE=42") VJICETBHKR) — IL—ILDIRE

Select Policy

Policy Rules

—-B Security wiDS/wIPS
=} @ wIPS - Denial of Service Attack
= - DoS Attack Against AP
- DoS: Association flood 1
DoS: Asscciation table Evarﬂm{
~[# DoS: Authentication flood I
@ DoS: EAPOL-Start attack I
@ DoS: PS-Poll Flood 1
--[@ DoS: Unauthenticated assoaitiffp
—!-# Dos Attack Against Infrastructure I
-.[@ DoS: CTS Flood 1

~-[#) DoS: RF jamming attack
--@ DoS: RTS Flood
DoS: Virtual Carrier attack *

=@ DoS Attack Against Station

@ DoS: Authentication-failure attack
[ DoS: De-Auth broadcast attack
DoS: De-Auth flood attack

DoS: Dis-Assoc broadcast attack

@ DoS: Dis-Assoc flood attack

@ DoS: EAPOL-Logoff attack

~[# DoS: FATA-Jack toal detected

- DoS: Premature EAP-Failure attack
DoS: Premature EAP-Success attacl
=-[E wIPS - Security Penetration

-@ Airsnarf attack detected

. YR )

JEi|

Edit
Each
Alarm

Dos: Queensland University of Bchnology Exploit

k

DoS: Association flood

Add Edit |  Delete Move Up | Move Down
[T Threshold ACL/SSID Group Notification Severity
M 100 Internal None Critical

||_ 100 My WLAN None Critical |

o

1 ¥
-

% Denial-of-Service Attack: Association Flood

A form of DoS (denial-of-service) attack is to exhaust the access point's resources, particularly
the dlient association table, by flooding the access paint with a large number of emulated and
spoofed client associations. At the 802.11 layer, Shared-key asuthentication is flawed and rarely
used. The other alternative is Open authentication (null authentication) that relies on higher level
authentication such as 802.1x or VPN. Open authentication allows any client to authenticate and
then associate. An attacker leweraging such a wvulnerability can emulate a large number of clients
to flood a target access point's client association table by creating many clients reaching State 3
as illustrated below. Once the client ascociation table overflows, legitimate clients are not able to
get associated thus a denial-of-serve attack is committed.

Large number of emulated client associations overflow AP's client association table

State 1:
Unauthenticated
Unassociated

Successful

Authenticafion Deauthentication =

A7 710 [Profile Configuration] # A 7 12 77K 7 AT, [Save] &7 Vv 7 LTCFua 77 A/ (SSID 72137 /34 &

IN—T) EREFELET,

15 : [Profile Configuration] # 4 7 O 5Ky 4 X

[Next] 27 U v 7 LE7,

WIP S Profiles > Profile > 'New Profile’ > Profile Configuration

Save

Cancel I Back I

Next |

273143
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B wesooorqn

ATYTIN Ta7r A NVEEHAT S MSE/22 hr—7 OMAGHOEEZENL T, [Applyl #7 VU v 7 LE T,

16 : [Apply Profile] 54 7 A4S Ry o R

NIP S Profiles > Profile > "New Profile’ > Apply Profile
| Apply || Cancel | Back I

Select MSE/Controller{s)

:—ISE.-'Ccntru:IIer(sj
=@ MSE-1

------ B wLc-1

273144

wiPS 702774 )J)L

[WIPS Profiles] > [Profile List] ~*— " Ti%, BED WIPS 71 7 7 A L OFR, Tk, @A, HIFRZ
o7, LT e 77 A VaBIMLIEY TEET,

Cisco Adaptive wIPS B§HE DFEANIZ DUV TiX, Cisco.com (7 7 BA LT, ~VF AT 4T 7L
TrTFr—raraIlEL SV, Prime Infrastructure (2T 2 X FXER PE Y 72OV TD
FHEV2— bV ES, 4%0Y U —RIHEbET, FEEMITOIMES LB T—

VarBIOHIET LEY T =Y a UBBINMS TV TETT,

Prime Infrastructure ® wIPS 7’12 7 7 A )L U A NZT 7 & A3 521X, [Configure] > [WIPS Profiles]
DIEIRIR L EJ, =T DF 7 4L ML, [wIPS Profiles] > [Profile List] T9~, [Profile List] 2351
EFRENTORWEAE, EHOY A R A ==2— /38— [wIPS Profiles] 7* 5 [Profile List] % %R

L/i‘é—o
[Profile List] 21X, 707 7 A L DIRDIERDPE RS NET,

* [ProfileName] : BIfEO TR 7 7 A ND2—WERLAEZRLET, 7077 A VOt EFRR
FIIRET DL, T T AN ET Y v T LET,

)

G¥)

TURN—=INET T A NKICEDERE, e T A NIDENR—T S
UMFBERENET,

* [IMSE(s) Applied To] : Z D7 1 7 7 A /LA H &4 T % Mobility Services Engine (MSE) @

BaRrLET, MSEEBZZ Vv 35L, 7n7 7 A NOEID Y TOFEMPERSILE
‘g—O
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wps 7oo71r

* [Controller(s) Applied To] : 2D 7' m 7 7 A ABEH SN TWDH Ay hr—FDEERLET,
arbhun—=9F5E7)vr$5HL, TuT A LOED L TOFMBEREINET,
LTI ROAFICHOWTHBLET,
* 77y A OB
77y A VOHIER
*HEOTa 7 7 A /LD
TaTr AN T 4 BEERTLE, HLWT BT 7 A NVOIERSBAEDT 0T 7 A VOLEE

ARETY, FEAICOWTIE, IR 7 7 AN 2T 4 Z LT n 7 7 A VREEZRL TS
él/\o

JO774ILMEM

ATy T

ATy T2
ATvT73
ATvTa
ATvTH

| 0L-29331-01

T 74N NERFFEARESNTZT a7 A NVEFEH LT, HILWWIPS 71 7 7 A L E/ERTX
F7,

-

t > b Cisco Adaptive wIPS BEREDFEMIIZ DUV TlE, Cisco.com (Z7 7 BA LT, w/LTF AT 4
T TV EByT = a I B EY, Prime Infrastructure (ZEET A I FXER FE Y S IZD
WTOHEEED 2=V bHVET, %DV U —RZE&DLET, FEEMETOIMET LB
VT=varyBLOHEHMTT VBT v a BBENER TV TETT,

wIPS 7’0 7 7 A )V ZIBINT B2k, ROFNEEZFEITLET,

[Configure] > [wIPS Profiles] DINAIZE IR L £¥, ~—TDF 7 4/ ~ME, [wIPS Profiles] > [Profile List] T

To

[Select a command] K72 7' # 7 U A hHvb [Add Profile] Z IR L £ 9,

[Gol&x 7 U w2 LET,

[Profile Parameters] ~<— 3 @ [Profile Name] 7 ¥ A s ARy 7 AT 7 7 A VA E NI LET,

Ky 77Xy URA NG, 8T HERBEHADT T 7 A NV EEIRT 5, [Default] Z IR L £,
ERFHDOT T 7 A VIITIRO L DR H D £,

* Education

* EnterpriseBest

* EnterpriseRogue

* Financial

* HealthCare

* HotSpotOpen
* Hotspot8021x
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wiPS 8& 0T 77/ L0BEE |
B wesooorqn

* Military
* Retail
 Tradeshow

» Warehouse

ATYT6 WOWTHNNETIRLET,

*[Save] : 7' &2 7 7 A /L%, Mobility Services Engine X°= > k1 —7 2|0 24 CT4\2, £ H 72 L C Prime
Infrastructure 7 — X N—ARAFLET, TR 77 A METT 0T 7 A0 YA MIFRSNET,

*[Saveand Edit] : 70 7 7 A L ERIFL, FREL £,
* [Cancel] : 7'& 7 7 A )L ZAERH T2 [Profile Parameters] ~— Y % U £,

70774 IILOHEIR
WIPS 7100 7 7 £ L ENIGRT B I01E. KO FIEA £47 L £,

AT w1 [Configure] > [WIPS Profiles] Z3#&{R L £9°, ~X—TDF 7 4 /L L, [wIPS Profiles] > [Profile List] T3,
ATFYT2 HIRTDWIPS 707 7 ANDF =y IRy I A% AT LET,
AT w73 [Selectacommand] K2 v 7% 7 U Z L) [Delete Profile] % B4R L £ 9,
ATy T4 [Golx7 Vv LET,
RATvTF5 [OK] %227 Vv LT, HIBREFETLET,
GH) TuTZrANRary be—ZZEA SN TWDHEE, £O7 07 7 A VFHIRTE 48
Mo

REODTO 774 ILDEA
je

Ev bk B b Cisco Adaptive wIPS #EEE DFEHIIZ DWW TIX, RO URLIZT 7 AL TLZEV, http:/
/www.cisco.com/en/US/products/ps6305/tsd_products_support online learning modules_list.html Prime
Infrastructure (BT 2 S EIER FE Y ZIZONWTOFEEEV 22— bV 3, 5%DY
U—ZhbE T, FHEBETAMES LB Ty a VBLOHEIFF LB T = g U
BINEA T TETT,
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ATvT1
ATvT2
ATvT3
ATvT4
ATvTH

ATvT6

wpsssD 5 L—F Uz tozE I

wiIPS 7 7 7 A VEEHT 51203, ROFEEZFEITLET,

[Configure] > [WIPS Profiles] Z#4R L £9°, ~X—TDF 7 /L ME, [wWIPS Profiles] > [Profile List] T3,
WHT D WIPS 707 7 A NDF = v IRy 7 At Nl LET,

[Select a command] K 7% 7 U X K25 [Apply Profile] 38R L £ 77,

[GolZZ27 Vw7 LET,

7'v 7 7 A V%9 % Mobility Services Engine & =2 b —F IR L £,
GE) BLWEID S TRBUIEORI D Y TLERRDGE, v 7 v A NV ERRDIAFTTRET DL 5K
HHIVET

%27 % Mobility Services Engine & = > b = —Z NEIRIN TN DLGE, ROWTIUNEZRIRLET,

*[Apply] : BITEDO 7' 7 7 A V% | I EZ 172 Mobility Services Engine £7- (<= > b —J [ZHf L £
TO

*[Cancel] : BRAITOTICTa 774V UAMIREY 7,

wiPS SSID ' )L—T 1) X FDEERE

| 0L-29331-01

SSID (Service Set IDentifier) (L. 802.11 (Wi-Fi) % v U — 27 Z#RBI4 5 b—27 o F7213F—T
4. 802.11 v RU—Z BT 5HI21E, SSID ZH1 > TWALENRH Y £4, SSID I%, SSID
TN—7" U R MEREZFEHRA LT, Z—7L L TwIPS a7 7 A )VICEEMITAZ T
ﬁ—o

SSID 7' /v— 1%, [Global SSID Group List] “*—3 ([Configure] > [WIPS Profiles] > [SSID Group List])
MHA R — 8T 50, [SSID Groups] N— VL EBEEMT 52 & T, F'm7 7 A LITBEIITE
£7

Z TR, ORNFIZOWTHALET,
* /ma—/ 3L SSID ZL—7 1 A b
*SSID 7 /v—7

Je

B>kt | Cisco Adaptive wIPS #EHE DFEMIZ DUV TIE, RO URLIZT 7 AL T
<72& VWY, http://www.cisco.com/en/US/products/ps6305/tsd_products_support
online_learning modules listhtmlZ Z{Z(%, & % & & 72 Prime Infrastructure b
Ey 7T LFEEY 2— bV ET, %DV IV —XTHEbET, F#
BHamb T MBS LB T —va VEBXOHIRT LB 7 — a3 U odiBn
STV FETT,
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wiPS 8&UTRT7 74 LOFEE |
B wpsssD5L—F UROBRE

a—/\J)LSSD Y IL—T YRk

[SSID Group List] =— Tl&, 72— 3L SSID VNV —7 ZBMEIIHETEET, 207 a—
7V SSID 7 V—F 1, % Tt 45 wiIPS 70 7 7 A WA ViR— F TEET,

EXF B b Cisco Adaptive wIPS #EEDFERIIZ DWW TIX, RO URLIZT 7 AL TLZEV, http:/
/www.cisco.com/en/US/products/ps6305/tsd_products_support_online learning modules_list.htmlZ Z
(21X, & F ZF 72 Prime Infrastructure N By Z 2T 5FFHE 2 — b H D ET, S%DOY
J—RICADET, FREMETIMET LT = a v BIOHIF 7T LT — g U
BMETHWLS TETT,

[SSID Group List] ~*—1Z7 7 & AF 5Z1%, [Configure] > [WIPS Profiles] DJIEIZERN L £ 7,
MDY A KX3— X == —5, [SSID Group List] %3 L £7, [SSID Group List] ~— |
X, BUED SSID 7 —7" L Z AU B 1T 7z SSID RFE RS ET,

Z TR, OAFIZHOWTHALET,
s JL—T7 DB
* I — T DR

s T L—T7 DOHIkR

S IL—TDEM
SSID 7' Vv—7ZBINT 5I121%,. ROFNEEZEITLET,

AT 71 [Configure] > [WIPS Profiles] % &R L 9,
ATy T2 EROYA F/X— A =2—)5, [SSID Group List] 23R L £,
ATw T3 [Selectacommand] K& v F& 7> U A LD [Add Group] 23R L £,
ATY T4 [Gol 7 Vv 7 LET,
ATYTE SSIDFHEN—VT, 7F AL Ry 7 AZSSID Zv—74 % AN LET,
RTwT6 [SSIDList] 7% A h Ry 7 A2 SSID # A LEJ, SSID BNEED HHAITAR—ATEYEY £,
AT9TT1T ETLEL, ROWThNERRLET,
* [Save] : SSID Z/b—7 % fRfF L, SSID 7 /L—7 U X MZBMLET,
* [Cancel] : 7 L\ SSID 7L —7 ZrfFEIC SSID RE~N—V &2 H L E7,

GEx) SSID 7' )v—7% 7 a7 7 A VIZA A — N 5HIZiE, [Configure] > [WIPS Profile] DJIEIZ
R L E9, [SSIDGroups] X—T #BI< I, 4T D7 e 77 A 0707y A NV4%E
7V w7 LET, [Selectacommand] K& > 7 # 7 U X ~)x6, [Add Groups from Global
List| # =R L £+, A1 v R— T BHSSIDIN—TDF = 7Ry 7 A%F 2L, [Savel
Vv LET,
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JIL—

&M

ATvT4
ATy TH
ATvT6

TDwE

wpsssD 5 L—F Uz tozE I

BAED SSID V' NV—T ZfmET DI12iE, WOFINEEZFEITLET,

[Configure] > [WIPS Profiles] % 3R L &9,

ATY T2 EMOYA R/X— A =a2—)5, [SSID Group List] 23R L £,
ATV T3 WETHSSID VN—TDF = IRy 7 AT LET,

[Select a command] K2 v 7 Z 7 U A k)b [Edit Group] ZE4R L 97,
[Gol %2V w7 LET,

SSID &~ —

T, SSID S A—F 4 FE-1E SSID U A MIMEARLEE ST NET,

AT T BTLEL, ROWTINERIRLET,
* [Save] : BIFEOEHNEZRF L, SSID REX—VEHALET,
* [Cancel] : ZHENEZIRFETIT SSID REX—YH#H U £,

JI—

ATy

RTvT4
ATvTH
ATvT6

SSID Y )L—7

| 0L-29331-01

T DAk

BUED SSID 7 v—7 % KR 51213, ROFIEZFATLET,

[Configure] > [WIPS Profiles] % #5241 L £,

RT9 T2 EMOYA K/N— A ==a—5, [SSID Group List] Z3&R L 7,

AT9 T3 HIRT D SSID VN—TDF = IRy 7 At i LET,

[Select a command] K2 7% 7 U X K5 [Delete Group] Z i8R L £ 9,
[Gol #7 V v/ LET,
[OK] Z 7V > 27 LT, HIBREFATL LT,

[SSID Groups] — 1, 707 7 AN TF 4 ZIZT 7B A LU E ZICERENDIEMHDR—IT

ﬁ‘o

D=V

i, BEOWIPS 7 7 7 A MIZEENTWASSSID I V—7 NEREINET,
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B wpsssD5L—F UROBRE

gIL—

ATvT1
ATvT2
ATv73
ATvT4
ATvT5
ATv 76
ATvT1
ATvT8

TOR—UNES, BIEOTa 7 7 A NLDSSID Z I —FE B, A R — N, FE. FI3EIRT
=FET,

E> bk Cisco Adaptive wIPS #EREDFEMIIZ DUV T, RO URLIZT 7 AL TL Z &SV, http://

www.cisco.com/en/US/products/ps6305/tsd_products_support_online learning modules_list.html. Prime
Infrastructure (ZRH T2 S EFIER PE Y 7 IZOVWTOFEHEY 22— bV £5, 5%DY
J—RICADET, FREMETIMET LT = a v BIOHIE T LT — g U n
BMENTHL FETT,

ZITIE, RORFIZOWTHIILET,
* T—T7 DM
*7ma—sNL YR RGO T )V—T DN
* U — T Otk

s JIL—T DHIR

WAOBEY
SSID 7 /L — 7 %BIED wWIPS 7' 1 7 7 A MZIBINT B121%. ROFIEEFITLET,

[Configure] > [WIPS Profiles] % Z24R L £,

DY A F3— A== —7 5, [Profile List] Z8R L £7°,

FETDHWIPS 7Ty ANDTaT AN E T Y v LET,

[Select a command] K= 7*Z 7 U A k)b [Add Group] Z R L £ 97,

[Gol 227 U v 7 LET,

SSID B EX—Y T, 7F A Ry 7 AZSSID V' V—T %% ATJLET,

[SSID List] 7% A ~ AR 7 ZIZSSID # A1 LET, SSID EEH D553 0 o~ TXEID £,
BT LD, ROWTANEIRIRL 7,

*[Save] : SSID 7' /L—FZAf(F L, SSID Z/b—7 U X MZBML £,
* [Cancel] : # L\ SSID 7 /v — 7 % #4748 71Z SSID REX—TVEA L E T,

ga—nNIL YR NSO TIL—TDEM

|| Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16

SSID 7' /L—71%, 7/ a— L SSID /' )—7 U A b A VAR—FLTEMT2ZEHTEE
3, Zu—s3LSSID Z—7 U A MEROFEMIZOW X, 72— 3L SSID 7 /—7 U Ak
ZHERLTLIEE N,
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| wPss£0T0T74L08E
wpsssD 5 L—F Uz tozE I

SSID /' NV—T %7 a7 7 A A ViR— T BIZIE,. ROFIEEZFEITLET,

AT 71 [Configure] > [WIPS Profile] DJIEIZEIN L £,

AT w72 [SSID Groups] ~—VH#BIZIE, YT DT T 7 ANDT R Ty ANKET ) v LET,
RATw T3 [Selectacommand] Ku v 7% 7> U Z LD, [Add Groups from Global List] % 38R L %9,
ATV Td A R—=FITBHSSID VN—TDF 2 IRy 7 AeF N LET,

ATvT5 [Save] 7V v 7 LET,

TIL—TDRE
HAED SSID 7 NV —T ZtRET HI12i%, WOFNEEZFEITLET,

RXT w71 [Configure] > [WIPS Profiles] 3R L 9,

AT9 T2 EROYA R/R— A=a2—5, [Profile List] 212K L £,

ART9T3 FMTLHWIPS Ve T s AT aTdr A NV4LET ) v 7 LET,

ATy Th FRETDHSSID SV —TDF = 7Ry 7 AEA T LET,

ATw 75 [Selectacommand] K7 v 7 & 7> U R kD [Edit Group] 3R L 7,
RATYT6 [Gol &2V v7 LET,

RATY T SSIDHEES—T T, SSID V' —T 4 F7-1L SSID U A MIMEREF /T ET,
ATYT8 KTLEDL, WOWTHNZRIRLET,

*[Save] : BIEOEFTNEZRF L, SSID FEX—VEHTCET,
* [Cancel] : ZHEANAE ZIRAFE T SSID fFEX—YZ2H L £7,
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wIPS 5L UTAT7 A LORE |
B s A IFEERLETRT P ALEE

T IL—T DAl
BUED SSID 7 v—7 %Kl 51213, ROFIEZFATLET,

AT w71 [Configure] > [WIPS Profiles] % &R L £7°,

AT9 T2 EMOYA R/R— A==2—5, [Profile List] 23R L £,

ATYT3 FETLWIPS V77 A NDOTaTy ANAET ) v 7 LET,

ATy T4 HlRET 2 SSID VNV—TDF = v 7Ry 7 At A LET,

ATwF5 [Selectacommand] K2 v 7 &7 U R Rinb [Delete Group] Z3i& R L £,
ATYT6 [Gol a2 Y v/ LET,

ATYFT1 [OK| %227V v 7 LT, BIREFEITLET,

JOJ7AIN I T4 2 ZFERALIE=-T07 74 ILETE
je

B>k Cisco Adaptive wIPS #EREDFEMIIZ DUV T, RO URLIZT Z7EA L TL Z SV, http://
www.cisco.com/en/US/products/ps6305/tsd_products_support_online learning modules_list.html. Prime
Infrastructure (2R T 2 X EFIER PE Y 7 IZOVWTOFEHEY 22—V £7, 5%DY
J—RICADET, 2REMETIMET LT = a v BIOHIE T LT — g URn
BHENTH FETT,

TuT AN T 4 X EFEATAE, ROLOEEL T 7 7 A NVOFMERECTEET,
*SSID 7' /L—7 : SSID 7 /L—7F % BN, #RE. £-ITHIBRL £,
KU —DEE TR T ANMIEGDAERY —ERELET,

SR S— LoULERTE - BB, A, AR, ACL E7-13SSID 7V —TF 7Y, &R
V= DRREEITNET,

*MSEF/iiar hu—F 77V r—v gy 7 a7 7 AL 5 Mobility Services Engine
Floldar be—J 22BN L £7,

7T 7 ANOFMERET DITIE, ROFINEZFEITLET,

ATVl TudryA N 2F 4 ZICT 7B ALET, UL, RO 2OOFERHY £1°,

LW Ty A NVELENRT D & i, [Profile Parameters] ~X— T [Save and Edit] %7 U v 7 L ¥
‘g—O

* [Profile List] X—Y b7 a7y A NVHET Y v 7 LET,
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ATy T2

ATvT3

ATvT4

ATy TH

| 0L-29331-01

Jozran s ae@ERALETRI7LEE

[SSID Groups] <— 226, BIED 7 ) — 7 Offteds L OHIBR, E7213H LW L—7"0BME{TH Z &N
T&EJ, SSID Z—7 DB, #RE. HIBROFEMIZOWTIL, wIPSSSID 7 /L—7" U A N OREXE S
L TLIEEN,

SSID 7' )V— 7 Z BTG U CBME 72 I3MRE Lictk, ROWTINE@RL £,

* [Save] : SSID Z /v —FIZk L THT o Im B R 2 RAF L E T,

*[Cancel] : BRAZITOTICTa 774V UAMIREY 7,

* [Next] : [Profile Configuration] ~2— I FE T,
[Profile Configuration] ~~— 3 ClL, BIEO T 0 7 7 A MIZED LRI —52WRETEET, K — Y
V—OF = 7Ry 7 A (EAO [Select Policy] <A NZH Y £9) X, BIEOT a7 7 AV THME -
TN RS> TVDERY v—& R LET, A TDHT T FELEFR) v—DF =y IV Ry 7 AEF I

TAHZLT, MBEIUNCTT 7 o FREREIIMEMNDORY o —2 G E 3B c&E £,
Gx) FIZFINEITIE, TRTORY —DERINTWE

ﬁ—o
GEx) £ wIPS AR Y > —DFENZHOWTIE, WIPS R o — T 77— V77 LU RAEZZRLTLEE
U,

[Profile Configuration] ~— T, flilx DRV > —% 27V v 7 LTRY —D@HER R L2 | BIEDOR
Vo= V= VREEFREITETELET,
FERY —TROA TV a v EFEHATEET,
*[Add] : ZDORY —IZH LV IL— L EAERRT 5121, [Add] %227 U v 27 L T [Policy Rule Configuration]
ReVIET s A LET,
*[Edit] : ZON—VOREERET DT, ZM4THLV—NVDOF =y IRy 7 A%A 2L, [Edit] %
27 U 2 LT [Policy Rule Configuration] ~— 27 7 A LET,
* [Delete] : HIFRT DN—NDF = v 7Ry 7 A% A2, [Delete] 227 V>~ LET, [OK|Z7 VU v
7 LT, HIBREFATLET,
GH) 12U EDORY = V=V BNEETHHERHY T, VA NNTHE—OKRY v— L—L
ITHIBRCTE £/ A,

*[MoveUp] : U A MATERIZBENTOL—ADF =y 7Ry 7 A%F A LET, [MoveUplZ 27 U >
7 LET,

*[MoveDown] : U A FNTFIZBENTHL—NVDF =v IRy I A% A N2 LET, [MoveDown] %
7y 7 LET,
WY — LYV TROBREEATI ZE N TEET,

* [Threshold] (T XTORY —IZHEHINDI DT TIEHY THA) BN LAY —IZBEEMT L
NEBEEZIT EREZRLEST, RNY—0BEICETD L, TI7—20NERINET,

GE) TRTCORY =21 DU EDLEWVEREGENTWDLINERS D720, EBUERNRT A ¥
VA Xy hT—7 OBEICESWT, ERY —IZTF 74/ FO LEVWVERERZ ST
£,
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wIPS 5L UTAT7 A LORE |
B s A IFEERLETRT P ALEE

GE) BEA 7 v a it @RULAERY =S U TERD F
7
GE) Cisco Adaptive wIPS DoS B L MEF 2 U7 4 XX ML —va VBN LOT 77— A%, &
aF:L V7 7TI7—LE L THEINET, T_Z}/LE@IJZ B OMEE L [Security Summary] ~<—
CHVET, TOXR=UIZT I EATSHITIE, [Monitor] > [Security] DJEIZER L E T,
WIPS DY [Threats and Attacks] ¥ 7 > a i2H Y £,

* [Severity] : IR L72ARY > —OEKEEZRLES, /X7 A—& & LTI, [critical], [major], [info],
BE O [warning] 8HV £, ZOT7 44—/ FOEIZ, VA YL A Xy FU—=ZIZnCTEDY £

‘gﬁo
* [Notification] : BfEIZREEAH 1T DLz i@moOFHE R LET,
* [ACL/SSID Group] : ~ DOREMEIN#EH S5 ACL £721X SSID /v —7 %2R LET,

G¥) BIRSINTZ 7N —FITF L TOHRRY —REH S E
j—o

ATYT6 TRT7rANDRENET LIZH, WOWTLERIRLET,
*[Save] : BIFEOT B 7 7 A WKL T B R ARG LET,
*[Cancel] : BEAITOTICTr 77 A0 U A MIRED £9,
* [Back] : [SSID Groups] ~*—IZRE Y £,
* [Next] : [MSE/Controller(s)] ~— I3t £ 4,

AT v 7T [ApplyProfile] ~— T, BIEDT 17 7 7 A L% i $ % Mobility Services Engine & 2> b2 —7 DF = v
IRy I R F AT LET,
RATv 78 #%Y% 2D Mobility Services Engine & 2> F 2 — I BNER SN TV DA, ROWTHNEBRIR L ET,

*[Apply] : BITEO 7' 10 7 7 A /L% | IS §172 Mobility Services Engine £721% 2> b —Z 2@ L £
R
*[Cancel] : BEEITHOTICT 7 740 UANIRED 7,
G¥) B L= a7 7 A0, 777 AL ) A MO EEEMAT 2L b TXEd, [Profile
List] =T b, #HT27e 77 A NVDTF v IRy 7 A% 4 2L, [Selectacommand]
Kaw 720y JA NG [Apply Profile] 22 V » 27 L3, [Apply Profile] ~— 27
AT HIZIE, [Gol 27 Vv o LET,
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