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configure
context context name
tacacs mode
server priority priority number ip-address server ip address password
text password src ip
accounting command
authorization prompt
fexit
aaa tacacs+
end
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configure
require crypto ikevl-acl software context context
require crypto ikev2-acl software context context
end
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configure
context local
ip access-1list foo
permit ip 209.165.200.225 1 0.0.0.0 209.165.201.1 0.0.0.0
#exit
ipsec transform-set B-foo
group 14
#exit
ikev2-ikesa transform-set ikesa-foo
group 14
#exit
crypto map foo ikev2-ipvi4
match address foo
authentication local pre-shared-key encrypted key EncryptedKeyl
authentication remote pre-shared-key encrypted key EncryptedKey?2
ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 2000
ikev2-ikesa transform-set list ikesa-foo
ikev2-ikesa rekey
payload foo-sal match ipv4
ipsec transform-set list B-foo
rekey keepalive
#exit
peer 209.165.200.226
ikev2-ikesa policy error-notification
#exit
interface locall
ip address 209.165.200.227 255.255.255.224
ipv6 address 2001:420:2c7£:£620::83/64 secondary
crypto-map foo
#exit
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configure
context local
ip access-list foo
permit tcp 209.165.200.228 0.0.0.0 209.165.200.229 0.0.0.0
#exit
ip routing shared-subnet
ikevl keepalive dpd interval 3600 timeout 10 num-retry 3
crypto ipsec transform-set A-foo esp hmac shal-96 cipher aes-cbc-128
mode transport
#exit
ikevl policy 1
#exit
crypto map foo ipsec-ikevl
match address foo
set peer 209.165.200.229
set ikevl encrypted preshared-key EncryptedKeyl
set pfs group2
set transform-set A-foo
#exit
interface locall
ip address 209.165.200.228 255.255.255.224
ipv6 address 2001:420:2c7£:£620::84/64 secondary
crypto-map foo
#exit
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« show crypto map
» show crypto ikev2-ikesa security-associations summary
« show crypto ikevl security-associations summary
* show crypto statistics

« show crypto ipsec security-associations summary
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