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AT UV T 4 NE ) o THEREIL, JECUPS T—F% T 7 F ¥ CEEINTWAE LD LR LT
I, FEHIZ oW, [ CF Administration Guidel] @ [ Content Filtering Support Overview] @
T [EFE] AL TTES N,

AVTFIUYTANRY D TDERE
ATV T AN T EAMIT DI, ROBIMRECZHEMLET,
configure
require user-plane content-filtering
content-filtering category database directory path path address
content-filtering category database max-version version number
end
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WIZAL R =P =T L — T v a&nET,

UhAO—ILTL—2TODERTE

WOFREFNT, a>T oY 74X ) o THERRICHIGT D72l ay ba— 7 L— 2 THhBE
BREFEERLTWET,

config

active-charging-service ACS
content-filtering category policy-id 1
analyze priority 1 category ABOR
analyze priority 2 category ADVERT action allow
analyze priority 2 category ADVERT action allow action content-insert

"Content Restricted : The Web Guard feature has been enabled on your line. Web Guard has
restricted your access to this content. The person on your Wireless account who is

designated as the Primary Account Holder can disable this restriction through the account
management website"

exit

rulebase cisco
content-filtering mode category static-only
content-filtering flow-any-error permit
content-filtering category policy-id 5

ay =L L —rDREIE, PFDA =X L 2HEH L Ca—F—T 1L — 7 v a2 3h
ij—o

22— =T V=D T YT 4 NE ) TREERRIET DL, IRD show 2~ K& ff
FALET,

* show user-plane-service rulebase name cisco

* show user-plane-service content-filtering category policy-id

a—H—7 1L —2 TP CFDB O MR T A%, RO show a2~ REfEHA L £,

* show content-filtering category database facility srdbmgr

* show content-filtering category database verbose debug-only
* show content-filtering category database verbose

» show content-filtering category database url

* show content-filtering category url
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show subscriber s user-plane-only callid full all
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SOALT YT UNEY TP R— T L7200, IROT 4 —)V FRFEREINET,
Content Filtering Policy ID

SRDB ER/GZE/ICF RY > —T 7> a v mE=FZ—T5I21%. RO show =2~ REMFHALE

B

\}

show user-plane-service inline-services content-filtering category statistics

show user-plane-service inline-services content-filtering category statistics rulebase name
show content-filtering category statistics

show content-filtering category statistics facility srdbmgr instance 1

show content-filtering category statistics volume all
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JL— L _X— 2 2= > R content-filtering flow-any-error [ permit | deny] (X% A — F ST
WEH A,

SM-P~DOA70—F

DNS /X7 » MISM-PIZA 77— RENFEFA,

DNS /%7 v Mid SM-P CTie &N E 1,

IL—ILDOBE

ZDOREIX. IECUPS 7—X%7 7 F % L[E LT,

#rEt

DNS (Z B9~ 2 it 2 BufS9- 5 121%, CLI =2~ > K show user-plane-servicedtatisticsanalyzer
namedns i L £9°,
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DNS R X—E> Y

FEH
DNS A X—E > 7 D4 1% SM-P THEITEINFET,

IL—ILEE
JL—)LEFEDKR A 4 (domain-names) &R A N O—EAHEET 51213, ROCLI=Z~<> R
A LES,

ruledef <ruledef name>

ip [server-domain-name {contains|=|ends-with|starts-with}
<url_ string>]

ip [server-domain-name {contains|=|ends-with|starts-with}
<url_string>]

multi-line-OR enabled

ip server-domain-name O/ —/L 7 A & BT 21213, 2D CLIDno N—V a3 &ML E
j‘o

ruledef <ruledef name>

no ip [server-domain-name {contains|=|ends-with|starts-with}
<url string>]

exit
ECS L-ULTCDNS =2 h UIZOWTHETEARER X A ~—I2iF. RO CLIZEHRALE4,

configure
active-charging service service name
ip dns-resolved-entries timeout <value secs>
end

ip server-domain-name % — 7V — K& & {p ruledef DNEFK S 4L, L—_X—ZATHHINDHT-D)
2y AV AH 2 ABALT—/L_— 2 T L (T ip-table MERL S E T,

L—ILDERE

ZORREIZ. HECUPS 7T —F T 7 F ¥ OMRELH LT,

show CLI

D CLI Z ) L, DNSIP > kU : show user-plane-service[ statisticsdns-lear nt-ip-addresses
{summary | sessmgr instance <id> |all [ verbose]}] 7 — 7 NV EfER L £ 7,

NIV REHESR
DNS A X — V> JH§EZ VAR — M 272D, ROV T faHEME A& £,
* ecs-dns-learnt-ipv4-entries

* ecs-dns-flushed-ipv4-entries

* ecs-dns-replaced-ipv4-entries
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* ecs-dns-overflown-ipv4-entries
* ecs-dns-learnt-ipv6-entries

* ecs-dns-flushed-ipv6-entries

* ecs-dns-replaced-ipv6-entries

* ecs-dns-overflown-ipv6-entries

B D)L 7 FEEHESRIL. FE CUPS 77— 5 7 F % L [AFEIC ECS AF —<lBMENET,
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GE)  SNMP F T v ARk =~ > RiZ. CUPSDNS 2 X—bE U R TIIH R— FENTWER A,

SM-PADAT7O—F

FTP T — X DA DH, TRM =7 — A v MR FETENE T, FTP T —# 7 u—(L, SM-P
~DA 7 —RiZE L TWET,

HIHE FTP 7 2 —|Z%t3 A TRM =2 —I A > MIb b FH A,

Fe
FTP /X4~ FMEZ SM-P TiR& S E 4,

IL—ILDOBE
ZOREIX., JECUPS 7—F T 7 F ¥ LEI LT,

et

FTP \Z B 2 #aHE i &2 BS54 % 121%. CLI =< > K show user-plane-service statisticsanalyzer
nameftp ZfiH L £7,

SM-PADOHTTP A7 80— F

HTTP U 7 = A MNIGE~NY X —INFETTHE, WOGEZT TV 7/ ZT ) 7 DT —
By RISVPP A7 — RENET,

« Content-Length : R VU = —A_X—2ADA 7 v — KX, GETRPOST/2ED A Y v RTHHR—
FNENET, Ty sz a—T 4 TICLDT —HBEA =X L& FEH LIZHTTP 7
12—, HTTP CEHRINTNDH A Y v FIZEFRR< A T7r— FahEdtA, A MU —24
WAL TFUoVRICESWTAH 77— RENEHE, bO9—FHDA N —A%, JiENA
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e WebSocket AV v K : 71 —» WebSocket 712 bbb LTHFHEND E, TV o
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e Z R —AlF, MOWTIHDLDOBREITSM-UT SV r—aiitro— REnET,
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DTS E T, F721. X-Header 72 EDOEBED AL, —# O HTTP~y X —7 ¢ —/)L R{Z
U=V EA L7 FRRESNET,
IL—ILEBE
CUPS TITON DN —NVRE D HIEICHEREN AR IS THA, E—DOEEX, Ty v
7 EFET Y 7 DWIFIZME O TRM 285 5350 TRM IZEA 72 O T4,
HTTP &

o SERTR N BT SM-P TR SN ET,

« EOTE) N MR SERREFICSM-U TR S E T, BRI y M ESEREE ST v
~b SM-U Ti#e S ET,

o HiE RS ML SM-U Tie & nE1,

BIERREN AR TVDHEE - RKIREDONAS "R LH L, Ty FedbE TREE
DA b SM-U TS £,

RER—ADBENHNN o TWBEE 8B EZZETDE, Ty TV eZ )
I DWHF DOy BISSM-U T SnEd, o7 v 7V v I7B8XOF Yo7
2Ny MIEL BNy M ETITERE Ny R TRWRYD . SM-P TR SN ET,

X-Header DT & IL—ILERE
x-header /L —/VATNE £ 5 ruledef DNMENT S0, BE SN ET,

WebSocket
eI, FECUPS 7—%7 7 Fx LR LT,
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TRM & L VIEER—XADREE

cZoV g —VIBAETIE, 70—0NR®II0EINTILH T, Xy hTEonr—
JVIREMNERES N FE T,

F_X—Z2D TRM 28 CUPS CEASNE LTz, 1 2O7r—IZk LT, Ty7F Vo rhme

AN HHO2 OO TRMBHET, 120347 RS TRM ZHINZT 5 &, %D
(TRM *f)in) 7347w b bt TR CA— Ul —8T 5720, W2 —VEBENIThILE

T, DFV, Ty TV Iy MEIT v 7V 7 TRMF ¥ v alb—/LZ—%L, #ouv
Yooy MIF T Y7 TRM % v ¥ ab—ic—% LET,

URLR—ZXD Y FA LY k

HEREIZ, FECUPS 7T—% T 7 F ¥ LA LTI,

7ua—7 7 v a O redirect-url T [encrypt] [TV AR — hESnFEHA, BIE, ROXAFI v
T A=V R AR— ST ET,

« #HTTP.URI#

* #tHTTP.HOST#

* #HTTP.URL#

* #ACSMGR_BEARER CALLED STATION ID#
* #ARULEBASE#

* #RTSP.URI#

X-Header D& A

HTTP U 7 = & b~ X-Header DFF AN YR — FENFT, BfFEiL. JECUPS T —%T 7 F ¥
TOEELFUTYT, SM-P ~DA 72— RIZELTIZ. kOLEBY TT,

e X4y MZ X-Header WA SN TWA 7 —({IA 77— RENEHA,

* X-Header %€ Tl%, XENAFF CLIIZBHRZ2 <, TXTDTCPOOO /N7 v R/ y 7 7 X
N, JEFZERICEEEINET,

X-Header #& A ## 51 CLI

show user-plane-service statistics charging-action name charging_action_name
X-Header Dff Az 7R — b 2RO 7 4 —/L RABIMSLE LT,
« ZLROGE
« A E#172 XHeader D31 MK
« i A S 72 XHeader D37 > hK
« HIBR S 7z XHeader 0731 MK
* HlBR & 372 XHeader D37 v MK
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s XHeader IZL > THEINDIP 7T 7 A2 MK

HIREIE
e X-Header A 7" —7 ¢ 713V AR —bFINEFEA,
o JRENIr sy h~D X-Header ~OFE ATV R— FENFHA,

« X-Header DIE 51 TlX, RSA B L RCAMDS TV R— K ENFETH, AES TV HR— K&
NEE A

* X-Header D =% —71 h a,LIVHR—FZINEHEA,

« Xy hADOIRD X-Header 7 4 —/L ROFEAITY AR — F ZfvEH A : QoS, UIDH, Customer
ID, Hash Value, Time of the Day, Radius String, Session-Id, Congestion Level, User-Profile

HTTP 7 7 5 1 Hifat

HTTP 7 7 A FICBET 5 %5t 2 BifF 3% 121X, show user-plane-service statistics analyzer
namehttp CLI =~ > R&fiH L £,

HTTPS

SM-P ~®OHTTPS # 7 O0— K

HTTPS 7u—iX, 77V — a7y hOZEHRICSM-PICA7a— RENET, P2PT
FIA YOG, P2PTF T AN LT] T u b a L ERHT S AT m— RAEREL £,
HTTPS &

HTTPS /3% v F D41 SM-P TiThivE 7,

et

HTTPS (2R3 2 #aHE M2 BifS 9 5121, RO CLI 2~ > REEA L EJ, show
user-plane-service statistics analyzer name secure-http

HTTPURL 7 1 /LR V) > 5 #RE

HTTP URL 7 ¢ /v % U > Z#REIX, URL MHICEA S v —ViER A HFEIL L ET,

HTTP V7 = A+ MiZiE, Puasxy (L7 4 v AfFE) URL & EBEDO URL 259
HZENTEET, Yo URLAHTTP Y 7 =& h%%4 vy N TRO - 7284 . HTTPURL
T4V BR Y TSR ST RS Z O URL 2810 ¥, ERED URL D53 /0— LR
GLA X hF—%La—FK (EDR) OEMICHEHSET,
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HTTPURL 7 ¢4 LA ) U T HEEEDRTE
ZZTlX. HTTPURL 7 4 V&2V o THEBED R EFIEIZOWTHBA L £,

TLI24 v ARFEURL DT IL—TDHRE
VT 4y AMFE URL DI N—T%EETHITIE, ROCLIa~> REFEHLET,

configure
active-charging service ecs service name
group-of-prefixed-urls prefixed urls group name
end

TLI74 v RFZEURL DY IL—TH URL DEBTE

L7 47 AMFXURLD I N—TFTT 4 VHE Y 7580 URL 2 ET 51215, kD CLI
o< REFEHALET,

configure
active-charging service ecs service name
group-of-prefixed-urls prefixed urls group name
prefixed-url url 1

prefixed-url url 10
end

IL—IR—XATDTLT 1499 RFEURL DT IL—TDERIE

PV T 4T AFEXURL BT A7 DIV — IV _R— AT VT 4 w7 Af}X URL D7 )L—
FEAINZT HITIE, RO CLL a2~y FEHLES,

configure
active-charging service ecs service name
rulebase rulebase name
url-preprocessing bypass group-of-prefixed-urls
prefixed urls group name 1

url-preprocessing bypass group-of-prefixed-urls
prefixed urls group name 64
end

aryhr—L =2 =D DOREIX.  [group-of-prefixed-urls] &
lrulebase-url-preprocessing] MO PFD A v —VZFH L Ca—HF—7 L — 7 vz siE
D

TVT7 4y AFEURLDZA—F2F 7 mX L URL DY A MRHY . 20U 2 MEHIERT
LB B 3, rulebase (21X, VT 4 v 7 AfFE URL OO 7 V—TNEENTE
D, ZA4NZV T THRENDY £, & ruledef (IZ1F, VT v 7 AfFE URL 7 L—
7N ® URL ZHIBR L THDIRERT 2 LN & 2 FEBED URL D/L— LR EENTHET,
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GE) « FL T 4wV ASTXURLD | Z—7HT-0 . KR I10HDOTF L7 4 v 7 Zf}%& URL %
BINTE F9,

K64 DT VLT 47 AfE URL VY NV—THERB L ORETE £,

a7 Y FDOXRT
show user-plane-service group-of-prefixed-urls all | name group_name

ZDshow A< REa—WF—FL—2THEHTLIE, V7 4 v 7 AfFZ URLDO T L—T770
Ty aZINTWANEIDERRTEET, Z0oa~vy ROHNFTROEELBY TT,

» Name of the group of prefixed URLs
* Prefixed URLs

* Total number of prefixed URLs found

show user-plane-service rulebase namerbase_name

ZOshow a~vy Rea—H—7L—CTHEHTLE, L7 4w 7 ZAFFZURLD V7 —T R
rulebase TIREIIN TWAINE I MEERTEET, Zoa<wr FOENTRD LB Y TY,

* Name of rulebase

» Name of the groups of prefixed Urls for URL pre-processing

show user-plane-service statistics analyzer name http
Zoa<wry FOHARRO LEBY T,

* Total HTTP Sessions

* Current HTTP Sessions

* Total Uplink Bytes

* Total Downlink Bytes

* Total Uplink Pkts

* Total Downlink Pkts

* Uplink Bytes Retrans

* Downlink Bytes Retrans

* Uplink Pkts Retrans

» Downlink Pkts Retrans

* Total Request Succeed

* Total Request Failed

* GET Requests
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* POST Requests

* CONNECT Requests

* PUT requests

* HEAD requests

» Websocket Flows

* Invalid packets

* Wrong FSM packets

* Unknown request method

* Pipeline overflow requests

* Corrupt request packets

» Corrupt response packets

* Unhandled request packets

* Unhandled response packets

* Partial HTTP Header Anomaly prevented
» New requests on closed connection
* Memory allocation failures

* Packets after permanent failure
* Prefixed Urls Bypassed

* FastPath Statistics

* Total FP Flows

* Uplink (Total FP Pkts)

* Downlink (Total FP Pkts)

* Uplink (Total FP Bytes)

* Downlink (Total FP Bytes)

\}

GE) T p—~  AHEEZE L LT, [Prefixed URLs Bypassed] 7 7 > % A http 77 7 A YifkitiziB
MmaEnE Lz, HIBREADOT VT 4 v 7 A& URL BERRLET,

RTP/RTSP

SM-P~OAZ7O0—F
UDP 71 k=L FI2H A RTP 1T <CICAH 77— RENE T,
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RTP 54 +3 vy 70—t ]

RTSP 7o — |34 7o — RENFHA, RTSP 72 —DO TRM = 7F— A MIH Y £H A,

RTP /347 v ME SM-P T4 S EF, RTISP /X7 v NI, 27 v FOESHITRWEES,
TTBIER S N AN e > TV AEEIZ SM-P Tl S £,

IL—ILOBRE

ZOMREIL. IECUPS 7—FF 7 F ¥ LRI LT,

et

RTP (2 B#9~ 5 feiHf 2 B9 5121, CLI =~ > K show user-plane-service statisticsanalyzer
namertp ZfEH L 9,

RTSP |2 B3 2 gt WA B33 21213, D CLI a~ > REHEH L ET,
» show user-plane-service statistics analyzer namertsp

« show user-plane-service statistics analyzer namertsp verbose

RTP 54+ 32y J70—DiEH

rtp dynamic-flow-detection CLI =< >~ Fi%, [ACS Rulebase Configuration] £ — KT, Real Time
Streaming Protocol (RTSP) 33 & TN Session Description Protocol (SDP) 7 A #7534 RTP ¥ &
O'RTCP 7 —Z M CT& 5L 512 L£9, RTSP/SIPIBLONSDP 7+ 7 4 FA&ZE L., rtp
dynamic-flow-detection CLI 23f#{E L TV \4UE, RTP/RTCP DRI 23R EITMEH D EH A,
rtp dynamic-flow-detection CLI =~ > RZ{H4 % &, + RTP £721X RTCP 7 = —725
RTSP/SIP-SDP 7 = — & FH A BT T B v E T,

7 o— (RTSP/SIP-SDP) 7 U7 &Enb &, FRIPRICP 7u—4 7 V7 SEd, 20D
CLID72W54A . RTPB L UIRTCP D LT LA Yo#TiZid, BIE T T4 FORENHLETT,
RTP/RTCP 7 22— & RTSP/SIP-SDP 7 12— & OFBIEMZIZH » 1 A,

R7S5—EHI7I«ILZDIL—)LEBE

JL—ILEE
HBElX, JECUPS 7—FFT 7 F v LR LU T,
IMSI R—=AD)L—LiL, T AT T A0 IMSIIZHE> CTHRESINET,

APNR—ZD/N— L EfEHTAL, XTS5 —T7a0—0OF 7 EBARA > 4 (APN) & —EKT 5%
N—NAEEHZTEET,

RATZ A TH AT AL, XTS5 —7u—NOERT 7 & 2 (RAT) 1[Z—EHT 51— R
FEFTEET,
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IL—ILERE
IMSI 7 — VERETHIZE, RO CLL a~<wr REFEHLET,

configure
active-charging service service name
imsi-pool pool name
imsi { imsi number | range start imsi to end imsi }

imsi-pool (21, IMSIfE & 7213 IMSI O#FHAZ GHDH Z ENTEFT,
WD CLI 2~ R&EMH LT, ruledef THL—ATEHELET,

configure
active-charging service service name
ruledef ruledef name
bearer 3gpp imsi { = imsi value } | { range imsi-pool pool name }
bearer 3gpp apn operator apn name
bearer 3gpp rat-type operator rat type

IMSI #PHIZ, IMST 7=V 2 L TL— AN TRIETE £,

FFO CLI =2+ > ROFEMIZ DUV TiE, StarOS @ [Command Line Interface Referencel [555%]
@ [ACSRuledef Configuration Mode Commands] # 2 L C< 72X,

show CLI

P—EATHEZNTWD IMSI 7 — /M D FRE£R-T 210, 2—F—F L — TR
@ CLI ZfH L %7 : show user-plane-service imsipool name pool_name

SM-P ~DA 70— K
SIP 7u—{IA7ue—FRFEnEHA,

SIP /X4 v ML SM-P TilR& S vE T,

IL—ILORE
ZOMEEEIX. JFECUPS 7T—X%T 7 F ¥ DIEFEL R U CT9,

et

SIP (ZPES SRt 2 B 2121%, kD CLI 23~ > FAMH L E I, show
user-plane-service statistics analyzer namesip
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