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configure
context context name

[ no ] user-plane-service service name
end

e
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B
configure
context context name
user-plane-service service name
[ no ] associate gtpu-service gtpu service name { pgw-ingress |
sgw-ingress | sgw-egress }
end

o
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eno: FBEESNTA L EZ—T oA AX AT L DOGIP-UY— Y ADOMEENN T 22— —F 1L —
VY —EAMLLHIBRLET,

s associate : L — Y —7 L — Y —E A& GTP-U ¥— b A AT £,

« gtpu-service gtpu_service name : L —H¥—7 L — P —E 2D GTP-U +—E A& fHE L £
j—O

s pgw-ingress: A ' F—T = A ALZA T HP-GW A& LTHRELET,
esgw-ingress: A U H—T7 =2 A AZA T % S-GW AL LTRELET,
csgw-egress: A U H—T = A AL A T S-GW 1 E LTRELET,
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configure
contextcontext name
user-plane-service service name
associate sx-service sx service name
no associate sx-service
end

g
eno : 2—YP—7FL—rP—EANL Sx b — B ADOREA T 2R L £,
e Sx =t RELEZ—F—T L~ —EROEHEHIME T A —F TT,
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WDOFIZ, IPSec, Sx. BLU'SRP ICEHE T2 CLI o~ ROHEIE X f ~— AR LET,

IPSEC cP up
ikev2-ikesa max-retransmission 3 3
ikev2-ikesa retransmission-timeout | 1000 1000
keepalive interval 4 interval 5
timeout 1 timeout 2
num-retry 4 num-retry 4
Sx CP upP
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IPSEC cP up
sx-protocol heartbeat interval 10 10
sx-protocol heartbeat 5 5
retransmission-timeout

sx-protocol heartbeat 4 4
max-r etransmissions

Sxa max-retransmissions 4 4
sxa retransmission-timeout-ms 5000 5000
sxb max-retransmissions 4 4
sxb retransmission-timeout-ms 5000 5000
sxab max-retransmissions 4 4
sxab retransmission-timeout-ms 5000 5000
sx-protocol association 60 60
reattempt-timeout

SRP CcP uP
hello-interval 3 3
dead-interval 15 15

LLFIZ. Sx over IPSec 33 & OV SRP over IPSec |Z B § A HEEERE & IR FHAZ R LE T,
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INZT BHHLERH Y F97,

vy — M~/ F & v 7 BFD %, CP-CPICSR 3L U UP-UPICSR (IMS UP) (Zxf L CTH
N DMEDR DY £,

« SRP-IPSec ACLIZ, IP7' &2 F 2L CiZ72< TCP 7 u k 2 /L HIZERE
TE

DWEND Y £,

.g—
¢ Sx-IPSec ACL /%, IP 7’1 b a/LTiE72< UDP 7’1 b a/LHIZHRET H2LE R H Y F£97,

5% VPC-DI

WIZ, TWEA~—%FEH L7~ /VvTF Ry 7 BFD O EFIZr~LET,

bfd-protocol
bfd multihop-peer 209.165.200.226 interval 350 min rx 350 multiplier 20
bfd multihop-peer 209.165.200.227 interval 350 min rx 350 multiplier 20
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bfd multihop-peer 209.165.200.225 interval 350 min rx 350 multiplier 20

bfd multihop-peer 209.165.200.230 interval 350 min rx 350 multiplier 20

bfd multihop-peer 209.165.200.228 interval 350 min rx 350 multiplier 20

bfd multihop-peer 209.165.200.229 interval 350 min rx 350 multiplier 20
fexit

< JLF v 7 BFD %5 VPC-SI
Wiz, A ~—MN3DO~LFk v 7 BFD KEDH ZRLET,

bfd-protocol
bfd multihop-peer 209.165.200.226 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.227 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.225 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.230 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.228 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.229 interval 150 min rx 150 multiplier 20
fexit

BGP D& E
ITFiz, #5E2 4 ~<~—%{FEH L7 BGP OFREFZRLET,

router bgp 1111
router-id 209.165.200.225
maximum-paths ebgp 15
neighbor 209.165.200.250 remote-as 1000
neighbor 209.165.200.250 ebgp-multihop
neighbor 209.165.200.250 update-source 209.165.200.225
neighbor 1111:2222::101 remote-as 1000
neighbor 1111:2222::101 ebgp-multihop
neighbor 1111:2222::101 update-source 1111:2222::1
bgp graceful-restart restart-time 120
bgp graceful-restart stalepath-time 300
timers bgp keepalive-interval 30 holdtime-interval 90 min-peer-holdtime-interval
0 server-sock-open-delay-period 10
address-family ipv4
redistribute connected
#exit
address-family ipvé6
neighbor 1111:2222::101 activate
redistribute connected
#exit
#exit

LUk 7 BFD R E
HA=—=B3RDT TRy 7 BED O ER % LA IR LET,

interface bgp-swl-2161-10

ip address 209.165.200.233 209.165.200.255
ipvé address 1111:222::9/112 secondary
bfd interval 999 min rx 999 multiplier 3

#exit

interface bgp-swl-2161-11
ip address 209.165.200.234 209.165.200.255
ipvé address 1111:222::10/112 secondary
bfd interval 999 min rx 999 multiplier 3

#exit

interface bgp-swl-2161-12
ip address 209.165.200.235 209.165.200.255
ipvé address 1111:222::11/112 secondary
bfd interval 999 min rx 999 multiplier 3
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#exit
interface bgp-swl-2161-3
ip address 209.165.200.226 209.165.200.255
ipvé address 1111:222::2/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-4
ip address 209.165.200.227 209.165.200.255
ipvé address 1111:222::3/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-5
ip address 209.165.200.228 209.165.200.255
ipvé address 1111:222::4/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-6
ip address 209.165.200.229 209.165.200.255
ipvé address 1111:222::5/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-7
ip address 209.165.200.230 209.165.200.255
ipvé address 1111:222::6/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-8
ip address 209.165.200.231 209.165.200.255
ipvé address 1111:222::7/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-9
ip address 209.165.200.232 209.165.200.255
ipvé address 1111:222::8/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit

TILFHRY TBDREDRET 14 v I IIL—Fb
WIZ, ZABZT 47 b—h =/LFRy 7 BED REDH 2~ LET,

ip route static multihop bfd UP-5 209.165.200.240 209.165.200.245
ip route static multihop bfd UP-6 209.165.200.240 209.165.200.246
ip route static multihop bfd UP-9 209.165.200.240 209.165.200.247
ip route static multihop bfd UP-10 209.165.200.240 209.165.200.248
ip route static multihop bfd UP-7 209.165.200.240 209.165.200.249
ip route static multihop bfd UP-8 209.165.200.240 209.165.200.250

s
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SRy TBID /EADAAT v IL— b
WIZ, ABZT 4y I N— D7 Ndy 7 BFD R EDOH 2= LET,

ip route static bfd bgp-swl-2161-3 209.165.200.230
ip route static bfd bgp-swl-2161-4 209.165.200.230
ip route static bfd bgp-swl-2161-5 209.165.200.230
ip route static bfd bgp-swl-2161-6 209.165.200.230
ip route static bfd bgp-swl-2161-7 209.165.200.230
ip route static bfd bgp-swl-2161-8 209.165.200.230
ip route static bfd bgp-swl-2161-9 209.165.200.230
ip route static bfd bgp-swl-2161-10 209.165.200.230
ip route static bfd bgp-swl-2161-11 209.165.200.230
ip route static bfd bgp-swl-2161-12 209.165.200.230
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IPSec ACL D3

Ka
filt

LI, CP T® IPSec ACL O EF 2R L £,

ip access-list UP-1
permit udp host 209.165.200.225 host 209.165.200.226
fexit

IPSec FS R T+—Lty FOERTE
CP COIPSec T A7+ —Lty NOBREMELLFIRLET,

ikev2-ikesa transform-set ikesa-UP-1
encryption aes-cbc-256
group 14
hmac sha2-256-128
lifetime 28800
prf sha2-256

ipsec transform-set A-UP-1
encryption aes-cbc-256
hmac sha2-256-128
group 14

IPSec V') T b7 v TDEHFE
CPTOIPSec 7 UV h~ vy F7OREMEZLLTIRLET,

crypto map UP-1 ikev2-ipv4
match address UP-1
authentication local pre-shared-key encrypted key secretkey
authentication remote pre-shared-key encrypted key secretkey
ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 1000
ikev2-ikesa transform-set list ikesa-UP-1
ikev2-ikesa rekey
keepalive interval 4 timeout 1 num-retry 4
control-dont-fragment clear-bit
payload foo-sal match ipv4
ipsec transform-set list A-UP-1
lifetime 300
rekey keepalive
fexit
peer 192.1.1.1
ikev2-ikesa policy error-notification
fexit

Sx DERE

LA, CPITBITSD Sx DR ERFZRLET,

sx-service SX-1
instance-type controlplane
sxa max-retransmissions 4
sxa retransmission-timeout-ms 5000
sxb max-retransmissions 4
sxb retransmission-timeout-ms 5000
sxab max-retransmissions 4
sxab retransmission-timeout-ms 5000
n4 max-retransmissions 4
n4 retransmission-timeout-ms 5000
sx-protocol heartbeat interval 10
sx-protocol heartbeat retransmission-timeout 5

cups coa—+4—JL—r0EE ||



B —sozEn

en

IL— 3 DTS

sx-protocol
sx-protocol
sx-protocol
sx-protocol

exit
d

AVE—T A RDAZ T4 IL—F

W, AV B —T A ADARZT 4 v T )L— KD

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

route
route
route
route
route
route
route
route
route
route

209.
209.
209.
209.
209.
209.
209.
209.
209.
209.

165.
165.
165.
165.
165.
165.
165.
165.
165.
165.

200
200
200
200
200
200
200
200
200
200

VTR YTBIDDAE T4 v IL— bk
W2, o TNy 7 BFD DAZT 4

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

s
<

route
route
route
route
route
route
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static
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static
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bfd
bfd
bfd
bfd
bfd
bfd
bfd
bfd
bfd
bfd

.224/27
.224/27
.224/27
.224/27
.224/27
.224/27
.224/27
.224/27
.224/27
.224/27

Vlanllll
Vlanllll
Vlanllll
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Vlanllll
Vlanllll
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Vlanllll
Vlanllll
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Vlanllll
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209.165
209.165
209.165
209.165
209.165
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209.
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165.

heartbeat max-retransmissions 4
compression
supported-features load-control

supported-features overload-control
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200
200
200
200
200
200
200
200
200
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.225
.226
.227
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.230
.231
.232
.233
.234

v 7 V— FORERERLET,

.200
.200
.200
.200
.200
.200
.200
.200
.200
.200

.225
.226
.227
.228
.229
.230
.231
.232
.233
.234

NIRRT BFD DA A —T 2 A ADOREHEZLLTICRLE T,

interface Vlanllll

BGP D& E

no shutdown

bandwidth 10000000
bfd interval 999 min rx 999 multiplier 3

no bfd echo

ip address 209.165.200.224/27
ipv6 address 1111:222::1/112

W, HeBE S A ~—%AEH L7 BGP O EFI 2~ LET,

router bgp 1000
router-id 209.165.200.226
bgp 30 90
bestpath-limit 300
prefix-peer-timeout 30
prefix-peer-wait 90
graceful-restart

timers
timers
timers
timers
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UP DX 7E 51

IPSec ACL DX

graceful-restart restart-time 120
graceful-restart stalepath-time 300

UP T® IPSec ACL DR EFIZLL FITR L ET,

ip access-list CP-1
permit udp host 209.165.200.225 host 209.165.200.226
fexit

IPSec FS VR IT+—Lty FDOERE

IPSec lEE <Y JDHTE

Sx DEXTE

LTIz, UPTOIPSec N v A7+ —hty NOREFETRLET,

ipsec transform-set A-CP-1
encryption aes-cbc-256
hmac sha2-256-128
group 14

ikev2-ikesa transform-set ikesa-CP-1
encryption aes-cbc-256
group 14
hmac sha2-256-128
lifetime 28800
prf sha2-256

UP T® IPSec 5B~ v FOREMZLL IR LET,

crypto map CP-1 ikev2-ipv4
match address CP-1

authentication local pre-shared-key encrypted key secretkey
authentication remote pre-shared-key encrypted key secretkey

ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 1000
ikev2-ikesa transform-set list ikesa-CP-1
ikev2-ikesa rekey
keepalive interval 5 timeout 2 num-retry 4
control-dont-fragment clear-bit
payload foo-sal match ipv4

ipsec transform-set list A-CP-1
#exit
peer 209.165.200.230
ikev2-ikesa policy error-notification

#exit

UP (2815 Sx ORRER ZLL TR LET,

sx-service SX-1

instance-type userplane

sxa max-retransmissions 4

sxa retransmission-timeout-ms 5000
sxb max-retransmissions 4

sxb retransmission-timeout-ms 5000
sxab max-retransmissions 4

sxab retransmission-timeout-ms 5000

veozzs [
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n4 max-retransmissions 4
n4 retransmission-timeout-ms 5000
sx-protocol heartbeat interval 10
sx-protocol heartbeat retransmission-timeout 5
sx-protocol heartbeat max-retransmissions 4
sx-protocol compression

exit

SRP 7 &% 7 51

IPSec ACL D& E
WIZ, SRP @ IPSec ACL 3% E Dl &~ L £ T,
ip access-1list SRP
permit tcp host 209.165.200.227 host 209.165.200.228
fexit
SRP DE&E

SRP DR EFIZLLFITRLET,

configure
context srp
bfd-protocol
bfd multihop-peer 209.165.200.225 interval 999 min rx 999 multiplier 3
fexit
configure
context srp
service-redundancy-protocol
chassis-mode primary
hello-interval 3
dead-interval 15
monitor bfd context srp 209.165.200.226 chassis-to-chassis
monitor bgp context gi-pgw 209.165.200.245
monitor bgp context gi-pgw 3333:888::1
monitor bgp context saegw 209.165.200.245
monitor bgp context saegw 3333:888::2
peer—-ip-address 209.165.200.227
bind address 209.165.200.228
fexit
ip route static multihop bfd srp 209.165.200.229 209.165.200.245
ip route 209.165.201.1 209.165.202.129 209.165.200.230 SRP-Physical-2102
ip route 209.165.201.2 209.165.202.130 209.165.200.231 SRP-Physical-2102
ip route 209.165.201.3 209.165.202.131 209.165.200.232 SRP-Physical-2102
ip igmp profile default
#exit
fexit
end
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