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configure
active-charging service ACS

access-ruledef all

ip any-match = TRUE
fexit
access-ruledef udp

udp any-match = TRUE
fexit
access-ruledef tcp

tcp any-match = TRUE
fexit
access-ruledef icmp

icmp any-match = TRUE
fexit
fw-and-nat policy NatPolicyl

access-rule priority 1 access-ruledef tcp permit nat-realm NAT44 GRP1

access-rule priority 2 access-ruledef icmp permit nat-realm NAT44 GRP1

#access-rule priority 2 access-ruledef r2 permit bypass-nat

nat policy ipv4-only default-nat-realm NAT44 PUBLICS

nat binding-record edr-format NBR port-chunk-allocation port-chunk-release
fexit

fw-and-nat policy NatPolicy2
access-rule priority 1 access-ruledef all permit nat-realm NAT44 PUBLICI
#access-rule priority 2 access-ruledef r2 permit bypass-nat
nat policy ipvéd-only
nat binding-record edr-format NBR port-chunk-allocation port-chunk-release
fexit

rulebase cisco
fw-and-nat default-policy NatPolicyl
flow end-condition normal-end-signaling session-end timeout edr NBR
fexit
fexit
end
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configure
context ISP1-UP

ip pool NAT44 PUBLIC1 209.165.200.225 255.255.255.224 napt-users-per-ip-address 2
on-demand port-chunk-size 16 max-chunks-per-user 4 group-name NAT44 GRP1l

ip pool NAT44 PUBLIC2 209.165.200.226 255.255.255.224 napt-users-per-ip-address 2
on-demand port-chunk-size 16 max-chunks-per-user 4 group-name NAT44 GRP1

ip pool NAT44 PUBLIC3 209.165.200.227 255.255.255.224 napt-users-per-ip-address 2
on-demand port-chunk-size 8 max-chunks-per-user 1 group-name NAT44 GRP2

ip pool NAT44 PUBLIC4 209.165.200.228 255.255.255.224 napt-users-per-ip-address 4
on-demand port-chunk-size 32256 max-chunks-per-user 4 group-name NAT44 GRP2
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ip pool NAT44 PUBLIC5 209.165.200.229 255.255.255.224 napt-users-per-ip-address
8064 on-demand port-chunk-size 8 max-chunks-per-user 2
end

SEIELNAT T—ILE2 A TD NAT T— )LEEED R EH

1-1 on-demand:

config

context ISP1-UP

ip pool NAT44 ipv4 1 1 209.165.200.230 255.255.255.224 nat-one-to-one on-demand
nat-binding-timer 60

end

N-1 Not-on-demand:

config

context ISP1-UP

ip pool NAT44 ipv4 N 1 209.165.200.231 255.255.255.224 napt-users-per-ip-address 2
max-chunks-per-user 2 port-chunk-size 8

end

1-1 Not-on-demand:

config

context ISP1-UP

ip pool NAT44 ipv4 NOD 1 1 209.165.200.232 255.255.255.224 nat-one-to-one
end
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show user-plane-service statistics all
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show user-plane-service statistics nat all

NAT L /L AB#ED T X TOHE

show user-plane-service statistics nat nat-realm all

NAT IP 7" — /v 7 )L—FND T TP NAT IP
7 — L DFEE,

show user-plane-service statisticsnat nat-realm pool _name

AR ENTZNAT N1 v FLa— R4 5
15,

show user-plane-service edr-format statistics all

UP @ APN T fw-and-nat 7~ U 3 — DO EIHE AT 1}
R L ET,

show user-plane-service pdn-instance name name

UP T® fw-an-nat 78 J > — DR EZMER L F
7,

show user-plane-service fw-and-nat policy all

A= FF v 7 OEY L TEIOMEHEDZD
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show user-plane-service rulebase name name

7 7 & A ruledef (Z B9 5 5.

show user-plane-service ruledef all

UP @ rulebase T fw-and-nat 78 U 3 — DR
2R LET,

show user-plane-service rulebase name name
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* clear user-plane-service statistics nat nat-realm all

« clear user-plane-service statistics nat all
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ThreshClearIPPoolUsed
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ThreshIPPoolFree
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ThreshClearIPPoolFree
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ThreshIPPoolAvail
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ThreshClearIPPoolAvail
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L T2 84 | hooa584 |5
7 7

nat-total-flows Int64 Counter NAT44 33 X INNAT64 7 v — D%k

nat44-total-flows Int64 Counter NAT44 7 1 — DK

nat64-total-flows Int64 Counter NAT64 7 & — DK

bypass-nat-total-flows Int64 Counter NAT44 B L IOXNAT64 /XA /XA NAT
70— D

bypass-nat-ipv4-total-flows | Int64 Counter NAT44 /34 732 NAT 7 1 — D%

bypass-nat-ipv6-total-flows | Int64 Counter NAT64 /34 73 A NAT 7 12— DK

nat-current-flows Int64 K NAT44 3 X IXNAT64 7 v —DHIE
%
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B T2 84 | hooa84 5B
7 7

nat44-current-flows Int64 3 NAT44 7 2 —DOHAED

nat64-current-flows Int64 = NAT64 7 v —DEILEDEL

bypass-nat-current-flows Int64 3 NAT44 3 L IXNAT64 731 /XA NAT
7 u—DBHEDKK

bypass-nat-ipv4-current-flows | Int64 3 NAT44 /XA /X2 NAT 7 2 —DOHAE
DI

bypass-nat-ipv6-current-flows | Int64 PR NAT64 734 /XA NAT 7 2 —DHIE
DI

sfw-total-rxpackets Int64 Counter PR LS TEZEINE Ay
N DREL

sfw-total-rxbytes Int64 Counter P —E R LS TEZEINT AL K
DI

sfw-total-txpackets Int64 Counter PR Lo TSN
2Ly

sfw-total-txbytes Int64 Counter P — bR L S TEEEINTZ AL b
DRI

sfw-total-injectedpkts Int64 Counter H—b Rk > THASNE Ay
~ D%

sfw-total-injectedbytes Int64 Counter HP—E R Lo THRAINTZ A F
DI

sfw-dnlnk-droppkts Int64 Counter HP—E R T Ruy7rXXnr-4
U TNy ORI

sfw-dnlnk-dropbytes Int64 Counter HPf—E R T Ruy7rXXnr-4
T NS S DR

sfw-uplnk-droppkts Int64 Counter P —ERZL>T Ry FENET v
TV 7Ry ROk

sfw-uplnk-dropbytes Int64 Counter P —t RS TRrYy SNET v

AN EA Y BN
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ecs 25—< [
Table 2: ECS 2 % —<
THA T—2 |hora |E&R#E
BA4T | 24T
nat-current-ipv4-pdn-subscribers Int32 B HAED NAT IPv4 PDN H 7" %
T4 %k
nat-current-ipv6-pdn-subscribers Int32 I HAED NAT IPv6 PDN H 7" %
7 T A N
nat-current-ipv4v6-pdn-subscribers Int32 B HAE D NAT IPv4v6 PDN H 7
AT T A ER
nat-total-ipv4-pdn-subscribers Int64 Counter NAT IPv4 PDN %7 2 7 5 A
IS OFBEL
nat-total-ipv6-pdn-subscribers Int64 Counter NAT IPv6 PDN %7 2 7 5 A
SO
nat-total-ipv4v6-pdn-subscribers Int64 Counter NAT IPv4v6 PDN V7 X 7 5
A DRI
nat-current-ipv4-pdn-subscribers-with-nat-ip | Int32 F—_ NAT IP ZfF 4 A EAED
NAT IPv4 PDN %7 27 5 A
E
nat-current-ipv6-pdn-subscribers-with-nat-ip | Int32 K NAT IP % F4 2 BAED
NAT IPv6 PDN %7 27 7 A
2
nat-current-ipv4v6-pdn-subscribers-with-nat-ip | Int32 K NAT IP % F4 A EBA{ED
NAT IPv4v6 PDN 7 2 7 <
A%
nat-total-ipv4-pdn-subscribers-with-nat-ip Int64 Counter NAT IP Z{f FH94 % NAT IPv4
PDN 7 27 T A SO#EK
nat-total-ipv6-pdn-subscribers-with-nat-ip Int64 Counter NAT IP Z{# FH9 % NAT IPv6
PDN 7 27 T A SO#EK
nat-total-ipv4v6-pdn-subscribers-with-nat-ip | Int64 Counter NAT IP #4725 NAT
IPv4v6 PDN %7 A 7 5 A /N
DR
nat-total-unsolicited-dwnlnk-pkts Int64 Counter EELFEREX Y o8

7y OARFEHE
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EH4% T—% |hova |H5#A
BA4T | B4T
nat-total-icmp-hu-sent-for-dwnlnk-pkts Int64 Counter B Y7oy NTEE

IN7ZICMP 7R A FBIEARRE
DAEEHK
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NAT L)L LR F—T

NAT LV A Z 22— —T L — U TRE S, MatfEHRiZa s 73 AR E, LA AT EITR
FEINET, ZNOLOFEHESR (BEL ATy 7Y ay bOEE) 1L, NAT LV AAF—=<

THEMTEET,

Table 3: NAT L )L LR ¥—<

TH A T3 |hora |EREA

it 247

Vpnname 4l | Info = S A

Realmname 74 | Info LIV A4,

nat-rlm-bind-updates Int64 Counter PEE ENT-HE AAANBU OEE,

nat-rlm-bytes-txferred Int64 Counter LILAIZ L » THEE S L7~ NAT44
B LUNAT64 /31 b OAEFHEL

(ToTVrr+B87 V7)),

nat-rlm-bytes-nat44-tx Int64 Counter L L AT Lo THEE U7~ NAT44
A FDOEFH,

nat-rlm-bytes-nat64-tx Int64 Counter L L AT Ko THEE L7~ NAT64
A L OREL

nat-rlm-ip-flows Int64 Counter LV A TTER & 72 NAT44 1 L8
NAT64 7 17— DML,

nat-rlm-nat44-flows Int64 Counter L L AT Lo TR XL 7- NAT44
7 a—DsE,

nat-rlm-nat64-flows Int64 Counter L L AT Lo TR X7~ NAT64
71— DR

nat-rlm-ip-denied Int32 Counter NATIP 7 RL ADBERE I
NAT44 35 L OV NAT64 7 1 — DR
.,
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nat-rlm-ip-denied-nat44 Int64 Counter IP MES S 377 NAT44 7 12— D
.

nat-rlm-ip-denied-nat64 Int64 Counter IP MET 7~ NAT64 7 12— DA
.

nat-rlm-port-denied Int32 Counter A— FBES SN NAT44 B X O
NAT64 7 1 — D3,

nat-rlm-port-denied-nat44 Int64 Counter R— MRS X772 NAT44 7 & —
DFEL,

nat-rlm-port-denied-nat64 Int64 Counter R— FES X372 NAT64 7 & —
DFIL,

nat-rlm-memory-denied Int64 Counter AE Y RSB I NAT44 B IR
NAT64 7 17— Dia%K,

nat-rlm-memory-denied-nat44 Int64 Counter AF U NRHEL X177 NAT44 7 o —
DKL,

nat-rlm-memory-denied-nat64 Int64 Counter A YRR SN~ NAT64 7 o —
DAL,

nat-rim-ttl-ips 32 |4 —  |NAT LALBHEYDarTH AR
TEDONAT X7V v 7 IPT Kb
ADKE, AXT 4 v 7ETT,

nat-rlm-ips-in-use Int32 r— NAT LV ABHT-Y DarTF & b
Tz, BAEMMESH TV D NAT
IP 7 KL AD#HK,

nat-rlm-current-users Int32 r— NAT LV A EBAEFERE LTV A
T AT T A RO,

nat-rlm-ttl-port-chunks Int32 B NAT LV AT DT % 2 R
TLDR—FF ¥ T O,
ST 4 v JETY,

nat-rlm-chunks-in-use Int32 r—_> NAT LV A BT DT A K
TR SN TN DR — B
F v 7 O,

nat-rlm-port-chunk-size Int32 g— NAT L)V ADKR— R Fx 7 DY

1 X,
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Bl

nat-rlm-port-chunk-average-usage-tcp

Int32

By

FY B THN TCP A — D
TCP A — Ml 2F 0, &IV
VTHNETCPAR— DS B, ff
AEanit%k, N—tr7F—IfET
XH 0 EH A,

nat-rlm-port-chunk-average-usage-udp

Int32

EID YT B UDP AR— kD)
UDP A" — MEHZR, 2%, #D
YTHNTZUDPR—FDH b, il
Aanr-, R—kvr5s—IlT
TH Y FEHEA,

nat-rlm-port-chunk-average-usage-others

Int32

E S ToHNTMOR— N TOM
@ (ICMP F£721Z GRE) "— F®D
WHFEHE (DFED, BV Y TH
ni= Mho] R—ro55, il
Ehi-¥) . =k rT—VET
EH 0 8 A,

nat-rlm-max-port-chunk-subs

Int64

Counter

RRBOR— b F v 7 2L
TeY T AT T A RO,

nat-rlm-max-port-chunk-used

Int32

Counter

ST RR— b F v 73,

nat-rlm-max-cur-port-chunk-subs

Int64

P

R—FF v 7 ORREEFHL
TWAHBIEDY T AT T A 4,

nat-rlm-max-cur-port-chunk-used

Int32

P

TITATIRYT AT TANTE»
THERAENTZRRKE— T v 7
£,

HH O EDR TiL, KO NAT [EAHOBER AR — S TOET,
« sn-nat-subscribers-per-ip-address : NATIP 7 KL AZ DY T A7 F A N

« sn-subscriber-nat-flow-ip : NAT X{iixH 7 27 F A /3D NATIP 7 R L A

« sn-subscriber-nat-flow-port : NAT X7 2 7 F A /3D NAT 78— &=

#sn-start-time, sn-end-time, ip-protocol, ip-subscriber-ip-address, ip-server-ip-address, sn-suoscriber—port, sn-server-port,
snnat=ip, snnat-port-olock—start, sn—nat-port-l ock-end, sn-subscriber-nat-flow-ip, sn-suoscriber-rat-flow-port, srrat-realm-nare,
srrat-siscrilers-per-ip-address, shrat-hinding-tiner, snret-grt-offset, snrat-port-chirk-al loc-deal loc-flag, sn-rat-port-dhirk-al loc-tire-qnt,

sn-nat-port-chunk-dealloc-time-gmt, sn-nat-no-port-packet-dropped, sn-closure-reason
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02/18/2020 12:11:11:630,02/18/2020
12:11:11:632,1,209.165.200.225,209.165.201.1,0,0,,,,209.165.200.230,1024,,2,,,,,,0,0
02/18/2020 12:11:08:672,02/18/2020
12:11:09:671,6,209.165.200.225,209.165.201.1,1001,3000,,,,209.165.200.230,1034,,2,,,,,,0,0
02/18/2020 12:11:14:499,02/18/2020
12:11:14:499,17,209.165.200.225,209.165.201.1,1001,3000,,,,209.165.200.240,1025,,8064,,,,,,0,0

NAT /81 > KLa—F

NBR o5l

NATIP 7 RLVAEIENAT R — b F XY o I BY T AT FTANNEDORITED Y TEITED Y
THERINDT-NZ, NAT N1 > FLa— R (NBR) AR TE £, NBR OAERKIZ. 77
AT T —LENAT R V—DORECTCHRETEET,

#sn-start-time, sn-end-time, ip-protocol, ip-subscriber-ip-address, ip-server-ip-address, sn—subscriber-port,
sn-server-port, sn-nat—ip, sn-nat-port-block-start, sn—nat-port-lock-end, sn—-suoscriber-nat—flow-ip, sn-suoscriber-nat—flow-port,
snrat-realm-nave, snnat-suoscribers-per-ip-address, sn—nat-inding-timer, snnat-gnt-offset, snnat-port-duink-al loc-dealloc-flag,
sn—nat-port-chunk-alloc-time—-gmt, sn-nat-port—chunk-dealloc-time—gmt, sn—nat-no-port-packet-dropped, sn—-closure-reason
,,,209.165.200.225,,,,209.165.201.1,1024,1039,,,NAT44 PUBLIC2,2,60,+0530,1,02/18/2020
06:41:08,,,

,,,209.165.200.225,,,,209.165.201.2,1024,1031,,,NAT44 PUBLIC5,8064,60,+0530,1,02/18/2020
06:41:14,,,

,,,209.165.200.225,,,,209.165.201.3,1024,1039,,,NAT44 PUBLIC2,2,60,+0530,0,02/18/2020
06:41:08,02/18/2020 06:42:12,,

,,,209.165.200.225,,,,209.165.201.14,1024,1031,,,NAT44 PUBLIC5,8064,60,+0530,0,02/18/2020
06:41:14,02/18/2020 06:44:24,,

Ny B FOw 7 EDR

/N4y b FBy 7 EDR O

#sn-nat-no-port-packet-dropped, sn-start-time, sn-end-time, sn-subscriber-imsi
2,03/13/2020 08:28:24,03/13/2020 08:28:54,123456789012345
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