IPSec Z 41 L 7= TACACS+

e v =2 TIVOEFERE (1 —)

« BERERRET (1 _X—7)

s FEREDALAR A (3 ~X—Y)

« TACACS+ over IPSec D% E (7 2—)

cE=H N TBION N T TIN Y a—T 4T (9 N—D)

IZaT7IVDOEHRERE
WET DA 1)1)—=
WK 21.24

Terminal Access Controller Access Control Server Plus (TACACS+) 1%, StarOS TO 2 —H—7 7
Y AMERROEIHMEH S5 Ex 2 T4 70 b2 TF, TACACSHZ 74 7 > hBL O —

/\h‘;& L-/Cji“'f#én%) At uﬂET & %f?% T%) f:&)ﬁl\ CUPS VNF ‘j:nu IJLET &@H ﬂﬁ&iE’@
L T TACACS+ over IPSec AR — F L CWET,

T—F¥T7F~

KORIE., EX 2772 TACACSH 7T —F F 7 F ¥ A x L TWET,

IPSec Z 7t L 7= TACACS+ .




IPSec %t L 7= TACACS+ |

B err—=705~

55H /Telnet TACACET
Client

TCP/IP (Port 45)

TCPSYN fACK
User data (Plain Text)

TACACS+ Server
2
TACACS+ User
Client DB
A
\
TCPR/IP (Port 49)
A TCPSYN/ACK

User data (Decrypted)

BAT7T—FTIF~
TACACS+ 7 7 A 7 v MY —=R_—%t X T R FECHEAT L HEIEEHY £+, B—F7-

I FEHD TACACS+ r—N"—ZHHT&EJ, B—O VNF TH—-F713EKEO 7 747 K
ZHRANTXFET, TACACS+overIPSec VU =—3 3 (%, BE—O VNF CHEEDZ ST

b 2B T E £,

VNF

TACACS+
Serverl

TACACS+
Client

TACACS+
Server2

TACACS+
Client

Single IPSec Tunnel with Multiple Client/Server

VNF
IACACSS | IPSec TACACS+
Client / Tunnel Serverl
TS | IPSec TACACS+
Client / Tunnel Server2

Multiple IPSec Tunnel with Multiple Client/Server

VNF

TACACS+
Client

‘ IPSec
/ Tunnel

TACACS+
Server

Single IPSec Tunnel with Single Client/Server

SBOESK

. IPSec % 7 L 7= TACACS+




| 1PSec %4 L 1= TACACS+
waeotas [

HEED LTI A

BEEMIG U T, RETLIMNERD HEROT 7V r—y 3 2, ML L7z ACL V—)v
NHOET, 26D ACLLV—T, B—OES~ vy 7EIMMEAN O 5~ v 70— L L
TREEINET, EHLL0HAL, B TUN A V¥ —7 = A APMER S, BB{bz L3
CFART T r— g R ENE T,

TACACS+ U 547 > b T—2 DEEE1L

ROMIE, b FNVOMESLE Ty EALZR LTI DT,

IPSec Z 7t L 7= TACACS+ .



IPSec %/ L 7= TACACS+ |
B neacs: v—i—7—s08s

User SSH Login/
Password

TACACS+ Client
initiates
connection

TACACS+ Client
transmits data in
plain text

Tunnel creation
triggered with
IPSec peer

IPSec Tunnel
established?

User data gets
excrypted

ESP data sent
out

98065k

TACACS+ H—/N\—T—A2 DIEE

WO, 27y hOEBITHOWTHBALZ S DT,

. IPSec % 7 L 7= TACACS+



| 1PSec %4 L 1= TACACS+

Tacacs: 4— 1 —7—2 0% [

ESP data
received

ESP packet No s Packet is

dropped decrypted

l

TACACS+ Client
receives
decrypted data

l

User Login/
Password or CLI
result successful

L8065k

WOFNETIZ, IPSec # /M L TCTACACS+TF —F X2 T 4 ZRETE72007 v h 71—

WICHOWTHBA L7,

1. TACACSH7 7'V /r— = vid, &HIO TCP-SYN X7 kDT TACACS+ H—/3—
& D TCP #f & Bt L,

2. SYN 7w MITUNA U H—T =2 RAIN—T 47 &}, a—HNLarTxFART
IpsecMgr (2 X > CTHEEGAROIVET,

3. IpsecMgriX. ACL LA T 57252 TCP-SYN /3%~ k% NPUSIM OIRAIDA v AH
AIZEELET,
1. ACL=» M UDBTCP-SYN/NT v F&—ET 2856, /N7 v N IpsecMgr £7213 02—
HZED IR LET,

2. X7y EBSACL=Y kU & —FLARVEHE, NPUSIMIE 37 v~ ORE 5k % [l L
T, B—ANERA LB —T =2 A Ay NEEELET,

4, IpsecMgr F721xm— /a7 F A ME, ACL &£ DA DH%IZ NPUSIM 757837 » b
EZELET, u—dbrarrR X NCERSINTZe—T v raw Y7y bEFA LT
IKE-INIT/IKE-AUTH /87 v R &5 #ad 52 & T, 7 D 1PSec b R/VDIBEE R U
H—LET,

IPSec Z 7t L 7= TACACS+ .



- IOERY

10.

11.

12.

13.

1) F3/\1)

IPSec %/ L 7= TACACS+ |

BAID TCP-SYN /347 v M, IPSec b > R/VDIERLZE R Y A — L7-%%. IpsecMgr £ 7213
2= TCRey FINET,

TACACS+ T U &r—3 3 U8B0 TCP-SYN 47y FEEEL, AT v 72 ~3b 0
BoishET,

IpsecMgr 13 ACL & OFA D2 NPUSIM 705 2 % H @ TCP-SYN /7 v h &% (595
L FURVT T TICHENL STV D 728, TCP-SYN /X7 v R &KL L, IpsecMgr<°
=l EoTr—=HNar T XA NCERENTESPraw V7> &L TRT
FNEELET,

IpsecMgr 1, HHAR—FE2 ML TCr—DNL T XA RDESPraw Y7 v b BB
TERZESP ATy bH U v A LET,

IpsecMgr °11 — /LT ESP N7 v b &2%Zf53 5 L. SA 7 n— L DTZHIZ ESP /3T v
k% NPUSIM (2355 L £,

SA 7 11— NPUSIM CT—E§ 534, ESP /N7 v MI 7y hOEZ%1T 9 IpsecMgr
Flolide— I MZEEINET,

Z Oy MMiE, TACACS+ 7 74 T 2 bhvH TACACS+ r—_—IZEEE&N= 2 FH
@ TCP-SYN /% v b DIG& Tdh D TCP-SYN-ACK D FA[REM:NH W £,
BEENT/N7ry ME, TACACS+ £72137 7V r— g VICREESNT- L EDOEET
DTUN AV H—T =2 A A IEENET,

M HEEE L. TCP-ACK /N7 v b & X{ET D TACACS+E 7137 7V r—vavick-

THELSNEY, EROFIZ, REOTXTONRT Yy hOTF—=ZEFx 2 )T 4 2 5EE
THIDICHYIEESNET,

IPsec b > R/WIL, 77T 4 7DTACACS+7 747 > k& TACACS+H— =77V Fr—3
COMITHILSNE T, AZ 3 & TACACS+ Y — 3—[IZ1X IPsec b v RVITHESL S E
Fh, BEDFT VU ATIL, IPsec T2 KA ¥ F¥MESR (ON—FE—K) XA ovb—%5H
L, IPsec o RNVDEFEMEMIBLET, 777 47 VNFRX T LI4E, TACACS+
P —R—=DIPSec = RARA > I, 77T 47 VNFDIPSec T KiRkA > hDF v RET I
H (DPD) 2k ZznaMmH LET, DPDX A A7 U FHEERHRETY, DPD X, TACACS+
Y=~ TChoRZNDIT VT ) H—LFET, AXL AL VNFRNT 7T 4 TIZRED
TACACS+ 7 7V /r—3 3 N TACACS+ — =T 7V fr— g v L OF — X 5k BltGd
HE, FHLWT 2T 47 VNF & TACACS+ H— S—RIZH LV [Psec b2 RV DENL U E

—g—o

HIRE IR

Z OBEBEIITR OBEEI OFIFREHEN H 0 F9°,

. IPSec % 7 L 7= TACACS+



| 1PSec %4 L 1= TACACS+
TACACS+ over IPSec DE%3E .

« IPv6 Z{# 9% TACACS+ %, IPv6 b Ry RAFRA v N EMHT 5 IPSec TlEHR—
FENEF A, 72720, 1PSec ZfEH LA2WEGEEIE, IPv6 2795 TACACS+ 234 7R —
FENET, £/, IPv4 2T 5 TACACS+ 1L, IPv4 o)L RARA v F & A
9% IPSec DHF I b LT R—FInEd,

e —HarT XA NORE~ v 713, Day-0/Day-1 ¥ ED L L CHARET 2 HH
NHVET, 2FD, v—ANLarTxRANOEE~ Yy F0NHL5EA1F. thoaFF 2
N OB~y 7ERETAINC, B— AN AT HFARNTHKEY Yy F7E2RETIHILERD
x4,

TACACS+ over IPSec D& E

Z 2 TlE. TACACS+ over IPSec #¥HE DR ETHEIZ DWW TR L £ 37,
ZOREITIE, WOFIENEGENET,

1. TACACS+ a7 4Fal— 3 E— RORE,

2. IPSec #f i L7z TACACS+ D7 r bt Y a =7,

3. FUHIE—RTOIPSec i L72 TACACS+ D7 m ey a =7,

4, FT U AR—FE—FTODIPSec i L7~ TACACS+ D ubva=r7

TACACS+ O 714 F¥al— 3y EF—KDERE

StarOS/VNF C TACACS+ 2 7’'a ¥ a =735 0DOKEX, IECUPS T —F 77 F ¥ T
DOERELFELTT, =720, [IPSec b F/ET— K] ThURAVEMALT HICIE, srcip &
T ya = ST ANENRH Y 9, TACACSHEEHIZEMDXEILIP T KL A (src_ip)
Z1OTRIL, ZOBEERET LINEN DD 3,

[PSec k7 AR—RFE—F] ThURAVEMHELT D856, BINO srcipx7meya =
TYHMEILH D T A, BHA L X —T 24 AP T FL AT scip & LTRIRENE T,

IR ER 27 LET,

configure
context context name
tacacs mode
server priority priority number ip-address server ip address password
text password src ip
accounting command
authorization prompt
fexit
aaa tacacs+
end

IPSec Z 7t L 7= TACACS+ .



IPSec %/ L 7= TACACS+ |
B psec zEmLETACACSr D TREC =LY

IPSec Z#{ERA L= TACACS+ D JREY 3=

WOREIZLY, ¥ XTDIKE/ESP X7 v h B2 —P—Z2X—Z2D [PSec ¥ F— ¥ £721%
O— VT INET, FEr—hLa 7 xR R VPP, IFtask, NPU 72 ED R L 72 5
T =T L —rDIPSec v X — V¥ TIIFEL SN EH A,

configure
require crypto ikevl-acl software context context
require crypto ikev2-acl software context context
end
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configure
context local
ip access-1list foo
permit ip 209.165.200.225 1 0.0.0.0 209.165.201.1 0.0.0.0
#exit
ipsec transform-set B-foo
group 14
#exit
ikev2-ikesa transform-set ikesa-foo
group 14
#exit
crypto map foo ikev2-ipvi4
match address foo
authentication local pre-shared-key encrypted key EncryptedKeyl
authentication remote pre-shared-key encrypted key EncryptedKey?2
ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 2000
ikev2-ikesa transform-set list ikesa-foo
ikev2-ikesa rekey
payload foo-sal match ipv4
ipsec transform-set list B-foo
rekey keepalive
#exit
peer 209.165.200.226
ikev2-ikesa policy error-notification
#exit
interface locall
ip address 209.165.200.227 255.255.255.224
ipv6 address 2001:420:2c7£:£620::83/64 secondary
crypto-map foo
#exit
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configure
context local
ip access-list foo
permit tcp 209.165.200.228 0.0.0.0 209.165.200.229 0.0.0.0
#exit
ip routing shared-subnet
ikevl keepalive dpd interval 3600 timeout 10 num-retry 3
crypto ipsec transform-set A-foo esp hmac shal-96 cipher aes-cbc-128
mode transport
#exit
ikevl policy 1
#exit
crypto map foo ipsec-ikevl
match address foo
set peer 209.165.200.229
set ikevl encrypted preshared-key EncryptedKeyl
set pfs group2
set transform-set A-foo
#exit
interface locall
ip address 209.165.200.228 255.255.255.224
ipv6 address 2001:420:2c7£:£620::84/64 secondary
crypto-map foo
#exit
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« show crypto map
» show crypto ikev2-ikesa security-associations summary
« show crypto ikevl security-associations summary
* show crypto statistics
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