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NSO Northbound NSO Devices [CPs/UPs/RCMSs)
1. Request: Device addition with inputs
| -
2. M50 triesto establish connection via
Management IP initialby
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3. NS0 executes connect and sync-from
4. NSO executes post-check commands
5. NSO adds device into device group
6. Response: NSO confirms success/failure
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HRA NSO ICEELFET,

THRA AT N =13, FER—OREEZLET 57 /34 X (VNF) Difi
BIN—T7DT, \BHEIZ Lo UIRENERILEINET,

2 NSO WNEANZERLIP 20 L (T AL L LY & LET,

3 NSO 73 connect 33 & WY syne-from =~ > K& FITLE T,

NSOMNT /™A A LOIEMRFREZ R CE 5 X 912, sync-from #EIZ &
0T INA AR VNF DOREFOREN 7 /L SILTNSO I AT S nE T,
T A AFKTENL syne-from TIFEE S EH A,

4 NSO 7° post-check =~ > K& EITL £,
5 NSO NT NA ZR%T A A7 N—TITBEMLET,
6 TEHEE N &I L 72T 3 ADBINO KL RIZ 2T, NSO 73 NSO

J=ANRNT U R R LET,

B NsoR—zoBmEEE



| NsoR—zoBFEE
46 CUPS 731 2BEND T v o2 F1 [

4G CUPS T\A RERED Ty a : FH
ZDOHETIH, 4GCUPS T A ADFHFHRTD T v 2 lZBlT5 70 —Z oW CiA L £9,
ZOTFIAIEL, AZ RTrrERF LI TEMKO CP, UP, F72XRCMICY TITED £
S

REET a2 T RN, TRAARAEBFVR—TFT 4 T T HLERHY 3, BEFED 4G CUPS
VNF ® NSO ~DA v R—F 47 (53—=2) ZRBLTLEEN,

NSO Northbound NSO Devices [CPs{UPs/RCMs)

1. Request: Configuration push for
CP5/UPs/RCMSs
Single device or device group
(Day-N, Day-1, Day-0.5)

Y

2. N30 pushestheconfiguraionsto all
devices -

3. NSO rollbacks on all devicesif there s a
failure

4. Response: NS0 confirms confguration
push via sandard notifcations
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RESTCONF
NSO URL ®/%y FE:R  (http://<NSO-IP>:<PORT>/restconf/data)
IR ER 2~ L ET,
{

"data": {
"nfv-device-onboarding:nfv-devices": {
"device": [
{

"name": "<Device-or-VNF-Name>",
"address": "<Management-Address>",
"username": "<Management-Username>",
"password": "<Management-Password>",
"ned-type": "<cisco-staros/RCM>",

"retry-options": {
"number-of-attempts": <no-of-attempts-to-ping>,
"delay": <delay-between-pings>

WRIZERER Z ™ LET,
{

"data": {
"nfv-device-onboarding:nfv-devices": {
"device": [
{

"name": "vpc-si25",

"address": "209.165.200.225",

"username": "admin",

"password": "Cisco@123",

"ned-type": "cisco-staros",

"retry-options": {
"number-of-attempts": 2,
"delay": 10

CLI

WONSOCLI 2= REHEALT, A ZADF L R—F 4 T EEFIATITAZ L TX
i‘j‘o

configure
nfv-devices device device name address ip address username user name password

password ned-type cisco-staros retry-options delay delay value
number-of-attempts value
commit

WIZERERI 2R LET,
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nfv-devices device dummy-device address 209.165.200.225 username admin password cisco@123
ned-type cisco-staros retry-options delay 10 number-of-attempts 2

NSO DEEAFDT /A A%, IROHIRER URL (A m— 722 L) ZfEH L CHIBRTE £7 ¢
http://<NSO-IP>:<NSO-PORT>/restconf/data/nfv-device-onboarding:nfv-devices/device=<device-name>

WKHONSOCLI #fHEH L THIRTAZ &b TEXE,

configure
no nfv-devices device device name
commit

BREAZT—FDERAN

RET v a MOP Tlid, BHEOEBEBHBNTEETYT, ZhuE, (ZER—DORENEE DT /XA A
(7L 21X, ICSRT 7T 4 T/AZ A XT) \ZT v 2 SNHGAEITENSLHET, EWVIL,
ATEET 7 ANVDERE L TETENTEET, 2O%, &7 A AOFFEDE% [variable:
value] TED A # 7 —4% L L CASTEET, MOP L, FHATIFIC Y] 72 28 5500iE 2 Bh A 12 &
Wz F9,

TN ANTEAAN ENTT —Z B0E | Config MOP 13X, BE T v ¥ = HIICHEE Sz
=

RET 7 A VCEEBREE N W ERELET, REZ 7 ALV TERIND BN KK L
TWAEAE, ZOFNETFEITRHIZRIRL £77,

RIEA ST =5 DFHANOWEL D FIRBLET. ZOF—FDANTX Y hT—2 %
R—hEF—H Yy MOESE £, MIRRSNEH EREL T v ¥ a5 1 O LR
E T&) D N %@'ﬂﬂ@Iﬁ E 6jj_7°‘,\/ el :/-/6,540

container metadata-store{

list config-metadata {

key device-name;

leaf device-name {
tailf:info "onboarding device name";
type string;
}

leaf schema {
tailf:info "cluster-topology 1:1, N:M and N+2";

type string;

list attributes {

key attribute-name;

Nso R—zn#EEE )
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leaf attribute-name {
tailf:info "Attribute Name";

type string;

leaf attribute-value {
tailf:info "Attribute Value";

type string;

}

list configuration-type {
key config-type;
tailf:info "Configuration type Day0.5, Dayl or DayN";
leaf config-type {

type string;

list files {
key file-name;
tailf:info "file name";
leaf file-name {

type string;

leaf config-scheme {

type string;

// CP device info
list additional-files {
key device; //cp device
leaf device({
tailf:info "device name";

type string;
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}
list additional-file({
key additional-file-name;
leaf additional-file-name({
tailf:info "file name";
type string;

}

}

REAXT =X, BREA X T —HEREHH L TCALEINET, ZOFERE, kRO YANG
AX—<ZHWET, Tinput) BZ g r0HBIEL AXL—2BANLET, loutput] &
Ja i, TV a vEROFTHRICNSOICLE > TRENLINEEZRLET,

REAZT =B EANERIIEFETENSO T 7 3 v OfFZLLTFIRLET,

tailf:action config-metadata-request ({
tailf:info "Invoke upgrade action on the selected devices";
tailf:actionpoint config-metadata-request;
input {
list config-metadata {
key device-name;
leaf device-name {
tailf:info "onboarding device name";
type string;
}

list attributes {
key attribute-name;
leaf attribute-name {
tailf:info "Attribute Name";
type string;

leaf attribute-value {
tailf:info "Attribute Value";
type string;
}
}
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output {
leaf status {
type string;
}

RESTCONF

RESTCONF 225 ZD7T 7 v a Ol 2 UL PR LE9,

URI :
http://<NSO-IP>:<NSO-REST-PORT>/restconf/data/mobility-common:config-metadata/config-metadata-request

aY T YA A 7 : application/yang-data+json

RA4Q—F:
{
"config-metadata": {
"device-name": "test2",
"schema" : "1:1",
"attributes": {
"attribute-name" :"hostname",
"attribute-value": "TEST"

}l
"attribute-name":"BACKHAUL IP",
"attribute-value": "209.165.200.225"
}

R -

"mobility-common:output": {
"status": "Success"

}

CLI
WIZ, NCSCLIZ LT 7 7 v a vy 2RO HE2 R~ LET,

ubuntul@ncs> request config-metadata config-metadata-request config-metadata { device-name
staros-1 attributes { attribute-name hostname attribute-value TEST }

status Success

[ok] [2021-07-12 08:05:01]

by o A — Y oy
EFEEYUTAMOPEZNHLEZRENDT Yo
ZOFNEIL, FEMOP OEEOFIET, FILWEREEZ v 2 L0, URic T vy 2L

REZEZT =Ny 7 L2 TEFET, BIRLZEBY., Ty aE&8nsXREX1I2LEDT 7
A WATIFLEL £7,

B NsoR—zoBmEEE
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REMOP 7y aERTO—
Py F =7 AR —H PN NSOAPI Z MU LT, T35 ADFRE MOP HEML. 7 1 & A % B
ih
NSO IO FINEEFEIT L ET,

« 7734 AT check-sync & sync-from E721TH 2 A (WEERGE) 2#FEITLET, check-syne
2L, TS, AERLD NSO = B —NEFEDT S, ZHER EFEA L TW B0 E 9 2303
WENET,

« NSO MOP THRE SN TWAHHEA. NSOITT A Atk (BH) 2REALT—X DT
INA AV =il Eio7z ) — FEADOHEICEZ# 2 £9,

* NSO i, MOP THREINTZAN T 7 A NVOEREEZEDT /A AZ#AT 50, BERTH
EESNTWBIEFTEDOT A ACHEALET, BEEZT A AT v adbEEil
BEENEELEGA., TOT AL AZENULEOBREILT T v a2 SnEH A,

* NSO %, ZFERTHE X TV 5 mop type (active/standby/common) (ZF-5 T MOP % i
)EH Lij—o

» mop type 73 [common] D35, NSO (FER THEINTNDLTXTOT /A AT
MOP ZiE il L £7,

EENBE LGS, BENBE LT NS A~ORES vy v aldFibsnEd,
RTHEESHLTODMDT N, Z~DRES v v 23 fefT SN ET,  IStatus) (213,
BEENEE LT A ADFEMBN TR SNET, AN—23 EENEELLETA
A ZADREZMHNC T — Sy 7D ENTEETS,

« mop type % lactive] D, NSO IFERTHESNTNWDLTXTO [ 777 17
TN AT MOP i L £,

mop type lactive] 1%, L1 JURMT T U AICoOHEH S ET,
BEENRAE LGS, 7y va SNERERFTXTr— LNy SNET,

» moptype 2% [standby| DFH, NSOIFER THEINLTNDTRTD [RHZ 31|
T A AT MOP Z# I L ET,

mop type [standby] (&, 1:1 JTURMES TV FZOAHEH S ET,
BEENREAE LGS, 7y va SNEREFTRXTr— ARy SNET,

* moptype 2% [pair] DFE, NSOITHRMNT [RZ L /3A ] T34 ZITMOP ZiEH L,
R LG AIE (72T 47 T8 AITMOP &l L £, NSOIZ7 b v b
FrW s a v BEETT L0, REIEXMGTOT A ATHEPE L0, EHHITH
HMH S ERE A,
mop type [pair] (%, L1 JLEM%ET TV FCOH@EH SV ET,

PEENFEAE LI-E, WHSNTEREIIRXTOWMGTOA AR ANHE— LNy 7
SNFET,

NSO N—X DB EEE .
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smoptype 2% [rem-upf] DA, NSOIIATIT NA AIIMOP #iM LET, 512,
ADJTSRA ZADRD 7 )—T7 %5 L, [Fl U RD 7 /V—7\ZAF-ET D UPF 7 /3o
A& RO ET, WIZ, AJIT /34 AT ECS/APN R E&ERFELET,

BEENEE LGS, BENSBE LT A, ANORET v alifEibsnEd, &
RTHEINTODMDOT SA ZAORET v o 2 13T I ET,  [Status) 1T,
FENFEE LT A ADOFEMNRERESNE T, AN —F i, EREELETA
A ADFRELEMERNC T —N Ny VT HIENTEET,

‘NSO X, HEENTMOPD RFA T BLORY RNR—2 (m— Xy 7)) REEZFAT A
T —<v NTAERKL. 200BIO 7 7 A MAEFE L ET, NSOIIREL LT, WiF
D77 AN EMTT 7 AN RRER Yy N =7 FR—Z TR LFET,

s KT A4 727 7 A VDOLHIIE <MOP File Name>-<Device Name>-dryrun.txt (272 V) F 97,
o 1 — /LNy 7 T 7 A )LDLHIIE <MOP File Name>-<Device Name>-rollback.txt (278 V) F
T T7ANMIF AT ID 74 VA D FICERSNET,
e XY NI =TI ARV —=FNRIA T DBEROABZEE LIZGA, NSOIXRIA T 077
ANER =Ny Ty ANVEARLETR, T3 ATMOP Z#H LEHA,

¢ Ry NI =T F XL —FNMOP O HEREZXETHE, NSOIZRTIA T T 7 A 0E
g—A RNy 7T ANEERL, MOP 25 /34 ZIZHALET,

e Xy NT—27 AR —% % MOP HElL AT — % 2 & a4 2792 NSO DFR— o 7
Tkt L ET,

*NSOIZHRA K (TNAR) DUARNELELIZ, RIAT U TNl a—N Ny T 774
NOYFT, BEOART—Z X (FETHMETHIRK) #ikLET,

HEMOP O—/L/AN\vHERTIO—

e Ry FT—7 AR —% %, NSOAPI Z N LT, BRI SR ED T —/L 3y
7 Faw ARG LET,

* NSO [T D FIEZ FATL £,
¢ 7 /3A AT check-sync & sync-from F 72 1L R (ME25E) 23T LET,
*NSO I, XY hT—I ARV —H|ZkoTRESNTZH A7 ID, MOP 7 7 A V4,
BILOT AL AL OHDNERFTMOP 7 7 A LD u— LRy 7 & F4TLET,

« MOP # A 7' Tpair] DA, NSOITRHNZ (AL LA | TARLATR— Ny T &5
TL, =Ny BT 5L, NSO [T 7T 47| T34 ATr—1 Ny 7 & FT
LET,

s X AT IDDIHNPIRESINTWDEEIX., h TV o varefna—n Ny 7 IhEd,
X A7 ID & MOP 7 7 A VABIRESINTWDIEE., HEINTZ MOP ODHNRTXTOT
NA A L TCa—A Ny 7 ENET, FAZID, MOP 7 7 A V4., BLOT A R4
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| NsoR—zoBFEE
mop oesit [

PHRESNTWDEHE, fESNET /S 25 L TRIE S L MOP OA 08 8 — LNy
7 SNET,

*NSOIX, R— ANy I EFATTHILODRIA T BLRI A= (= "y 7)) FiE
EXAT 4T T =<y FTEKL, 77 A MRIFLET, NSOITREE LT, WA
T AN EMET 7 AN NAER Y NI =T AR —ZZIRLET,

s KT A4 72757 A NDAHIIEL <MOP File Name> -<Device Name> -dryrun.txt (272 ) £
TO

o 1 — LNy 7 T 7 A LD HIIE <MOP File Name> -<Device Name> -rollback.txt {272 ¥
S

T ANEIH AT ID 7 #NVEDFITEREINET,

e Fy NT— I FRU—E W RITA T EROLELEE LTSS, NSOITRIA T 774
nEa—nNy 7 7y A NVEARLET,

c Xy NI =T AN —ZNMOP Or—/LXy ZHEREZXEFETDHE, NSOIZRTA T
TrANEa— NNy I T ANEER L, B— Ny T EEITLET,

c Xy FIT=IFRU—ZF, vy I AT —F ZEGT H 2O NSO DR—Y
TR LET,

*NSOFAHRA L (FARAR) DYRFELBIZ, FIA T TrAem—NyT
77 ANDBFF, BRORAT =X 2 GETAEITH/IRIR) #iKLET,

MOP ® E&f1k

EFEEYT AHEMOPIX, NSOMWLEEV T 4 TN AERETHEOIFEHTE 5 —HD =2
<~ RTT, TEEUT AREMOP Tlid, =2 Ra—V—2FiafEE L C. MOPRBHED AF
TrANEHN T 7 ANVERBELIIRGFTETES, £72. MOP O 7 v — LR E A[RE/R /X
TA—HERETEET,

REEH
*NSOCLIZBEIL, 87T 7> a v EZHEHALTUTONRT A—XERTELET,

1. Dry-run-mop location : Dry-run-mop 7 7 A /VIZI&, T/3A AT v ¥ a SPICREN G
FNTWET, MOP @ dry-run 7 7 A VERIFT 5852 NI LET,

2. Rollback-moplocation : B —/L N 7 7 7 A4 VARSI NIAER T 7 A VT, TN A
DREZE T =Ry I BHIDIMBETT, MOPDOR—LRy 7 77 A VaiRtid %
Giia AT LET,

3. Config-mop-file location : AJJFZE MOP 7 7 A V&G T 252 AJJ L ET,

4. Netconf-to-cli Conversion : NETCONF &% E % 7 /31 A CLI JERUCEH T B 121X, 7T
7% Ttruel ICRELET, 7770 lMalse) IZFEINTWDHYA, dry-run 7 7 A
VIR A 7 4 7 NETCONF xml JE X CTAER SN £7,

NSO N—X DB EEE .
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« B EW D static action call =~ > K :

* static dry-run-mop /var/opt/ncs/
static rollback-mop /var/opt/ncs/

BT D12, RO CLL o~y REFEHALET,
show full-configuration static
« mop-file location D 2 11—/ 3L 3T A —HERTE

configure
configurable-parameters config-mop-file-loc /var/opt/ncs/

BT HICIT. ROCLILa~w > FEERLET,

show full-configuration configurable-parameters config-mop-file-loc
« StarOS L)L NED % E D5

1. TRAADVAT hefg 7—F 7 7 A IVDOBENFEHENLRNE DT DITF, KD
a2 R&EMH LT, NCSCLI T write-memory-setting 23 #5h (272 > TN 5 Z & A R
L%,

devices global-settings ned-settings cisco-staros
write-memory-setting disabled

2. TAARIREZ A v T OBROEE 2N T DT, kOoa~v > FaERLE
j—o

devices global-settings ned-settings cisco-staros behaviour
config-warning-ignore.*Standby card not ready.*

N

() *Standby card not ready.* |TEE X v —VICE X H X ARET, METEET,

Mop % 4 TR 7 DHEMHRSH

« THAZADREE (T 7T 4 TIAZ 3 A) OFHNESNT, TS ZHD 1 D%
target-device-name & L CTHEETE £,

c DAy REMHLT, E77 /314 R L srp_loopback & LE T,

config-metadata config-metadata-request config-metadata { device-name
up2-SI device-type vpc attributes { attribute-name srp loopback
attribute-value 209.165.200.225 } scheme 1:1 }

config-metadata config-metadata-request config-metadata { device-name
up2-SI device-type vpc attributes { attribute-name Peer Device_ Name
attribute-value upl-SI } scheme 1:1 }
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| NsoR—zoBFEE
nsoApl i

NSO API
NSOAPLIE, FRET >~ ¥ 2 lfEICE#ET ANSOE L Y 7 s #fe X 7 2 L CTAB SN E T,
B O APLIZIZ. RESTCONFE £721Z CLI W2 L TT 7B ATEET,
HETY a1 MOP DBEEIE

ZDAPLIZ. MOP#BAIE L C1OLLEDTF AL AR EE S v 2T 5D EHEINET,
ZAVTIERBERMETH Y, IO APLEFH L CAT—X A% 7)) TEx £,

API :

mop-automation

TR OFEH

NG A—4 £ 7R B7LL]

mop-file-name D2 —

file-name SRS e UP, CP, E£7-IZRCMIZxt
ST DT A ADA,

execution-order Fofi WVZH MOP O FEATNEFE, 1 3]
T, EHSNDIERT L,
2, 3... T,

target-devices DIZEN WA FTNAADY A B

target-device-name Leafref e VNF @O NSO F /31 24,
NSO A =7 A hL—ig
NMERA STV A5,
TN AL VNF4 &Rl T
‘(:\ﬁ—o

operation-type pc=l| WZE dry-run
F 7
commit
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7 |

INTGA—4H

B

mop-type

FIZE(R
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INT A—45 g WA A

BEE S aTAEDOT
NA ZAHPRELET, #HH
TX5MEIX, kOEEBYT
R

* active

L1 LEERT T 7
T AT A AL R
7y aLET, UE
PERT OWT DA
VAB L AREENTT
WA AL NI TEE
T (TIT A TMHAHR
UORA IERI W E R

A) o MOPRF%Y4 2%
XTDOBHET 7747
oA VAL A HE)
MBI T, 7y

a2 LET,

standby

11 TLRMERT DA F
UONA A VAF U RIT
TovalEt, UE
PERT OV INDA
VAB U ATREITT
WA A[ " NI TEE
T (TIT A TMAH
A DNERBIWER
A) o MOPREY44 %
T DOBHEAZ 34
FOA AR ARH
R HEBI LT, Ty
vaLET,

* pair

L1 ILERTOT 7
TATA VAR R E
AR UNAA S AZF
ADOWMHIZ T v ol
E9, IEMERTOW
THNNDA AL A
IR TT INA A%
ANTEET (T2
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B =xona

INT A—45 g WA B2l

T A TINAR A D>
W EREA) , MOP
. BESEA R
B AREd YT
BT D2DODA VA
&2 A % BB H B
L. WANZAH 3 A
A VAB LR T
= Lfﬁ‘%\ T
TATA LV AH AT
a2 LET,

common

FERTHRE ST
TOT A AT
valFxrd, Zhn
default T4,

rcm-upf
H—F 33X Toil

HAHF 5 7= UPFICER
EEr Ty a LFET,
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zxoid I

INT A—45 g WA B

transaction-type VAETIN —
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T

INTA—4 £X WA s BA
fEHTE HfEIE. RDOLEB
nTY,
* single-transaction
BEINZTXTOA
7 7 A VDR TE DR

a3, H—o b7
FroarE LTFAN
AR vy aINE
R

» multiple-transaction

BT 7 AND 1l
BoORT P r g
ELTT NS RIS
VaInFET, Zhix
T 7 4V METY,

FT U r g E, BRE
EHEOHRNEA TS, ~7
Yy a VNORETT
RC, EFIZTvyraE&h
B, P a PICEEN
A LTESE XA ENIC

a—/LNy 7 SRET,

GH 12D TP o
a UNEEOT
A RZETNDHZ &
THV EHA, &b
AR/ AV IV &
1 DOT /34 A|Z[EH
HTY,

Tm& 2R, AL =203 3
ODT 7 ANEEZNEN2
DODTNA AT vy ad
LA, MOXHIThRY £
7

* multiple-transactions 4
Ta AT S
EL TR RTE
TrANT I D
DT, bTUY e
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INT A—45 g WA A

ORI 3Ix2=6
L FET,

« single-transaction 4~

a AT L
FNRA AT LI 1T
DIRDT, T Y
Ta rOFFHRIT2 &
0 ET,

save-config-permanently | 7" — /L& — S b M Tfalse] T
T Ttue) ITRETD &,
HEE Isystem.cfg] (ZPRTF
TEET,

timeout Hfie FTFav, TIH|TIAABay 7 INbdE
Jb MEE 600 T2 TS 2 I KDL

Timeout /X5 A —4

NSO6.0/3— 3 %, BEHMFRETZHEALTAT LY XazmbEsEEd, 72770, —
EREWITLCETFTTHE, o F oo ar OBAENRETLAREMERHY T, H—0F
NA ATRIFFEITRRESNTODIEE, OO R TP v a il >TTFAA ApRa v
SNDHD, HBEED T oWy g Rk L £,

timeout /X7 A —Z X, TNA A0 v I ORIGRE, T, ANZEET B —EOBIENFEIT S
2% FETMFP BT 2R A HE L £ 77, timeout /37 A —Z R EHEBIR T 2013, WLT
N RZFRIFFIZREE 7 > v a2 T BB OBIEND 256 T,

)

GE) H—OT /A A TORBRFTOUHREITHRE I EE A,

mobility-mop H&{t: CLI % 7213 postman API Zfi ] L TEREL 7'~ ¥ =9 HERIC timeout /37
A=ZPMEA SN THRWES, AT AMIHBICT 7 4V METH S 6007 2 iU L £
ﬁ—o

EEOBREFTFIIRERYA XORTEL v aTHEE1T. timeout/STF A—F Z{FHH LT,
TN MEEZBZ DX A LT U MEEFRET 2=V EFRITTXET,

ROBEPNRT L DI, EEOHEEZIETE £,

cloud-user@ncs# mobility-mop:action mop-automation generate-dry-run true operation-type

commit save-config-permanently true mop-type common mop-file-name { file-name
ABC.cfg order
1 target-devices-list { target-device-name XYZ } } timeout 900

ZA LT U MHEZ -1 Z6ET D & timeout /3T A —F ZEE[RICHETE E7,

NSO N—X DB EEE .
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CLI

NSO R—2DFEEE |

cloud-user@ncs# mobility-mop:action mop-automation generate-dry-run true operation-type

commit save-config-permanently true mop-type common mop-file-name { file-name
ABC.cfg order
1 target-devices-list { target-device-name XYZ } } timeout -1

RENT v 28Nb LTI, MO2—F—F713EHEORED T v ¥ 2 (AT TT A A
DR SN ET, 72& %L, timeout 2% 600 BT, FREDT v =2 100 TR T T HHE.
100 ZICIEB D2 — Y —RNZ DT NA RIHREE T v 2 TEET,

INGA—5 2 |» |EhHA

227 1D T |\ | AT OB, AV IDIX. EORAT—F 2D =
3| A | VIR ESRET,

HADAR L | T |\ | IALRF T

7 1 |A

Error Code T Error Code
24l

Error Message | s0o¢ Error Message
24l

NCS CLI ZfH L 7= E RO %2 LA IR LET,

mobility-mop:action mop-automation mop-type common transaction-type
multiple-transaction operation-type commit mop-file-name { file-name
dayN.txt order 1 target-devices-list { target-device-name up2-SI } }

RESTAPIEESR : NS oW o a4 TFHRIEELRWES

PIFIZ, o Hrva & A7 E2EERT I postman % H 3% REST API ZR D% 7~ L
e

POST /restconf/data/mobility-mop:action/mop-automation
Host: localhost:8080
Authorization: Basic YWRtaW46YWRtaW4= Content-Type: application/vnd.yang.data+json
cache-control: no-cache

{
“mop-automation”: {
“operation-type”: “commit”,
“mop-type”: “active”,
“generate-dry-run”: “true”,
“save-config-permanently”: “true”,
“mop-file-name”: [
{

“file-name”: “up dayN.txt” ,

“order”: 1,

“target-devices-1list”: [

{
“target-device-name”: “up2-SI”

}
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RESTAPIZER : FS 4y vavaq75Eed 554 [

RESTAPIE:R : NS oW o a4 FTRIBETAES
Wi, oo W7 a2 AT EBET D REST API ZXROHF 2R L ET,

POST /restconf/data/mobility-mop:action/mop-automation
Host: localhost:8080
Authorization: Basic YWRtaW46YWRtaW4= Content-Type: application/vnd.yang.data+json
cache-control: no-cache
Postman-Token: d2d2ddbe-5dff-4917-972a-146db6dcl75f

"mop-automation": {

"operation-type": "commit",

"mop-type": "active",

“transaction-type”: “single-transaction”,
Yy

"mop-file-name": [
{
"file-name": "load3.txt",
"order": 1,
"target-devices-1list": [
{
"target-device-name": "test3"

}I

"file-name": "load4.txt",
"order": 2,
"target-devices-1list": [

"target-device-name": "test3"

RESTAPIEESR : vT oW va XA 7L mop-type X7 & L THRE L2WIGE
Wiz, VoY arH A7 L mop-type LT & L THE L72\ REST AP ER O] % 7~ L

7.
{
"mop-automation": {
"operation-type": "commit",
"mop-type": "pair",
"generate-dry-run": "true",
"save-1l-l-config": "true",

"mop-file-name": [
"file-name": "up dayN.txt"
"order": 1,

"target-devices-1list": [

"target-device-name": "up2-SI"

NSO N—X DB EEE II
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. [mop-type] A% T'rem-upf] @ MOP O BEj1t

}
AR DIEFRBZROFOH LB L, —EDX A7 ID EX A WAL THRIREN,
mop-automation B3R D AT — X A &R T H - OIS E T,

{
"mobility-mop:output": {

"task-id": "lalfe62f0-487a-4c8c-bdeb-a760c26925cc",
"time-stamp": "2021-07-19T11:10:51+0000",
"time-zone": "Coordinated Universal Time"

}

[mop-type] A% Trem-upf] @ MOP @ BEh{E

lrem-upf] & Y9 mop-type I&, H—F 72T T X TOREMN T SN UPF ICREEZ T > 2T
DR ESNE T, RO 250DTF U ARHRETT,

1. H.—@ UPF |2 MOP #3554

UPF 731 ZA&4RET 2 HETRD LBV T,

« [target-device-name] (Z Tupf-device| ZHEL 7,

« upf-device |2 & Iad™ 5 [rem-vip], [group]. 35 & OF [device-id] ZF8E L £,
EFED 2 SOHIETIE, B3R [only-to-target-devices] & [true] I[ZRET 2LENH Y *
R
R4 A— Kol :
1. [target-device-name] |Z lupf-device] Z#5E L £,

{

"mop-automation": {

"operation-type": "commit",
"mop-type": "rcm-upf",
"generate-dry-run": "true",
"save-config-permanently": "true",
"only-to-target-devices": "true",

"mop-file-name": [
{
"file-name": "simpleStarOsChange.txt",
"order": 1,
"target-devices-1list": [
{
"target-device-name": "upl-device"

}

}
2. upf-device |27 % [rem-vip]. [group]. 35 X UF [device-id] 57 L £ 7,
{

"mop-automation": {

B NsoR—zoBmEEE
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[mop-type] A% Trem-upfl @ MOP O BEj{E .

"operation-type": "commit",
"mop-type": "rcm-upf",
"generate-dry-run": "true",
"save-config-permanently": "true",
"only-to-target-devices": "true",

"mop-file-name": [

{

"file-name": "simpleStarOsChange.txt",
"order": 1,

"rcm-vip" : "rcmvipO1l",

"group" : "groupO3",

"device-id" : "device-idl"

2. BEEHT HI 729 TO UPF 7734 A2 MOP %3 256
UPF 731 Z&RFET D HIEIFRD LBV TT,
» [target-device-name] {2 > 7' /L upf-device ZHEE L £,

s [rem-vip] & [group] ZHEE L £,

R4 A— koAl :
1. [target-device-name] (2> 7" /L upf-device Z45E L £,
{

"mop-automation": {

"operation-type": "commit",
"mop-type": "rcm-upf",
"generate-dry-run": "true",
"save-config-permanently": "true",
"only-to-target-devices": "false",

"mop-file-name": [

{

"file-name": "simpleStarOsChange.txt",
"order": 1,

"recm-vip" : "rcmvipOl",

"group" : "groupO3"

}

2. [rem-vip] & [group] ZHEE L £ 7,
{

"mop-automation": {

"operation-type": "commit",
"mop-type": "rcm-upf",
"generate-dry-run": "true",
"save-config-permanently": "true",
"only-to-target-devices": "false",

"mop-file-name": [

{

"file-name": "simpleStarOsChange.txt",
"order": 1,

"rcm-vip" : "rcmvipOl",

"group" : "groupO3"

NSO N—X DB EEE .
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B vorsmitxr—5x

RO 2 5D ETIX, ERO [only-to-target-devices] & [false] (ZFKET DHLENRNH Y F9°,

[rem-vip] & [group] Z M L CUPF 7 /34 A& BUGT 5856, RO U A NMIZ%EIF 5 CDBDT —
AMERSNET,

* device-id-up-mapping
* up-rcm-mapping

* rcm-upf-mapping

MOP BEf{ERT—% R

NSO L, Xy N =7 F R —H I ZLH>TEINIZHX AT ID DT NA ART—X ADFER%Z
UL £,

API :

mop-automation-status

R DOFEH
INTG A=A =53 WA B
H# A7 1D pe WAZH MOP Automation |
AP DG L2 2 A
7 D—E DR T
JRE DA
INT A—45 X WA BrLL]
5% 22 1D LA it Task ID
task-status LA BART AT —H A
Start-date ST BHAf B IEF
End-date SR T R
Time-zone b2l BA L=
Operation-type peil a3y MNRIRIAT
Action-type pel PRAF
devices-list 2SN FORA A
Device-name leafref S F NS A
Start-date SR BHAf B IEF
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CLI

REST APl #i:k

cu

INT A=A £ WA BrLEL]

End-date T Sl

device-status leafref FORAL AD AT —H A

(Completed/In-Progress/Failed)

device-state peE Active/Standby/Common
/Pair/rem-upf

files Uz k 77 A

file-name pc=l b MOP 7 7 A V4

Order Uint8 MOP 73 5EAT ST NEFF

dry-run-mop ST UN—H )7 7 AV
DY

rollback-mop peil o —L Ny 7 MOP DO
At

Commit-queue-status | 3L Iy hFa—RAT—X
A

Commit-queue-id pea=l| a2y fF=2—1ID

Error Code b=l Error Code

Error Message peE| Error Message

Error Code b=l Error Code

Error Message peE| Error Message

NCS CLI ZffH L 7= R DA %2 LA FIZrs LET,

mobility-mop:action mop-automation-status task-id
8d08e359-0bd2-48de-9a34-9192a986a486

LU FIZ. mop-automation 0 AT — % A % %1% 728 0 REST API ER DT,

POST /restconf/data/mobility-mop:action/mop-automation-status
Host: localhost:8080
Authorization: Basic YWRtaW46YWRtaW4= Content-Type: application/vnd.yang.data+json
cache-control: no-cache

{

"task-id": "22301071-9a6c-4£f27-a0dc-b50c24124806"

}
LTI, EREOZEROMOH LEIZERSNDINE T +—~ v bOFlZRLET,

{
"mobility-mop:output": {

Nso R—zn#EEE )
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MOP O—JL/\v ¥

NSO R—2DFEEE |

"task-id": "8d08e359-0bd2-48de-9a34-9192a986a486",
"task-status": "COMPLETED",

"start-date": "2021-09-06T09:08:54+0000",
"end-date": "2021-08-06T09:09:10+0000",

"time-zone": "Coordinated Universal Time",
"operation-type": "commit",
"action-type": "save",

"devices-list": [
{
"device-name": "up2-SI",
"device-status": "COMPLETED",
"start-date": "2021-08-06T09:08:55+0000",
"end-date": "2021-08-06T09:08:59+0000",

"device-state": "active",
"files": [
{
"file-name": "up dayN.txt",
"order": "1",

"dry-run-mop":
"/var/opt/ncs//8d08e359-0bd2-48de-9a34-9192a986a486/up2-SI/up dayN commit 2021-08-06T090854+0000.txt",

"rollback-mop":
" /var/opt/ncs//8d08e359-0lbd2-48de-9a34-9192a986a486/up2-SI/up dayN rollback commit 2021-08-06T090854+0000.txt",

"commit-queue-status": "completed",
"commit-queue-id": "1628240937590"

NSO L, B—/ Xy 7 HERO A THREINTZZ A7 ID, MOP 7 7 A /b, BILOT /A A2AD
g— Ny 7 Fat AEBEELET,

ZHE. MOP CTRRIESINTAB 7 7 A e — NNy 7 SNTER T 7 A NV ET—L/ Ny T
T HME—DA T a o TT,

ZOAPLE, DAlCEH SN EZa— Ny 7 LET, RUNCEELZEH L7 RFIC/ER S
NiEa—nNNy 7 7y ANNNERINET, =Ny JE, TrANTE, TXTOT7 7 A
JMZRIL T, TRA AT E, 03T _XTOT AL R L TCFEITTEET,

\)

GE)  v— ANy ZRRATENEI N HETIREN S v 2 INTHL Y AT ML

TFEFONBRIZL > TRELEAINET, TOHRDOEFIZL->TiE, BEDT—/L Ny 7R
B ERL RBIEEVAT ANERISNTWDAREMNH Y £,

API :
mop-rollback
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zxnza [
R OFEH
INT A=A X WA #iEA
H A7 1D pe WZH 5 A7 A ORI
mop-file-name J 2z k e T34 AP MOP 7 7
A v
ﬁle-name X?ﬁ” fﬁ ;d_ﬁ;_a_é o _4/]//\\ > &
77 ANEEMNT DT
DIEH D ed
77 AN,
target-devices IZN & TNAAY AN, FBE
LaWga, td b7
YT T a THREMN
T aINET AT
DT I3, ATBNT
a— LNy 7 REAT S
IET,
target-device-name Leafref i
operation-type S WA R ZERA
timeout Fofil FTvav, TTFNV|TAALANRE YT S
M X 600 £ RENCET WA TN
.
I DFER
NG A—4H X WA #iEA
# A 2 1D pel W2 S AT D DR
Fo ZAZ IDIE, Al
DAPIZITLTHr—/L
Ny T DAT—R A%
BT A7-OIfEHL
i‘g—o
Time stamp SR P E| HADAB T
TF—a— R X TF—a— R
TIT—RAvk—v Pl TT—Avk—¥
cLl

NCSCLI il L7 ko f 2 LA IR LET,

mobility-mop:action mop-rollback task-id
8d08e359-0bd2-48de-9a34-9192a986a486 generate-dry-run true operation-type

Nso R—zn#EEE )
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B orestariEx - 845 4 T Toommit) DS

commit save-config-permanently true mop-file-name { file-name
up_dayN.txt target-devices-list { target-device-name up2-SI } }

RESTAPIZE3R : Br{EZ A 7 Tcommit] DG
W, BfEZ A 72 Tcommit] @ REST API BRI AR LET,

POST /restconf/data/mobility-mop:action/mop-rollback
Host: localhost:8080
Authorization: Basic YWRtaW46YWRtaW4= Content-Type: application/vnd.yang.data+json
cache-control: no-cache
Postman-Token: 1b687031-dc32-41 14-a69f-5984130c36a5
{
"mop-rollback": {
"task-id": "0891655c-642b-4ba3-9392-6£05d4e77a63",
"operation-type": "commit",
"generate-dry-run": "true",
"save-config-permanently": "true",
"mop-file-name": [
{
"file-name": "up dayN.txt",
"target-devices-1list": [
{
"target-device-name": "up2-SI"

}
AR DOEROIFRH LB T DL, —EDX AT ID & XA LAF T DK S FL, mop-rollback
RO AT — 2 A% fgd 3 2 le ol s E T,

{
"mobility-mop:output": {

"task-id": "8d08e359-0bd2-48de-9a34-9192a986a486",
"time-stamp": "2021-08-06T09:08:44+0000",
"time-zone": "Coordinated Universal Time"

RESTAPI %3k $fEX A 7 Tdry-run) OGH
Wiz, BaEZ A 7 [dry-run] ¢ REST API ZEsROH%2 /R L £,

POST /restconf/data/mobility-mop:action/mop-rollback
Host: localhost:8080
Authorization: Basic YWRtaW46YWRtaW4= Content-Type:
application/vnd.yang.data+json cache-control: no-cache
Postman-Token: 1b687031-dc32-41 14-a69£f-5984130c36ab
{
"mop-rollback": {

"task-id": "0891655c-642b-4ba3-9392-6£05d4e77a63",
"operation-type": "dry-run",

"generate-dry-run": "true",
"save-config-permanently": "true",

"mop-file-name": [

{
"file-name": "up dayN.txt",
"target-devices-1list": [
{

"target-device-name": "up2-SI"
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}

mopo—iiiv s nxF—452 |

TR DOEROFFOH LSR5 L, —BDOX AT ID L X A LAX TN E L, mop-rollback
BRDAT —F ALHERT DDA SN ET,

{

"mobility-mop:output": {

"task-id":
"time-stamp":
"time-zone":

}

MOP A— LNy I DRAT—HR R

"lalf62f0-487a-4c8c-bdeb-a760c26925cc",
"2021-07-19T11:10:51+0000",
"Coordinated Universal Time"

NSOIZ, Fy FT—I AR —HIZL-TEINTZF AT ID DTN, ART—H ADFER %
EELET, APIZEALC, #ITHhEITET L= RNy VEREORT =4 2% 7]

LET,
API :

mop-rollback-status

SR D
INTA—4H X WA Hl:L
A A7 ID SCFH WZA 0 —3y 7 EEICE
FHH AT D—E Dk
Bl
IR DFERR
INTA—4 X |w |&H
A
4 A7 ID XF | | X AT O—BE O
2l
task-status L RAT AT —H R
vl
Start-date T BALG B
vl
End-date T T A
F|
Time-zone praa BA D=
A
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B szona

INTA—73 X & |G
A
Operation-type X a3y MNRIATV
5|
Action-type P o —/,L23v 7 (Rollback)
5|
devices-list U =z FONA A
~
Device-name leafref | 4% |5 /51 24,
Start-date L B Ai HF
5|
End-date 3 T B RE
4l
device-status leafref TN AP AT —H A (Completed/In-Progress/Failed)
device-state T Active/Standby/Common/Pair
4l
files U 2 77 A
k
file-name |8 |MOP 7 7 A V4
4
Order Uint8 MOP 73 AT ST NIEFF
dry-run-mop S VoS T 7 A DB
|
rollback-mop T a—/LNy 7 MOP DOIGHT
ez
Commit-queue-status | 37 Iy hFa—AT—HRA
7
Commit-queue-id Prg== 23y hFa2—ID
4l
Error Code Prg== Error Code
5|
Error Message = Error Message
5|
Error Code - Error Code
5|
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CLI

REST API #:k

&

H

cu

INTGA—5 EX (& |EHEA
‘A
Error Message - Error Message
el

NCS CLI #ffH L 7= R DF| %2 LA IR LET,

mobility-mop:action mop-rollback-status task-id
£d0fb9%ae-8685-420e-9490-0c6858d14148

PAFUE, mop-rollback D A7 — & A %15 7= 8 0 REST API RO HT9,

POST /restconf/data/mobility-mop:action/mop-rollback-status

Host: localhost:8080

Authorization: Basic YWRtaW46YWRtaW4= Content-Type: application/vnd.yang.data+json
cache-control: no-cache

Postman-Token: Oe2c4bd3-2dc6-4ddb-aea9-1 1 Occf622da’

"mop-rollback -status": {

"task-id": "5733d661-9242-4867-8320-a314da592c93"

}

Below is response format generated, post invocation of the above request -
task-id £d0fb9%ae-8685-420e-9490-0c6858d14148
task-status COMPLETED
start-date 2021-08-06T09:24:14+0000
end-date 2021-08-06T09:24:30+0000
time-zone Coordinated Universal Time
operation-type commit
action-type rollback
devices-1list {
device-name up2-SI
device-status COMPLETED
start-date 2021-08-06T09:24:14+0000
end-date 2021-08-06T09:24:19+0000
device-state active

files {
file-name up_dayN rollback commit 2021-08-06T090854+0000.txt
order 1

dry-run-mop /var/opt/ncs//fd0fb9%ae-8685-420e-9490-0c6858d14148/up2-SI
/up_dayN 2021-08-06T090854+0000 rollback commit 2021-08-06T092414+0000.txt

rollback-mop /var/opt/ncs//f£d0fb9%ae-8685-420e-9490-0c6858d14148/up2-SI
/up_dayN_2021-08-06T090854+0000 commit 2021-08-06T092414+0000.txt

commit-queue-status completed

commit-queue-id 1628241856973

FIASU0EEVIN—RFZ4 52 MOP DFER

RZA4Z 0 MOPBLRNY R—Z KT 45 MOP ZHERT D12, FIA4F7 2 MOPRBLIY
IN—=R RZ A F 2 MOP OFHIT — X O ERFICHREL I NTZZENEND 7 7 L VOB B E
LET,
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B vor=i=mo#mT 7 L~0THOEMD

MOP EITRHOERH 7 7 1 L~ADEEHDEBA

MOP BHEb/ N 7 — T, MOP COEBDIFEN AR — F I TWDH 720, MOP 2 A &
NDTINA ZZFESNT T U H A DTEHEBRAESNET, =& 2iE, ROMOPBHEE S,
T3 A TXPCF003 CTHEiT&EN= & LET,

config context local administrator $Host_name password Nsotestl23$ exit
end

AR NGIE. ROT 7 arya— LR LTHRETXET,

config-metadata config-metadata-request config-metadata { device-name
up2-SI device-type vpc attributes { attribute-name Host name
attribute-value TXPCF003} scheme 1:1 }

AR S5 dry-run MOP 1R D &80 TF,

config context local administrator TXPCF003 password Nsotestl23$ exit
end

NMARETOUPEED Ty aLl)hnN)

NM > F U ATiE, ROMARFZEUP D —/L (T VT 4 T EAEZ L) ZPRELET, TE
DMPEDARZ LIS A VAR ADPMEBEDNEDT 7T 4 T AV AH v A a5 MRS DM
BHDHID, TyaSRAHREITRRY, BB bLET, 2T, TXTOFREZ UP
WCKFERNCRFTZ 2D TR NI E B ERLE T,

RCM %, UPEEIRUP A A v F 4 —/"—72 FORHE A X MMIxF LT NETCONF %1% 3817
LF9., NSO |ZNETCONF @M%Y v A L, LEZSU TCHERARTAYEALET,

UP ORTEIFLL T oM a Ly R—3 TR SN E T,

* Day-0 %7€ : ZAULEIL, UP OFHA H—T = A A& BIFER[REIZT D T2 O DIEARLE
TY, ZOREIL. VNFMIZ X2 UP BRHFHC Y v v o S, BEEB%R L ED L2V EHE
EESNTWET,

\}

GE) HER
rcm-configmgr CLI

a< 2 RiE, NSOR—ZADHEDT v ¥ =2 ZEESE 572012,
Day-0 s ED—# & LT UP CRET HIMENHV FT, ZD=
<~V R, ROMA Y U 22— a U THEASHTHENE 5
R MWETY, Zoavy RERELRWES, ECSERED
Ty v 2l TIERRITID T,

* Day-0.5 % E : UPRARCMIZEHFE CEX D L OICTHRETT, ZOREIT, UPEMDER
(NSO 78 VM Z J&BH L CTW 2 5E) ICHBIRIC, 2T FEITMOP DRED T v 2%
FITLT, Day-0REL EHIZT vy 2 Lizh, NSO LI vy = Lz TE £,
ZOFRET, HREG L KEMICRFESND ERES TV ET,
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NSO T NETCONF E&14 2o U T a> [

« HSEERIE © ZAUL. T T A TMAZ A DR, TXToO UP (2@ O E
T, ECS & APN OREDHZYE LET, ZOHREIL, NSO ICHAANTALENSH Y £
79, NSO X, RCM il EZ(ET 5L, COXRELEZ T va LET, ZOXREF, &
R ED—HE L CKBMICRFEEINDOTIERL, FUPTZ 74/ LTr—HIZ
RAES ., FRBOZICNSO IZ L > THEMICHEH SN ET,

« RA NEAOERE : X, 7277 47724 UPIZEAOKET, EIZKHEP—EADIP
T RVATT, &7 7T 47 UPILIE, FDOT 7T 4 TA L AZ L ARIZEBORENT >
VaENET, FALZUNRAA VAR AT, TRTOT 7T 4 7 UP T A S
NIZRA MEAOREN T v a2 3hE T, ZOREIL, NSOIZHEAAT STV D HEL
BHY EF, NSOIX, RCM 26 OEHNZFESINT, LEIS LTI DOREEZKUPIZT >
vaLFET,

o RA NEFOFKE : RCM =2 E'— : ZHUTA UP DR A MMEF O E T A, RCM AH#IE
X TT7x—~<y FENTVET, ZOREIIRCMIZT v 2T HX4ER’H Y £, RCM
IEREITIHIZE AR LERAD, UP AL v FA— —IFII T DR EDGEDELT
WIFRRLET, REDETEEIX, BEDT 7T 4 T UPEBI &S AKX LA UPID,
DOFTXTOT 7T 47 UP OXEXHIRTH2ZE2ERLET, & xE, 310> F
VAT, Active3UP 3F T Lk LET, AHX L 3AT1E, Activel, Active2, BI W
Active3 DR A NEADRENH Y . A X 34 DX Active3 5| k<72, RCMIZAA &
F A= N—=D—E & L TEDAX N4 5 Activel & Active2 DF%E & BN LET,

NSO T® NETCONF&@£#H TRV 1) T3y

RCM B EE ENT-TNTOWEANL, NSO L > THF ¥y FF ¥ SNET, NSO IT@EHEZ 7 «
B Y 7 L, RCM BEE#EOEH 2 LB L F 9,

WOFTIL, LHEATEEZR RCM UP BHIDOZ A 7L FROHDOBANRNSOIZE->TED L H I
ML XN BT OWTERB LET,

VAL BEDND Ty a
UP ') /N1 Py J—k R UP
77T 47 UP NSO TT /A AA Y |RA FEEDHREEZ Ty LFET,

T—AEEHLET,

i

!

HSEBEDNT A A0 EE, R E

TrANVER T2 LET,
NSO TT /NS ARXAF T —ZEFTH L ET,

o

AR A UP BV KRR FNEEDREFITARTT Yy aLFET,
R ENT NA A2 WA T, HERE
T ANEH 2 LET,

NSO TF/NA ARA LT =2 T LET,

NSO N—X DB EEE .
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B remur u sy ERORE

RCMUP ') /N 1) BEND AR

UP FEENBAE L7256, RCM X BFD v~ 32—V ¥ 2/ L CHEEZ B L, NSO 3515 L@
MET 2 LET, ROMIZUP DA A v F A —"—ZHHE L T, BIRENT-AFZ 314 UP
TV T 47 UPIZLET, AX A UPIIT TICHMERTRTOREEMZ TNDHTD,
ABUINA UP NAA v FA—N—F 572000 Z O EEIT 11 AT ERERFEIED Y
FH A,

ZOXIE, RCMIZ L2 UPEHOUEZ R L TWET,

Recovery
Config-Push

RCM: BFD Mgr

RCM . . . Notification™ ="~

RCM: Controller

RCM: Checigpoint

Mgmt IP
RCM: Config mgr

i
|

common config ., ; \ common config

all-hosts-specific config "y -y host-specific config

461481

RCMUPZE 7 v > @40

RCM 1, EEHFHOH LWUP, E720LY A Y O72dic ) 7 — FHHOBEFO UP b D & i
EDT v v a@matk L7,

WORIL, RECMICEXB UPREDT v ¥ 2 @O Z R L TWET,
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®

ReMUP e 7 o aiEsn |

RCM up
Pull Noth o RCM will have the latest "All ;
' HostsSpecific Config” before i
Hy Flesponse: NoWicaions ‘ initiating new RCM ;
- Check Notification Type H
Er(-_alert_notuuatmn
h Config-Push |
3 In case of errors, NSO will raise '
:]uw.wnmaw&--mmm error and store it as ledger entry ;
:'cutu-maca-qumm !
: Check i v config) fie on flash |
* whurn resuls: !
L= L Push UP Host Specific Contig :
m-mls,run:-I !
Push UP All Hosts Specific Config

¥

Config exist '
: oxec rem config-push compiete
R Push UP Common Config file _

exec rem config-push complete _
; i i

4461482

NSO iE, UPREDT v ¥ 2 @M b D=, IROFNEZEITLET,
7 Z— b AT — X AJA [config-push] (2725 F CTHHE L £,

1

SUE N

TNA AR (T3, A4, SSHIP, FHIP, UP AT —X X)) #HELET,

NSO BT NRA RARAE T —H B BELE T,

UP 79 vy al @7 7 A VDMEET DR LT,

UP OIREERT 7T 4 T DY, NSOIZTEE YT 4 MOP Z{HEH LT UP A A MIEHD

W7 7 AN ET 2 LET,

UPIREEN A & XA DA NSOIZEE YT 4 MOP Z{FEH L TUP DT _THHRA K

BB OWER 7 7 ANVET 2 LET,

NSO N—X DB EEE .



. UP Day-0.5 D E#r

UP Day-05 D E &

NSO R—2DFEEE |

7. 3BMEAY—=7LET,

8. HHORER 7 7 A NV IMEET B HE . NSO 1 UP T live-status T~ > REZFEITLTEN
A LET,

0. WO 7 7 A VMFIE LR WEE. NSO IXTEE Y T ¢ MOP #fEH L CHamoEak
Ty ANEUPIZT v =2 L, UP Tlive-status 2~ > REFIT LTI NEAE@HLET,

10. NSO DT NRA ARXRATF—HEHHF L £,

UP ® Day-0.5 % E#EELTHI21E, UP%2V 7 — T H0ERHY £, 20z, BEHIT
UP XX U REELE 72 £9, RCM L, BFED UP 23 7' — h S5 & W3 ol 128 % o5
Edsa~vr FEHLT, 2Oa2—2F5—X%HKR—MLET, ZOWHAN NI T—L72o
T, NSOIH L\ Day-0.5 REE T v = LET,

NSO:
Config NSO:
Meta- NSO: NSO: Noification
D .
Operator ata Action MOP Subsariber ACM up
\
O....{f‘ CJ Q o /—\‘
Save new T 1 i gl \L.—!
Day0.5 Config H H
] : #rcm force-nse-registration management-ip up-mgmt-ip frue

Iritiate UP‘Day0.5 Update

i force=true
i up-status=down

take UP out of service o UP will reboot

Contact ACM

noitication {Register)

i___Chack Notification Type

i rem_alert_notification
* Registeration

B Get (Deviceld, SSH IP, Mgmt IP)

H Get Device & Config Meta-Data
! push Day0.5 and save
e

Day0.5 Con
fuDn0s Lok Push new Day0.5 config
H Save as boot config
i ftorce=faise : complate -
i up-status=up

force registration

i #rcm force-nso-registration management-ip
registra d up-mamt-ip false
UP back in service !

Contact RCM

natification (Config-Push} T

i:‘* Handlo Canfig Push

1. NSO config-metadata C UP @ Day-0.5 5% €% HH T H0LE N H D £,

2. UPTNAARLEFHIPT RLAZREL T, UPDDay-0.5EHRT 7 v a v &BthT 5

WERH Y £,

3. NSO77Zvarix, UPDVU 7 — FHFIZ NSO %8k & g9 5 RCM o~ > REFEITLE

‘j—D

rcm force-nso-registration management-ip wmeMT-IP true
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ax ;&

&

H

10.

el |

NSOT7 7 v a il TCUPIRL T RREIZARADEST, ZOLEx, RO2ODYF VA
DWTNNE 7R F9,

1. ZZUNNAUP:NSOT7 27 a I UPTUr—Ravwy REETLET,

2. 727747 UP:NSO 77 aiL, UP ® management-ip & A ¥ > 73A UP O
management-ip Z {57 L C, RCM TN A A v F A —_"—a<wr FEFETLET,
A B 734 UP @ management-ip (%, UP 7 /L —7" D NSO 7 /A A A X T —H 5 E
BFTEET,

UPDY T — & (7277 47 UPEFAHK /34 UP) . RCM I [Registration] & 1 7
DEFEER L, ThEk NSO BELET,

NSORCM %7 A7 T A4 NF, BB EZETDHE, HFLOMOP 7k A &EiG L
T, "G L72% UP D Day-05 XEEZ 7 v = LET,

NSORCM 7 A7 54 \[F, #EL TMOP A7 —X 2% IEELFET, MOP BNZ=ET T
5HE.NSOIZUP TR~y REFETLET,

rcm-config-push-complete

NSORCM V7 A7 S5 A4 N, ROa~<w> REEFFLTNSO 77 a VAU L.
force-notification =~ > K&z L £,

rcm force-nso-registration management-ip wmeMT-1P false
NSO 77 v a i, reload 2~ REETLTUP BN L £,

UPN Y 7 — 3% &, RCM I Config-PushiliZ &AL L ET, T OmWANL, @ S0
NSO IZ L - T ENET,

RE Ty L aDAHREY

WIEDT v 2 OHfERMF 2RISR LET,

1.

UP D54 -

require rcm-configmgr

CLI =~ Ri&, Day-0 xiEDO—# e L THANIRET DLERHY £T, ZDa~v |
I, NM, i1, BEORX U RT7r O ) AICHETYT, RETDHI LT, ECSEE
O 72BEN BN/ £,

UP D4, 4T 58481%. CP226H., £721XUP TPFD 7' v 3 = # RN 2 LB N b
DET, T_XTOUPKREIL NSONWHEET Yy 2 InET, Ziud, NM, 111, BX
QCAZ L RT7aryOF ) A2YTiEE 97,

RCM Ops Center 2> 7 4 X2 L —3 3 F— RO CLLIX, RO KL HIHETIHLERD
D ET,

k8 smf profile rcm-config-ep config-mode NSO

k8 smf profile rcm-config-ep switchover deployment false
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4 F—=N=TFA FTDHUENRHDT 7 4 /v hO StarOS NED X ER N D0 d D £,

1. BREOEERITT T, T4 AOEBERE (system.cfg) (ZHEHIRFEINET,
NM LR SN TVDEE, UP OEEOREIF LD — /ML > THRAR D
O, ABMRFITZEE L RVOT, KO CLIFREA~YY FEMH LT r—rUL i
LT DN DY £,
devices global-settings ned-settings cisco-staros
write-memory-setting disabled

L1FERFAZ Y T e BAOREZEAT 58T, ZOREEZEDOEERFTEE
7
NM & LI/AHX Y RT a2t by AT 2HA1E. ko X 5 ISR EDORAE
PRI L TS, LI/AX Y R7Ta ik T 5 TF8EED v 2T
[save-config-permanently] /X7 A —Z Z@& LET, HEIRED Y v aDHE, £
BT 4 BERE Ny 7 SAEEITS U C HEIICER EAIRFE L 7,

2. NEDIFEELZTT—L L TRV, REDOY v a2 RKiSEEd, £ 05s, &L
ITEETE D0, REDOT v Va2 fHlT T H2HLENDH Y 9, BEOEREHRZMHE
AL T, BN UG 2 MmE9 25 L9 ICNED 2R ETEET, RICHEZRLET,

devices global-settings ned-settings cisco-staros behaviour
config-warning-ignore .*not recommended to change the dictionary.*

FOMO— I 72 FlIFR D LB Y TT,

ned-settings cisco-staros behaviour config-warning-ignore .*About
to overwrite boot.*

ned-settings cisco-staros behaviour config-warning-ignore
.*Standby card not ready.*

BBEOBNL, SI~OEREDT v v 2 | THETT,

5. RCMILSSHIP DHE&Z YR — K LTW\WET, SSHIP L, HEEEZTEAE L T\ 2 VM IZBIfR
< FFEDT 7T 4 7 UP ZHIEIZIBHNS 2 515 TT, NSOR—ZADY Y 2— 9T
X, SSHIP IZfEH SN EHAN, FI—DSSHIP R ETHLENH Y £, T,
EBHA LA =T 2 A ATEDZVIPT RLAL LTHRESNET, ZORECBITST
T — &[T 5 I21%, Day-0.5 D—iE L CIROBREEHELE L 7,
configure

redundancy-configuration-module rcm rcm
nso-ssh-ip context local interface-name locall mask 255.255.255.224

6. NSO 75 VNF ~OEtAH Y 36 L OE AL BRIEIC 2R IE, BIEIZIG CE(bT 248
BB ET, BESEIT, KIORSNTOD &S ICIETETT, T, AR
DIRKTH HHEAIY FIFEZIAAT T —ORENBE LIS EICORTWET, EF
X, 77 4 FEETHSTT,
devices global-settings read-timeout 180

devices global-settings write-timeout 180
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simsmesnss

HIfREIE & HIKEIE
ZDOY Y —ATIX, NSO X— 2D EEPREEICROFIRFEIH Y £7,

s EBMBINSO A v AH A1, —f%H97¢ Linux 7 L —/3— (RedHat, CiscoLinux. Ubuntu.
CentOS 72 &) TOAHAFEITTEET,

* Day-1 HEDHNRCM B TUPIZ Y v asnEd, MOBREIXT v IhERA,

*Day-NZEDER#HTT v adT5501E, TOEEZ Day-l REZ 7 A /Ve~v—T L
T, A% RCM B CTHBIMIZ Y v v 2 SND L HICTHRERH Y £,

CHFNCANENTZRE T 7 ANIEER DDA, TNUOITHBIC Y vy v 28 EE
lo TRTDE—F < NFAL ZZFEB T Y aTHMERHY T, ROBE >
VaDRELEFEDOHRNEBINET,

N:M O UP D4, FRICANESNTZHRET 7 A4 V%, FN6ZFH9 5 VNF 23472 <
EH 1 2oHDE. NSO (HAXT L LTHEITEINTWDAEGEIIEFDA L AKX L R) T
REFTDZXLENH Y £,

cHEaVY NFYR—bFEINTWERA, RET 71 /LD show CLI =< > RiFHhR—
FENTWER A,

* NSO 22 BLEHT 281X, %9 2 NED (CP, UP D413 StarOSNED, RCM D541
RCMNED) IZX > TRk AMERH Y 3, BIE, §3TOD StarOS i E 2~ R
PAR—FEINTWEDITTIEHY /A, CUPS 7 4 — /L NEBTHRD LEHIND®E
EDOHBNYR—FEINTHET, RELTWDa~vr REVR— 15120, #H LVWNED
BLETT,

« XA T 4 7 StarOS CLI D% 7R — h X 100% TiEH VY FHA, FA—bFEN TS CLI 2~
¥ ROKEINEHA T 4 7 O StarOS CLI FEAX THEH T £33, NSO 23%f9 % StarOS
CLIONY T v hDOHREZITFTANDIGELH D £3, ZOX 57 CLIIZOWTIE,
A HEMED N StarOS XA T 4 7 a~r Ry v 2y 7 A (51 =) 2R LTL
IV, BREMOPD [ RI74Z ) HWEEZHEHT L&, REOT v ¥ a2 FITT HHNT,
HEMEN WD R— R ENTVWARWCLIIC L AT —&2 T £,

s BAEFICEDR 2 RS 5 NSO BNA D v LTIEGE, BRED T v ¥ 2 BNRIT 2 /et &
DET, L, FEIEHBOWHTORE Y v 22 TixE v £9, 72, NSOHA JE
BRE AKX K7 m 2 NSO RO FIZY CTiIE v £9, MEOEMAREEIZS T T, 4
R —F DN ARKLEIZRDGERHY £,

s NM OILENMETF U 4D Day-05 B EALE T —7 7a—F, 20OV U —ATILERITITH
BELEEA, 20OV U —ATORRBKRIIRO LB T,

1. RIZNV=7bUP ZHIRLET (7277 4 7o HE1E. RANIAZ 311
LET) o

2. UP ¥ Day-0 3 X OVBITED Day-0.5 ¢ & Cilt®h L 7,
3. UP TDay-05REEZEHF L, 7— bi¥E L L TKBAICHREFELET,

NSO N—X DB EEE .
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4. UPZTUEIN—7ITEBMLET, UPIZRCMIZEERSIL., 2D OFREILINSO IZ L -
TH#HIC S vy v =2 ShE T,

« ZDY Y —ATIL, rem-upf OMOP # A THAER L CTT 77 4 T IRRESREDEEZ T
YaTHEE. NMILEY T U A TO Day-NRED T v ¥ =2 2iE, FRIOBIMTNED
ZTY, MOP ZFFOM RIS, ZDINEZAV—7THOFTXTOUP TY 7 A /L
/flash/mobility_production.cfg - FE) CHIRT 2 LE R H Y £7,

« EHED StarOS CLINED 1%, FFEDOHERET —X2 %7 V7 7F A M& LTr— /IR
fFL £, NSO Tix. NACM L — L&l L T ERET — X ~D7T 7 A& H|[R T
F9, FNTHBRANELILAIL. P RapT7h oy MIYFIEKE LT, ZOMET —
20— TIERS{tT 5 NED N—2 3 VA AFLTLEEN, ZOREE{LIZ NED &
NSO IZEATHD Z LIZHEE LT E XV, StarOS (3 BB T — ¥ 2Bk 57z
W, D2 OO EAIZER DB D TY, NSO B — /L THlET — % 2559 58
A, StarOS 7 /34 AZEET HRNCE S LE 9 (SSHRH TRHE &N D728, ki
B ENFETA, StarOSCLI TIEZ V7 TH A R ELTRIEESNET) |

*N:M TLEMESF U A TiZ. RCM X SSHIP Ot &A2 ¥R —F LE T, NSO X—2AD Y
Ja—3 a2 Tlid, SSHIP i L £t A, 7272L, FCS (3.0.0 B XL 1r21.25) DA,
IV a—arDSSHIP ZFETHMNERH Y 9, V—T 4 VI RAREIRT T A ~_—
F7 RLAZEREEDT RLATHSTY, ZO7 RL AT, UPDOEHA L4 —7 =
AATEA XY T RLAELELTHESINET, £72. UP O SSHIP R EEICBET 51
EHREIZOWTIL, REY v ¥ a2 OHifEERE 47 —Y) OHZZRL T EIN,

— AN ~ — ~ N
S OIS a—T a4 2D
BEERE T, KOAT v 3 VAT ET,
L K27 IDOF vy afi— RIHEMA LT, #MEmRTEET, KICHERLET,

mobility-mop:action mop-automation-status task-id 12d5fc33-2f9%e-44e3-81e3-14043d4ee39d

2. EENBELILGE. —EO7 7 —LNRBAETLIARENRHY T, ZhbZiRT DI
(=

show alarms

CLIla~y» REHEHALET,

3. FEMiZr v 71X, Ivarllog/ncs/ncsjava-vmlog 7 7 A L CHERE TE £, ZHUIBIREOT
Ny ST,
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1% A : EMEDOLZNStar0S RAM T4 7 a2 koY

2y R

ZZ T, NED Tl d CIZHR—FENTWEHIHD0D (FIZKFETERTIHHD) | StarOS
AT 4T aw L KRBy 7 ALOREBER o< FERLET,

T—F

avy kR

B

context Xxx/ggsn-service yyy

ip qos-dscp qci 9 af31 gtpc af41

lip qos-dscp qci 9 af31] &

lip qos-dscp gtpc afd1] % {3
ZRTMHTET, 731 R
TyvaThHhEEiE WG
bETTyvaLET,

context Xxx/apn yyy

apn fnetcoriolis
default max-contexts
default cc-roaming

default ipv6 address
alloc-method

exit

no max-contents| . [no
cc-roaming] . B I Tnoipve
addres alloc-method| %32 1FfF
T, T RZHRL T

[defaultxxx] ZZER L F T,

context Xxxx/crypto map yyy
(ikev2-pv4)/payload zzz match
ipv4

crypto map ipsec_tunnel
ikev2-ipv4

keepalive interval 4 timeout 1
num-retry 4

payload mypaiload match ipv4
default lifetime

exit

Ino lifetime| %52 FfHiF T,
T A% LT [default
lifetime] Z4% L F 9,

active-charging service
xxx/credit-control group yyy/

credit-control group cc-m2mpt
quota validity-time 600

diameter
reauth-blacklisted-content
content-based-rar

default diameter send-ccru
on-rar always

default diameter
mscc-per -ccr-update

exit

loxxx] Z=IFfHF T, T/
A AZ% LT Tdefaultxxx] %
ERRLET,
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context xxx/ikev2-ikesa
transform-set yyy

ikev2-ikesa transform-set
transformset_li

default encryption
default group
default hmac
default lifetime
default prf

exit

loxxx] ZZ=IFFITT, T/
A 2% LT [defaultxxx| %
ERLET,

global config mode

end F L O #exit

rload lZZ b~y Rasx
FAHTERE A,

global config mode

snmp trap enable

Y45 =2~ K : nosnmp

trap suppress

active-charging service
xxx/ruledef yyy

£ N 25Ld~To=
~ R

active-charging service ecs
ruledef rd-webredirect-apn-sl2sfr

bearer 3gpp imsi !range
imsi-pool imsi-NOREDIRECT

CHAIHMFTHERL TV
N, Ny AT a2 TR
=T ENTWRWRY |
rload /% 1) FAEZFFRL £H

hoe
exit
active-charging service ruledef rd1 %3flx N\ T AFr—795%
xxx/ruledef yyy www url = VBN F9,

%NN % & 1{p9 TP URL

http:/itunes.apple.com/WebObjects
/MZStore.woa/wa/viewSoftware%o 3f
1d=362713555&amp

exit
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context Xxx/gtpp group yyy

gtpp group sgw

no gtpp attribute node-id
no gtpp attribute losdv
no gtpp trigger time-limit

no gtpp trigger
tariff-time-change

no gtpp trigger
serving-node-change-limit

no gtpp trigger
inter-plmn-sgsn-change

no gtpp trigger gos-change
no gtpp trigger rat-change

no gtpp trigger
ms-timezone-change

no gtpp trigger uli-change

ooz~ R, NED T
E7 740 FRGE L L TLE
I ET A, StarOS TlIALER
SNERA,

context xxx/ims-auth-service yyy

p-cscf table 1 row-precedence 1
ipv4-address 209.165.200.227
secondary ipv4-address
209.165.200.229

NATABMLTEF—TU—F
E. BB FVIP T RLRI
st L C DA ipv4-address |22 5
TOMENDHY ET,

context xxx/ims-auth-service yyy

default signaling-flag

R 012 Tno signalling-flag|
AL £,

context xxx/ims-auth-service yyy

default traffic-policy
general-pdp-context
no-matching-gates direction
downlink

RV Iz,  Ino traffic-policy
general-pdp-context
no-matching-gates direction

downlink] ZfEH L F7,

context xxx/ims-auth-service yyy

p-cscf table 1 row-precedence 1
ipv6-address 2001:860:ffff:feb6::a
secondary ipv6-address
2001:860:fftf:feb4::9

AT R LT F—T—
I, BB FVIPT R
*f L C D ipve-address (2B
THLERDHY 7,

context xxx/hexdump-module

default file rotation volume
time-stamp monitor-

subscriber-file-name

HETLHa<wr R
no file rotation volume
no file time-samp

no file
monitor-subscriber-file-name

context xxx/hexdump-module

default file rotation volume

YT Ha<w R

no file rotation volume
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context xxx/hexdump-module

default file time-stamp

NEERC AN

no file time-stamp

context xxx/hexdump-module

default subscriber-file-name

R EEAVItE

no subscriber-file-name

context xxx/hexdump-module

default hexdump transfer-mode

NEERC AN

no hexdump transfer-mode

context xxx/hexdump-module

default hexdump push-interval

YT 5a~r R

no hexdump push-interval

context xxx/edr-module
active-charging-service

default cdr transfer-mode push via
transfer-mode

NEERC AN

no cdr transfer-mode push

context xxx/session-event-module

default event transfer-mode push
via transfer-mode

YT 5a~r R

no event transfer-mode push

context xxx/router bgp NNN

context gy
router bgp 64650

neighbor 209.165.200.226
remote-as 15557

no neighbor 209.165.200.226
capability graceful-restart

StarOS (Z1XT 7 /L FiRIE &
LT, ZL—A7LY AH—
NEREN H D 77, NED I,
eI OFETINLD
awy REMELE7,

G¥) ZdCLIiX. StarOS
CLINED X"— g v
5.50 LI CTHAR— b &

NTWET,

8% B : RCM Z &/ L 7= N:M BRI D

A FEEDERE : UP

WIZ, 2207 275 47 UP OFRA MNEBFOHFER 2R LET,

VaENFET,

=ADT VT4 7 UP

config
context EPC2
interface loopl upl loopback
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ip address 209.165.200.225 255.255.255.224

interface loop2 upl loopback
ip address 209.165.200.226 255.255.255.224

interface loop3_upl loopback
ip address 209.165.200.227 255.255.255.224

interface loop4_upl loopback
ip address 209.165.200.228 255.255.255.224

interface loop5 upl loopback
ip address 209.165.200.229 255.255.255.224

exit
exit

context EPC2

sx-service sx_upl

instance-type userplane

bind ipv4-address 209.165.200.229
exit

exit
exit

context EPC2

gtpu-service pgw-gtpu_ upl

bind ipv4-address 209.165.200.226
exit

gtpu-service saegw-sxu_upl

bind ipvé4-address 209.165.200.227
exit

gtpu-service sgw-engress-gtpu_upl
bind ipv4-address 209.165.200.228
exit

gtpu-service sgw-ingress-gtpu_upl
bind ipv4-address 209.165.200.225

exit

exit

config

context EPC2

user-plane-service up_upl

associate gtpu-service pgw-gtpu upl pgw-ingress
associate gtpu-service sgw-ingress-gtpu upl sgw-ingress
associate gtpu-service sgw-engress-gtpu upl sgw-egress
associate gtpu-service saegw-sxu upl cp-tunnel
associate sx-service sx_upl

associate fast-path service

associate control-plane-group gl

exit

exit
exit

2FBDT7Y T4 UP

config

context EPC2

interface loopl up2 loopback

ip address 209.165.200.230 255.255.255.224

interface loop2 up2 loopback
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ip address 209.165.200.231 255.255.255.224

interface loop3_up2 loopback
ip address 209.165.200.232 255.255.255.224

interface loop4_up2 loopback
ip address 209.165.200.233 255.255.255.224

interface loop5 up2 loopback
ip address 209.165.200.234 255.255.255.224

exit
exit

context EPC2

sx-service sx_up2

instance-type userplane

bind ipv4-address 209.165.200.234
exit

exit
exit

context EPC2

gtpu-service pgw-gtpu up2

bind ipv4-address 209.165.200.231
exit

gtpu-service saegw-sxu_up2

bind ipv4-address 209.165.200.232
exit

gtpu-service sgw-engress-gtpu_up2
bind ipv4-address 209.165.200.233
exit

gtpu-service sgw-ingress-gtpu_up2
bind ipv4-address 209.165.200.230

exit
exit

context EPC2

user-plane-service up_up2

associate gtpu-service pgw-gtpu up2 pgw-ingress
associate gtpu-service sgw-ingress-gtpu up2 sgw-ingress
associate gtpu-service sgw-engress-gtpu up2 sgw-egress
associate gtpu-service saegw-sxu up2 cp-tunnel
associate sx-service sx_up2

associate fast-path service

associate control-plane-group gl

exit

exit
exit

KRR FEIBEDERTE : RCM
RCM D7 % AT DR B2 BL FI R LE T, = OREERCM 27 v & = SHE

=ADT T 17 RCM

config
control-plane-group gl
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redundancy-group 1
host Activel
peer-node-id ipvé4-address 209.165.200.240
exit
exit
exit
context EPC2
interface-loopback loopl upl
redundancy-group 1
host Activel
ipvd-address 209.165.200.224/27
exit
exit
exit
interface-loopback loop2 upl
redundancy-group 1
host Activel
ipv4-address 209.165.201.0/27
exit
exit
exit
interface-loopback loop3_ upl
redundancy-group 1
host Activel
ipv4-address 209.165.202.128/27
exit
exit
exit
interface-loopback loop4 upl
redundancy-group 1
host Activel
ipv4d-address 192.0.2.0/24
exit
exit
exit
interface-loopback loop5 upl
redundancy-group 1
host Activel
ipv4-address 198.51.100.0/24
exit
exit
exit
user-plane-service up_upl
redundancy-group 1
host Activel
associate control-plane-group gl
associate fast-path service
associate sx-service sx_upl
associate gtpu-service pgw-gtpu upl pgw-ingress
associate gtpu-service saegw-sxu upl cp-tunnel
associate gtpu-service sgw-engress-gtpu upl sgw-egress
associate gtpu-service sgw-ingress-gtpu upl sgw-ingress
exit
exit
exit
gtpu-service pgw-gtpu upl
redundancy-group 1
host Activel
bind ipv4-address 209.165.201.0
exit
exit
exit
gtpu-service saegw-sxu_upl
redundancy-group 1
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host Activel
bind ipv4-address 209.165.202.128
exit
exit
exit
gtpu-service sgw-engress-gtpu_upl
redundancy-group 1
host Activel
bind ipv4-address 192.0.2.0
exit
exit
exit
gtpu-service sgw-ingress-gtpu_upl
redundancy-group 1
host Activel
bind ipv4-address 198.51.100.123
exit
exit
exit
sx-service sx_upl
redundancy-group 1
host Activel
bind ipv4-address 198.51.100.0
instance-type userplane
exit
exit
exit
exit

2ZB®DT7%Y T4 7 RCM

config
control-plane-group gl
redundancy-group 1
host Active2
peer-node-id ipvé4-address 209.165.200.240
exit
exit
exit
context EPC2
interface-loopback loopl up2
redundancy-group 1
host Active2
ipvd-address 209.165.200.224/27
exit
exit
exit
interface-loopback loop2 up2
redundancy-group 1
host Active2
ipvd-address 209.165.201.0/27
exit
exit
exit
interface-loopback loop3 up2
redundancy-group 1
host Active2
ipvd-address 209.165.202.128/27
exit
exit
exit
interface-loopback loop4 up2
redundancy-group 1
host Active2
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ipv4d-address 192.0.2.0/24
exit
exit
exit
interface-loopback loop5 up2
redundancy-group 1
host Active2
ipv4-address 198.51.100.0/24
exit
exit
exit
user-plane-service up_up2
redundancy-group 1
host Active?2
associate control-plane-group gl
associate fast-path service
associate sx-service sx_up2
associate gtpu-service pgw-gtpu up2 pgw-ingress
associate gtpu-service saegw-sxu up2 cp-tunnel
associate gtpu-service sgw-engress-gtpu up2 sgw-egress
associate gtpu-service sgw-ingress-gtpu up2 sgw-ingress
exit
exit
exit
gtpu-service pgw-gtpu_ up2
redundancy-group 1
host Active2
bind ipv4-address 209.165.201.0
exit
exit
exit
gtpu-service saegw-sxu_up2
redundancy-group 1
host Active2
bind ipv4-address 209.165.202.128
exit
exit
exit
gtpu-service sgw-engress-gtpu_up2
redundancy-group 1
host Active?2
bind ipvé4-address 192.0.2.0
exit
exit
exit
gtpu-service sgw-ingress-gtpu_up2
redundancy-group 1
host Active2
bind ipv4-address 198.51.100.123
exit
exit
exit
sx-service sx_up2
redundancy-group 1
host Active2
bind ipv4-address 198.51.100.0
instance-type userplane
exit
exit
exit
exit
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DIFIicBmoRTEHZ R LET, ZhiE, $CTOT 27T 47 UP LT _RTHDAHX L7314 UP
W7y vasivEd,

config
active-charging service ACS
idle-timeout udp 60
statistics-collection ruledef all
host-pool IPv6_VoOLTE_Phone Host 7
209.165.200.224/27

ip
ip
ip
ip
ip
ip
ip
ip

64:ff
2001:
2001:
range
range
range
range

exit
port-map

ip server-ip-address range host-pool IPv6 VoLTE Phone Host 7

exit
ruledef RD-allTraffic
ip any-match = TRUE
exit
ruledef RD Charge

ip server-ip-address = 209.165.201.0/27
exit
ruledef catchall
ip any-match = TRUE
exit
ruledef googles
icmpv6 any-match
exit
ruledef gcil
tcp any-match =
exit
ruledef route-ims-ipvé-nexthop
ip uplink = TRUE
ip version = ipv6
exit
ruledef optIn
ip any-match = TRUE
exit
group-of-ruledefs GoR FOTA

add-ruledef priority 1 ruledef FOTA SAMSUNG
add-ruledef priority 2 ruledef FOTA_LG
add-ruledef priority 3 ruledef FOTA_ LG 2

9b::d3f6
e60:6000
e60:6004
209.165
64:ff9b
64:£ff9b
64:ff9b

:6b00/120

1:/46

1:/46

.200.225 to 209.165.200.234
::e00:4f12 to 64:ff9%::e00:4£14

::3d6e:f£f52 to 64:ff9b::3d6e:££59
::d3£6:682c to 64:ff9b::d3f6:683e

M learning Port
port range 1 to 9500

port range 10001 to 30000
exit
port-map OTM Advertisement port
port 90
port 9090
exit
ruledef ICMP

ip protocol =1
exit
ruledef ICMPv6
ip protocol = icmpvé
exit
ruledef IPv6_VOLTE_ Phone 1

udp either-port range port-map M learning Port

B NsoR—zoBmEEE

= TRUE

TRUE



| NsoR—zoBFEE

add-ruledef priority 5 ruledef FOTA PANTECH 2
add-ruledef priority 8 ruledef IOS_OTA Update
add-ruledef priority 9 ruledef GOTA google
add-ruledef priority 10 ruledef FOTA Hybrid Egg
add-ruledef priority 11 ruledef FOTA SAMSUNG 2
add-ruledef priority 12 ruledef FOTA SAMSUNG 3
add-ruledef priority 13 ruledef FOTA SAMSUNG 4
add-ruledef priority 15 ruledef FOTA SAMSUNG 5
add-ruledef priority 16 ruledef FOTA LG 4
add-ruledef priority 17 ruledef FOTA LG 5
add-ruledef priority 18 ruledef FOTA HUAWEI Egg
add-ruledef priority 20 ruledef KTF_DMS FOTA
add-ruledef priority 21 ruledef FOTA Nlabs
add-ruledef priority 22 ruledef FOTA LTE Beam
add-ruledef priority 23 ruledef FOTA S Mobile
add-ruledef priority 24 ruledef FOTA Giga Genie
add-ruledef priority 100 ruledef SAMSUNG_ SKT issue
add-ruledef priority 104 ruledef new FOTA Pantech
add-ruledef priority 106 ruledef new FOTA KTtech
add-ruledef priority 107 ruledef new IOS OTA Log
add-ruledef priority 114 ruledef new FOTA LG 3
add-ruledef priority 200 ruledef IoT_ FOTA mexus
add-ruledef priority 201 ruledef IoT FOTA acnt
add-ruledef priority 202 ruledef IoT_ FOTA amtel
exit

packet-filter qgcil

ip protocol =1

ip remote-port = 1001

priority 1

exit

packet-filter subscriber-pools

exit

charging-action CA-nothing

content-id 5

exit

charging-action CA Chargeable 2

content-id 1

billing-action egcdr

exit

charging-action CA_Charge
exit

charging-action DSI

billing-action egcdr

flow action discard

tft packet-filter permit _all

exit

charging-action call

service-identifier 22

billing-action egcdr

cca charging credit

flow action discard

flow limit-for-bandwidth id 4

exit

charging-action catchall

content-id 10

billing-action egcdr

cca charging credit rating-group 10 preemptively-request
exit

charging-action gcil

billing-action egcdr

cca charging credit rating-group 1 preemptively-request
gos-class-identifier 1

tft packet-filter gcil

exit
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bandwidth-policy bw-policy
flow limit-for-bandwidth id 2 group-id 2
flow limit-for-bandwidth id 4 group-id 4
flow limit-for-bandwidth id 10 group-id 12
flow limit-for-bandwidth id 562 group-id 562
group-id 2 direction downlink peak-data-rate 225280 peak-burst-size 2253 violate-action
discard
group-id 4 direction uplink peak-data-rate 450560 peak-burst-size 4506 violate-action
discard
group-id 10 direction uplink peak-data-rate 1153434 peak-burst-size 11534 violate-action
discard
group-id 11 direction uplink peak-data-rate 10000 peak-burst-size 10000 violate-action
discard
exit
rulebase 5G-DF
tcp packets-out-of-order timeout 30000
no retransmissions-counted
edr sn-charge-volume count-dropped-units
bandwidth default-policy bw-policy
exit
rulebase RB-allTraffic
action priority 100 ruledef RD-allTraffic charging-action CA_Charge
egcdr threshold interval 3600
egcdr threshold volume total 4000000
exit
rulebase RB_Charge
action priority 10 ruledef RD_Charge charging-action CA Charge
exit
rulebase cisco
billing-records egcdr
action priority 12 ruledef catchall charging-action catchall monitoring-key 123
egcdr threshold interval 120
egcdr threshold volume total 1000000
exit
rulebase cisco_dynamic
action priority 11 dynamic-only ruledef gcil charging-action gcil
action priority 10000 ruledef catchall charging-action catchall
egcdr threshold interval 120
egcdr threshold volume total 100000
exit
rulebase P2P
transactional-rule-matching
dynamic-rule order first-if-tied
tethering-detection application ip-ttl value 62
flow end-condition timeout normal-end-signaling session-end charging-edr flow-edr
billing-records egcdr
edr transaction-complete http charging-edr http-edr
flow control-handshaking charge-to-application all-packets
egcdr threshold interval 3600
egcdr threshold volume total 4000000000
no cca quota retry-time
cca diameter requested-service-unit sub-avp volume cc-total-octets 5000
p2p dynamic-flow-detection
no tft-notify-ue-def-bearer
exit
rulebase default
exit
rulebase wap_adult
transactional-rule-matching
tcp mss 1320 limit-if-present
flow end-condition handoff timeout normal-end-signaling session-end charging-edr
flow-edr
billing-records egcdr radius
action priority 28 ruledef catchall charging-action CA Chargeable 2
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action priority 29 ruledef catchall charging-action CA Chargeable 2
edr transaction-complete http charging-edr http-edr
flow control-handshaking charge-to-application mid-session-packets tear-down-packets

egcdr threshold volume total 3000000

#exit

service-scheme ssl

exit

credit-control group DCCA grpl

diameter origin endpoint Gy

diameter peer-select peer minid-Gy
pending-traffic-treatment noquota buffer
pending-traffic-treatment quota-exhausted buffer
pending-traffic-treatment validity-expired pass
exit

credit-control group default
pending-traffic-treatment noquota pass
pending-traffic-treatment quota-exhausted buffer
exit

policy-control charging-rule-base-name active-charging-rulebase
policy-control burst-size auto-readjust duration 3
exit

context ecs

apn cisco.com

ip context-name ecs

exit

apn starent.com

ip context-name ecs

exit
end

A3 N1 KFE (Activel + Active2)

config

context EPC2

interface loopl upl loopback

ip address 198.51.100.123 255.255.255.224

interface loop2 upl loopback
ip address 209.165.201.0 255.255.255.224

interface loop3 upl loopback
ip address 209.165.202.128 255.255.255.224

interface loop4 upl loopback
ip address 192.0.2.0 255.255.255.224

interface loop5 upl loopback
ip address 198.51.100.0 255.255.255.224

exit
exit

context EPC2

sx-service sx_upl
instance-type userplane

bind ipv4-address 198.51.100.0
exit

exit
exit

context EPC2
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gtpu-service pgw-gtpu upl

bind ipv4-address 209.165.201.0
exit

gtpu-service saegw-sxu_upl

bind ipv4-address 209.165.202.1
exit

28

gtpu-service sgw-engress-gtpu_upl

bind ipvé4-address 192.0.2.0
exit

gtpu-service sgw-ingress-gtpu_upl

bind ipv4-address 198.51.100.0

exit
exit

context EPC2
user-plane-service up_upl

associate gtpu-service pgw-gtpu upl pgw-ingress
associate gtpu-service sgw-ingress-gtpu upl sgw-ingress
associate gtpu-service sgw-engress-gtpu upl sgw-egress
associate gtpu-service saegw-sxu upl cp-tunnel

associate sx-service sx_upl
associate fast-path service

associate control-plane-group gl

exit

exit
exit

config

context EPC2

interface loopl up2 loopback
ip address 209.165.200.230 255.

interface loop2 up2 loopback
ip address 209.165.200.231 255.

interface loop3_up2 loopback
ip address 209.165.200.232 255.

interface loop4_up2 loopback
ip address 209.165.200.233 255.

interface loop5 up2 loopback
ip address 209.165.200.234 255.

exit
exit

context EPC2

sx-service sx_up2

instance-type userplane

bind ipv4-address 209.165.200.2
exit

exit
exit

context EPC2

gtpu-service pgw-gtpu_ up2

bind ipv4-address 209.165.200.2
exit

gtpu-service saegw-sxu_up2

bind ipv4-address 209.165.200.2
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exit

gtpu-service sgw-engress-gtpu_up2

bind ipvé-

exit

address 209.165.200.233

gtpu-service sgw-ingress-gtpu_up2

bind ipvé-

exit
exit

address 209.165.200.230

context EPC2
user-plane-service up_up2

associate
associate
associate
associate
associate
associate
associate
exit

exit
exit

gtpu-service pgw-gtpu_up2 pgw-ingress
gtpu-service sgw-ingress-gtpu up2 sgw-ingress
gtpu-service sgw-engress-gtpu up2 sgw-egress
gtpu-service saegw-sxu_up2 cp-tunnel
sx-service sx_up2

fast-path service

control-plane-group gl

AR INA E&E (Activel + Active2) .
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