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PCRF
2. Gx —Subscriber Profile with

Enterprise Policy ID = xx

1. Create Session Request/Response Assign
DNS Primary and Secondary and UE IP
Y Y enhances DNS query to an

UE ki PEs EDNSO record with Device 1D xx
3. DNS Lookup —UDP Port 53 (Enterprise Policy ID inserted in
to EDNSO record as device ID)

4. New P-GW trigger associated
with Enterprise Policy ID xx

v

8. Resolved based on Device ID
6. Umbrella uses

Device ID xx to
5. EDNSO apply an

query with enterprise
evice IDxx  gpacific domain
blocking list

7. Resolved based on
Device ID
Umbrella
secure DNS
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KIZ, OPTRR OEEH /T OMEERLET,

Field Name Field Type Description

NAME domain name empty (root domain)

TYPE u_intlé_t OPT

CLASS u_intlé_t sender's UDP payload size
TTL u_int32 t extended RCODE and flags
RDLEN u_intlé_t describes RDATA

RDATA octet stream {attribute, value} pairs
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* 0000162¢ : 5678 (10 #%)
« 000004d2 : 1234 (10 #:%%)
RDATA 69 42 00 Of 4f 70 65 6e 44 4e 53 00 00 16 2e 00 00 04 d2
* 6942 : option-code
* 000f : option-length
« 470656e444e53 : OpenDNS (ZL741)
* 0000162¢ : 5678 (MSB)

« 000004d2 : 1234 (LSB)
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JVRHYR—F L TWET A,

configure
active-charging-service service name
edns
fields fields name

tag default device-id
tag 101 imsi encrypt
tag 102 pgw-address
end

EDNS 74—< v brERYA—T7H a3 DETE

DNS 7 4 LB DERTE
DNS 7 4 WHZ U U T B ETITENICT DI, ROBREELFEHLET,

configure
active-charging-service service name
content—filtering range start min val to end max_val
no content-filtering range
end

pE

erange /N7 A —H RN 10 ~ 1000 [IZFERESNTWDIIGEE, 20Ty 74XV T K
T—ID 10 ~ 1000 DYV T A7 F AT a7y A )Vix, BTy T4 vE ) T
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configure
active-charging-service service name
trigger-condition trigger condition name
external-content-filtering
app-proto = dns
end
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« external-content-filtering : Z D7 7 7' Ttrue] \ZFRE S, FPHSRENRE STV D
Y&, EDNSOBREZ AN LET, 774/ M Tl 2077 ZI3EL T,

s app-proto=dns: DNSUAND ~ T 7 4 v 7 DIP 7 RLAOBIEEZBRBELE T, ZD=
<> K23 multiline-or CLI THZhZ 72> TWBHA. T-XTHDNS b7 7 ¢ v 77 EDNS
Txra—RahET,

WOHRTIZE D, EDNS X7 vy MIHASN D EDNS 74—~ v 2 E#ZLET,

configure
active-charging-service service name
trigger-action trigger action name
edns-format format name
security-profile profile name
flow action readdress server-list server list name [ hierarchy
] [ round-robin ] [ discard-on-failure ]
end

b
- trigger-actiontrigger_action name : ~ U 4 —7 7 3 3 > C flow-action CLI Z %02 L £,

« edns-format format_name : EDNS 3@ ] SV CTW A EEIZ EDNS 74—~ R &2 H L
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« security-profileprofile name : EDNS Dt %=V 7 4 77 7 A L% EZTEFL T, T34
AID vy BT EBMLET,
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« flow action readdress server-list server_list name [ hierarchy ] [ round-robin] [
discard-on-failure] : EDNS % IP 7 F L A B4R EICBEEAHT 7, IP 7 R AHFfEEIL,
RIEWH DY —/"— TIPS TIZNNT Y FOT RLRAZHIEET DO SET, |
VI =727 arOZOCLHE, ==V X MREDOHZFR—FLET, H—-H—
N—@D IP KR — FiR T (charging-action 72 &) IV R —hSnFEFH A,

CF RS —ID DIEA
WOHREZFEH LT, EDNSIZCFRY > —ID A LET,

configure
active-charging-service service name
edns
fields fields name
tag { val { imsi | msisdn | cf-policy-id } }

end
=
Ny FNERETHED, EX=2 VT 4707 7 A4 NVEE0EFEL EDNS L~UL T
B ET,

security-profile security profile cf-policy-id-static-prefix value

T LWE T EAT DITIE, A m— FROMEZ 576 ~ 4096 £ TOEBTHELET,
tag default payload-length [ tcp | udp ] value

SA—
=X TE
LIFIZ, EDNS X7y FaRETHT-ODOREMNEZ R LET,

configure
active-charging service ACS
content-filtering range 10 to 100

ruledef dns-port
udp either-port 53
tcp either-port 53
multi-line-or all-lines
rule-application routing
fexit

readdress-server-list re adr list ta
server 100.100.100.14
server 2001::14
server 100.100.100.15
server 2001::15
fexit

rulebase test
route priority 20 ruledef dns-port analyzer dns
fexit

edns

security-profile sec profile cf-policy-id-static-prefix 123456
fields test fields
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tag 26946 cf-policy-id
fexit

format test format
fields test fields encode
fexit

trigger-action TAl

edns format test format security-profile sec profile

flow action readdress server-list re adr list ta hierarchy
#exit

trigger-condition TC1
external-content-filtering
app-proto = dns
#exit

service-scheme SS1
trigger flow-create
priority 1 trigger-condition TCl trigger-action TAL
#exit

subs-class SC1

rulebase = test
multi-line-or all-lines
fexit

subscriber-base SB1
priority 1 subs-class SCl bind service-scheme SS1
#exit
end

EZANUITBXORSI IOV a—TFTaY
PLFIZ, EDNSO L a— RIZT NS RAID AT L0 DYERa T 7 4 2 ) v 7 a
AN—Fr9 25 show a2~ REFOHTERLET,

show <> KEH A

COMEEEYIR— T 5, RO show a2~ REHIINEFTINE L=,

show user-plane-service inline-services info

CF Range: Enabled
Start Value: 1
End Value: 1000

show user-plane-service statistics analyzer name dns

EDNS Over UDP:

EDNS Encode Success: 0 EDNS Encode Failed: 0
EDNS Encode Success Bytes: 0
EDNS Response Received: 0

EDNS Over TCP:
EDNS Encode Success: 0 EDNS Encode Failed: 0
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show a7 > FEHA .

EDNS Encode Success Bytes: 0
EDNS Response Received: 0

show subscribers user-plane-only full callid <call_id>

DNS-to-EDNS Uplink Pkts: 0 DNS-to-EDNS Uplink Bytes: 0
EDNS Response Received: 0

show user-plane-service edns all

Fields:
Fields Name: fields 1
tag 26946 cf-policy-id

Fields Name: fields 2
tag 2001 imsi

tag 2002 msisdn

tag 26946 cf-policy-id
Format:

Format Name: format 1
fields fields_1 encode

Format Name: format 2
fields fields_2 encode

Security-profile Name: high
CF Prefix Policy ID: 1234

FUH—TU L a UfRE
NI T—=T 7 v a rOfEERTT DI, RO show 2~ > FEEMLET,

« show user-plane-service statistics trigger-action all

Trigger-Action: TAl

Total EDNS PKTS H 1
Total readdressed Flows 1
Total Trigger action(s) : 1

» show user-plane-service statistics trigger-action name trigger_action_name

Trigger-Action: TAl

Total EDNS PKTS : 1
Total readdressed Flows 1
Total Trigger action(s) 01

« show user-plane-service trigger-condition all

Trigger-Condition: TC1
External-content-filtering : Enabled
App-proto : dns
Multi-line-OR All lines : Disabled

» show user-plane-service trigger-action all

Trigger-Action: TAl

HTTP Response Based TRM : none

HTTP Response Based Charging : none

Throttle Suppress : Disabled
Flow Recovery : Disabled
Traffic Optimization : Disabled
Step Up GBR : Disabled
Step Down GBR : Disabled
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TCP Acceleration : Disabled
TCP Acceleration Threshold : Disabled
Service-Chain : none
UP-Service-Chain : none
EDNS-Encode : Enabled
Flow-IP-Readdressing : Enabled
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ecs-dns-udp-edns-encode-succeed | UDP % 4 L C DNS 7> & EDNS [CZ# X iz 347 o kD,

ecs-dns-udp-edns-encode-failed |UDP %41 L 7= DNS 7> & EDNS ~DZEHa1Z 2 L 7= [F13%,

ecs-dns-udp-edns-encode-response | UDP % 41 L 7= EDNS 2 = U |Z%f L TRAE S =& D ¥k,

ecs-dns-tep-edns-encode-succeed | TCP %41 L C DNS 7> & EDNS (CE# S 7= /37 v h D3%,

ecs-dns-tcp-edns-encode-failed | TCP % 4 L 72 DNS 7> & EDNS ~0DZ8# |2 [ L 72 [F1%L,

ecs-dns-tcp-edns-encode-response | TCP %41 L 7= EDNS 27 = U (%} L TZIE SIS E O,
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