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configure
context context name
egtp-service service name
[ no ] cups-enabled
end
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CUPS BWEINNE O hEMERT 1213, ROa~v» FEFEALET,
+ show configuration
« show configuration verbose
« show egtp-service{ all | name service_name}
» show saegw-service { all | name service_name}
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» show subscriber s saegw-only full all
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WDFIZ, IPSec, Sx. BLUSRPICREE#H T2 CLI =2~ FOH#LEX 4 ~—fEE2 R L E T,

IPSEC cP up

ikev2-ikesa max-retransmission 3 3

ikev2-ikesa retransmission-timeout | 1,000 1,000

keepalive interval 4 interval 5
timeout 1 timeout 2
num-retry 4 num-retry 4

Sx CP UP

sx-protocol heartbeat interval 10 10

sx-protocol heartbeat 5 5

r etr ansmission-timeout

sx-protocol heartbeat 4 4

max-retransmissions

Sxa max-retransmissions 4 4

sxa retransmission-timeout-ms 5000 5000

sxb max-retransmissions 4 4

sxb retransmission-timeout-ms 5000 5000

sxab max-retransmissions 4 4

sxab retransmission-timeout-ms 5000 5000
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IPSEC CP upP
sx-protocol association 60 60
reattempt-timeout

SRP CP UP
hello-interval 3 3
dead-interval 15 15

i
e
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«CP & UPHIDO~/LFiky 7 BFD A ~— LTI THHERH Y £ (F—& UP O3

&) .

U NKRY T BFDIE, TRTOa LT XA M (CPGW/AREIHHE L NUPGn/Gi) TH
NZTDMERDHY 7,

vy —M~/VFik 7 BFD IX. CP-CPICSR B X OYUP-UPICSR (IMSUP) (ZxfLTCH
NZTHMERDHY T,

« SRP-IPSec ACL %, IP 7' h =2V Cix7e < TCP 7’1 k 2 /LHIZER
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TE
¢ Sx-IPSec ACL IZ, IP & h =L TiZ72< UDP 7 u h 2 /L IZHRET HLENRH Y 77,

CP DX 7l
< J)LF v 7 BFD §% 7€ VPC-DI
Wi, TRY A ~—& M L=~ AF7 v 7 BFD OREF 27 LET,

bfd-protocol
bfd multihop-peer 209.165.200.226 interval 350 min_ rx 350 multiplier 20
bfd multihop-peer 209.165.200.227 interval 350 min_ rx 350 multiplier 20
bfd multihop-peer 209.165.200.225 interval 350 min_ rx 350 multiplier 20
bfd multihop-peer 209.165.200.230 interval 350 min_ rx 350 multiplier 20
bfd multihop-peer 209.165.200.228 interval 350 min_ rx 350 multiplier 20
bfd multihop-peer 209.165.200.229 interval 350 min_ rx 350 multiplier 20
#exit

< IJLF 7y 7 BFD % VPC-SI
iz, A <—MN3WO~</LFk > 7 BFD REDHZ R LET,

bfd-protocol
bfd multihop-peer 209.165.200.226 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.227 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.225 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.230 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.228 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.229 interval 150 min rx 150 multiplier 20
fexit
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BGP D%
LTI, 5% A ~—% i L7z BGP O ERI %~ LET,
router bgp 1111
router-id 209.165.200.225
maximum-paths ebgp 15
neighbor 209.165.200.250 remote-as 1000
neighbor 209.165.200.250 ebgp-multihop
neighbor 209.165.200.250 update-source 209.165.200.225
neighbor 1111:2222::101 remote-as 1000
neighbor 1111:2222::101 ebgp-multihop
neighbor 1111:2222::101 update-source 1111:2222::1
bgp graceful-restart restart-time 120
bgp graceful-restart stalepath-time 300
timers bgp keepalive-interval 30 holdtime-interval 90 min-peer-holdtime-interval
0 server-sock-open-delay-period 10
address-family ipv4
redistribute connected
fexit
address-family ipv6
neighbor 1111:2222::101 activate
redistribute connected
fexit
fexit
U7k y 7 BFD BRE

BA<—N3HDL IRy 7 BFD OREFZLLTFIRLET,

interface bgp-swl-2161-10
ip address 209.165.200.233 209.165.200.255
ipv6 address 1111:222::9/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-11
ip address 209.165.200.234 209.165.200.255
ipv6 address 1111:222::10/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-12
ip address 209.165.200.235 209.165.200.255
ipv6 address 1111:222::11/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-3
ip address 209.165.200.226 209.165.200.255
ipv6 address 1111:222::2/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-4
ip address 209.165.200.227 209.165.200.255
ipv6 address 1111:222::3/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-5
ip address 209.165.200.228 209.165.200.255
ipv6 address 1111:222::4/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-6
ip address 209.165.200.229 209.165.200.255
ipv6 address 1111:222::5/112 secondary
bfd interval 999 min rx 999 multiplier 3
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#exit
interface bgp-swl-2161-7
ip address 209.165.200.230 209.165.200
ipvé address 1111:222::6/112 secondary
bfd interval 999 min rx 999 multiplier
#exit
interface bgp-swl-2161-8
ip address 209.165.200.231 209.165.200
ipvé address 1111:222::7/112 secondary
bfd interval 999 min rx 999 multiplier
#exit
interface bgp-swl-2161-9
ip address 209.165.200.232 209.165.200
ipvé address 1111:222::8/112 secondary
bfd interval 999 min rx 999 multiplier
#exit

TILFHRY TBIDREDAET 4 v I IL— b

25 )Ly 7 BFD

IPSec ACL DX

Wiz, AXT 4 w7 )b—k </VFikv 7 BFD

ip route static multihop bfd UP-5 209.165.20

ip route static multihop bfd UP-6 209.16
ip route static multihop bfd UP-9 209.16
ip route static multihop bfd UP-10 209.1
ip route static multihop bfd UP-7 209.16
ip route static multihop bfd UP-8 209.16

BRERADRAZATA4 YT IL—F
WIZ, ZABT 47— D7)k 7 BFD SREDH 2R LET,

ip route static bfd bgp-swl-2161-3 209.165.2

ip route static bfd bgp-swl-2161-4 209.1
ip route static bfd bgp-swl-2161-5 209.1
ip route static bfd bgp-swl-2161-6 209.1
ip route static bfd bgp-swl-2161-7 209.1
ip route static bfd bgp-swl-2161-8 209.1
ip route static bfd bgp-swl-2161-9 209.1
ip route static bfd bgp-swl-2161-10 209.
ip route static bfd bgp-swl-2161-11 209.
ip route static bfd bgp-swl-2161-12 209.

permit udp host 209.165.200.225 host 2
fexit

IPSec FS VR IT+—Lty FDOERE

encryption aes-cbc-256
group 14

hmac sha2-256-128
lifetime 28800

prf shaz2-256

ipsec transform-set A-UP-1

LFhy TBDBENRETF1voL—b [

.255

.255

.255

REDHIZRLET,

AX

0.240 209.165.200.245

5.200.240 209.165.200.246
5.200.240 209.165.200.247
65.200.240 209.165.200.248
5.200.240 209.165.200.249
5.200.240 209.165.200.250

00.230
65.200.230
65.200.230
65.200.230
65.200.230
65.200.230
65.200.230
165.200.230
165.200.230
165.200.230

LLTFIZ, CP T® IPSec ACL O EWZR L £,

ip access-list UP-1

09.165.200.226

CPTDIPSec hTF > A7 4—2ty NOBREFZLLTIORLET,

ikev2-ikesa transform-set ikesa-UP-1
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IPSec V') T b= v TDHRTE
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encryption aes-cbc-256
hmac sha2-256-128
group 14

CPTOIPSec 7 UV F b~y FOREMEZLLTIRLET,

crypto map UP-1 ikev2-ipv4

Sx DEETE

match address UP-1
authentication local pre-shared-key encrypted key secretkey
authentication remote pre-shared-key encrypted key secretkey
ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 1000
ikev2-ikesa transform-set list ikesa-UP-1
ikev2-ikesa rekey
keepalive interval 4 timeout 1 num-retry 4
control-dont-fragment clear-bit
payload foo-sal match ipv4
ipsec transform-set list A-UP-1
lifetime 300
rekey keepalive
fexit
peer 192.1.1.1
ikev2-ikesa policy error-notification

fexit

PLIFIZ, CPIZBIT S Sx OFREF 2~ LET,

sx-service SX-1

IL—3 DERTEHI

instance-type controlplane

sxa max-retransmissions 4

sxa retransmission-timeout-ms 5000

sxb max-retransmissions 4

sxb retransmission-timeout-ms 5000

sxab max-retransmissions 4

sxab retransmission-timeout-ms 5000

n4 max-retransmissions 4

n4 retransmission-timeout-ms 5000

sx-protocol heartbeat interval 10

sx-protocol heartbeat retransmission-timeout 5
sx-protocol heartbeat max-retransmissions 4
sx-protocol compression

sx-protocol supported-features load-control
sx-protocol supported-features overload-control

exit
end

AVB—DITARADAET 49T IIL—k
WRIZ, A VB2 —T 2 A ADAZT 4 v I N— sOEREHZRLET,

ip
ip
ip
ip
ip
ip

route
route
route
route
route
route
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209.
209.
209.
209.

165
165
165
165
165
165

.200
.200
.200
.200
.200
.200

.224/27
.224/27
.224/27
.224/27
.224/27
.224/27
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ip route 209.165.200.224/27 Vlanllll 209.165.200.231
ip route 209.165.200.224/27 Vlanllll 209.165.200.232
ip route 209.165.200.224/27 Vlanllll 209.165.200.233
ip route 209.165.200.224/27 Vlanllll 209.165.200.234

VTR YTBIDDAE T4 v IL— bk
WIZ, TNy BFD DAZT 4 v 7 )— FOREF ZRLET,

ip route static bfd Vlanllll 209.165.200.225
ip route static bfd Vlanllll 209.165.200.226
ip route static bfd Vlanllll 209.165.200.227
ip route static bfd Vlanllll 209.165.200.228
ip route static bfd Vlanllll 209.165.200.229
ip route static bfd Vlanllll 209.165.200.230
ip route static bfd Vlanllll 209.165.200.231
ip route static bfd Vlanllll 209.165.200.232
ip route static bfd Vlanllll 209.165.200.233
ip route static bfd Vlanllll 209.165.200.234

SUGNLKRYTBIDDA VU E—T AR
U TNVIRYy T BFED DA B —T 2 A ADOREFELL IR LET,

interface Vlanllll
no shutdown
bandwidth 10000000
bfd interval 999 min rx 999 multiplier 3
no bfd echo
ip address 209.165.200.224/27
ipv6 address 1111:222::1/112

BGP D& TE
PIFIC, HEZ A ~—%fH L7~ BGP OREFZ/RLE T,

router bgp 1000
router-id 209.165.200.226
timers bgp 30 90
timers bestpath-limit 300
timers prefix-peer-timeout 30
timers prefix-peer-wait 90
graceful-restart
graceful-restart restart-time 120
graceful-restart stalepath-time 300

UP D% 7 I

IPSec ACL DX TE
UP T® IPSec ACL DR EH % LL FITm LET,

ip access-list CP-1
permit udp host 209.165.200.225 host 209.165.200.226
#exit

IPSec FS VR T7A+—Lty FOEKE
PAFIZ, UPTOIPSec h T v A7+ —Ahty hOREMZRLET,

ipsec transform-set A-CP-1
encryption aes-cbc-256
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hmac sha2-256-128
group 14

ikev2-ikesa transform-set ikesa-CP-1
encryption aes-cbc-256
group 14
hmac sha2-256-128
lifetime 28800
prf sha2-256

IPSec V') T k< v TDHE
UP CT® IPSec 55~ v 7O EH % LA P LET,

crypto map CP-1 ikev2-ipv4
match address CP-1
authentication local pre-shared-key encrypted key secretkey
authentication remote pre-shared-key encrypted key secretkey
ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 1000
ikev2-ikesa transform-set list ikesa-CP-1
ikev2-ikesa rekey
keepalive interval 5 timeout 2 num-retry 4
control-dont-fragment clear-bit
payload foo-sa0 match ipv4
ipsec transform-set list A-CP-1
fexit
peer 209.165.200.230
ikev2-ikesa policy error-notification
fexit

Sx D/RTE
UP 28T 5 Sx OBREM #LL FIRLET,

sx-service SX-1
instance-type userplane
sxa max-retransmissions 4
sxa retransmission-timeout-ms 5000
sxb max-retransmissions 4
sxb retransmission-timeout-ms 5000
sxab max-retransmissions 4
sxab retransmission-timeout-ms 5000
n4 max-retransmissions 4
n4 retransmission-timeout-ms 5000
sx-protocol heartbeat interval 10
sx-protocol heartbeat retransmission-timeout 5
sx-protocol heartbeat max-retransmissions 4
sx-protocol compression
exit

SRP D&% E

IPSec ACL D& E
RIZ. SRP @ IPSec ACL R EDHIZRL T,

ip access-1list SRP
permit tcp host 209.165.200.227 host 209.165.200.228
#exit
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SRP DR EFIZLLFITRLET,

configure
context srp

bfd-protocol

bfd multihop-peer 209.165.200.225 interval 999 min rx 999 multiplier 3

#e

xit

configure
context srp
service-redundancy-protocol

#e
ip
ip
ip
ip
ip
#e

chassis-mode primary

hello-interval 3
dead-interval 15

monitor
monitor
monitor
monitor
monitor

peer-ip-address 209.

bfd
bgp
bgp
bgp
bgp

context
context
context
context
context

srp 209.165.200.22
gi-pgw 209.165.200
gi-pgw 3333:888::1

NET |

6 chassis-to-chassis
.245

saegw 209.165.200.245

saegw 3333:888::2
165.200.227

bind address 209.165.200.228

xit
route
route
route
route

xit

fexit

end

static multihop bfd srp 209.165.200.229 209.165.200.245

209.165.201.1 209.165.202.129 209.165.200.230 SRP-Physical-2102
209.165.201.2 209.165.202.130 209.165.200.231 SRP-Physical-2102
209.165.201.3 209.165.202.131 209.165.200.232 SRP-Physical-2102
igmp profile default
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